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Welcome to Burp Suite Professional You can use this web interface to access the Proxy history, download your Burp CA certificate, or configure your browser (via
the Firefox plug-n-hack plugin)
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Mo proxy listeners are currently running - go to the Options tab to enable a listener
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Response from hitp/baike.baidu.com:80/ [111.13.12.147]
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Raw | Headers | Hex | HTML | Render

HTTP/1.1 200 OK |
Proxy-Connection: keep-alive

Content-Type: texct/html

Date:'Wed, 23 Mar 2016 07:22:12 GMT
Server: Apache

Tracecode: 13321237920289874954032315
Wary: Accept-Encoding

Content-Length: 73644

>

<html>

<head>

<meta charset="UTF-8">

<meta http-equiv="X-UA-Compatible” content="IE=Edge" />

<meta name="description"

content="FHEARZ—FASFTN. BHOREER2S | SEE—MRSRETEANR , BEAEE00RMAFMACEIMtERes. ExBrALSSaSERE  SERMFIHNR. >
<title > EEAE_SEEAPEER 2B < /title>

<meta itemprop="name" content="AEEE_£HEAHRLERIEE">

<meta itemprop="description”
content="EEBRE—SFAE TN, SHOMEERESH . SEYB—TRERENENN  BSAaE00MAFHACEIREER s, EXBFIUSSHERE  SERMEINA. >

<meta itemprop="image" content="http://baike bdimg.com/cms/static/baike.ong">

<seript type = "text/javascript™>

void function(g.f j.c,h,d,b){g.alogObjectName=h,glhl=glhl|[functionO{(alhl.q=glhl.q|l[]).push(arguments)}, glhl.1=g[hLI||+ new
Date,d=f.createElement(j),d.async=!0,d.src=c,b=f.getElementsByTagName(j)[0]b.parentNode.insertBefore(d,b)} (window,document, "script™, “http://img.baidu.com/hunter/alog/alog.min.j
5", "alog);void function(}{function cQ{return;}window.PDC={mark:function(a,b){alog("speed.set”,a,b||+new
Date):alog fire& &alog fire("mark")} init:function(a){alog(”speed.set”, "options~,a)}, view_start:c tti:c page_ready:cl}():void function{n){var o='1:n.onerror=function(n,e.t, c){var
i=!Greturn!e8 &/ script
error/i.test(n)&&(o?i=11:0=10),i&&alog("exception.send ", "exception”, {msg:n,js:e In:t,col:c}),! 1}, alog("exception.on”, "catch " function(n){alog("exception.send ", "exception”, {msg:n.msg js:
n.path,In:n.In,method:n.method, flag:"catch ")) Hwindow);

< /script>

ide, audio, canvas, datalist details, dialog,eventsourci

1t progress,section, time,video".split(", "),

b
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SET httpy//baike baidu.com/ HTTP/1.1

Host: baike baidu.com

Zroxy-Connection: keep-alive

becept: text/html application/<html+xmlapplication/=ml:g=0.9image /webp,*/*q=0.8

Jser-Agent: Mozilla/5.0 (Windows NT 6.1) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/31.0.1650.63 Safari/537.36
Aeccept-Encoding: gzip,deflate,sdch

beecept-Language: zh-CN,zh:ig=0.8

Cookie: BAIDLJID=F829F1F29SBEA4DO?8?4AA35“EFBS:FG= 1: PSTM=1458717351; H_PS_PSSID=19411_1456_192!
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Burp intruder Repeater Window Help

Target | Proxy | Spiger | Scanner | intruder | Repeater T Sequencer IDechar T Comparer T Extender | Options | Alerls
[ Intercept I HTTP history TWebSuckets history | Options.

‘ Filter: Hiding CSS, image and general binary content | LZJ
# 4| Host | Methoa | URL | Params | Edtsd | Status | Length | MMEtype | Extension | Tiie | comment |ssL [P | Cookies |
1 http:/ise sa GET @ o 200 1000 text O 10122612226
2 GET o g 302 381 HTML ico 302 Found 0 611912064
3 hitp:iisearch. 114s0.cn GET isearch_web himi?id=1108kw=baike ba ] o 302 554 HTML html 0 2212352554 soV=1; soKey=484
4 hitp:/idachang.114s0.cn GET izy2i7id=1108kw=balke bags=anan=4 @ g 200 32080  HTML 8% O 594425211
5 hitp:ijupext chrome. 360.cn GET /intf.php?method=ExtUpdate quarySos= ] (ST 479 KL php O 61.180.11275
6 hitpi//seapp.stat. 360safe.com GET iq.htmizname=pprocisever=7.1.1.6448. €] g 200 209 HTML html O 106.120.168.90
7 hitpri/se.360.cn GET isetmisetm. htm o Q200 2134 JSON html O 150.138.214.83
8 hitpiiisite.browser.350.cn GET Imsgmodel php?mt=[%22ssrc%22] ] g 200 2524 JS0N php O  106.39.219.24
< T

Request | Response
Raw | Headers | Hex | HTML | Render

HTTPR/1.1 200 OK |&
Server:nginx/1.2.0

Date: Wed, 23 Mar 2016 12:23:07 GMT

Content-Type: text/html

Vary: Accept-Encoding

X-Powered-By: PHP/54.18

Powered-By-ChinaCache: MISS from 010572935B.2

Powered-By-ChinaCache: MISS from 010121935D

Connection: close

Content-Length: 31795

itional.dtd™>
|

0 matches

FAE A5 A2 H

Burp Proxy &9 £ # 7 At % & Interceptit *1l - F #9Forward ~ Drop ~ Interception is on/off
Action ~ Comment vA&nghllght#@ﬁk » B8 a8 5 & - Forwardfy o) it & B4R & A& LA
BERXATHRBIHEIE » Adsbietn BWRAHLERE R4 o Dropty it A RBEEX
L ATdE AR A K & ?lrn?'f}forwardé'l}]IUL 3% © Interception is on& 3 82 AE4T T o inéﬂiﬁﬁﬁ
i@ i3 Burp Proxy 1% K #3% ; Interception is off & = B P 4 % A » T~ A2 Ml L Burp
Proxy# PT A 14 K %48 o Action®y 2 & ATk T 4% & A74 K 69 74 &:4% 1% ¥ Spider ~ Scanner
Repeater ~ Intruder ~ Sequencer ~ Decoder ~ Comparer£84F sk » if 7 Ak — ik KK B 69 15
B e R GETRAPOST# KA X ~ A% % Kbody#) %48 » Bl o4 T A5 5 Rif By
BARE > o R BEZBIL TG E B~ TAREZBLIPRILEH & T\ﬁ#ééﬂbﬁiﬁ"iﬂéﬁ i
& FRESLE FOHE > LT A TH I EER TR S EHBEEE -



J ntercept T HTTP history T WebSockets history T Options ]

4| Request to hitp:/baike baidu.com:80 [22[!.181.5?.232]'\

l Forward J l Drop

Raw | Params T Headers T Hex ]

J[ interceptis on | Action

Send to Spider

Do an active scan

GET request to /

Send to Intruder

Type

Send to Repeater

Cookie
Cookie
Cookie
Cookie
Cookie

Comment?# 2 45 & 45 =t 2 4,69 74 M/f‘ﬁw%&’ﬁf*u\f‘kzﬁ“ KF o AR

Send to Sequencer
Send to Comparer
Send to Decoder

Request in browser

Engagement tools

Copy

Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Do intercept

Message editor help
Proxy interception help

Change reguest method
Change body encoding

Don't intercept requests

Ctri+l
CirR

» 1089t cficidTcila

Cir-C

To this host
To this IP address
For this file extension

For this directory

WaBE % $eE

s A 4_ S
RHELE ATRTRS » AXEAAXEGHRE & Tuﬁm%&ﬁﬁo
J ntercept T HTTP history T WebSockets history | Options
#| Requestto htipiibalke baidu com80 [220.181.57.232) b\ ﬁ*
Forward Drop. [ interceptison | Action L) U
Raw | Params | Headers | Hex
Name | value
GET HTTPH A
Host baike baidu.com €
Cache-Control max-age=0
Accept text/tm, :q=0.9,image p,*q=08
User-Agent Mozila/5.0 (Windows NT 6.1, WOWE4) AppleWebKit/S37 38 (KHTML, like Gecko) Chrome/31.0.1850.63 Safari537.36

Accept-Encoding
Accept-Language
Cookie

Highlight# 2} 4& 5 Comment 2 #&

KiEEAAR Y o

uzip,defiate,sdch
zh-Cl zhig=0.3
BAIDUD=C1AA407¢

BN 0 BpxE AT A Y

ACOCACD7216D3C281FG8A; PSTM=14|

HERE T M T H Ay E

#| Requestto htipuibalke baidu com£0 [220.181.57.232)

Forward Drop. | Interceptis on ] Action
Raw | Params | Headers | Hex

N‘Q

B
=)

Name | value

GET PHTTPIA

Host baike.baidu.com

Cache-Control max-age=0

Accept textihtm, q=0.9,image/webp ",0=0.8

User-Agent Wozila/S.0 (Windows NT 6.1; WOWB4) AppleWebKit/537.36 (KHTML, lie Gecko) Chrome/31.0.1850.63 Safari537.36

Accept-Encoding
Accept-Language
Cookie

M T Intercept ¥ =T VA x¢ 314 LProxyﬁﬁ H AT S

8 h 4 FJb’b‘L B AL AT R A6 /)g] Pt

gzip,defiate,sdch
zh-CH zhig=08
BAIDUD=C1AA&07¢

19h > £7T

HATIER Fa L 3 o

ACOCACD7216D3C281FG8A; PSTM=14|

& %7 FOptions P LA & %



=] 2% 7 B & Options

% RAVAT I T &0 % B %7 FOptions » W@ &7 %A » TR EHEATILRBR (F Ahttps
MARTELEATARE  Eoa—FHT4H)

P ik RN BB
JR % 35 5% 18 1K B2 AR,

[ ]
n
>
B (5
p
&
e

B ik R SRR

FPomm R CEBABERE P MR ZINRS R LA XRERLR  ER@wT !

2
T Usze these seftings to control which reguests are stalled for viewing and editing in the Intercept tab.
[ Intercept requests based on the following rules:
l Add J | Enabled | Operator | Match type | Relationship | Condition |
& File extenzion Does not match ("gifsl*jpg¥"pngsf cz= s H" icoS)
Edit [= Or Request Containg parameters
— = Or HTTP method Does not match (getipost)
L—J =] And URL ls in target scope
Up

Down

] Awutomaticalty fix missing or superflucus new lines at end of reguest

[# Automatically update Content-Length header when the reguest is edited
IROSEBANERE ~ 420 & A5 E - 83 L3rContent-Lengthil &k =85 o

1. 4= Rintercept request based on the follow rules®checkbox# it # » M & A7 A &5 4
AT 7 7] &P 693F KA 697 BARE AR AR - AN - AN RL A LR TR
T8 0 SR RMNTURE AT FR > @2 [Up] A [Down] =4z » 18 BN AT 24z
BAHER o BBt » KA1 T A& [Add)] Re—FHR > ATl F— AN > Bt L&
(Edit] #1744 - £ & [Remove] #ATMI % o B &A1 &% [Add) #4an » 25 B
W] AcAa bGP A T EIE > TR



E  Add request interception rule Iﬁ

= | Specify the details of the interception rule.

=l

Boolean operator: l And

=

Match type: | Domain name

Match relationship: | Matches

&l

Match condition:

l oK J l Cancel J

L EBAN Amit > E o 24
ANHr R o Boolean opertor& = % A7 69 L 5 H AL & 5 8 77 X, (And) 38 E KA 77 X
(Or) #4 5 Match type& 7 ILfe £ A » shab Iefie £ A T UK TIRE ~ IPHAE ~ il
R %~ URL ~ IHEAH ~ 54, cookies, k3 R4 N &, KA, MIMEX A, HTML T
& #9title 3 ° Match relationship & 7= st & 20 0 A IT fie 3% 5T T~ IE BeMatch condition#ir A 89 %
BT o SRMNMAZLAZE > 2dk [OK] 442 > BN BPHRA o
4= 3% Automatically fix missing#checkbox# it F » M| & & & — K4 &4 4+ > Burp Suite
SAHEREERRS ROGHIT o odedit » — KIS HEHFREL  WREKRT LHE
R 7E 4T > Burp Suite2 B shiicdm k5 e R —RE R E AR T - URIGA S5 681
177 #7 89 4T > Burp Suite¥¥ 2451 o LR AL F TSR R &0 > A T a4k o A
ARAF G RAP 2R -

. %= R Automatically update Content-Length#jcheckbox# it F » ] % 4% K &9 7 Bk 5 2k

J& » Content-Lengthi¥ &k 3f L2 B #8520 » B4k A 548 3t o2 6944 -

R 3% 3% W4 B A
BHBREHEEBAEL ELTRERRES B REDG AL ERER L@ T

Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[# Intercept responses based on the following rules:

L Add J Enabled | Operator | Match type | Relationship | Condition
& Content type header Matches text
Edit =l Or Request Was modified
\ = Or Reguest Was intercepted
Remove: »
= And Status code Does not match *3045
Up | = And URL Iz in target scope

Down

] Awutomatically update Content-Length header when the response is edited

© 69 7 i % &L & intercept response based on the follow rules## Automatically update



Content-Length header when the response edited 4~ it » L 2h 46453 5 F 7 55 KE &
FE B F 89intercept request based on the follow rules ~ Automatically update Content-Length
header when the request edited#8 2t & » SE R AR » HA L—F AR o

TR % %2R Bl A5 K

MR % 3R BAS AL A S PUR S B3R el Lo XL ER - L @deT :
2

I.E,l These settings are used to perform automatic medification of responzes.

] Unhide hidden form fields

| Enable dizabled form fields

| Remove input field length limits

| Remove JavaScript form wvalidation
] Remove all JavaScript

| Remove <object= tags

[] Convert HTTPS links to HTTP

] Remove secure flag from cookies

ArmT o &
— N AF IR R R 69 T R A

o I form& # R F &
# 55 &rform& & F B F &
o {Eform& £ F #9disable F B A 2K 0 & AT 4T A3k
o IR AR K E IR A
e ##hJavaScriptik i
o # 3 Bi A 89 JavaScript
o Hikir%k
o i PhttpsA? 4k 4 A4 hitpsk 4%
o IR FT A cookie F 8% A tr &

WG IR S BB S AT R FERGRE > TAFRSEMNRA R A L2 FE TP RAER
A BAEIRA] » 47 ~ L HICBNIR S B m bR AMH o

aE M) &R X B E
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Match and Replace

@
©

=

ESE SCER TP A & AU SN

o

These zettings are uzed to automatically replace partz of requests and responzes passing through the Proxy.

l Add J Enabled | ttem | Match | Replace | Type | Comment

@] Request header *|f-None-Match.*3 Regex Require non-cached response "
Edit = Request header “Referer.*§ Regex Hide Referer header
O Request header *Accept-Encoding. *3 Regex Require non-compressed responses
Remove sl Response header  “Set-Cookie.*S Regex lgnore cookies >

O Request header *Host: foo.example.orgs Host: bar.example.org Regex Rewrite Host header

I\LJ =] Reguest header Origin: foo.example.org Regex Add spoofed CORS origin
O Rezpoense header AStrict-Transport-Security... Regex Remove HSTS headers r:
=

n hand,

oo

Dot

n

=}

Ninahla b, oo

S oma (Add)] dz4a8d > 25 69 1T B A B A A TS AR F RATT A 2] > € kst R

FaB W10 B8 0H Bk o 0H AR

i RAESE R RARA RO —TRAT A B o

Blde » % RAVE A% PTA R H & P 098845 33k A t0data@burpsuite.comit » Tix 4% TR

1]
%ﬁﬁﬁE%A%%ﬁﬁ%moh

H A fe B H

E  Edit match/replace rule

===

Type:
Match:

Replace:

Comment:

| Specify the details of the matchireplace rule.

l Response body

|'J

0-9A-Z]@([a-20-9A-Z]+{-[a-20-9A-Z]+) 7. }+{a-zA-ZK2 3§

tidata@burpsuite.com

test

[ Regex match

l oK J l Cancel J
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These settings control some specific details of Burp Proxy's behavior. You can change the default settings here to deal with particular problems or situations.

[] Use HTTPA.0 in requests to server

[] Use HTTPA.0 in responses to client

[] Setresponse header "Connection: close™

[ Strip Proxy-* headers in incoming requests

(] Unpack gzip / deflate in requests

[ Unpack gzip / deflate in responses

[] Disable web interface at hitp://burp

[ ] Allow reguests to web interface using fully-gualified DNS hostnames
[] Suppress Burp error messages in browser

[] Dizable logging te history and site map

Enable interception at startup: & Always enable
i) Always dizable

(_) Restore setting from when Burp was last closed

B k@ TIRR 6 RE &

A AHTTPA.OM IS IR % B # AT XREBEH TRHE P RKAHTTP/.0 LS
JR% R#ATHAZ » — B P e FHTTPH BUR AR TE PR 5 & » 2L R £ %
RERR > LA FAHTTP/.0th 3L » it o] 4] 6 pb 0

3%“

§EAE AIHTTP/.0 LR AR H B P % B AT A 93] |
HTTP/1. 1173 » 284138 R HTTPA.0OWM L 2R T R 77 &
MLEHTTP % i s & o

S LEFHTTP/A.0W il An
Sy F @A AEAE 0 e o

Q%%

% B R e &k P a9“Connection : close” T Al T X &5 AT e FLEHTTP & s & o

15 R &k F AL AZProxy-* 2l L B H KA &F o AWHRRERE R X128 ik
nEER ’T‘/Fj B léﬂg%‘:}jéﬁpﬂﬁzﬂﬁx‘% E3 ;\-: °

fREEREEPHERE I FRL AR ERFITREN » 2R%HE K Hikik
%R > M Burp Suite £ B 3 /% &1k

fREIRCH AP 8R4 A K S 2] B X E% 6 H IR - AR > M Burp
Suite & B 3 R IR 5 5 3%k 45 69 7 BN

# R http://burp
A8 I DNSH» ZALE 7 Flwebdk @ BP A ¥ 18 3 % K £ AL 5 I Burp Suite

F LR & F £ 7Burp Suites4i% £ & A14% A Burp Suite®f » %= & % T Burp Suite & &
Wik 2EMNREFET RAOBTHA  NAXARNEE T R R EHK o

HERAAER G S AMEA P L RERN AR KA ER G LA MERAE » £ L8
HRATTERAR » thdoit > Bt EFR S B #ATIAERZBED &k X5 4pu > HTH
KRB FF s BRI B ENMGE » RT3 o


http://burp

o EMA G LLE

BARREZR kB Eintercept N faI AR T X » A E A A~ EAKRK ~ NE—%K

#Burp Suite T & 8 % B34k 77 X °

% 312 Z History

Burp Proxy 97 .12 %k iHTTP 7 &£ ##WebSockets /7 £ M A3 2~ 28 1%, ©

Burp Intruder Repeater Window Help

Target | Prow | Spider TScanner (Intruder T Repeater T Sequencer YDecndar T Comparer I Extender T Options | Alerts

HTTP history TWebSuckets history I Options }

Filter: Hiding specific extensions

# a|Host | WMethod | URL | Params | Edited | Stalus | Length | MIME type | Extension | Title | Comment | 5L |IP | Cookies
1 hitp:ifwww._baidu.com GET i [ [=] [ 11113.100.92
2 http:ilupext chrome 360 cn GET lintf php?method=ExtUpdate query. [2] [] HTML php D 11229150 20
3 hittp:ifwww. baidu.com GET | ffavicon.ico L] [] image ico [J 1111310092
4 http:lseapp.stat 360safe.com GET lg.htmi?name=pproc&sever=7.1.1.... [2] D HTML html D 220.181.158.155
ELS
JE ME S L ob BR S, o N SNk S A\ N
HTTPA £ i@ d i kIR & ~ e k7 & ~ I BFEEIANIR S AR -
B Burp Suite Professional v1.6beta - licsnsed to LarryLau - o o1 S
Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner I Intruder X Repeater I Sequencer I Decoder T Comparer T Extender I Options | Alers
{ Intercept I HTTP history T ‘WebSockets history T Options }
‘ Filter: Hiding specific extenszions ?_—f ﬂﬁ%‘\‘# | @
# Al Host ‘ Method ‘ URL ‘ Params ‘ Edited ‘ Status ‘ Length ‘ MIME type ‘ Extension |T\IIs | Comment ‘ S5L | P | Cookies ‘T
hitp:ifwww_baidu.com GET ! | O OJ O 1111310092 0
p hitp:flupext chrome_ 380 cn GET fintf php?method=ExtUpdate query. @ D HTML php D 112.29.150.20 0
hitp:ifwww. baidu.com GET Havicon.ico - = image ico [J 1111310092 o
4 hitp:iiseapp.stat. 360safe.com CGET fg.htmI?name=pproc&sever=7.1.1.... ) O HTML htm [J 220.181.158.155 0
iR
ELS T
Request
Raw | Headers | Hex
GET / HTTP/1.1 A
Host: www.baidu.com [
Proxy-Connection: keep-alive
Becept: text/html,application/<html+xml,application/xml:q=0.9,image/webp,*/*:q=0.8
User-Agent: Mozilla/5.0 (Windows NT 6.1) Apple\WebKit/537.36 (KHTML, like Gecko) Chrome,/31.0.1650.63 Safari/537.36
Pecept-Encoding: gzip,deflate,sdch
ccept-Language: zh-CN,zh;q=0.8
WEHE
9
v
lo | lell |l =] Typense e 0 matches
Y P — f—
[ B aaa

5B — A i E B Al T ol B AE AR b A BB SR S
EMELEE & Ed o M2 Bl By mxf54E o



& = 5
‘ GET reqguest to http://upext.chrome.360.cn/intf. php?method=ExtUpdate.query@los=win&arch=x8... @M

lF’re\ﬂ'nus Jl Mext Jl Action J

Request

_[ RawT Params T Headers T Hex ]

GET A
fintf.phpimethod=Ex«tlpdate.query8os=win&arch=x86&nac| arch xSo 32&prod chromlumcm&prodcha

\|nnel=stable8prodversion=31.0.1650.63 8x=id%3Ddob’ o 02.1.00%2 i
Buc HTTP/1.1

\|Host: upext.chrome.360.cn
Prosxy-Connection: keep-alive

User-Agent: Mozilla/5.0 (NVindows NT 6.1) AppleWebKit/537.36 (KHTML, like Geckeo) Chrome/31.0.1650.63
Safari/537.36 QIHU 360SE

Accept-Encoding: gzip,deflate,sdch

Accept-Language: zh-CN,zh:g=0.8

=
¥

BEEE]  onaa
HEMNTAEFH1EELS L7 8 [Previous)] > [Next] 442 2|8 E—%XT—%HEMRA
%o W VME R Raw g iF K453 0 REWMAT % 4 [Action) #E4F -

> = (]
E | GET request to http://upext.chrome.360.cn/intf.php?method=ExtUpdate.query8os=win&arch=x8.. E@Iﬂ]

| Previous | | Net ||| Action J‘I

Request / Send to Spider

- Do an active scan
J Raw T Params I Headers T Hex ] / Send o Intruder Cirl+
GET Send to Repeater Cirl+R.
fintf.phpimethod=ExtUpdate.query&os=win&arch=x868&nacl_arch=x86-3 2&prod=chromiumcr«&) Sendto Sequencer
\|nnel=stable&prodversion=31.0.1650.63&x=id%3Ddak %26v9%6302 Send to Comparer
Buc HTTP/1.1
(|Host: upext.chrome.360.cn s I:?ecoder B
Prosy-Connection: keep-alive FE LS ITIEE L

—

Engagement tools
Copy URL
Copy as curl command

User-Agent: Mozilla/5.0 (Windows NT 6.1) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/31.0
Safari/537.36 QIHU 360SE

Accept-Encoding: gzip,deflate,sdch

Accept-Language: zh-CN,zh:q=0.8

Copy to file

Save item

Convert selection >
Cut Ctrl+X
Copy Cirl+C
Paste Cirl+

Message editor help

Proxy history help
l_J l_J l—J l_J Type & search term

j
HEHENERPERESERFINS s H KRB EMNEL s FRGF X URLESF ~EHRA
% ~ Cookie~ LA P T HE S REFBZFHRGAOHTTPR AL F/Z 8 o L8> &

MT A —REP G MR% 5 im X EGHTTPH &R 80 d A 69 947 » UHT T 77 0y



AP > BT IE N Rk X7 Xeg i &R > E4F69 715 FMRAA T EKH &K
CPQIJ#EI %fglu °

Request
Raw | Params | Headers | Hex

GET

Jintf.php?method=ExtUpdate.query8os=win&arch=x86&nacl_arch=x86-32&prod=chromiumcrx&prodchannel=stable &prodversion=31.0.1650.63 &x=id%3Dd paely
%3D2.1.0.0%26uc HTTP/1.1

Host: upext.chrome.360.cn

Proxy-Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 6.1) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/31.0.1650.63 Safari/537.36 QIHU 360SE

Accept-Encoding: gzip,deflate,sdch

Accept-Language: zh-CN,zh;q=0.8

[] Case sensitive /

[] Regex
] Auto-scroll to match when text changes
2 < [N T = | [Type a search term 0 matche

-

B ERMNEY”E RAANZATHIRY » 2AHTTPALTHRATRENBERZER ATEA
%%ﬁ&ﬁﬁ’mm& THRBLERBEAE - SRMNEEHTTPH £425 T X 8Filterst » 3%
9? th l‘i l\. m:x

Intercept | HTTP history IWebSockets history I Options ]

| Filter: Hiding specific extensions

uJ Filter by request type Filter by MIME type Filter by status code
EJ [_] Show only in-scope items [ HTML (] Other text ] 2w [success]
[_] Hide items without responses [ Script ] Images [ 3w [redirection]
[_] Show only parameterized requests [ xmL ] Flash ] 4 [request error]
[ cas [f] Other binary (] 5w [server error]
Filter by search term Filter by file extension Filter by annotation Filter by listener

[J Show only: | asp,aspxjsp,php,do || Show only commented items -

Port
|| Regex - )
[2] Hide: js.gifjpa,png,css || Show only highlighted items

] case sensitive || Megative search

Show all Hide all
HRAIRFHFORE > FRIBER»HTNTER > 25 &

o B IFRKAA LR AR TABERIEI TS AERAIRNG ~ R L TA RS B 3HR 2 F LT
A RS o SRR I T Y AE AR o bR 3F £ £Burp Target#)
Scopeit il F # 478 & » ¥ 2mF 1] 15 Burp Targetta X &£ 7 o

o BHBMMEEXR ZE BT UEHZEIL TS BHR YRR XA EE > i R
£ R®HTML ~ cssX A B R o itk & B A LHFHTML ~ Script ~ XML ~ CSS ~ At K ~
B KR -~ Flash ~ =3 %] UH 8447 X o

o BMRIR%E RAWOHTTPR A LI BurptRiB IR % & 69K 54 > 35 2XX,3XX,4XX,5XX

pa

2R HATRIE o e > e RAR R B R RREAR AR A 20069 KR H & > ] 4 #2XX o



o MRBEREFMH TR WTRELTHMNMESEZHREUGHEAR » S AN X4EFHITIT
B o BARBISE 7 X, > RT AR F 1L EMNEAR X 2. KD BHR 3. T EER 37 oyt
{44 > AEAAFICE T NS HEM » FHIF LA T AL A FRE NS RAED
T oo

o BRI HRAALR AL IHEAAIREEI & > ZEAAANBIFTHEE - —Z1R
ST F—ARZRILTHE o o R ZRILTHL > Eshow onlytI A AIE T E L
TR > A wR AR L FHELHRE » REEhidetIMAEFTHEERFTRLIL T
By TR KA BP T o

o BRRIZMILIK WHKRENIREH > REBE—NHSLBHRYSERERT 5 BRI
H) 0 KRR R L PR F BT o

B

E

5T sk 0 iR SR B3 F AR A T 5 &A1£Proxy Listeners ¥ % A M9 s% o B 0 1z
ANV T 5 D IRAT A9 & 0 —AE LT 0 RAVIR SR E] o

[ ]
RN

Sl
>
e

A > KA1HA A A WebSockets s £ 3 69 T 48 » M@ E&KATT LA E > WebSockets 7 3.
T4 6 h e An A RHTTP I 89— AF % > AZR A RAMEE 7 NG TR > mddk o H
FRA—ANFETTAE o iyl A x NGHTTPH £ F R » st RAE it o

W ARAFEF ] o R Burp Suite®g RIEM XA T LR E AR » Joid TAEA F 1A A G9Burp

Proxy/t H BB AP » Ttk Rl &~ R B S 7 @etsi » 4T el Bitih s
Burp# 3L b 404 it — 5 69K o Fl B > Burp Proxy® % £ B & fede % % if b i 08 B K

MAEER T > GRS R T LRI F 413 8 8 HRM K H R R 5 T T2



% 19 % SSLAProxy & % i

% v % SSLA"Proxy & % it

EA—% » KN TEF ] THTTPH A4 fTi It Burp Proxy# AT BiAe 4 2 » KEF RN E 44
Z IHTTPS WL &9 MA L 3L o

HTTPSH LA A T #% B w409 F % » £HTTPR ﬁé’aﬁzﬁsi P AT RAEERHTFZSSLIE
B MHCAIEH RIS ERE S F 1ty @50 E# T E o ATHTTPSH X s 4 »
£A/£1E A Burp Proxy R EEf » FRIEImE % 69158 » ﬂ’ EEZBHTTPS® K & -

AZOLSHIZNEA

o CAIE- 85K
o CAIE P b9 #p 2,
* Proxy %1% &
o SSLAZEA A REZE

FAVH#0iE » AHTTPSHEfZ LAY » —MREZHANRACAIED » TEHREN—FREXEA
Burp Suite ¥ CAIE 1 89 %2 % o

CAE By ¥

—#% kK > Burp ProxyRE IR FHCALE S A TILANFH (UAwin7 TIEQ4 #l)
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R REE) BEV) 4eEER) TEM EHH)

Burp Suite F)rofessional Proxy History = CA Certificate  Plug-n-hack

Welcome to Burp Suite Professional. You can use this web interface to access the Proxy history, download your Burp CA certificate, or configure your browser (via
the Firefox plug-n-hack plugin)
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% % SSLA"Proxy & 4% %

Burp Suite Profe

Nelcome to Burp Suite Profe
he Firefox plug-n-hack plugir

iio iz A s == )
InPrivate S5(0)
EHEEP(K)...

ActiveX FEEFE(X)
EEEEEEC..
BT Rl aii(s)

FERESEIE] T F2(M)

EE MEN) Ctrl+)
EHERIEERP) 4
SmartScreen TeicEE(1) 3
EENNEETA)

Ctrl+Shift+Del
Ctrl+Shift+P

(48]

EEENEM

FEEREES(ER)

TR (...

PEET(E) 2
Windows EEr(U)

F12 FEARTE(L

HttpWatch Professional
Fiddler

Internet FEIE(O)

5. EFBHEREET > Ak [AE] - [EH]) o
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PortSwigger CA

Windows AEERIAMERESEE "PortSwigger CA", BrnzS
"PortSwigger CA" B | LIFAEE=EE. TFE=EREEd
iz =t o0

JI.!I

184X (shal): BEB342EF BCADA43C 1ASAESDS A3CEBT9B
26EDO20F

S

MNBLEHWARES . Windows HEMSEAEIL CA IEARES. =
SrREemum it ieeeNk. NEsE 2 | NErAER
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4 [0 SEEEAREBTATIY FEEEK b PortSwigger CA 2
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AR R E > RIEXMNATHER ) SR AR OfFARAITAGRE - HH LY
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[ Intercept T HTTP history T WebSockets history I Options }

@ Proxy Listeners

S Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

l Add J Running | Interface | Invisible | Redirect | Certificate
S—— ] 127.0.0.1:3080 ] Per-host
Edit
7Remave" >

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another installation of Burp

rv—
BERMNAEZIFERA T » THREZRNMNXTR 2 ARZFE » KA T AR % E TR 6 RE
M SRR FF g AT o Proxy MUT BPAR LA GG hRERE - mEE T4y [Add] &%
48 23 BProxy B X B EE 0 L @A EFFHRE  HLKRNTRGMRE R o
rl, Edit proxy listener S — 3 |

_[ Binding T Request handling I Cerificate }

"~ | These settings control how Burp binds the proxy listener.

H

Bind to port: 2080

Bind to address: () Loopback only
() Allinterfaces

(® Specific address: [12‘.-’.0.0.1 .vJ

[ oK J l Cancel J

Proxy BTk & 8 023k RE

1. 3% 2 feIPYR 2 1% & Binding 48 € 59 3% T port-£ 38 Burp Proxy R /R % Ko7 6935 2 » R 2P
MOHE A R A H BT 55 - mﬁ&a PRI ZMER > EHENRT > BRBEMA R
R REZRG— & SRBZFGIFERRDIRIPHILE - F] B3 A 69 2 fb b, A4, 7T 1L
% 5] 4R 69 4 o M3k o



2. /ﬁé\iﬁ‘ERequest Handllng 1 R4 &% R kA2 S 32 2 Burp Proxy % 97 % = 894F R
s do FxtiE KA AT IR o
r‘ Edit proxy listener @1

Binding | Request handling ICerﬁﬂcate ]

ILJ These settings control whether Burp redirects requests received by this listener.

Redirect to host:

Redirect to port:

|| Force use of S5L

Invisible proxy support allows non-proxy-aware clients to connect directly to the listener.

|| Supportinvigible proxying (enable only if needed)

[ oK J [ Cancel J

L ARBET A 1 5085 R ~ TAE/3EG 695K ~ & 4148 I SSLA= (&7 K 4 43p

o BRMEE T 3% 0 65 R FTA 6F RAF 2 R B XA o b wREMNERE
T FAURIRG 6955 K > W BT A 8915 R 25k L B8 € 09 ARG L o FIE » &A1 ld5
T 0 3B Burp Proxy#9 7k & E F 52 # A& FISSL » 4w R E T 3k » M4F K& Zhttphhr s
2 Burp proxy X325 ¥4 2 # A httpsth il o & R T A THRG E P sk i RE L
FRESKREFXGEZA » RN ZXETE, R EZ AN K@ EREZG X &
3% %£Burp Proxyfy B 97 s% o o

3. SSL I k% F A ZILSSLE P 3% 09k % S SSLIE 4 o =T WU k4 A 32 A IE B
I —SSLIF AR ¢ 1 BT e R % R e9SSLER o FF 22 SSSLEI o £
T o AR A B ok B LK GSSLRY HTE » TUHREEERGWBEINANEE > AT F
BABANBRFHIESRITLYSSLIEDH o 2. TG HAEL £KISSLIEH EHF RS ERE
PAL AR IAE - BH TH@RATHELE :

4. &M A% %EH (Use a self-signed certificate ) —— — AN £ 69 8 & % SSLiE 4 2,
BRI E > AL FHSSLES o
5. iﬁié’l\i?fméﬁCA - %1+ (Generate CA-signed per-host certificates )
W o LK 0 Burp®l®& T —ANRAFEY A £ L 69 B AL (CA) 14 o FFAF skt
FAUEAR T o BARAG R I B R B A9SSLIE AR T AU Burp A % EALEISSLIE P 0 &
CAIE$ 2% o BT A2 EBurpf CAE BAE A & it & F 89 LAZAE89AR » I fm ik A LALIE
B RAARATERIEZ ©




6. £G4 Ty AL CAZ X HE+H (Generate a CA-signed certificate with a specific

hostname ) —— -& X T 7] @ 89 %70, R B 69 & > Burp& 4 s — A EAUIE 5 & — 4
SSL#EHAE A > 1F A48 T8 MG o
7. 1A B 2 LEH (Use a custom certificate) —— bt R TT il e B —MF 289 FH (£

PKCSH#12#X) ZALRA KR c w R AR FERNRXFL—MFEYGRE BEH (4]
to 0 9T T RIEPEE) F P L GAR A A B -

SSL A # fo 2 K2

SSLA# MR ETZM T TH B GRS E BIERLISSLER » 7 il X E I 0G5 R K om 2
AEAT 40 % 34 £ BUrp RIZAZ AL KA £ B & ¥ T L o 383 SSLE 444 38 T VAT 1A i 3£ 30K
M B P AL ESSLAZ LT AR o teteit » EMATSSLIE B A5 o 4o 25 A2 55
2] % AN AR AHTTPAHTTPS# #0984 » A5 T SSL#& 3% 5] 4% i€ 09 ZAUIE R AR R A% 14
845 YAE F 89 77 XAk A Burp ) Ay Xt 473815 - R B A B #h R ie B P 5% SSLH 1 K 89
%R %’rz’?»ﬁi“éy”&miéésSLﬁ}iM&iﬁh | (#l4o > & F FRIBurp®CAIE+) > & B #h¥54a %
W% BB SSLEEA I AT & o LREF @4 THTT :

These settings are used to specify destination web servers for which Burp will directly pass through SSL connections. No details about requests or responses made via these connections will be available in the Proxy intercept view or
history.

EE

l Add I Enabled | Host/IP range | Port |

Edit |

Remave I
Paste URL

Load.. |

@ Automatically add entries on client SSL negotiation failure

B > EEBE RPN » ZNAEE LS AR RIE o §E P BK4RE LI EH
FER BN B P Bt BRERECAT TEAHTTPREA B o 3 C#iTH %R
W P IR KRR o SR KBTI« £Burp o KATT AR AR R
07 X o il fE AR S ATRIE AL 0 T 33845 6935 R ek 5 Y B AT O o 48R AT AR,
Wil FE M T % E (Khhttps://example.com# ) : 1.6 Bhosts X # » Windows#4F &
%, 89 B %1% B Windows/System32/drivers/etc/hosts * fLinux & Unix T &9 B %

A letc/hosts » #xfade T 47 ¢

127.0.0.1 example.com


https://example.com为例）：

2.5 —FTREBEARZSE » BAVEZ R m— N3G B R ETAHTTPR L8054 2 » e Rz
FEAE FIHTTPS YL » M]3 1 4443 o

E  Edit proxy listener

=)

J Binding T Request handling I Cerificate }

Bind to port:

; These settings control how Burp binds the proxy listener.

a0

Bind to address: () Loopback only

() Allinterfaces

(®) Specific address: | 127.0.0.1 !v'

{ OK J l Cancel J

3.4 RAHTTPS it 63842 77 K, » KA F L — ML 9CAES ©



E  Edit proxy listener ﬁ1

{ Binding I Request handling IC&rﬁﬁcate 1

; These settings control the server SSL certificate that is presented to S5L clients.

U Use a self-signed cerificate
() Generate CA-signed per-host cerificates

@ Generate a CA-signed certificate with a specific hostname:

example.com

() Use a custom cerlificate (PKCS#12):

Ll File:

93]
IC

electfile ...

| Password:

{ OK J l Cancel J

43K BANE BIeBUrpl B K A B4 A R KA 4 B o X %2 £Options-
>Connections->Hostname Resolution # 47 & « A KN CEE T TRIERL »
example.com 9 35 7 #ohk ££127.0.0.1 £ » BT A E AT 54670 & 7K Burp » #example.comy i € 4
ZEEEHREEZPBELE -

Hostname Resolution

2
G Add entries here to override your computer's DMNS resolution.

[ Add J Enabled |Hostname 4 | IP address

_— [+ example.com 167.2.3.45
Edit
— >
Remove

MR IHGRE  RINRTARIRGE P KM AT KL EFBurpavfdgss e L Ad
Burplf A EH AL EZHRER o



% A% 4efT1% A Burp Target

Burp Target Z04F T % &, 835 &3 A ~ B Az ~ Target T & =352 » /A1 # 81 5% WX A
ROE4FHT AR B A5 A R 60 B PRRIT, ~ 35 BTG AR 5 AR SE B AR 3K~ AAT T A5 00 ok @
& TaE&RAES 5 kA ABurp Targetdy =N RH 4 o

ISTETLET

o Hiz¥% & Target Scope
o 3t 2 3E Site Map
e Target T E &54% Al

B 1z ¥% & Target Scope

Target Scope ¥ 75 1 369 & LILAR T2 » % kI 0 S KAV A e# AT HF MK > TR
BB X H IMNE ERAEBAR » B ERL RENLHARNFEOEAR ; mRENMNA
RAVF & mts EAL > tode » R R Blogin B & T AT A K » ZoFRATL T 2l £ 3kk

& o bt s AER MR E B & o BARkiE > Target Scope £ &M AT T @ /LA HFF ¢

o Rk RIEFProxy m £ Feg R FER

475 Burp Proxy 12 #,7F &% R

Burp Spiderdf Bk &k i &

Burp Scanner & # 42 1 7% 2 4E 7 3R 69 2 4 iF
4£Burp IntruderfBurp Repeater ¥ 45 € URL



il it Target Scope #1117¢ 7 1€ 4% %] Burp #9428 C H

Target Scope®y X EF » LRGSR A h

Site map | Scope

~BAEA R RS R

DAV Fe K R AL o

o

RF o

Remove

|

Paste URL

[

Load ...

,_
.

?| Target Scope
G Define the in-scope targets for your current work. This configuration affects the behavior of toels throughout the suite. All fields take regex strings. The easiest wa
exclude URL paths.
[ Add J | Enabled Protocol Host/ IP range Port File
»
B AN
EX pe
[ Add Enabled | Protocol | Host / IP range Port File
Edit "“'--...__
AN
»

H P AN L ESL 0 BP @A ERIN I R T8 AMAREAY ~ A2 o o RN AT
EA o MNFEREETERASANI AP SEER s RZ > F KRG ERERE%RT] & P64

E Add URL to include in scope

B

= | Specify a regular expression to match each URL component, or leave blank
to match any item. An IP range can be specified instead of a hostname.

[l S —
Paste URL

Protocol: l Any

Host or IP range: | Enter regesx, |
Port:

File: I Ent

er regex or |

[ oK J[ Canu:eIJ

LA, o

I B B 89 i

P 2t TEAE B RATTIAE E > AW EZ Bl ~ 38 RIPRAE ~ 55 0 ~ T L4454
ST~ U LAY B AR AR E B R ILE A

3k &
HFRFEREIM T E P o

ok E RATTT VAL ~ 3R G KIPHAE ~



ITREER » £5EDN

6L e B — ANl Ko i A

%??Rﬂ‘]iy’iﬁ’é T Target Scope (BKIA&H A A ) » 1& FBurp Proxyit 4
XA ) SRR T A A Burpa B S35 ) A5 SR Tk o
#yifmis & o B £ Targetsh LA F o

& 2 A Site Map

TR FEAB A —RGERRXT > BLR B R 5 LT KA KA F 6 RN

R e
B Burp Suite Professional v1 6beta - licensed to LarryLau oD

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner I Intruder X Repeater I Sequencer I Decoder T Comparer T Extender I Options | Alerts
J Site map | Scope

‘ Filter: Hiding not found items; hiding CS8, image and general binary content, hiding 4xx responses; hiding empty folders | EJ
» hitp:iiclient show.gg.com Host ‘ Method | URL | Params | Status 4 | Length | MIME type ‘ Title | Comment | Time reque
» http:/fdownload macromedia.com hitp:/ww. kuwo.com GET findex_e html O =200 11732 HTML Kupke + Wolf GmbH h 155926 29[ 4
» hitp:Afipdownlead2 macromedia.com | | itp:ffwww.kuwo.com GET | [J 304 204 15:59:18 29
* hitpimiserupdate.aliyun.com http: /W kuwo.com GET  ipic/abstand.gif O 304 180 15:59:20 29
> hitp:Ajs. 3soft com hittpfiwww kuwo. com GET  ipicfashienglish gif O 304 180 15'50:20 29)
hittp:fww kuwo.com hittpfiwsww kuwo com GET  ipicflashigerman gif O 304 180 1550:20 29
o hitp/iwww.kuwo.com GET Ipicfash/hg_index1.gif O 304 181 15:59:20 29|
[ aktuelles_e.htmi hitp:iwww.kuwo.com GET ipicilashihg_oben.gif O 304 180 15:50:20 29
[ anfahrt_e.htmi hittp:fiwww.kuwo.com GET  ipicMlashihg_unten.gif O 304 180 15:50:20 29)
[0 anfrage_e html Jm{frwww kuwo com GET _ipicMashiloaa oif [ 304 181 15 5}2&29] b
[ anfrage_senice_e html a i
[ einzelkomponenten_e htm| W
[ entwicklung_e.html
[ ersatzteil_e.html Raw | Headers | Hex
[ ersatzteile_e.html e
[ impressum_e himi HTTP/1.1 304 Not Modified .‘
Date: Tue, 29 Mar 2016 08:01:25 GMT
[ index1 html
Server: Apache
[ index_cntmi Proxy-Connection: Keep-Alive
[ index_e.ntmi Keep-Alive: timeout=2, max=1000
[0 jobs_e.ntml ETag: "680b5e-1335-4135029¢05hh"
[ kontakt_e.ntml Vary: Accept-Encoding
[ module_e html
¥ [ pic
[ abstand.gif
¥ [T flash
[ english gif
[ german gif
[l hg_index1.gif
[1 hg_oben. gif
[1 hg_unten.gif
[ logo gif
[ ol.gif
[ or.gif
[ ul.gif
[ ur.gif
[ semvice_e.html
[ text css
[ vertretungen_e html
» hitp:iiwww.w3.0org
b
v
11 1 JEZT REEEs

EE— | S A . S B

M E AT A > Site Mapéﬁiz\ﬁiﬁl‘ﬂé@URL o A% R 56 89 2 A IR
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E’ Burp Suite Professional v1.6beta - licensed to Larrylau

Burp Intruder Repeater Window Help

J Target T Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAJerts ]

Site map | Scope

| Filter: Hiding not found items; hiding C35, image and general binary content; hiding 4x¢ responses; hiding empty folders

» hitp:imusic.baidu.com : Host Method | URL | Params |Status 4| Length

> http:,f_fnfa'-f\,-s-_badef.cnm hittp-/www. kuwo.com GET findex_e.html O] 200 11732
> httpE.flic_ungtlgg:ﬂaldu.cum hitp:lwww kuwo.com GET [ - 304 204
: :gzi;i;:b3c-:.;;:iz.;am hitp:hwww kuwo com GET  ipicabstand.gif 0 304 180
g hrtp:ﬁup.date p.an e hitp:/hwww. kuwo.com GET Ipiclash/english.gif D 304 180
; i ‘ http:ffwww kuwao.com GET ipicfash/german.gif O 304 180
Wi o hittp:/Awww.kuwo.com GET  ipicfashihg_indexigif [ ] 304 181
B ot Sk hittp:/Awww.kuwo.com GET  Ipicflashihg_oben.gif (] 304 180
e o i hitn-lhwww kg .com GET  ipicflashihg_untengif (] 304 180
““'gf‘:“""""-"“wc"c"m hitp:/fwww. kuwo.com/ com GET /nicfashflono.aif 1 304 181

[ aktuelles_e.ht

[ anfahrt_e.html

[ anfrage_e.html

[ anfrage_sermvice

[ einzelkompone

[ entwicklung_e.H

[ ersatzteil_e.htm|

[ ersatzteile_e.ht

[ impressum_e.h

[ index1.html

[ index_c.html

[ index_e.html

[ jobs_e.html

[ kontakt_e.html

[ module_e.html
¥ [ pic

i Add to scope

Actively scan this host

Spider this host

Passively scan this host
Engagement tools
Compare site maps
Expand branch

Expand requested items
Collapse branch

Delete host

Copy URLs in this host
Copy links in this host
Save selected items

Site map help

Not Modified
ar 2016 08:01:25 GMT

ion: Keep-Alive

eout=2, max=1000
-1335-4f35029c0f5hb"
ncoding

[ abstand.gif

Fl o > AT T A A

|
B #m A Target Scope ¥ .



Burp Intruder Repeater Window Help

]Target TF‘roxy T Spider I Scanner T Intruder TRepeater T Sequencer I Decoder T Comparer T Extender T Options TAJerts ]

Site map | Scope

Filter: Hiding not found items; hiding CSS, image and general binary content, hiding 4xx responses; hiding empty folders

"> hitp:imusic.baidu.com i:| [ Host [ Method [ URL | Params | Status 4 | Length | minE
ke http...nre.\-s..gal L!'ij I hitp:ihwww kuwo.com GET findex_e.html O 200 11732 HTML
[ http:.-'.-'c_ungtlng:saldu.c-:lm hittp Jwww kuwo.com GET i O 04 204
> http:.-'.-‘t!e:a.:al-:‘u.c-:nm hitp:Jhwww kuwao.com GET Ipic/abstand.gif ™ 304 120
i i hitp:/www_kUwo.com GET  ipicfiashienglish.gif (] 304 180
e D hitp:/iwww_kUwo.com GET  ipicMashigerman.gif O 304 180
= I s oo hitp:www kUwo.com GET  ipicflashihg_index1gif [ ] 304 181
W http:/Awwew. kuwo.com GET  ipicfashihg_oben.gif [] 304 130
e it hitp:/iwww_kuwo.com GET  ipicflashhg_untengf [ ] 304 180

““Ej SRS - AP, KUWG.COm GET /picfMashiooo.oif 1 304 181

Wy ~ddtoscope

[ an| Spider this host Response

[ an|  Actively scan this host b Headers T e T = T — ]
g Z:: Passively scan this host TP/1.1 200 OK

R > fe: Tue, 29 Mar 2016 08:01:32 GMT

O er Compare site maps ver: Apache

t-Modiffed: 'Wed, 26 Feb 2014 14:38:50 GMT
g: "6f80b5f-2c9e-4f35029c24d7b"
rept-Ranges: bytes

y: Accept-Encoding

O er Expand branch
[ im| Expand requested items
[1ind Collapse branch

0 | CEEENE ntent-Length: 11422
L1ind Copy URLs in this host p-Alive: timeout=2, max=1000
Qo Copy links in this host xy-Connection: Keep-Alive
g kol R e & sl fed Mome htent-Type: text/html
mi

v [= pi Site map help -

P T A A Target Scope?t » M LB F » AT TAFE » 28 Fsb 2B 5B » T Al it 4
& Fo B FARAE 0 BAFHI AT B o

Target T A 491% A
Target T B 694 Al 691& Rl T & (L35 A T35

o FIREEEMA
o 3L % rhix
o L F@HyM

RN FLRBE RGEN > FRZEEATRETR 1 REARE PGE#Burp Proxy X
W Ak X REEH TAE o 2.% HBurp Proxy @£ 8206k o 3. F LR WM T » X8 » Targets
At Fsh BIAZE o FLRIEAAY T XA —MFLKA » KMNTUREATHF
ZAapHr » B ZHAER G FAS 2 RE EIECER o 5 A shIREAR > M F R E KAy
B o e REZSEMNRXG* R RARBG AL N T AL R ERRBE—RBITE &
by Ak 77 Aa B 18] 2 53 MR AR SR AT AR AR KA o

sb B BT —ANBUrpiR A S F MR A R 238 B #ATH A HSATHA B 0 KATE LARK T RR
HEFEAZE SRNBELA AL EATRAGKRST s REARFEZARZAAFTHRKTT
TR A AR » AR 20K 5 BT Ak 17 B89 S AR 3R ~ M ~ SRR E R RAR R 89 o sLBf A% A 36 &



Wik s RRRAF R BB S EMAAR R E R o — Mk > ZRAUTIHHF 1A
o BARRRIR > ERARIFRERGEZH - 2ANMTRGKRS » BHF TR GRIR b
BARERERGER  ANFRANKS » BAAME QKR > iz ARERERGEF o



T @AM KA RA A Lo fTRATE REL o 1B SRR A FERAT R ) e EE & >
BEE Byt s BEELRANT—F o

Burp Intruder Repeater Window Help

JTargetT Proxy T Spider I Scanner I Intruder T Repeater T Sequencer I Decoder T Comparer T Extender T Options. W’Alerts ]

Site map | Scope

Fitter: Hiding not found tems; hiding C5S, image and general binary content, hiding 4xx responses; hiding empty folders

» (7 http:/fwubi.baidu.com = || Contents
» htty ww 9.
5 i Host Method | URL |Params | Stalus 4| Length | MMEtype | Tie Comment
» http:/fwwew.app111.com . -
» b httpulwwew.baidu.com hﬂps.!!www.bafdu.cnm GET fe.php - 302 663 HTML 302 Found
v hitips:fiveww.baidu.com hitps:/fwww baidu.com GET fv.phpTtag=vmpaccess&.. & 302 863 HTML 302 Found
> @
e
> baidu. & nttps:iwww.baidu.comiv.php
» [ cache|
Remove from scope
2] conten
i-: Spider this branch
» B duty Actively scan this branch
r B gacji Passively scan this branch 7 >
[ home. Send to Intruder Cirl+l =
» i nomed Send to Repeater R[22
» [ img Send to Seguencer Headers EEE
» [ i Send to Comparer (request)
B T (s e E sS4 20 2 76 2 70 68 70 20 48 54 54 50 2f  GETAphpHTTP K
O ink e e e E 31 o0d Oa 48 6f 73 74 3 20 77 77 77 2 62 1iHostwwwb
» [ mests! Request in browser » <] 54 75 Ze 83 Bf 6d 0d 0a 41 63 63 65 70 T4 aidu.comé.ccept
» B more D 2a 2f 2a 0d 0a 4 63 63 65 70 74 2d 4c 61 :*PAcceptla
Engagement tools »
» [ nocac| 7 75 81 87 85 3a 20 65 Be 0d 0a 55 73 85 T2 nguage: enlser
w0l 67 65 Ge T4 Ja 20 44d &f Ta &9 [:1 [:1 61 2f -Agent: Mozilla! V,
[ robots Expand branch E 30 20 28 63 G6Ff 6d 70 81 74 69 62 6c 65 3b 50 (compatble:
@ s Expand requested ftems H 53 49 45 20 33 Ze 30 3 20 57 63 6Bs B4 Bf WSE 9.0; Windo
» [l scarc L=EERER B 20 4 54 20 36 2 31 3 20 5 69 6e 36 34  wsNI61; Wines
» Bl shifen Copy URLs in this branch P 78 36 34 3b 20 54 72 69 64 65 6e T4 2f 35 ;xB4;Trident5
= Copy links in this branch 29 od Oa 43 6f Ge Ge 65 63 T4 69 6f Ge 3a .0)Connection:
D ulink Copy as curl command B Bc &f 73 65 od Oa 43 &f &f &b 69 B85 3a 20 closeCookie:
» BB ups Save selected items. # 57 4c 4 53 54 sf 31 45 44 3d 31 31 34 3 BD_LAST_QID=1141
__w v.php IssuEs »E 39 33 7 33 33 33 3 33 36 33 35 31 30 37 9293733313635107
Tt\ S — e » 4z 44 5f 48 af ad 45 3 30 3b 20 42 44 5f » BD_HOME=0; BD_ .Y




2.8 T 3b i A Aok BB X R #ATH) > PTARAE BB A2 P F £ 4 5] 4% € Site Map
142 Site Map2 i@l # LT » Site Map 1 RA1EKIAA B AT 4215 c WwBPTF > A& [Next] ©

E  Compare site maps l S0
L?J Site Map 1
Select the source to use for this site map.
-*@ Use current site map
i () Load from Burp state file

\ |

Cancel : Next

3. &N 2#ASite Map 1 XE R @ > o RAASE B R KNBES A » R LEREK
P aghae » MHEHEF =R o TH » AE [Next] o R4k Arkix » BB LM
B s RATT AL R 4F L AR o



E  Compare site maps

T = B e

@ Site Map 1

Specify the tems to include in this site map. If you want to re-request the site map in a different session context, you should restrict to in-scope items and alzo ensure that the defined scope
excludes any requests that modify that context, including login and logout.

(O Use all tems with responses
—=p (& Useonly selected branches

[J Include in-scope items only

4.4 k3t L Site Map 2 898 & » 2t TSite Map 2R AR A A7 X, » F—FH LTI WEKNT
%424 T % 89Burp Suite 3k 212 % » H = Z T K £ —KF R4 4 Site Map2.iX £ » K11k
BHEMFT X o

E Compare site maps

T = B e

I 2| Site Map 2
@ ;

| Select the source to use for this site map.

I () Load from Burp state file

—==ip (&) Request map 1 again in a different session context (configured in Options / Sessions)




5ARE—PHBETFHF A7 K MBAFRKHERERD - £ZXAF@ > KOF R
B3 R BARE ~ RICE XKL ~ HAF 89 A A 1) o

E  Compare site maps

=NA= X
H 2| Site Map 2
Specify the options for re-requesting the site map. Ensure you have configured suitable session handling rules for the target tool, in Options / Sessions. These rules will be applied to
requests when re-requesting the site map.

I Number of threads: 5

Number of retries on network failure: |3

Pause before retry (miliseconds): 2000

. Back : Nextu

6.7% & 7.Site Map 1 #»Site Map 225 » F# A RH & LA X E o £ZX AT @ > KA1TAd
FURLT A 342 ~ Hitpih K7 X ~ 5 K A% ~ #F Kk ~ 5 KBody 5k «f ILfie & 4 473 7% -



—
E  Compare site maps E@Iﬂ

D Request Matching

Select the tems on the basis of which Burp will match individual requests in one site map with reguests in the other site map. The default settings will work effectively for most situations.

[ URL file path (required)
[ HTTP method
[#] URL guery string
[ Match parameter names only

[ Ilgnore these parameters:

[ Reguest body
[ Match parameter names only

[ lgnore these parameters:

t, _ eventvalidation, __ viewstate

(] Reguest headers

cookie, referer, user-agent

Back Next

TR EEREREAN  HEAAN R ZBEER® - £2XANFdmE s BT AREPLEAR
ENBBEFEAITIRER - MTERENTAAEE » &AL -~ form& £k ~ 4 ~ MIME
A o &&H [Next] o

E Compare site maps E@Iﬂ

@ Response Comparison

Configure the options below to determine how Burp handles certain features of responses when performing comparisons.

Responze headers

@ Include headers

] Except for: |ite, etag, expires, last-modified ...

() Exclude headers

[ Except for:

Form field values

@ Include form field values

] Except for: |t, __eventvalidation, __viewstate

() Exclude form field values

[ Except for:

Whitespace

[ lgnore whitespace-only variations

MIME type
[ Dont compare non-text content

Back Next




8. -ﬁﬂﬁ“l\&ﬂ‘]i?ﬁﬁ%’%’rxﬂ‘/\ﬁéi&ﬁbbﬁ ’ ﬂﬁ:iﬁﬁ%‘ﬁb’ii——zfcﬁﬂysne Map249 7 X, » Bl @

MBI P 2 FRFR TR RO HE o o R BRI im ROGEEIEIR T MR Bt A pLiR

S e o TH e

‘_, Compare site maps . ——ee i l =ARCy X
@

Filter: Showing all items | ?| Key: |Modified |BSiefed| Added [ Sync selection

Map 1

| ] hitps:hwww baidu.com Host | Method | URL &
hittps:if baidu. GET #v.phy

m;‘pj"wwwla_ Iu;:: GET |~;:7| 5 J Raw | Headers | Hex | HTML T Render ]

_2 0301 _CO11_N_II0;expires=Thu, A
31-Mar-16 12:24:20 GMT;

domain =www.baidu.com; path=/

=

<IDOCTYPE HTML PUBLIC

" AETF/DTD HTML 2.0//EN ">
<html><heads>
<title>302 Found</title>
</head><body>

<h1>Found</h1> 5

e ) ysi (2] (J (] (B ] svamms

Map 2

™ hitps:iiwww baidu.com Host | Method | URL i

Request | Response ]
hitps:ihwww.baidu.com GET v.php

https:i Tk o GET W Raw | Headers | Hex | HTML T Render ]
31-Mar-16 13:27:02 GMT; [a
domain=www.baidu.com; path=/

< fI’JOt TYPE HTML PU B_Jt

A4

S highlights

l Change options. J l Close J

OMLEBABMTAEE » st bR ERAFREIRE (IANLRZSESARITREEAF
Bl » b RAFEH) » THB A~ T~ AR o AR AERGEEET R > F H A Site
Map 1 #2Site Map 289 7% &12% > A4 A H &iF @15 & o & &A1& Site Map 15X K74 &2 %
B o BKik4 B #443Site Map 25X st bgie - REA A LA [RFikdE)] HRiEES
b9 0 FlBY » £ A3 69 0K B m R 3R 0 4 B 3 & = Site Map 15 Site Map 28124 &89 £ 7% » &
CERB RN E s BEEZFNET AR EIRZHE X -



4o 47 4% H Burp Target

- S — T — T — T — — —— El
Compare site maps l — g

2 |Fmer: Showing all tems | 7| Key: [Modified [BEiefed| Added [ Sync selection

Map 1

B hitps:/iwww baidu.com Host Method URL 'y

Enr—

Raw | Headers | Hex HTMLTRender]

_2 0301 _CO11_NIID0;expires=Thu, A
31-Mar-16 12:24:20 GMT;
B R SR domain=www.baidu.com; path=/
B R <IDOCTYPE HTML PUBLIC

“/IETF//DTD HTML 2.0//EN ">
<html=<heads>

<title>302 Found</title>

</head><body>

<h1>Found</h1> L |

EAN -7 TS uj [;J [;J u TV rch | S highlights

Map 2 H BIFERET I

] hitps:iwww baidu.com Host Method URL &

Request | Response ]

https:ihwww.baidu.com GET v.php
7 Raw | Headers | Hex | HTML ]' Render ]

[31-Mar-16 13:27:02 GMT; A
domain=www.baidu.com; path=/

<IDOCTYPE HTML PUBLIC

B FACTE AT LITAAL Y N AR

AN i T uuuu Type &

v

reh |5 highlights

[ Change options J [ Close J

K & @ 57 £Burp Suite X Z T & (Engagement tools) F 89354k » X KA1 %4 A Analyze
Targeti Al » AL h LA HRAE MM LT F HME o 1. 8% » RAALSE BHE > 4774

Analyze Target > 4= B BT 7% ©
B Burp Suite Professional v16.27 - icensed to Larry, Loy e — s

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder | Repeater T Sequencer IDecher TCDmuarer Tmender Options | Alerts
Jsmenlxu Scope

‘ Fiter: Hiding not found ftems; hiding CSS, image and gencral binary content, hiding 4xx responses; hiding empty folders

)

» [] httpiweirenwu.baidu.com 4| Contents lesiies
" :ﬁp;:we;_k: r’:‘d” o Host Method | URL | Params | Status 4 | Length | MIME type | ite Comment
» p./ivubi baidu.com - —
5B i v 316 htps:iwww baidu.com  GET ! 0 =200 101814 HTHL MAETA, 8 VEAYE T
. hitps:/fwww baidu.com  GET Mn=79021068_1_cem 0y @ 200 101641 HTHL META, 8 vieaYe aa8kBls
o [ hitp orwow saidu.com hitps://www baidu.com  GET Joaidu.html o =200 22087 HTML MLETA, 8 veaYe
— hitps:ifwww baidu.com  GET Jbaidu.htmiZfrom=noscript @ 200 22088 HTML MAETA, 8 dvieats A
@ T B httpa:iwww.bakducom! baiducom  GET Icache! o 200 7868 HTML “UEOrIAE-AG2I0%pA
= a . baiducom  GET Jeacheisetnelp/ o =0 40987 HTML SESCAATEEYE %8 n
move from scaps sl
@ e e baiducom  GET Jeachelssthelp/help. himl o =00 41931 HTML SESCAATAEYE % 0
et Pl e et baducom  GET  lcachelsethepxmibaidu. [ 200 M8 XML
] A SR AR baiducom  GET lcachelsethelpixmibaidui. (] 200 1013 XML
- Passively scan this host
5 - —
» b BN  scarch
» [ gaoi Er LT Find comments
[ home. Expand branch Find scripts o
» [ homep Expand requested tems Find referen
» [l imo Collapse branch W 20 4 54 54 50 26 31 2 31 0d Oa GET/HTIRI K
vl e Delete host o 3a 20 T T 77 2 62 61 69 64 75 26 Host www.baidu
™ Copy URLS in this host Scheduts sk 0a 41 6 63 65 70 74 3a 20 2a 2f 2a  comAccept
chedule tas
3 6 10 T4 24 4 6 6 67 75 61 6  AcceptLangual
0 nk Erpy TR T Simulate manual testing SR
[ S —— 6e 04 0a 55 73 65 72 20 41 67 65 6e e enlser-Agen
& o S f4 3 20 44 6 Ta 69 6c 6c 6 20 33 2 30 20 28 tWozllas0(
» Bl nocact™ B3 6f 64 70 61 74 69 62 6c 65 3b 20 4d 53 49 45  compatidle; NSE
T Mo R0 38 2 30 3 21 57 69 Be B4 & 77 73 20 4de 54 9.0 Windows NT
D) robots SRR T o PO 36 2 31 36 20 57 89 e 36 34 3 20 78 3B 34  B1WinB4 x4
r @ s Ste map help B 20 54 72 69 64 65 6e 74 2f 35 2 30 20 0d O0a ;Trdent/5.0)
s a 43 6f 6e 6e 65 63 T4 69 6f B 3a 20 63 6c 6f 73  Connection: clos
» @ shifen b 65 0d 0z 43 6f 6f 60 69 65 33 20 42 44 5 4c 41  eCookie:BDLA
B c 53 54 S5 51 49 44 3 31 31 34 3 3 32 39 33 37 ST_QD-114192037
D) uink 4 3 33 B 3 B B B B 31 30 3 3 20 42 44 59 33313635107,BDY
— e 59 49 44 3d 43 5f 30 2 4 5f 35 55 4a 44 45 39 YID=C_0-D SVIDED F)

ol el e W ol ol m—

2. MM RE T o EATEEA BB ~ # AURL ~ # AURL ~ % 244 H

52




I, Target analyzer | https://www. aldum Em

SurrmaryT Dynamic URLs I Static URLs I Parameters. ]

= | MNumber of dynamic URLs: 12
Number of static URLs: 52
Total number of parameters: 60

Number of unigue parameter names: 54

Note: This analysis iz based on the current contents of the site map, and no new reguests have been made. Only parameters within the query string and
request body are included in the anahysis. URLs identified as "static™ are those which do not take any parameters, though their responses may still be

dynamicalty generated.

Save report

SHMAMB I ERETL A A AURLEE ~ #AURLE E ~ A8 LR - E—045 LK
B @i iz 8 s RIS S35 A S ARBAABRERELY TR 4.5 ZURLIEB R THAH
HEMURLIE RFe m K05 8 » SREAM T A LML » SR EX—FHAEN» THAL L FH

B #)F g & o

E Target analyzer | https://www. aldum Em

Summary | Dynamic URLs. I Static URLs. I Parameters. ]

Host 4| URL | Method | Params
hitps:i'www baidu.com ! GET 1
hitps:i'www baidu.com fbaidu.html GET 1
hitps:/'wwwe baidu.com /gaojilpreferences.html GET T
hitps:/'www . baidu.com fis/bdsug.jz GET 1
hitps:iwww baidu.com flink GET 1
hitps:i'www baidu.com Inocache/fesplg/s. gif 2
hitps:'www baidu.com Is GET 35
hitps:/'www baidu.com lulink GET i
hitps:'www baidu.com lups/data/gettips/ GET 2
hitps:i'www . baidu.com lups/submit/addtips/ GET 2
hitps:i'www baidu.com M gif 4
hitps:ifww w baidu.com Mv.php GET 2

Reguest | Response T Parameters ]

J Raw T Headers | Hex | HTKL ]’ Render ]

HTTP/1.1 200 OK
Server: bfe/1.0.8.14

Date: Thu, 31 Mar 2016 12:24:17 GMT

Content-Type: text/html

| Content-Length: 16383

Connectron: close

Last-Modified: Fri, 29 Jan 2016 08:52:09 GMT
| ETag: "3fff-52a75267fc040"

| Accept-Ranges: bytes

Cache—Control: max-age=86400

[l i Fe?! A1 e IN1E 1797417 SRAT

5.4 AURLALE 5 % A URLILE £ » 40 |

=
¥

0 matches




E Target analyzer | https://voww. aldu.m Em

[ Summary ]’ Dynamic URLs. I Static URLs I Parameters. ]
Host A& URL | Status. | Length l'ﬁme requested |
hitps:iwiww baidu.com Iripnd 302 626 202833 31 =E 2016 T
hitps:/fwww baidu.com Irlpninc/ 302 668 20:28:33 31 =E 2016 "
hitps:#fwww baidu.com Irobots. et 200 2745 20:28:31 31 =E 2016
hitps:ifvwww baidu.com Izearch/ 302 663 20:28:26 31 =E 2016
hitps:'www baidu.com Isearch/error.html 200 11659 202826 31 =E 2016
hitps:/fwww baidu.com I=hifen/ 200 562 20:28:32 31 =E 2016
hitps:dfww w baidu.com ftam-ogel/ 302 647 20:28:30 31 =E 2016
hitps:i'www baidu.com Mtam-ogel c5d7Tb26-f3f0-4dd7-al25-8c75805%fecac js 302 646 20:28:30 31 =E 2016
|| hitps:fwww baidu.com |ﬂarn—ngeWBEBBaW—BSWSTB—hhSd—GeedBSSZBBB?.}s 302 G646 202830 31 =E 2016
hitps:/fwww baidu.com lups/ 404 &30 20:28:26 31 =E 2016
hitpz:ifwww baidu.com lups/data/ 302 408 20:28:31 31 =E 2016
hitps:'www baidu.com lups/zubmit/ 302 409 202826 31 =E 2016 | v
Reguest | Response
J Raw T Params I Headers | Hex
GET /tam-ogel /76998af7-839d-4379-bb54-0ee463326987 js HTTP/1.1 A
Host:www.baidu.com u
Accept:=/*
Accept—Language: en I
| User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x&4; Trident/5.0)
| Connection: close
Referer: |»
‘ l;J @J u l;J 7 cft term 0 matches

.%iﬁ}r‘u@ﬁi“}’?i%ﬁéy\éﬂﬁi v L3R S Fe SRR R o AR T GRS F Ak ] 69 R £
HATHE T » G AR F G S RBAT AT 3 PHRA S K T o9 AHFLI & - ek Tag58
H—ROERIEE s THRALX-REA IR > FRE &AL EH &6 F @8 o

B Tore amatymey TR o aics o, W | =

[ Summary T Dynamic URLs I Static URLs I Parameters ]

Name 4 | Number of URLs

IE 3 ﬁ‘-’-

q &8

a
NN
1' K } 'F—

Host A | URL | Method | Params | Value [product]
| | hitps:/fwenw baidu.com lupsidatalgettips/ GET 2 ps
hittps: /i, baidu.com | tups/submitiaddtips/ | GeT 2 ps

ELS J |
J RmuestT Response I Parameters ]

J FtawI Params T Headers | Hex f

GET fups/submit/addtips/?product=ps&tips= HTTP/1.1 A
| Host: www.baidu.com |
| Accept; #/=

| Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Winb4; x64; Trident/5.0) A4

| LLJ l;J u L;J Type a search term 0 matches

l

EE AL FaPH IR » F2EE > AT 438 A WA T 95 RURLZAT T »
o R EBURLEAAIEE > MALESHE o R » ELIRAER T » F AR 2ERHH
Ao wRFERGURLY RF AL > MO RERF] » RAE LM ASURLESH o
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% > % 4={71% Fl Burp Spider

BEAM—FHFED &ﬂ]?ﬁ%éﬂ » %42 TBurp Target ¥ #9355 513 & » HATTAA %%H?iié'l
Burp Spider ¥ #4756 SAYRAL o X —F KA E &k % I Burp Splderfl'ﬂa*;)ﬂ R )
ANTrE

e Spiderdz#! (Control)
e SpiderT i #% & (Options)

Burp Spiderfy % ft £ 24 AT R A& 2 A 2 LMK > CREA R G A By RAT PR BT
R A G G Ae AR T @ R AT 3K 28 kB A Spiderdz 4]

Spideriz 4l

Spideri% 4] 5+ @ & Spider & A F7 Spider £ J 3% A~ 48 48 A%, o

Burp Intruder Repeater Window Help

[Target T Proxy TSpHer I Scanner T Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T Options TAleds ]

Control | Options

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the target site map, and choose "Spider this host / branch™.

| Spider is running | Clear gueues
Requests made: 105

Bytes transferred: 4 438 834

Requests queued: 0

Forms queued: 0

@ Use suite scope [defined in Target tab]

cle

() Use custom scope

Spider K&M T 27 B AT & ~ 5L ~ 5 KR F| F %1H3 &I 0 &4 Spideri& 47/% 15 4%
a5 F 2R F 4 0 4 %) A k424 Spider& & E 474 A 7| F 89 £ 48 & 3 - f Spider 1F A A&
i k42 ] Spidertg IRELE B » A T RATT A B A Aapdedl 7 X o —#T8 0 E—F 38y

Target Scope * B —#AM P B T L o BHRABEF AP B € Lxsn > F@A TR T @41 o
%o T BB o



() Use suite scope [defined in Target tab]

@ Spider Scope
W

® Use custom scope

Add Enabled | Protocal | Host/ IP range | Port | File:

,_
5

Edit

Remove

|

Paste URL

[

Load ...

,_
S

l Add J Enabled | Protocol | Host /1P range | Port | File

Remove >

Paste URL

al

Load ...

,_
o

ik A P B AR R 369 B B 5 Target Scope 89 Bc B A — 0 BARME A 7 Ak iE AR E—F
Target Scope #) e &
Spider= & 1% &

SplderTziiﬁux,_t’a#JT\ﬂiuL_ AR E R E ~ RERZIZXE ~ R AEHRE ~ Hodk 7] ¥k
B~ ’T(/}%] fu:?l?‘b‘kl—_'f\‘ il 77\9}1)5&(‘ °

o JREL%E (Crawls Settings) -t & A k4% 5] Yo sk INILF | A 289 77 &,
EJ Crawler Settings
55

These settings control the way the Spider crawls for basic web content.

[ Check robots b

[ Detect custom "not found™ responses
[# Ignore links to non-text content

[ Request the root of all directories

[#] Make a non-parameterized request to each dynamic page

Maximum link depth: 5

Maximum parameterized requests per URL: | 50

Ak
M TARK A ¥ Erobots.txt ST ~ A MA0452 % ~ Bws N EA E 6943 - IRFARE T
A HRE &~ A AT BRELSEFH R - RRBBRE - &R RKFKURLA
il
o IELKHEZE (Passive Spidering )



EJ Passive Spidering

o Passive spidering monitors traffic through Burp Proxy to update the site map without making any new requests.

[ Passively spider as you browse

Link depth to associate with Proxy requests: i}

BAEERBEEE » F— MR A% MR A ZEBurp Proxy » RN Rl o H=
Mk BEAERREGERE - KIAA0 RTLRRE » LA 5V ERHURLAE
ZRH o

RERZ%E (Form Submlssmn) RER LR E T RAN RIER Gk I AL F >
2t Fformg LA X » AR @ TH

? Form Submission
O These settings control whether and how the Spider submits HTML forms.

Individuate forms by: | Action URL, method, fields and values 'J

() Don't submit forms
() Prompt for guidance

(® Automatically submit using the following rules to assign text field values:

l Add J Enabled | Match type | Field name | Field value |
# Regex mail winter@example.com [
(] Regex first Peter
) Regex last Winter

@J @ Regex surnams Winter
# Regex name Peter Winter

L—J (] Regex COmp Winter Consulting

Down ] Regex addr 1 Main Street

[ Setunmatched fields to: | 555-555-0199@example.com

[ terate all values of submit fields - max submissions per form: | 10

F—ATELRP » L atformi L3R4 Z R = dEH - Bikik#FAction URL ~
method - fields ~ values » BP B Bt 4k 224 K &9url ~ 5 K7 RNGET R A POST ~ &4k 8
ML VAR B o BETHELER » TUARBEF—ARENA - TH:

Indwmuaw[hﬂﬁm URL, method, fields and values
Action URL
Action URL and method

(_) Prompt for guidan
Action URL, method and fields

= Automatically su ; I
Action URL, methed, fields and values

() Don't submit for

BT Re9RE G yEH formA £ 32 7
B 712&5(%&$ FRFIH)N AL AR INEAFEE A FT X o REXREHESLE
IR AR R AL 5B - IAFFFEA  FRFTHIAEE SINBRE > 3B 7
W kS EMRAARACTFIAARLEZIE  FARNEAHEE A REGNE > &
AT 7 9 & A B B R AT I AL (PR ALY T A48 R T A IT B Ae o ] & ik X IT e A AR oy A L
—) P RUA BB > REAHHITRX - AR @O THEF :




® Automatically submit using the following rules to assign text field values:

e

e

Add J | Enabled | Matchtype | Field name | Figld value |
| = = =3 ™ T
= | &
Edit A Regex first Peter
# Regex last Winter
Ftemmrel - A Regex surname Winter >
z # Regex name Peter Winter
Up [+ Regex comp Winter Consulting
_ # Regex addr 1 Main Street
Down J ] Regex city Winterville Y
[ Set unmatched figlds to: | 555-555-0199@example.com

[ terate all values of submit figlds - max submis=ions per form: | 10

INE B RATT A B o x T & 69 5 AN IREAT T AR oo f5 2O R R IR e F &
4o R A LA B NIRRT R A E— MR 0 TOAA R E T ILALA B a4
— 3 E M AAGME o 4o B F 69555-555-0199@example.com

o A% (Application Login) stitd%5 £ % M k42 HIRBLE » B

?| Application Login

U These =ettings control how the Spider submits login forms.

(_) Dont submit login forms

(= Prompt for guidance

(_) Handle as ordinary forms

(L) Automatically submit these credentials:

ERE—HRE > S TEBRAERE AR EREE" P69 BIREE )

@ Ay 2L 7y K e

BHEARRAE  TRIEESE
B~ FIANERRE & MEA SRR ERE (doREFIN > WA B R F69form 35 1F

M (BFLR - FRETHZOMANEFTIHEA P LA )
o ok 3| %% E (Spider Engine)f#HTTP /4 & k% & (Requests Header)

S AFHRRE



@ Spider Engine

G These zettings control the engine uzed for making HTTP reguests when spidering.

Number of threads: 10
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000

[] Throttle between requests (miliseconds): | 0

A00 random variations 1o throtte

Request Headers

These zettings control the request headers used in HTTP reguests made by the Spider.

@I ~a|

Add Accept: =™

I

Accept-Language: en
Edit User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close

E‘
L4

Up

,_
=)
=]
=
=

W

[ Use HTTP version 1.1
[ Use Referer header

Fb sk 3] 0% B B A R R Sk IR A BAZH ~ W% R FiX e KB ERY
FRTE S » AHTTP i & k% B & k% B Hitpis R 978 &k 8 & L Hododit » RATT A
AR &R R TR R RABHEE » IA TR FAS > 3448 T A Safarii]
W& - AEHTTPH BURA A 1.1 ~ 4% Mreferer¥ °



%+ & 4o fT1% K Burp Scanner

Burp Scanner®) ¥ fit. £ 5% fl %k 8 3h 4 Mweb A 469 2-F¥ R IR » &A1 vA4% F Burp Scanner
R BN F T2t A2 LBATL A RF R A 6 5F MK > M ReAEAF KA de £ % 6945 7 20 AR
B S I B AT B3 4 R o

f£4% A Burp ScannerZ a7 » &A1/ 7 % E 448 & Burp Proxyf % &l & S KE5 > £ FE 4

Burp Target#) st & 3B F 4 /£ & 232 #i 69 BAURLE R #A42 o 4o T B BT &

Burp Intruder Repeater Window Help

_[Targei Spider S \ truder ]’ Repeater I Sequencer I Decoder T Comparer T Extender T Opticns | Alerts
Site map | Scope

| Fiter: Hiding not found tems; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

> hitp:ifacca edu zhaopin.com |A Contents
v hitp:/falpha.zhaopin.com I

& posh | Host | ethod | URL | Params | Status & |Length |MMEtype | Title | co

[ ae o) zhaopin. fjobs.html .zhaopin.com  GET fjobs.html -
> hitp:farti Add to scope b.zhaopin.com  GET Jjobs htmi?deptid=1043108 & HTML
»> hitp:/ibba Spider this branch
»> hitp:/ibes Actively scan this branch
» [ o hitpifbmg Passively scan this branch
> hittp:bmy Send to Intruder Ctril
> hitp:ibyd Send fo Repeater Ctri+R
L http:dfe. hi Send to Sequencer
» hitp:ficar Send to Comparer
= hitpiiicep Request in browser > = —
»> hﬂp cimy
Engagement tools > Response

ﬁBurp Targetty sk &30 B F £ X EIRRURLIEAZ B » KATA Gt 48 2 69 3 A URL# 474
BRIFE ) LR o TRRMNFKKERGZ T —TF » —R T E6Burp Scanneri® | X% & %
AL F o

AFEHIREAZAH :

e Burp Scanner# A% ¥ B
e Burp Scanneria # 7 X

e Burp Scanneriz #j &%

e Burp Scannerda 4% #|

e Burp Scanner™ i& 1% &

Burp Scanner# A 4% A 3 5

Burp Scanners A& A £ 845 A A TSN » £ EIRAEA P TRESAH PTAE » 12 KIKE IR

¥ ERIMAT@XE o 1,85 Burp SuitesE % & 31 7 Tkl i SRE 8 HE o 2.3 ABurp

Proxy » % IR B > kiR oGR8 F LR ORI FURLER o 3.5 K413 K ad - Kk
B SLT > Burp Scanner&-da 443l id KR 5 69F K » HafF Re9H 79 kM0 2B

EAGRR o Flat > % ZA147 A Burp Targethd » L& /235 230 B F & 7 REGURLA o



Burp Scannerfk A4t Al T B9 A A TSN H I » £ EIFE A FTRASAPTAE » 12 RIKGIR
FTERRAT@YZL - 1.@%1}\Burp Suite £ F B 37 Tkl it &R E o 2.3 ABurp
Proxy » X M REEZ B4 - é’J A% E B RRAURLEE SR o 3.5 &A1 KB > KK
H LT > Burp Scanner&da il E KEIR 5 69F K » i F R 79 kM 2FRA

FEAGRRIR o Bt > 3 &A147 A Burp Targetsd » 4 /2 35 m3bE F B Rk REGURLM o
[ Burp Suite Professional v1.6.27 - licensed to Larry_Lati

Burp Intruder Repeater Window Help

jTa{get Proxy | Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer I Extender I Options IAlerts ]

Site map | Scope

| Fitter: Hiding not found tems; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders.

hitp:/fwrww. Phacnin com IX1' ¢ontents
(&Y http:iiwwer.zhaopin.com!
» [ ankang e Host Method | URL | Params | Status & | Length | MIME type | Title i
» [ anging Spider this host hitp:/f'www.zhaopin.com  GET ! L] 200 151623  HTML @mot " Et e o EiYE.. |4
» [ anshan hitp:ihwrwewe zhaopin.com  GET frobots bt a 200 456 script
» [ anshun _ il snzsntnﬁhnnst hitp:fwww.zhaopin.com  GET /static/analytics.js (=] 200 12497 script
> i anyang Passively scan this host w.zhaopin.com T Jankang/ [~ HTML
» [ baoding Engagement tools zhaopincom  GET Janging! o HTML
» [ baoji Compare site maps .zhaopin.com T Janshan/ o W
» [ baotou Expand branch .zhaopin.com  GET fanshuni a HTML
» [ beihai Expand requested items zhaopin.com  GET Janyang/ a HTML
v beijing Collapse branch w.zhaopin.com  GET /pacding/ =] HTML e
» [ bengbu Delete host oyt ¥




4. AV A 4t 21 8y iééBurp Targetst & 3B T o9 XA & J:%L%%URLJ: c AR R

¥ > #47Active Scan - RE £ EHIAETF » BF {YES] Bp #4742 R AR, o
[ Burp Suite Professional v1.6.27 - licensed to lm_lau—

Burp Intruder Repeater Window Help

[ Target Tmey T Spider I Scanner I Intruder T Repeater T Sequencer ]' Decoder T Comparer T Extender ]' Options TALerts ]

Intercept | HTTP history T WebSockets history I Options ]

| Fitter: Hiding C55, image and general binary content

# ;| Host | Method | URL | Params | Edited | Status. | Length | MIME type | Extension
1 hitp./ij5. 3l=oft.com GET Iserver_time =] ]
2 http/iwww.zhaopipeom cET L E o 200 151623  HTML
3 http:dfcrl.microsoft.d  hitpfwoww zhaopin. com/ icrosoftrootcert.crl O a crl
4 http:/tjS. 3isoft.com|  Add to scope ] ]
16 hitpidown.3lsofd  spiger from here =] O 200 245 HTML htmi
31 itp://t. 3is0t. com EEr—— MAEELHIZEWQILFNv... (] @]
53 http:!.ﬁmages. zhau; T query—1.9.1-. mir.js (=] =] 200 G048 script }3
76 ht'tp..f.f!rngm .Z|:lII1.I'I.E S o Kiuder Ciriel rleflPararns.]s =] = 200 2475 scr!pt }5
a2 http:/fimg01.zhaopi e N B el Cirer N8 = a 200 188429  =script B
a7 hitp:/fimg01.zhaopi = O O 200 107608  =cript =
| Send to Sequencer 2 - : ; 2
38 httpedfimgd1.zhaopi EX.MiN-new . js7versio... [E4] a 200 16355 script B
=t Send to Comparer (request)
s NS S N A 2 =22 kYR N
6.3 B » &A147 A Burp Scanner & F 0 ERF|TRAFF » 2FF S EMOBE o R

o

FAIFURL » Mz ka2 R T2 86

E Burp Suite Professional v1.6.27 - licensed to Larry_Lau

=i

Burp Intruder Repeater Window Help

-
B Scan item 3| 5 issues | 4% complete | http://www.zhaopin.com/

[imen [ [ e |

Password field with autocomplete enabled

Target | Proxy | Spider | Scanner | intruder | Repeater T Sequencer I Decoder T Comparer I Extender T Options

JSm\qa.leT Live scanning I issus defintions | Options

# | Host a|URL

| status

e

g//’

i Cross-domain script include
1 hitp:i/acca.edu.zhaopin. com i finished i Emailaddresses disclosed
2 hitp:ifvivivi.zhaopin.com i cancelled i Private IP addresses disclosed
3 http:ifvvw.zhaopin.com I 4% complete i Frameable response (potential Clickjacking)

/ )

Advisory | Request | Response

P: d field with aut: plete bled
Issug: Password field with autocomplete enabled
Severity Low
Confidence: ~ Certain
Host hitp:liwww.zhaopin.com
Path: i
Issue detail

The page contains a form with the following action URL

- t.zhaopin.

The form contains the following password field with autocomplete enabled:

@ Password

Issue background

74 R AN A Burp Targets:

4=

s KA VAT AT

}’k%’ 35"

FOLE T EAT B RAATIR » WAt B KA 4 3%
o A 8 TR

EEELFio

BZ A e



E| Burp Suite Professional w1.6.27 - licensed to Larry_Lau

Burp Intruder Repeater Window Help

j TargetT Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer I Extender I Options IAlens ]

Site map | Scope

| Fiter: Hiding not found tems; hiding CSS, image and general binary content, hiding 4xx responses; hiding empty folders

5
> hitp:/fve ww yintechi.com i| | B Active scanning wizard == g
r

v hitp:ifw ww.zhaopin.com

D ! @ “ou have selected 1 item for active scanning. Before continuing, you can use the fiters below to remove certain categories of
i ankang items, to make your scanning more targeted and efficient.
» B anging
» [ anshan
» [0 anshun
» [ anyang

» [ baoding FEHFE

» [ baoji

[#] Remove items with media responses [0+ items]

» [ beihai
» bejing
> B bengbu
» [0 binzhou

> baot
W bastou [ Remove items with the following extensions [0 tems]
I=,gif jpg png,css

Mote: Some of the selected items do not yet have responses. If you choose to remove items with media responses, some ofthese 1]
» [ bozhou 1 items may be removed from the scan when their responses have been analyzed.

» [ cangzhou A FEBREIST R 1

» B changchun
» 0 changde

» B changshu

» [0 changzhi

» [ changzhou
» [ changzhutan

» [ chaozhou Cancel Next

> ’-_ chengde

8. % HAAK K 3R =1 3| Burp Scanner 1@*‘”‘]"” WAt HFTFHFCEA L LR Lok
é@ﬁl&‘if&%ﬁﬁ"%ﬁ—?ﬂ% B 5y o Qe REMBEA T LT BARERA K (Target Scope) *
5 69 77 X3t & £ Burp Target»!; BB LELEEREEEFRWEMERAR KRB A FHh#1TH

i o
B Burp Suite Professional v1.6.27 - licensed to Larry Lau

Burp Intruder Repeater Window Help

j Target | Proxy | Spider I Scanner T Intruder T Repeater I Sequencer I Decoder ICDmparar I Extender I Options I Alerts ]

Site map | Scope

| Fiter: Hiding net found tems; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

> hitp:ifw ww yintechi.com A\ Contents
v hitp:w wow .zhaopin.com 1
Y Host Methiod | URL | Params | Status 4 | Length | WIME type | Title Co
= ankang [ hite- ffwww . zhaopin. com GET Jankangs (-] HTML
» B anging = i EIETE
»
» [ anshun S‘piderthis branch
» anyang Actively scan this branch
» [ baodin Passively scan this branch
» [T baoj Engagement tools. >
» @ oaotou Compare s.rta maps
» [0 beinai

Expand branch
> r r:aulng = i T
Expand requested items

10,45 # ABurp Scannerﬁ’Jlee scanning T it F » + #Live Active Scanning#Z 4|3 F - #F

Use suite scope * X 4% » Burp Scanner’4 & 42 £ 42 i Burp Proxy ) X 212 & o
E | Burp Suite Professional v1.6.27 - licensed gwlanyjlau—

Burp Intruder Repeater Window Help

[ Target I Proxy I Spider TS{:HM T Intruder I Repeater I Sequencer I Decoder ]' Comparer I Extender ]' Options I Alerts ]

Scan queue | Live scanning T lzsue definitions T Options ]

Live Active Scanning

Automatically scan the following targets as you browse. Active scan checks send various malicious reguests designed to identify commen vulnerabilties. Use with caution.

) (=)

() Dont scan
® Use suite scope [defined in Target tab]

() Use custom scope

1. % RATARAR R 2 8 & 20X 69 AL #4738 > Burp Scanner & & £ 4 sh 89 15 K
BRE AFERK ﬁﬁxiﬁa B8 Rah b oo TR KK R RFOA o 12000 » H RBREE



2|Burp Targetss &3 @ » 3T R AT REA 12 69 RIFIR L » oA B AL FE 3K SR TR B 3L

licensed to Larry_Lau (5] )

B Burp Suite Professional v1.6.27
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | intruder | Repeater T Sequencer T Decoder ICDmparer Iﬁxtenner Options | Alerts
JSlnmap Scope

‘ Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders g
» hittp:ilw yintechicom |&| Conptents e
hitp:#/www zhaopin.com
Y] Host | Wethod | URL | Params | Stalus 4 | Length | MMEtype | Tile | comment Fassword field with autocomplete enabled
» [ ankang http:/iwe v v zhaopin.com T o z00 151623 HTML Boé "_mr d o_me%A [« 1 Cross-domain script include
» [l angno http:/iweww.Zhaopin.com Irobots txt o =200 456 script i Emai addresses gisciosed
» [l anshan http:/éweww.Zhaopin.com Istatic/analytics js o =200 12497 seript » i Privata I adreesee deciossd 4]
» B anshun http: zhaopin.com lankang! 8] HTML i Robots.d fie
» [ anyang hitp: zhaopin.com [~ HTML i Frameable response (potential Clickiacking)
» [ baoding http: zhaopin. com o HTML RRER
» [ baoi zhaopin. com Janshun o HTML
» [ baotou zhaopin.com lanyang/ a HTML
» B beihai zhaopin.com Ibacding! @] HTML EER
» [0 beiing >

» [0 bengbu j—Th — — = —
» [ binzhou Request | Response isory | Request | Response
> @ bozou Raw | Params | Headers | Hex l;

» [0 cangzhou

» [ changehun GET / HTTP/1.1 £ Password field with autocompl
» [ change Accept: application/x-ms-application, image/jpeqg, application/xaml +xml, image/gif, image/pjpeg,
» [0 changshu application fx-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*
» [ changzhi Accept-Language: zh-CN IssUg: Password field with autocomplete enal
» [ changzhou User-Agent: Mozillaf4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; NET CLR 2.0.50727; NET Severity Lo,
» [ changzhutan CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0; NET4.0C; NET4.0F; InfoPath.3) i ot
= st http/fwww.zhaopin.com
» [ chaozhou Accept-Encoding: gzip, deflate Path: 1
» [ chenge Host: wwwzhaopin.com

T rchenndi Frnldas mniim b€ AT in= 1.

153.5] B o RATAT AL RIAR T 69F K12 8 > J574 & X %3 Burp Repeatert 3k » st /iR %
Ty Ae B o

E  Burp Suite Professional v1.6.27 - licensed to Larry_Lau
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | intruder | Repeater T Sequencer T Decoder TCDmparer T Extender | Options | Alerts
JSﬂemBa Scope

‘ Fiter: Hiding not found items; hiding CSS, image and general binary content, hiding 4x0x responses; hiding empty folders |L
» [ hitpitiveww yintechicom |& | contents —
http:ifvewsw. zhaopin. com
Y, Host Method | URL | Params \ Status. Al Length | MIME type Password field with autocomplete enabled

» [ ankang hitp:ifwww. zhaopin.com  GET i o 20 151623 HTML N i Cross-domain script include

» B anaing http:#/www zhaopin.com  GET irobots.txt o 2w 456 seript 1 Email addresses disclosed

» B anshan hitpiifwwiw.zhaopin.com  GET istaticlanalytics js g 2w 12497 script * 1 Private P addresse disclosed [4]

» I anenun GET fankang/ 8] HTHL 1 ‘Robots bt fle

o GET janaing/ 8] HTML i Frameable response (potential Clickjacking)

> B baoding GET fanshan/ a HTML

» B baoi GET Janshun/ (8] HTML

» [ baotou GET fanyang/ o HTML

» B beihai GET Ibaoding/ =] HTML -

+ @ beiing I Send to Spider

» [ bengbu — - Do an active scan

» [ binzhou oquest | Response Advisory [ Reques po g passive scan

» [ bozhou S params | Headers | Hex e — Send to Intruder Ctrl=l

5 congzon i

» [ changehun GET /HTTP/L1 A GET /HTTP/LL " send o Sequencer

» [ changde Accept: application/x-ms-application, image//peq, application/xaml+xml, Accept: applicatl send to comparer , application/xaml +xml,

» [0 changshu image/gif, image/pipeg, application/x-ms-xbap, application /vnd.ms-excel, image/qgif, IMagy sena to Decoder application fvnd.ms-excel,

» [0 changzhi application/vnd.ms-powerpoint, application/msword, =/* application/vnd,| show response in browsar ord, */*

» [ changzhou Accept-Language: zh-CN Accept-Languag| Requestin browser »

» [0 changzhutan User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; User-Agent: Moz g oo vcment toois » indows NT 6.1; WOW64;

» [ chaozhou Trident/4.0; SLCC2; NET CLR 2.0.50727; NET CLR 3.5.30729; NET CLR 3.0.30729; Trident/4.0; SLCQ Copy URL .5.30729; NET CLR

» [ chengde Media Center PC 6.0; NET4.0C; NET4.0E; InfoPath.3) 3.0.30729; Medig B oo E:InfoPath.3)

» [ chengdu Accept-Encoding: gzip, deflate Accept-Encodin T

» [ chenzhou Host:wwwzhaonin.com Host: www.zhao

14.1% % Burp Scanneria #6934 & » f£Burp Targetss & 36 B F-@ L 8gissuestE 3k F 9 kA1 &
AL TRBTEY 37 o 15. 5 Burp Scannerda # T ARG »+ &A1/£Burp Targetst & 3 B 69 % 3544
#&+ 0 RR L Fissues-->report issues for this host BF 7T 5 i RA RS ©



Ir Burp Suite Professional v1.6.27 - licensed to Larry_Lau T

Burp Intruder Repeater Window Help

J Target T Proxy I Spider I Scanner I Intruder I Repeater T Sequencer T Decoder T Comparer I Extender I Opticns IAIerts ]

Site map | Scope

| Fitter: Hiding not found items; hiding C55, image and general binary content; hiding 42« responses; hiding empty folders

v http:/ifweww . zhao
D / hitp:iiwarer. zhaopin.com/
» [ ankang Add to scope ethod | URL | Params | Status 4| Length | MIME type |1
» [ anging Spider this host BET ! d HTML
» [ anshan Actively scan this host
» [ anshun Passively scan this host
. [ anyang Engagement tools [
E L Baoseng Compare site maps
L baoji
- Expand branch
» | baotou
» Bl behai Expand requested items
> B beiing Collapse branch
> B bengbu Delete host 7 >
» [T binzhou Copy URLs in this host
» [ bozhou Copy links in this host
» [ cangzhou Save selected items
» [0 changchun Issues > Report issues for this host
> [ changde View ® | Delete issues for this host A
» (| changshu Show new site map window
et [ changzhi Site map help [
| chanazhou

Burp Scanneriz 4 7 &,

i3 A LG ARAE W FARATT A% T 3] > Burp Scannerdia iz N L&A My 1 LahiaRbfoih s
EEE

e E#hiads (Active Scanning)

% 4% 7 £ 5h 32 Bk X BT > Burp £ %) &2 A & % 97 693 K 38 it payload % iE R » AP X T8
A > 27 A KBRS S HIE > YR AL AR - B
T8 % K IRA BT 2 AR

1.g?%%%w’%ﬂw\mm%&A\ﬁﬁﬁi@'
2. MR %569 RIR » ESQLIEA ~ ¢ AITIEA ~ IH®

2 FH— KRR > Burpe M » 248 X —Tinputk » KRG RIE & 2 09 FIE #ATARAT o A
ML A F > Burps st ek 694 K15 & ATH 20 0 BRARIE TR IR 69 S AE o S AT H5 70 0 A
B94T 4 > AKBADRF B 8 o T H=KRE > —BRHAMN LR EE > B 2R AL
JR% M o thhe i tSQLIEA » A TR ARG EHER T8 WHTHRAT ZLTR
¥ o BurpE MY » RAZAMRARARBERRAZLGHL > o h SR ZER ~ 725152
Booleanfd » 5 AL M X 89 48 R B AT AR » X B 3 R s M 6 R R 4 R Bk 4 o

o ity (Passive Scanning)



LAk A B 32 #AE XA > Burp R 2 EH R #6915 K » € R RN CEF M 091F Lo B2 A4T
AT XAt ARG R R LR R A 0 AL ARRACE P 6% T T 24769 » BEER T AR
BAE I o —A kI 0 TP X IRIR AR SR X P B H ARk

R E A R E QA L o

R A Cookie ) Bt » Ptk 89 HttpOnlyAe 22 A 4r & o
cookie 9 it B £ K o

B MR LB Ao sk B 5] R R o

REBOFHER  LLZEHD -

SSLRIF RN EE G -

B &7 & -

RXER )G L B3R o

9. session% M8y R4k Hr o

10. #RBAZ B > B ASIPHAL » & F R bak - EARIRIZFAZ AR o
1. F=4AHViewStatety i & o

12. 4% X4 T @8 Content-typeds 4~ °

© N O g~ b=

BRI BERXART EHRXARSGTE (2R LEA THEXTEEHOML A B
T AT L A9 2 & A9 48 AL RAVIRACEG B A PLAR R A 9h 0 B AP A F 3 R A MK 0 AKX
—RAEGFHLFE S @R o RATET ML AR X 0 FRERALERE
b ARl R N o

Burp Scanneriz f 14

EENA—ANARARIT MRS » BFFE 4RI HBE % > Burp Scanner LaF 944 £ A
AHTMLAPXML A f 46 X, o Rk fTA A R s » ANEAR—H > T2HATHS4A
R, o AR FE4) 7T VA & FBurp Scanner report& 4.

BRT kA F A B RS B ANRANFFTAT LS AT AFTRRANES  WwRE Z
MR RR > BEFTREA—ANFF o 2RFAGREA > T AL A5 OWASPH XAl 48
stz oo 3URFEL AR o BART 5% Issue Definitions T F o 4. /AR AZ » KA L %A

URL% 4 o 5 RAMEA S » BEAH 5L - 6.FHMERE (Issue background) 443 /& i
AW REA 7.8 %223 (Remediation background) #24t A% k69 B3&Fe 13 8.4 Kl & Ae 1
K B b iE @i g o

%o F RATVE A LRI R4 R BATIRA % %Burp Target #9 35 & 36 F 15 51 69 5] 22 @ 4k
(Issue) b4 » 23 469 3% % ¥ %k 4freport Issues# AT X B HARBET o (&> WwRAE
SHAANRR FREFHANFAI L) AASHRARAREG T HRET @ 1.8 7 F2K
HBO R AEBEEE o TH


https://portswigger.net/burp/samplereport/BurpScannerSampleReport.html

Target | Proxy | Spider | Scanner | intruder | Repeater ISequencer Inec:mr T Comparer T Extender | Options | Aleris

j Site map | Scope

‘ Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders 2
T T N
» [l binzhou - Contents Issues
» [ bozhou Host | Method | URL | Params | Status & | Length | MIME O Cieartext submission of password [19]
» [ cangzhou FricrETa e EaT 7 ) 150548 HTMIA Password submitted using GET method [19]
» [ changefun http:#/ww.zhaopin.com  GET iankang/ o z00 101790 HTMI Password field with autocomplete enabled [38]
» [ changde http:#/www.zhaopin.com  GET ianqing/ o 00 99084  HTM Source code disclosure [18]
» [ changshu http:#/www.zhaopin.com  GET ianshani o 200 108717 HTM i Cross-dom
» [ changzni http:#/www.zhaopin.com  GET ianshuni o 20 92002 HTM 1NN 10 i=sties sstacter
» [ changznou http:#/www.zhaopin.com  GET ianyangi o z00 116554 HTM i Private IP
» [ changzhutan http:iiwww zhaopin.com  GET fbaoding/ o 200 148680 HTM i Creditcard| Setseverity L
» [ chaozhou http:#/www.zhaopin.com  GET ibaoji o 200 102557 HTM i Robotstxt{ Setconfidence >
» [ chengde http:#/www.zhaopin.com  GET ibaotour o 20 109676 HTMPy i Frameable | Delete selected issues
» [ chengdu [ 7 v B >
> [e chenzhou — Show new ste map window
» [ chifeng Request | Response Issues help
» [T chizhou e -

2.5 By AE P B FEFRREG G RAREESX -

Choose the format for the report.

@ HTML

O XML

lﬂanceIJ [ NextJ




R (=]E i

| Select the types of details to include in the report.

[# Iz=sue background

[ Remediation background

[ References

[# I==sue detail [where applicable]

[ Remediation detail [where applicable]

4.k RiH

Ao 52500 AL E o

Select how HTTP request messages should appear in the report.

(_) Do not include requests
® Include relevant extract

() Include full requests

m
[

Select how HTTP response messages should appear in the report.

(_) Do not include responses
® Include relevant extract

() Include full responses

m
[

lElau:kJ lNextJ

5.1 454k

& 0,4 6 SR R o



Burp Scanner reporting wi

0
L]
L
¥
¥

| Select the types of issues to include in the report.

[ Private IP addresses disclosed [21]

[ Cross-domain script include [20]

[ Password field with autocomplete enabled [38]
[# Cleartext submizsion of password [19]

[ Frameable response (potential Clickjacking) [20]
[ Credit card numbers disclosed [2]

[# Source code disclosure [18]

[ Password submitted using GET method [19]

[ Email addresses disclosed [15]

[#] Robots.t«t file [1]

[ Select al J[ Select nnneJ

BRREGHALE - RELARF RN -

0
L]
L
¥
¥

| Selectthe file where the report will be saved.

[ Select file ... J C\Usersijason\Desktop\ Il i£4E = himl

Specify the title and structure to use in the report.

Report title HEEE

lz=ue organization By type | >
Table of contents levels | 2 |2

Summary table l All izzues | v]

Summary bar chart lHigh, medium and low issues !'J

[ Embed images within HTML (requires modern browser)

lElau:kJ lNextJ

Burp Scanneriz &5 4% 4

e

m



f 3 AR I AR 0 & &ATEEBurp Scanner > dafidEH 6948 XX ELF AT o 4o
TEATF % #A14£Burp Target #9355 & 36 A £ # 3 ~URL#TActively scan this hostit » £
A&k LRk E o

i N
E| Active scanning wizard E@ﬂj

“~ | Youhave selected 241 items for active scanning. Before continuing, you can use the filters below to remove certain
categaries of items, to make your scanning more targeted and efficient.

AF

Remove duplicate items (same URL and parameters) [0 items]

Remove it

ms already

[17]

can

ned (same URL and parameters) [0 items]
Remove out-of-scope items [all 241 items]

Remaoy

Il

items with no parameters [all 241 items]
[/] Remove items with media responses [0+ items]

[:J Remove items with the following extensions [1 item]

is.gifjpg.png.css |

Mote: Some of the selected items do not yet have responses. Ifyou choose to remove items with media responses,
some ofthese items may be removed from the scan when their responses have been analyzed.

[ Cancel J l Next J

FRE > RMNTAREME LR SGEREVG R ~ TiEjs ~css~ BR FH AT RIM -
L&A1 B EH [next) 442 > #HABHBREH) XOBETD - TH

i N
E Active scanning wizard EIEI&J

=~ | Review the items you have selected for scanning. Double-click items to view full details. You can remaove individual
iterms which you do notwish to scan, or go back to maodify your general filters.

Host A | Methaod [ LRL [ Params [ Ct
hitp:/hwww zhaopin.com GET ! 0 0|a
hitp:/fww zhaopin.com GET fankana! 0 0
hitp:ifwww.zhaopin.com GET fanging/ ] 0
hitp:/fwww . zhaopin.com GET fanshani 0 0
hitp:/fwww zhaopin.cam GET fanshuni 0 0
hitp:/fwww.zhaopin.com GET fanyang! 0 0
hitp:/fwww zhaopin.com GET fbaoding/ 0 0 i
hitp:/fwww zhaopin.com GET fbaojil 0 0
hitp:ifwww.zhaopin.com GET fbaotous 0 0 L
hitp:/fwww zhaopin.cam GET ibeihail 0 0w L
LS ) T i
241 items l Remove J [ Revert J

Mote: You have selected to remove items with media responses. Some of the above items do not yet have
responses and so may be removed from the scan when their responses have been analyzed.

Back oK




vA_ESEBurp Scannerdt44 32 4 a7 69 42 %
HT #£ Scan queuel‘}\ﬁ'l @

ﬂ:TJ‘«Tﬂ«‘} 8

v B &R E LK
JE o~ PR EF -~ h R 4h R fDﬂ' Fis & o

T2 KEX# AR - b

Elurp Intruder Repeater Window HeIp

[Target I Proxy T Spider ]'Scanner I Intruder T Repeater T Sequencer T Decoder I Comparer T Extender I Options IAJerts ]

Results | Scan queue T Live scanning I Options ]

# a| Host | URL | Status | Issues | Requests | Errors | Insertion points |
1 hitp:ifwww zhaopin.com ! 25% complete 1] 3 3
2 http:ifwww zhaopin.com feitymap.html 25% complete 7 11 3
3 hitp:ifiwww zhaopin.com Istatic/analytics js 25% complete 1 2 3
4 http:/fwww.zhaopin.com Imobile/mobile.html 25% complete 4 10 3
5 http:/fwww.zhaopin.com /jobseekerindex_industry.html 25% complete 4 10 3
6 http:/fwww.zhaopin.com /jobseekerfindex_it html 25% complete 16 £}
T hitp:/fwww zhaopin.com Thydlos 25% complete 8 3 3
3 hitp:/www .zhaopin.com ThydIo7! 25% complete 8 3 3
9 hitp:/fwww zhaopin.com Thydl0z 25% complete 3 3 3
10 hitp:iwww zhaopin.com Thydloz2! 25% complete 3 2 3
11 hitpdfwww.zhaopin.com Ihydlo/ waiting

Lk ENToAgPEARE £
BBk s kB

E Burp Suite meessioﬂ vl.6beta sed to Lau

Burp Intruder Repeater Window Help

s B R L Burp A

HEOHEELT 0 iR RITEE
o 4o T B

H o Pt BLIH 42

[Target I Proxy I Spider IScanner I Intruder I Repeater T Sequencer I Decoder I Comparer T Extender I Options I Alerts ]

Results | Scan queue ILive scanning I Options ]

ﬂ Bt » /2 Results S+

@0 B3 R R 7R RIFEEA e o

# A| Host | URL | Status | lssues | Requests | Errors | Insertion points |
1 hitp:/fwww.zhaopin.com ! 25% complete 16 3
2 hitp:/fwww.zhaopin.com [citymap.html 50% complete T 44 3
2 http:ffwww.zhaopin.com Istatic/analytics js 25% complete 1 23 3
4 hitp:ffwww.zhaopin.com Imobile/mobile.html finished 4 69 2
5 hitp:/fwww .zhaopin.com fjobseekerfindex_industry. html 75% complete 4 73 3
B hitp:ffwww.zhaopin com linh karfindsy it html finished 82 2
T http:ffwww.zhaopi Show details 50% complete 8 34 3
g hitp:/ifwww.zhaop Scan next 50% complete 8 42 35
9 hitp:ifwww.zhaopi Cancel 50% complete 8 43 3}
10 hitp:/fwww zhaopi Scan again 50% complete 8 33 3
11 hitpuifwww.zhaopi Beleteitems 25% complete 8 11 3
12 hitpdwww.zhaopi L . 25% complete 8 5 3
13 hitp:www.zhaopi X i . waiting
2 o oarncirhaop Automatically delete finished items e
15  hitplwwwzhaopi | 2USE Scanner waiting
16 hitpitwww.zhaopl Scan queue help waiting
17 hitpdwww zhaopin.com Tguangzhou? waiting
18 hitp:/fwww.zhaopin.com Ishenzhen/ waiting
19 hitp:ffwww.zhaopin.com fianjin/ waiting
20 hitp:iwww.zhaopin.com Idalian/ waiting
21 httpdiwww.zhaopin.com Ishenyang/ waiting

hitp:fwww.zhaopin.com fjinan/ waiting



B Burp Suite Professional v1 6beta o armylau e="rog

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options | Alerts

jResuns I Scan gueue T Live scanning I Options ]

» i http:iibms zhaopin.com @ Password field with autoco ete enabled [24 |A

» i httpiiccxigreatcom > F'asswordﬁeld R

» j hitp:iickmap.mediav.com > Source code di| werity >

» i httpicm.miaozhen.atm.youku.com > i Cross-domain| setconfidence » © Medium

* i hipiicmvamaker.com * i Email address| pgjete selectedissues Low

» i http:iicpro_baidu com » i Private IP addrg

» 7 hitpiimiserupdate aliyun com i Robots tfile e el 1 /IR

» @) http:/imvp.mediav.com » i HTML does not specify charset [2] rr False positive

» @ hitp:iipv.mediav.com » | User agent-dependent response [2] Restore original value

> http:/tj5 3lsoft com » | Frameable response (potential Clici [191 F
@ hitp:iwww zhaopin com » . HTMI uses unreconnized charset (91 _ b

Advisory

0 Password field with autocomplete enabled

Issue: Password field with autocomplete enabled
Severity: High

Confidence: Certain

Host: http:iwww.zhaopin.com

Issue detail
24 instances of this issue were identified, at the following locations

L

& icitymap html
& /datong/

= /datong/

@ ideyang/

® ideyang/

& (dezhoui

& (dezhoui

w [eerduosi/ A
& feerduosi/
& fenshii

& fenshil

@ fezhoul

® jezhou/

® ffuzhou!
& ffuzhou!
o hydl01/
& hydl02/
& ihydl03/
& ihydl05/
@ /hydl07/
» ihyd 10/

A — AN RAG AR B> BATT A% T RIA o £k & LS T 1Rk %4 Set severity °
xR iR 8 3 SRR ATAR IR o AT 2 3 Set confidence X RIFA &S B £ RR|BATARIE



5 9k » f£Live Scanningit A F ¥ » KAV T A3 K93 ~ 42 ~ IPHAE ~ 550 ~ UHRA

HATER > 2 TH
2 urp St ot v GRS T S

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer T Extender I Options | Alerts
Results | Scan queue | Live scanning IUmluns ]

2| Live Active Scanning

J Automatically scan the following targets as you browse. Active scan checks send various malicious requests designed to identify common vulnerabilities. Use with caution.

(0 Dontscan
(_) Use suite scope [defined in Target tab]
® Use custom scope

l Add J Enabled | Protocol | Host/IP range | Port | File

Edit
Remove >

Paste URL

[ |

l Add J Enabled ‘ Protocol | Host/IP range Port | File
Remove .
Paste URL

l Load...

Any logout
Any logoff
Any exit
Any signout

NEEE

Live Passive Scanning

Automatically scan the following targets as you browse. Passive scan checks analyze your existing traffic for evidence of vulnerabilities, and do not send any new requests to the target.

& &

(0 Dontscan
() Scan everything
\_,u Use suite scope [defined in Targettab]

(®) Use custom scope

adt__ | |Enabled | Protocol | Host/IPrange Pt | Fie
4o R AR % P T Use suite Scope » M35 & % # 5 1% /£ Burp Target ¥ #Scopefie & 7 & — K >
R AR 4% T Use customs scope > M 7T L B & & XL Scope * %t TScopetyiftat & » 554
Burp Target¥ #9Scopeft E48 X & 7 ©

o

Burp Scanner™ i& 1% &

MHERILP 8925 » ZAT S 4% iEBurp Scanner Lahfatif ik shiaimMNay X £
Options F#& A FF » TR A4 X Afrfafhy X e LR F s FRITLE - BKE
‘Lx% /\VX—F:‘Ig

1. & FHE A E%E (Attack Insertion Points)



[Target T Proxy T Spider ]'Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender T Options TAIerts ]

[ Results T Scan queue I Live scanning T Options ]

B
()

Place attacks into the following locations within requests
] URL parameter values

[/] Body parameter values

@ Cookie parameter values

] Parameter name

] HTTP headers

@ AMF string parameters

|| REST-style URL parameters
Change parameter locations (causes many more scan requests):

|| URLto body || URLto cookie
|| Bogyto URL || Bodyto cookie
|| Cookieto URL [_| Cookie to body

Nestedinsertion points are used when an insertion point's base value contains data in a recognized format (for exampe, XML data within a URL parameter):

] Use nested insertion points

Maximum insertion points per base request. |30

Skip server-side injection tests for these parameters:

l Add | Enabled | Parameter | tem | Match type | Expression |
@ Cookie MName Matches regex aspsessionid.* 'y
Edit @ Cookie MName Is asp.net_sessionid
Body paramet.. Name Is __eventtarget
lmJ % Body paramet.. MName Is __eventargument
@ Body paramet . Name Is __viewstate
) Body paramet... Name Is __eventvalidation !
—n R R NI S | - P PRI Y3 |

Skip all tests for these parameters:
l Add J Enabled | Parameter | Item | Match type | Expression
Edit |
Remove

Burp Scannerfz 32 » AT REGFERHEE » AHE-MEAN A LI S REBEZR
A IR I R R IRIF 6 A £ o B > AT AL B A 2 Burp Scannerit 3 4 &
A% o

URL K A& %

Body# % ( udeform& £ 6945 » EA4% T4 ~ XMLA 42 ~ JSONA %)

Cookie % %k

HA 0 G A AN (AL e A BANRRE AR ERRA )

Http Headerfz & (if i stheaderfz &89 & Bk B1E R A )

AFM% 25 ( *tflashi@ 13 kiR 69 32 1E )

REST A& 69 4 %

©® N o o b~ DD

2t T A B 69k EH4E A & » Burp Scannerif £ T VAl i 20T A #6942 B k3512 /R 0 Burp
Scanner¥ # 4 URL to body ~ URL to cookie ~ Body to URL ~ Body to cookie ~ Cookie to
URL ~ Cookie to body 7<## 7 X o % &A1 AR IEF » TURIE L FFH R > RFHRFA
&Q%ﬁ%’%ﬁmﬁ%%ﬁ%moﬁﬁm&&ﬁ%é’%ﬁﬂﬁ??ﬁifQ%%m%
B o PP#FETBUPREE S5 K wRELEARAATHMAFEREE -



A9k Burpf S HIEA AL X FHR EGH X 0 XEEER > wR—A1F K695 58 A IJSON
£ R A XML A& » Burp Scannerfz a4 8¢ » T XAsd JSON A £ SAXMLSUA F 89 B b ~ B Mfa s
THE 0 XAk K3IR 3 T Burp Scannerst RiRda #4693 A @ - X & & LA ¥ 8juse nested
insertion points#ycheckbox & & it ¥ k4E4] 89 » BRINE T AL P A5y o

L5 EAMZXEXEHFEALGE R > RATL T AGE A A At 4okt » R FZHATRFIE o
X ER o Burp Rz BIRE B AT Fo A S HYRE R 7 AR ETHY > F@eT
R :

Skip semrver-side injection tests forthese parameters:

l Add J Enabled | Parameter | Item | Match type | Expression |
. [Q] Cookie Mame Matches regex aspsessionid* "
Edit [ Cookie Mame Is asp.net_sessionid
— E] Body paramet... Name Is __eventtarget

[—J [ Body paramet.. MName Is __eventargument
@’] Body paramet... Name Is _ viewstate
) Body paramet.. MName Is __eventvalidation i
[ il e e e el a8 I o . o i n

Skip all tests for these parameters:

—

Add J Enabled | Parameter | Item | Match type | Expression

Edit
Remaove |

2 ahiafh5] %% & (Active Scanning Engine)

2]
El These settings control the engine used for making HTTP requests when doing active scanning.
Mumber of threads: 10
Mumber of retries on network failure: .3
Pause before retry (milliseconds): -EEII:IU

|| Throttle between requests (milliseconds). | 50C

[+/] Follow redirections where necessary
TR FRE T RT N REN I AR GEE AL - MERKTRE B~ XK
FRRE N HRER - RERIEELG o L PHREREE (Throttle between requests) #=
L -FikE REME  (Add random variations to throttle) £ & ¥ =2 B # #7 » A T »
115 E i s MAGEMA A EEARMNE R - ETRELALHELRRE > F2ER
LIRS B TABGIEGE ~ M&HF T ~ B P o5 WXL P AE A 2 69 R B o — ALk » W RIER



Wz EATER A2 ARG R RAF > R A T CPUF A R 44K » T A e R AZ 4L 0 4%
BB AITHER - L REXNREEREZ > R ARFELNE » RRE THRER
F oo ARG Y EARR > e K3 R B3 8 TR R e TR A9 1A g o

3. X a#hibk & (Active Scanning Optimization)

-
-

These settings Ist you control the behavior of the active scanning logic to reflact the objectives of the scan and the nature of the target application. See the detailed help for more information about each option.

Scan speed: | Normal =
Scan accuracy: | Normal v

(] Use intelligent attack selection

SRR R B R AA TR REACRAFE 0 REHR SRR R EIRF 8
%R E o 2Rk E (Scanspeed) 7 ik ~ Ll ~ R = AEIR 0 R 8GR 2 TR R 8
AR R B%FEMmAAaR (Thorough) B > Burpa X #£ & 4693 K » sHRAMNITA R &
WME %64 GAgbE o f AR Ftikdady (Fast) > BurpM R & —A g ~ i £ 69 /R
Bk o fatAF A (Scan accuracy) W EIA 44 =A% ¢ & AMUBE A (Minimize false
negatives) ~ &3l ~ & MbRrAME (Minimize false positives) ° a2 #4458 E £ %22 M kiz 4|
Burpfyda i3 #2 & 4+ af R IR 69 MK R Fk o B RATLAF R DUCBR A » Burp& M £ % 69 %1E
MR > kAR P R R 8 A A 0 A2l IS A R T ok 0 B Burpf £ % 955N KA 0 TS
FENEAF BRI B 69 3%4R 0 e TR o A REZidktdF (Use intelligent attack
selection ) X ANILRIAFH AL G — L FIBEA A REOR”RE et —N5EEE

W HIE AL T AT o Burpté Sk U342 38 7 4 & b A 4 0 A% F Sbit T Awik a‘:

s FHARE R R R YR LS HRRE EGRE o



4. T #HafEE%E (Active Scanning Areas)

| C
o These settings control the types of checks performed during active scanning.
[+/] QL injection
[+/] Error-based [+/] M3SQL-specific tests
(/] Time-delay tests (/] Oracle-specific tests

(/] Boolean condition tests ~ [] MySQL-specific tests

[+/] 05 command injection
[+/] Informed [+/] Blind

[/] Reflected XS5

[+/] Stored X35

[#/] File path traversal

[+/] Remote file inclusion
[] HTTP header injection
[+] XML/ S0OAP injection

[+/] LDAP injection

[+/] Open redirection

[+/] Header manipulation

[+ Server-level issues

l Select all Jl SelemnnneJ

FEEhiaIRF o ARTORERG IR E ~ X2 ETL S TRESENRRAXREFH

o BHERFRGEMER  c KETRFGRMBLESR

o SQLEA -TT ML AR 8 MR K (AFx£ > oA 2ERMRXA A R KM K)
1A & PTH A 09 £ R 69 338 £ A (MSSQL » Oraclef*MySQL# ) o

o BUEAGGLEAN- (FAEIfFIE) o

o RHT XI5 BB A

o k0G5 sh B A

o UHFAZE N

o HTTPkiZ A

e XML/ SOAPE A

e LDAPZA

e URLE X ®

o httpi¥ Bk T4

o MR% 3691

» JF AL



5.t LB % E (Passive Scanning Areas)

> These settings control the types of checks performed during passive scanning.

[/] Headers [+] MIME type

[+] Forms [+/] Caching

[+/] Links [+/] Information disclosure

E] Parameters [_1'] Frameable responses ("Clickjacking™)
[/ Cookies [+f] ASP.MET ViewState

[+ Server-level issues

l Select all Jl SelemnnneJ

HARA TR EHGER ) R RAMIE#RTHIN TR CEELIEZFRKIREX
BB P A e T AR KR LA : Headers ~ Forms ~ Links ~ Parameters * Cookies ~ MIME
type ~ Caching ~ #0& 15 &# % ~ FramelE R & £ 41 #F - ASP.NET ViewState °



% \& 4ef4% I Burp Intruder

Burp Intruderft 4 Burp Suite ¥ — 3k 2h fép 378 K69 B LMK T B » 38 F WA L% 4 5E N
RA R AR R & ARAE F K8 3 & “F' o REXRMNEZZIYAZA :

Intrudert A 3 & F= 345 3 %
Payload & %! 5 4 32

Payload 4% & fo g & £ A
TR %E (Options)
Intruder = & = 45 R 547

Intruderi® i 3% = F= 31F 3 &

FEHEMNXIRTF > KATZF 12 A Burp Intruder » € 8 TAERIZAE : Intruderss 7461 K £k 35
b9k ah b o RS BEAE R SR ARIRR R 6915 Rz 4 o ﬁ*mm*?ﬂmwmﬁ%A
WHx— XS M ASEES (Payload), £ 7 Fl 6945 & #4780k T4 » B 38 0 road
ST R RAFF F 94 AEZIE o Burp Intruderi® # #4& Al E AT H 7 ¢

1. AR EF Webiz AR F 2 F AR R R AR P ~ KPP ~ T FRIEBEZ L& o Bl
R P2 s XAIDFIKk P 58 o

2. RIBA MG EFXEHFT > %T%ﬁi%m'ﬁﬁﬁm“ (R SURRUE SR E e
PRI — e A 345 o odo it » RABEARI A P AAZRID > RBRFTH A P EANSAZ H AR
A B9 B AR A - o

3. BEHIMARX R Z AR R 2eSQLIEA » 53k & H§P$ﬁ‘7 A&7 38 7 7T vl i 1E KA
BRZEAMRFHE » FrEEE EFEOREFTERL kA2 ARFRTEN - &
Ty AT Ko § R0 > FAhAPATRA MK A — e BEIH T4 o LY
% » 87T ¥A3% & Payload * i@ i Burp Intruder & 31 1L3u3t Web 52 i 42 5> i 47 B8 ] 4, o

W H R > 42 A Burp Intruderi# A7 MK, » £ BB HEVAT F ¥k ¢

1. #4ikBurp SuiteZ X E#FEF B » TR T & K £ RELE -
2. #ABurp Proxy# R F » X HIRZEZR I FE o
3. #ATHLBE (History) F#AF - ERTHAL MM FRAS  FALEHEE

% % #|Intruder °



Intercept | HTTP history TWebE‘.nckets history T Options ]

| Fiter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MMEtype | Extension | Title
17 http:#fv.baidu.com GET fvideoapi?callback=jQuery1111042885... ] =] 200 253631 script

119 http:/fimg. baidu.com GET fhunter/alog/dp. min.js Pv=—16811 & =] 200 3803 script i
128 http:#fhimg2.huangiu.com GET Istatice/hg201 3s/ibljguery1.9.1 js. ™ = 200 70359 script i3
131 http:/chizs. baidu.com GET fig/m.js a =] 200 115018 script -3
132 http:/ihm.baidu.com GET Ih.js?1fc983b4c305d209e7e05d96e7 1. & = 200 29089 script B
133 http:/fs22.cnzz.com GET {z_stat. php?ig=1000010107 i ] 200 10473 script php
135 http:#fc.cnzz.com GET fcore.phpPwe  hitp:s22.cnzz.com/z_stat. php?id=1000010102 3096 script php
137 http:/himg2. huangiu.com GET Istatics/ng201  Add to scope 34019 script B
145 http:/fpos.baidu.com GET ficim?di=1028 Spider from here 1555 script

146 http:/f'cpro.baidustatic.com GET leprofuic.js Do e 115018  script I3
147 http:/ipos. baidu.com GET fjcim?di=u239| . 1424 script

LS Do a passive scan

Send to Intruder Crl+l

# 4TIntruder &1 F » 477 Targetf=Positions T & F o hekR E—FkET R
8915 KK B o

Burp Suite Pro = a [
Burp Intruder Repeater Window Help

Target | Froxy | Spider | Scanner | intruder RapaalarTSequancar Decoder CDmpararIEﬂandar Options | Alerts
1 x

Target Posmor\.sIPayIDads Options.

L?J Payload Positions Start attack

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload posiions - see help for full details.

Aftack type: | Sniper gl x|

.
GET /zistat.php?\'d:l§1000010102§ !-{TTP/I.I L] Add§
Accept: /%
Referer: httpy//chinahuangiu.com/article/2016-04/8815557 html?from=bdwz Clear §
Accept-Language: zh-CN
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; NET CLR 2.0.50727; NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0; ;M"“
NET4.0C; NET4.0E; InfoPath.3) Retesh
Accept-Encoding: gzip, deflate &J

Host: s22.cnzz.com

L
v

L2 2] =] 2] [preese 0 matches. Clear

1 payload posttion Length: 411

T T e ————— e ————————————
R A &A1T A E|Burp Intruders & 89 K ak & B L6 R A & 3% 3 k69 615 KI5 8 > £REE
B g 694 B Lk B — % K F 693 T Payload » i i Payload sk & i KR B &
B o BN SLT » Burp Intruder4 x4% K % #f= Cookie  #% & & Payload position » #T
Wik $AL  w LR AR EA T o B A EERE 0 WSRO LA LERA
Payload -

£ Positiont @942 » A [Add$)] ~ [Clear$] ~ [Auto$)] - [Refersh $] w/viz
400 TR RAEFE R & T 5% X AL L G Payload®# o 4o F R BMH K
Mt dE SR o Bd [Clear $] B & AT 4G H 4T o

% & A147 FFPayload F &7 F » ##FPayload®y £ MR A L FR% > KINFA T
#“Simple list", & AMRAL T Al 3 T 423 L tbPayload £ & & F Lifkw o




E_ Burp suite Profe:

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | intruder Reuea«erTSeﬂuencer Decoder cnmparerlmender Options | Alerts

ol |

Target | Posttions Iﬂaymﬂs Qptions

@ Payload Sets

Payioad set. |1 |¥|  Payoadcount 23
Payload type: [ Numbers Request count: 23
Simple list A
Runtime fils
@ Payload Of custom ierator
Character substtution

This payload ty ds. within & given range and in a specified format

Case modification

= | Recursive grep

Type: llegal Unicode ndom
Character blocks. v

From T

To 23

Step: 1

How many:

Base: @ Decimal O Hex

Win integer digts:

MWax integer digits:

Win fraction digts:

8. i » £11A = F|Position*d » £FX@meg A& LA o &+ [Start attack )

[«

Startattack | T\

“You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

v KA o

B S eI T T ™ .o

Burp intruder Repeater Window Help

Target | Froxy | Spider | Scanner | intruder RapaalarTSmuancar Decoder CDmuararIEﬂandar Options | Alerts

Ima

Target Posmns-lpayloads Options.

@ Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload posiions - see help for full detais.

Aftack type: | Sniper

GET /z_statphp?id=§10000101028 HTTP/1.1

Accept: */*

Referer: httpy//chinahuangiu.com/article/2016-04/8815557 htmi?from=bdwz
Accept-Language: zh-CN

NET4.0C; NET4.0E;InfoPath.3)
Accept-Encoding: gzip, deflate
Host: s22.cnzz.com

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; NET CLR 2.0.50727; NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0; &J

_‘ Add§
Clear §

Refresh

L
v
2l <|l+][= 0 matches. Clear
1 payload posiion Length: 411

9. sLBf > Burp& B #ATHA —AH 8@ 0 BE5HFIATHHEIL - Hitp R & ~ kK EFLER

= B o

=NION




10.

11.

¥ Y
E | Intruder attack 2 @M
Attack Sawve Columns
j Results T Target I Positions I Payloads I Optiens ]
‘ Fiter: Showing all items ‘ EJ
Request Al Payload | Status | Error | Timeout | Length | Comment
0 200 O O 10468 baseline request [x]
Il - . 200 o O 10445 h
2 2 200 & O 10448
3 3 200 = = 10445
9 4 200 O O 51
3 3 200 = o 518
[} [ 200 O O 518
7 7 200 = = 517
3 3 200 O O 520
9 9 200 = = 519
10 10 200 = = 10450
11 11 200 = 8 s
Finished | |

ENTARFERLFHE—RAREBRE L A ERE BA 50K &gt o

Attack Save Columns

Results T Target I Positions. I Paylzads I Optizns ]

‘ Fiter: Showing all items ‘ L?J
Request Al Payload | Status | Error | Timeout | Length Comment
0 200 O O | 10468 baseline request [x]
/ 1 200 = = 10445
2 2 200 & O 10448
200 O O 10445 |

Request | Response -]

Raw | Headers | Hex

(function(Q{function

k(O{this.c="1000010102"this.R="z";this.N=""this.K=""this.M=""thisr="1461247213"this.P="zl.cnzz.com";this.L=""this.u=
"CNZZDATA" +thisc;this.t="_CNZZDbridge_"+this.c;this.F="_cnzz_CV"+this.c;this.G="CZ_UUID"+this.c;this.w="0"this A={};t

his.a={}thislaQ}function glab){try{var c=
[;c.push("siteid=1000010102");c.push("name="+f{a.name));cpush{"msg="+fla.message));c.push("r="+f(h.referrer));c.pus

h("page="+f(elocation.href));c.push("agent="+fle.navigatoruserAgent));c.push("ex="+f(b));cpush("rmd="+Math.floor(2

| 147483648*Math.random());(new [Image).src="httpy//jserrcnzz.com/log.php?"+cjoin("&"}catch(d){}var

h:documen te=window,f=encodelJRIComponent|=decodelURIComponentn=unescapek.prototype={la:function O{try{t
hisU(),thisd (), thisia(),this.H(, this.o(), this.gal),

| this.fa(),thisja0,thisjO.this.eal,thisha(,thiska(,this.ca,this.aal,this.da0,this.pa0.ethis.f] =e[this.g]||{}thisba("_cnzz_CV")

atrhiaWnla "l failed™ W na-function(trulvar a=thise rze={nush-fiinctionretiim
[ |

3 e TYOE = SEETCIT IR Ommatches |

e

| Finished |

BEHIZE s AT EFOARAREZHEEFTEGOLARNTEOE L AT ERITHEH
Al 0 £#A7Optionsit A b94a X BB » A& % 89 A EM &K X ILE (Grep - Match)

= r— = .



F ™
E | Intruder attack 3 Elﬁlg

Attack Sawve Columns

[ Results. ]'Target I Positions I Payloads I Optiens 1

2| Grep - Match
G These settings can be used to flag result tems containing specified expressions.

[] Flag result tems with rezponses matching theze expressions:

Paste error A

exception

Load ... ilegal ™

invalid
Remove fail >

stack

ACCESS
directory v L/

Match type: (& Simple string

() Regex

[] Case sensitive match

[ Exclude HTTP headers

\
e

=
&
o

&

12. A BAVMERMEREAFFHLIRE » L RE Lrs

Attack Save Columns

Results T Target I Positions. I Paylzads I Optizns ]

H Fiter: Showing all tems

(=)

@ Filter by search term Filter by status code Fitter by annotation |_
- f s I ) A
[ 2xx [success]
[ 3xx [redirection] [] Show only commented items
[J Regex [ 4xx [request error] (] Show only highlighted tems v

[] Casze =ensitive [ ] Megative zearch [ Sxx [server error]

Show all Hide all

(function(Q{function

k(O{this.c="1000010102"this.R="z";this.N=""this.K=""this.M=""thisr="1461247213"this.P="zl.cnzz.com";this.L=""this.u=

: "CNZZDATA" +thiscithis.t="_CNZZDbridge_"+this.c;this.F="_cnzz_CV"+this.c;this.G="CZ_UUID"+this.c;this.w="0"this A={};t

his.a={}thislaQ}function glab){try{var c=

| [;c.push("siteid=1000010102");c.push("name="+f{a.name));cpush{"msg="+fla.message));c.push("r="+f(h.referrer));c.pus

h("page="+f(elocation.href));c.push("agent="+fle.navigatoruserAgent));c.push("ex="+f(b));cpush("rmd="+Math.floor(2

| 147483648*Math.random());(new [Image).src="http//jserrcnzz.com/log.php?"+cjoin("&"catch(d){}var

h=documente=window,f=encodelURIComponent|=decodellRIComponentn=unescapek.prototype={la:function O {try{t
is.UQ,thisJ(,thisia(,this.H(,this.o(),this.ga(),

his.U,thisJ(,thisia(),this.H(, this.o(),this.gal)

this.fa(,this a0, thisjO,this.eal, this.ha(),thiska(,this.ca0,this.aal,this.da(,this.pa(,ethis.t] =elthis.g||{}Lthisha("_cnzz_CV") k&

1@'}1@0(3 " failed™ W nafinctinnOitredvar a=thise ree={nnsh-fiinctionMretiirn X
| ? < + > Type & search term 0 matches

| Finished | |

e

13. RlEt » EREFAF PR TE P KA AT IARAITIE 6 » AT LE ¥ £ Columns# 4T

WE ©




v Reguest Opticns
+ Payload —
Fiter: Showin| ./ Status ‘ ?
+ Time of day
Request | R ey Time of day Response... | Error | Timeout | Length | Comment |
1  Rosponsc complcied | 22792 EH 2016 32 O O 10445 [x]
2 L 22773921 [E 2016 47 [~ O 10448 M
3 T 22:27:39 21 (0§ 2016 31 =] =] 10445 "
4 + Length 22273821 ME 218 H =] O 520
5 T 22373921 M E 2016 )| = = 519
-] 222739 21 (U E 2016 32 (=] B 513
7 i 22273321 ME 2016 3 a a si7
8 3 200 22:27:39 21 [ E 2016 45 o O s20
9 9 200 222739 21 (U E 2016 3 =] ] 519
10 10 200 22273521 ME 2118 16 = O 10450
11 11 200 22273921 WE 2016 16 = =] 521
12 12 200 22:27:39 21 (U E 2016 31 =] )] 520 ¥

Attack BEEWEY Columns

Atftack

Results table

Server responses ‘ L?J
Attack configuration
Reque: : —itus Time of day Response... | Error | Timeout | Length | Comment |
1 i 200 22273921 M E 2016 32 = = 10445 |T
2 2 200 22273921 ME 2016 47 (=] B 10449 T
3 3 200 22273521 ME 218 3 O O 10445
4 4 200 22:27:3921 K 2016 31 ] g s
5 5 200 22273921 ME 2016 3 =] ] 519
[ [ 200 22273521 ME 2118 32 = O 518
x T 200 22373921 BE 2016 5] = = 51F W
8 8 200 22273921 WE 2016 45 =] =] 520
9 9 200 22273821 ME 28 &) | = = 519
10 10 200 22373921 BE 2016 16 O = 10450
11 11 200 22273921 ME 2016 16 =] =] 521
12 12 200 22273821 ME 28 3 =] O 520 v

15. Z A REIAMRNNLT A RAE G A B HATRE ©



Attack Sawve Columns

Results T Target I Positions I Payloads I Optiens ]

Fiter: Showing all items

Request | Payload | Status ‘ i lts tabie - . ﬁ*pmm&nt |
1 1 200 [x]
2 2 200 @ Allrows [ Save header row N
3 3 200
4 4 200 () Selected rows Delimiter: @ Tab () Custom: I:l
5 5 200
6 6 200 Include columns:
; ; igg () Request [ Payload Select all
5 5 e [ Status [ Time of day
10 P 200 [] Response received (] Response completed Select none
5 2 2o [ Error [ Timeout
Length ] Cookies Save
12 12 200 @ = e v

[ Comment

Cancel

Finished |

YA b3z sk > ZBurp Intruder— R T B EVE T » £ ZFRAER P » RIBHE—AAER T

RBLERS BRI OLH -

BH) M AL o

ME—ANIRT PR L F @i E > B AEETROETT PHRE

Payload & %! 54 &

A Burp Intruder®Payloadit ¥ » # Payload & &-#9#% & %77 » &4 T 4% 1% A #9Payload

KA 184 o

Target | Positions | Payloads T Options ]

@ Payload Sets

“ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Varicus paylead types are available for each payload set, and

Payload set: | 1

Payload type: | ECB block shuffler v

Simple list &

v

Runtime file
? | Payload Of custom iterator
This payload ty Character substitution
key, to provide| Case modification

Recursive grep

Payload count: unknown

Request count: unknown

ler]

pcks of ciphertext in ECB-encrypted data, so as to meaningfully modify the decrypted cleartext and potentially interfere with application logic. You c
g into the original data.

Encrypted data llegal Unicode E of payload position
Character blocks ¥ [ring:
Format of original data: () Literal value

@ Encoded as ASCI hex

A 5 %) A -




o W#7|%& (Simple list) A #egPayload £ A > R E AL E —ANFHE I RAEA
Payload * & T XAF T FHF $ 9| RSN I mBFH I A o LR EF @ TH
[ Target T Positions TPH}"MS T Options ]

@ Payload Sets

“ou can define one or more payload sets. The number of payload sets depends on the attack

Pavload set: l1 !'] Payload count: 0

Pavload type: lSimple list !'] Request count: 0

@ Payload Options [Simple list]

This paylead type lets vou configure a simple list of strings that are used as payloads.

Paste
(ko) FIRmneisrng;

| Char | T

Payload
ElE=

l Add J Enter & new item /
| Add from lst .. v

FESLIRAE R @
o %42 #Payload?l & F 0 4T LT —4H £Payload?| & » £1EXSSH A ~ CGI

BPARSSQLEAM A S HF - REFH -~ INEFHESAP L~ B~ RERGFEL ~
IS B LA B FLH5F > MARFTETHEMNRAR QB o




o EATH A (Runtime file) 18 T M 0 48 4 48 2t 2 Payloadf &k 69Payload?] & °

L% ERF@wTH :

@ Payload Sets

“fou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payloa

- ~
Payload set: 1 |= Payload count: 0 " M
Payload typi' Runtime file |> Reguest count: 0 = ﬁ @ ﬁ |§| =1}
) ﬁ 12a ﬁ =qlmap-0.9 1
2| Payload Options [Runtime file] (&5 backend (&5 temp
Thiz paylead type lets you confi rom which to read payload strings at runtime. ﬁ Hadu¥unCuangs ﬁ el HSUN
(& oo [FEES<
Select file ... [EF shorteut [ nss3
q| =% — e :
) Payload Processing i
“ou can define rules to perform various processing tasks on each payload before it is uzet i [FS‘TJEI{# ] ‘_]
| Add | |Enabled | Ruke — —
i
Edit
—

4 £ A4 LB BT 7 0 38 T Payload set#y 4% & 11% A #9Payload £ %! ) Runtime file®f » T 7
#9Payload Options¥4 & #h B & A LAk Fdsafe iy ANAE » 3 &A1 5 & [select file] #&d%
SUHFBY 5 5 s B P AT R 69 295 AR 0 3548 T 89 Payload U o £ 4TE » Burp Intruder¥¥
15 IS A 89 4 — 474 ) — APayload °

o AT XL#%AKE (Custom iterator) —— XL — 2k ) k5% K 89Payload * & HA 84 &A%
HF— A BT T W L7 & GPayload R A » RERE 2695 T 5H—MEEIN R
fyPayloadi# 178 F RAR » £ Rk & 9Payload?] & o fl4e » A S Gt X &
username@@password * M|% & stPayload® ¥ % Z : 12 E1 > #iFUsernames



[ Target T Positions TPﬂyh&ds T Options ]

L?J Payload Sets

“ou can define one or more payload sets. The number of payload sets depends on the attack ty

Pavload set: l1 |'] Payload count: 79,192,176

Pavload type: l Custom iterator | '] Request count: 79,192,175

Payload Options [Custom iterator]

=)

This paylead type lets yvou configure multiple lists of tems, and generate payloads using all perm

Add from list ... &
Fuzzing - guick

Fuzzing - full »
U=ernames
Passwaords
Short words T

a-Z

AZ v

[ Add from st ...

#HE BT
B2 HAB@@

EJ Payload Options [Custom iterator]

This payload WDWU configure multiple lists of tems, and generate payloads using all permutations of tems in the lists.

Position: ﬁ Clear all

List items for position 2 (0

Paste

i

(2 |[ce o= |

| Add from st ... v

wJE 18 42 E3 > #®iFPasswords



? Payload Options [Custom iterator]

This payload type lets you configure multiple lists of tems, and generate payloads using all permutations of items in the lists.

Position: ﬁ Clear all

st items for position 3 (3424

| paste J|!@#5% s
Add from list .. [a

Fuzzing - quick

Fuzzing - full »
Usernames

Passwaords

Short words |!

a-z
A-F

[ Add fromist ...

JEN

L RAVFFHE S E A 0 £ R E9Payload 4= & F
". Intruder attack 3 E@g‘

Attack Save Columns

:,\

j Results T Target I Positions I Payloads I Opticns ]

‘ Fiter: Showing all tems ‘ EJ
Request 1| Payload Status | Error | Timeout | Length | Comment

0 200 = = 10458 baseling request |T
1 root@@@ESY 200 =] [ ')
2 FALOCE@@E#3% 200 O O 508

3 | ssystem@@@#s% 200 - O 505

4 1@ @ES% 200 O O 10433

5 1.1 @@@#st 200 = =) 507

6 111111 @@ @ES% 200 = = 505

7 @@ @ESY 200 o O 10436

3 22222 @DENDHE 200 = = 509

9 @@ @DHSW 200 = = 507

10 4Dgifts@@@HS% 200 =] 7] 508 L
1 SE@EE@#S 200 = = 504 v

e

Raw | Headers | Hex

HTTP/1.1 200 OK F

Server: Tengine

EJ B EJ EJ Type & search term 0 matches

Paused | |

o FH $## (Character substitution) —— % & 3L » stAFPayload 9 £ AT 2t #l & L&Y
FAF & HATH PG & AT ﬁ‘JPaonad o ki 0 T SLFAF$ AABCD » 3BT A 8%
ML E G ¥ ABAY AR AT A A & R FT 89 Payload °



@ Payload Sets

“ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the

Pavload set: l1 |'] F‘a'_.rluai_j count: & (approx)

Pavload type: lCharadersubst'rtutiun |vﬁ:~q:;st count: 2 (approx)

Payload Options [Character substitution]

&)

This paylead type lets vou configure a list of strings and apply various character substitutions to each item.

a |= 4 b |=3 e |=|3 'g_|:='ﬁ_|
'z_|:-r'2_| '_|:-r'_| '_|:='_| '_|:='_|
'_|:='_| '_|:='_| '_|:='_| '_|:='_|

SRR - ER
;«-ﬁuh;c~'—v~—| —— /

_—— ABCD
Load ...

Remove

Clear

Attack Save Columns

Results T Target I Positions I Payloads I Opticns ]

Fiter: Showing all items

Request 1| Payload Status | Error | Timeout | Length | Comment

0 200 &) O

1 ABCD 200 = O 513
2 4BCD 200 = O 513
3 ABCD 200 = O 505
4 48CD 200 0 0 504

10458 baseline request

Request | Response

_[ Raw T Params I Headers | Hex

l GET /z_statphp?id=48C0 HTTR/L.1
Accept: ®/*
[ Referer: http:y//china.huanqgiu.com/article/2016-04/8815557.htmi?from=bdwz

|

|| 2 < + > Type & search term

0 matches

Finished |

|




o k/]\

5 #%# (Case modification)

M TE LB FA B RKRADFAN > #TH

Pe o bdeilt 0 T LG FH B A Peter Wiener > WIizB THEGZXEE » 24 R

Paylo

ad °

@

&

Payload Sets

%ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions ta

Payload set: l | | v] Payload count: 3 (approx)
Payload type: l Case modification | v]"l;e;uest count: 3 (approx)

Payload Options [Case modification]

This payload type lets vou configure a list of strings and apply various case modifications to each item.

[ To lower case
[ To upper case
[# To Propername
[# To ProperName

Paste Peter Wiener

4 & 8 Payload4= T

-
truder atta [E=REEE™

Attack Save Columns

Results

TTarget I Positions I Payloads I Opticns ]

‘ Fiter: Showing all tems

Request 4| Payload Status | Error | Tmeout | Length | Comment
1 Peter Wiener 200 =] = 530
2 Peter wigner 200 = = 514
3 PETER WIENER 200 ] ] 516
4 peter wiener 200 = = 514

e

Raw

Headers | Hex

Content

HTTP/1.1 200 OK [
Server: Tengine

-Type: application/javascript
Content-

u [_J u LJ & search term 0 matches

Length: 9941 ¥

Finished |




A RN & £ TR KRE  Nochange (AR » £ R REFH%E) ~ Tolower

case (4415 5F4%) ~Touppercase (%4 K5 F%) ~ToPropername (& F&X
5 XM 5) ~ToProperName (BFHXKE » RMFET) » AEFEATF » TR
RIAE B TEE AN #AT A HLE o

#)agrep (Recursive grep) ——3tPayload £ A £ 24 1 T MR 5 5 55 R A 2 3 3E 19
IF o FREIEMNRE 095 FIRIUIIELE A Payload © A& % #:Payload®9 1% & » # 47
Kk o CHRIERRT R4 62 H & » AT /R4 AR » £Payload®y 7T &% &
(Options) ¥ & & Grep#LN| » KRG HRIBEgrep R IE 4 AR £ HEK o b » RE

grep extract % & BUR % % 55 69 EagleldE 4 #7 89 Payload 4 °
7 Define extract grep itern W —" (] |

EJ Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. %ou can
also modify the configuration manually to ensure it works effectively.

[# Define start and end (] Extract from regex group

(® Start after expression: | ‘NEagleld: \nEagleldy: (=2Rrinirin\ functiony{

() Start at offset: 495 Case sensitive

(® End at delimiter: wrnirin( function(

() End at fixed length: 26
[] Exclude HTTP headers [f] Update config bazed on selection below Refetch response
X-Cache: HIT TCP_MEM _HIT dirn:-2:-2 A

K-Swift-SaveTime: Tue, 03 May 2016 154140 GMT
K-Swift-CacheTime: 5400
Timing-Allow-Crigin:

Ll Eagleld: 3dbfbbcd14622909235371588e
(function({function Wy
k() {this.c="1000010102"this.R="z"this.N=""this.K=""thisM=""this.r="1462290100"this.P="zl.cnzz.
com”;this.L=""this.u="CNZZDATA" +this.c;this.t="_CNZZDbridge_"+this.c;this.F="_cnzz_CV"+this.c;th
is.G="CZ_UUID"+this.c;thisaw="0"thisA={};this.a={};thisla0}function glab){try{var c=
[;cpush("siteid=1000010102");c.push("name="+f(a.name));c.push("msg="+f(a.message));c.push("r=
"+f(h.referrer))cpush("page="+flelocation.href));c.push("agent="+f(e.navigator.userAgent));c.pus
h("ex="+f(b));c.push("md="+Math.floor(2147483648*Math.random());(new
Image).src="http://jserrcnzz.com/logphp?"+cjoin("8&catch (d){}var E
uJ liJ u l;J Type & search ferm 0 matches

oK Cancel

A& PR [OK] #4226 » %4 T Payload#%& & o



@ Payload Sets

“ou can define one or more paylead sets. The number of payload sets depends on the attack type defined in the Positions tab.

Payload set: l1 !‘!'J Payload count: unknown

Payload type: l Recursive grep | ‘F] Request count. unknowin

Payload Options [Recursive grep]

=

Thiz payload type lets you extract each paylead from the regponse to the previous request in the attack. It is useful in some situ:

Select the "extract grep” item from which to derive payloads:

From [\nEagleld: ] to [irinvi\n{ function(]

Initial payload for first request:

[ Stop if duplicate payload found

4 R A ALK HI > Burp A — R 89 S #ATHAT » o RIZILE] T Eagleld 8948 - 7]

1k /1 Payload B & & — kK iE K o B4 T :

Attack Save Columns
Results T Target I Positions I Payloads I Opticns ]
‘ Fiter: Showing all tems ‘ @
Reguest 4 | Payload | Status | Error | Timeout | Length | \nEagleld: Comment
1 200 L] ] 516 | 3dbfbbcf14622511672244045e
2 3dbfbbef14622911672244046e = o]
3 200 ] (] 516 3dbfbbcel4622911758796545e
4 3dbfbbce14622911755756545e =] &
5 200 = = 516 3dbfbbce14622911846143914e
6 3dbfbbce14622911846143014e =] =]
ELS i T
Rerss
Raw | Headers | Hex
HTTP/1.1 200 OK A
Server: Tengine
Content—Type: application/javascript
Content-Length: 0
Connection: close
Date: Tue, 03 May 2016 15:22:35 GMT
Last-Modified: Tue, 03 May 2016 15:22:35 GMT v
EJ B LIJ EJ Type d search ferm 0 matches

M,

EB i
o

J75 A A% 46 0k B 8 Payload &R & £ — R IR % % 540k R 8 4R TP 89Eagleld 8



o T 4&ik#Unicode% % (lllegal Unicode) —— 7z payloads 2 i & & #9 < & % Unicode %
BEBRFHAARY > WX EPayload?| R L5 A H—ARFE S AAXRH o £2RDEAT
AT BN IEN » BANR KRR A > Blde s EBE R Tk BEN A5
IR Rt g Il o LA E R @4 T :

&4

ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload typss are avaiable for each payload set, and each payload type can be customized in different ways

Payload set. |1 v Payload count: 0
Payload type: | lllegal Unicode v meslcuunl 0

&

This payload type can be used to generate ilegal Unicode represntations of charagters. It is sometimes effective in bypassing fiters designed to block certain characters. See the full help for details of ach option

Waximum length: | 2bytes | ¥
O Do illegal UTF-& s c

[ Do illegal hex

Payloadfit B #£17

@ Use lower case alpha characters

@ Add % prefix before each byte

Estimated encodings: 2

TREF R E LR EERN RIER SRR AR 0 B E LT 0 maximum
overlong UTF-8 length Unicode %8 A H &k $1& M 6 FF RF—MNFH o A —F LA
#¥T VA SE 74 3 & 7 3 (0x00-0x7F) Basic ASCIl F4F » & » 48 % F ¥ #9Unicode 7 £
WAL &R T B €A1 (4e > "overlong"% ) o TR EMRIB L AGTEMAB KB » AR %
Rk KRIEMAKE - lllegal UTF-8 continuation bytes % 3% 6k K4 &k UTF-8 ¥
BA2FF AL IABALTAE o Do illegal UTF-8 %1% A % 5 ¥ AL — N F4F

it B ANF VB @G F TR EA 10XXXXXX B =3 FE X > kB HBEGFT o
ARfv» F—AFFERAZLNELRERTA SV ESEFY - Bk » Unicode %45
IR AR AWABRIGEF VAN 245 c EREAEENGEF I THA 3 MEET
Ao #& XA 0OXXXXXX + 01XXXXXX F7 1IXXXXXX o 4o R ik P X ANk » W JE ik
Unicode A2 fi TR A A NG EFF AR 3 MNie% 4 - Maximize permutations in
multi-byte encodings 4= R it #F 69k KBk UTF-8 kK EH 3 F¥ L L FH#%EP”
illegal UTF-8 " A~ 71 7T Ji] 4= R”Maximize permutations in multi-byte encodings” & #%
B o WAL ® JFETAHE o R4k Unicode A 2K il # R &M A B EANB TV
ABNBGEFFTFAEIANEETH  FEREMYEEF T FLEET o R Maximize
permutations in multi-byte encodings”# & ¥ 7 » &% #Unicode A X il # R &4 & 4
FHERTAGEETHBER o v $NEEFTLRNBER - EAFAKALHE S
AN ITERAEH B 0 AR LIRA A  lllegal hex IABFRAARE—FETH o H4%
R KL An e 4T F 0 IR R TA (B R F)ERIFZ R AT A0 » @5 G 4
BNt TR AR R B AR X TR o TN@ B RAEAFHF A—F RAT#
# 10—15 8948 - KA L+ R HLLRGHHEA 160 HA 17 F%F - Bk 0x1G
RARMBAEA 32 0 BI o WwRIFFE TN BB TR LA 2 28T H R R
— ML E > M dF ANRERRBERENSFVGR] o FEA LB RS R{EA
THRKTHE 8 ML » Rk Ox1G M 4 257 » mARE 2 AEEHN 1 M




0 2K TN BB RS A 4—6 A X EE TN BMEAT o WRIEAGE L@ R
A o M) Xtk & R A ARAE A Bl — Ao B RS o e Rillegal hex it F o M FE ik
Unicode # 2 fl #7 & 42 3E ik A A Z| R 2 » A RANFTF G PTA T a0 3k ik o5 4l
%A o Maximize permutations in multi-byte encodings 4= % it F 69 x X # % UTF-8
KB A 2 FF AL Hillegal hex” 4Lk F » WX A% AT A o 4= K Maximize
permutations in multi-byte encodings” Z#& it ¥ » £ & R IEE T H mAL a0 JEIK
Unicode & 2 it #7 R &40 5 A BEANFH o X THEAF Y » 24 R 4—6 MFE+ it
® g o Ay F ¥ RE o 4o EMaximize permutations in multi-byte encodings”# i

F 5 W 3Ek Unicode AR RTREAMAGFF » ARFET ARG AT © 4o
SAFYLWRANEK  EBARAG LDEH A X LERIEHN > INHRLETH

A o add % prefix 4= Rt ¥ XA LR > £ F A 6GH KR AT DA 2 52 A A
AWE 0 AR IBEA— % F o Use lower case alpha characters X M2 k2 T AG &
+oxat Al mad 24t R K5 F 5 o Total encodings X ML A &= AW EERB I E
HEBET—AER e RRKERABKGBRALT T RRIN L » BARALRAA » B
AL AERKENIFE%A o Match / replace in list items i 43557 Al 7 4% 4] Payload
P EFHFFE AR ERRFF (Match character) #=##% 54/ %4 (Replace with
encodings of ) &k &2t 842 %] Payload# % A&, °

LA HEPATH > INARXRATREERTATEZRIN K » EIRERBESE > HATRR
R BFANR DI T FHOPTAH L) o

F# 3 (Character blocks) ——X % £ A #9Payload & 451 Al — M B 69 A F4F % -
RIBIEE G RE FABERDGF IR AN AALRBEREYGFHE - BT

AT HRMRSEEFRE S -
@

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways.

Payload set | 1 : Payload count 19
Payload type: |Cnaracterb\ock5 vf Request count: 19

This payload type generates payloads based on blocks of a specified character or string. It can be useful for detecting buffer overflows and exploiting some logic flaws.

Base string: A
Min length: 100
Max length: | 1000

Step: 50



Base string £45% E /R % £/ % » Min length £ #5Payload # & Nk & »

Max length & 4

=) 5 g Ju > >
Payload#) & K k% » Step-£ 45 & s Payloadif #) % & - v L E & & B /5 » 4 A #)Payload
4o T B P
— —_— =np=n - x|
Aftack Save Columns
Results ITarget I FPositions T Payloads I Ciptions ]
‘ Filter: Showing all items |@
Request g| Payload | Status | Errar | Timeout | Length | \nEagleld: | Comment |
2 150xA 200 0 0 507 3dbfbbcd 1462376532 . |T
3 200xA 200 O O 506 3dbfbbca1462376533... R
4 250xA 200 D D 506 3dbfbbd0146237653...
5 300xA 200 O O 507 3dbfbbcc1462376533 ..
] 350xA 200 0 O 506 3dbfbbcc1462376533.
7 400xA 200 O O 509 3dofbbcc1462376533...
8 450x A 200 [:J [:J 508 3dbfbbcb1462376533...
9 500xA 0 0 509 3dbfbbcd1462376533...
10 550 x A 1 1 513 3dofbbd0146237653... ] i

Request Response
J Raw I Params T Headers | Hex
GET

A
llll.lllll.llllll.lllll.llllll.lllll.llllll.lllll.llllll.llllllllllllllllllllll |
AAAAAAAAAAAAAAANAANAAAAAAAONANAAAAAAAAO000000A08008008 0080008808080 080080008088 585808008 0888008 0 A S AN
HTTP/1.1
Accept: #/* i
Referer: http://chinahuanqgiu.com/article/2016-04/8815557.html?from=bdwz
Arrant-l anmiana zh-CN |‘r
LJ LJ LJ LJ Type a search term 0 matches

Finished |

o FFEA (Number) — XAy XA f9Payload £ A5 RIE B B » £ R — A F| 89 FFAEA

Payload ° € 8% E @4 T :

Payload set. | 1 ,v' Payload count. 0
Payload type: | Mumbers |* ’R’equestcount 0

| Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format.

Type: (® Sequential () Random

From:

Too

Step:

How many:

Base: (® Decimal () Hex
Min integer digits:
Max integer digits:
Min fraction digits:

Max fraction digits:

Type& = 4& H 7 5| & Z AL » From & 7~ At 2 85 4 » Tok 7 24t 2 5%

ik StepikTH kAES S WwR LA > M How many st » 27—

HAERS TA



M3k - Base&k =2 31 A+ #1322+ # 4% X - Min integer digits & = 5 89 %
# A% ¥ > Max integer digits & =k K89 ¥4 & % > w3 E10% 4] » M Min fraction
digits & = % & B &k ¥ )Lz % » Max fraction digits & & N 3 & & & % JUAL %k o

o AMEA (Dates) — XA+ XA 9Payload LI RERE » A R—AF GBI o F@de

Payload set: | 1 vJ Payload count: 1

Payload type: | Dates vm-uest count; 1

2
This payload type generates date payloads within a given range and in a specified format.
From: |4 | May | | 2016
To: 4 | May | |2016

Step: |1 | Days v

Format (® |05/2016 v

Example: 05/2016
T & %

RERFILE AL RAMF AN B LY FARFE - ETARKEX » TA%EBurp i
TARBEEG A X » T E L0 B T LR » 3 XEEH X TR T | X |
| |------- |--=---- | |E|Sat|| EEEE | Saturday | |d|7||dd |07 ||M|6]|| MM |06 ||
MMM | Jun | | MMMM| June | | yy| 16 | | yyyy| 2016 |

o %7154 (Bruteforcer) ——stXPayload% & L& — Mg & 9 FH R T A BEI T %k
B A BBAT  AFRATREFRG AR L REFEWT !
H]

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways.

Payload set. |1 v Payload count 1,679,616
Payload type |Brute forcer v ﬁequest count: 1,679,616

2J

This payload type generates payloads of specified lengths that contain all permutations of a specified character set.

Character set: | abcdefghijkimnopgrstuvwxyz0123456789
Min length 4

Character set & = %4 i F 3 69 $04E & » ML 33 & F I FH #1474 & ° Min length &
T £ M Payload# & 1 ¥ & > Max length & = £ & Payload % & K ¥k /& °

o # XA (Null payloads) BAPRARAZ A Payload » REZ—NEFHE o £
i FEEAE G KRR EAPAT » £ RA EATH B R 4% K694 % T skPayload £ 3k &
ARGy o & AT &A s > #ldecookiet) 5 7| 247 ~ & M EDos ~ AR E&E ST A
H g by R BiX e AR A o



[EJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each pay
customized in different ways.

Payload set: -1 v Payload count: 0
Payload type: | Null payloads | ﬁg{:ﬂest count 0

w Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

(®) Generate payloads

() Continue indefinitely

EERE Payloadiﬁk?&‘i\ﬂi‘ » R AR 0 RATT A AR (Generate) % 7
Payload » .7 ¥4 & A — B # 4 5t&k (Continue indefinitely )

A 89 Payload 89 & mIAEZ 1’7&0\{1* f’ia‘a 7z
FHEEENFHLENGME > & %rsfuw% F L3 — AR F A ASCIE o il F A%
ATMXA%LERT E%»’:é@é\i%é\)%?r%%ﬁﬁ%ﬁfaﬁ%é‘iﬂk?& ’ %M%fi%iéé‘ﬁ??%ﬁ%
FHGEZ G » B2 ET AT TR » AR ZRTRAZANSM LR LR AW KB
BHRGE c AREFOwA

EJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are availat
customized in different ways.

Payload set: l‘I ,vJ Payload count. &

Payload type: lCharacterfrobber vJ’ng/uest count: 6

LiJ Payload Options [Character frobber]

This payload type operates on a string input and modifies the value of each character position in turn. It is useful to quickly test which parts of a long string have ¢

Operate on: Q Base value of payload position

(®) Specific string: | abcdeﬂ

AT B & R B Payload4e T B AT & :

J Results TTarget I Positions T Payloads T Options ]

Filter: Showing all items

Request 4 | Payload | Status | Error | Timeout | Length | Comment
1 bbcdef 200 O] O 518

2 accdef 200 =) W 517

3 abddef 200 O] O 524

4 abceef 200 = O 519

5 abcdff 200 O] O 519

] abcdeg 200 = = 516




7 b9 Payload#) £ A A @ 2 X #9Payload R 45 14

> 1A > S b o 4=
R PAFAL » IRRBATIE X - EHXRER O TH :
2
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are avail:

customized in different ways.

Payload set: | 1 TJ Payload count: &

Payload type: | Bit flipper

This payload type operates on an input and modifies the value of each bit position in turn. It can sometimes be used to meaningfully modify the decrypted value

Operate on: (_J) Basevalue of payload position

(® Specific string: | ab

Format of original data: () Literal value
(®) Encoded as ASCII hex

Select bits to flip: W 1(sB) 3 M5 o7
W2 M4 6 (] 8 (MSB)
% B %R %A : Operate on 15 % & 2t Payloads & 69 /7 %5 %i%%kﬁ‘Bﬁ%ﬂ% AFEE
# 17Bit#14% > Format of original data & 45 & & 1 J& 46 $03E 69 U A & L #ATHAE > &
&2 1%de € 2 1EASCI -5 4] » Select bits to fllpﬂzia wFEGEE Bit@’.L_ o & AR
AT XAELHTEME » SATASCIF SR B FH S HITHE o Blho » wRRBIA
“ab” » AT X ARZF LML RL

Hmiﬁ*ﬂﬁm'@m

T

ch
eb
ib
gb
Ab

'b

ib
ac

af
aj
ar
aB
a"
ac

4o F A TASCI+ =~ #H F 4 $ #4785 - M

*
M

£



aa
a9
af
a3
bb
8b
eb
2b

XAk XA g Payload £ LT F #frobber » 12 £ 1R & £ & taks 694z H B Z A 8 o B4 >
2L N R A AR AR FICBCAE X 83k B m % > A 7T At A S b iy A — 2 A5 3k 5 7
Bitlz A X & AR R 6 ) #¥B o XA IRT » 4R T vl4E A 6 Bit #14% 9 Payload & # & Ao B
RIS T A Bbitie e £ ES R AREF =A% A HTREARFEZER S T F K
Ho XTMmERXTRAHFNEEE L EMt—F 9T A o

A P44 % (Username generator) X #F KA 69Payload =& A T M P % Feemailtk &
MAHAER R XERDWETH :

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
customized in different ways.

Payload set: | 1 vJ Payload count: 100 {approx)

Payload type: |Usemame generator 'J (equest count: 100 (approx)

This payload type lets you configure a list of names or email addresses, and derives potential usernames from these using various commaon schemes. '

Maximum payloads peritem: | 115

Paste | t0data@hotmail.com .

Load ...
Remaove
Clear

Add Enter a new item



http://blog.chinaunix.net/uid-20606164-id-3208475.html

4o LB AR 0 KR E T RIS A t0data@hotmail.com, & & 4T sPayload & . & 0 LA
% 9 Payloadt 4= B AT 7

B intruder attack = | B fimi

Aftack Save Columns

Results TTarget T FPositions T Payloads I Ciptions ]

‘ Filter: Showing all items |l1J
Request 1| Payload | Status | Errar |Time0ut | Length | Comment
1 t0data@hotmail.com 200 O [ 521
2 t@hotmail.com 200 O O 518
3 to@hotmail.com 200 O O 518
4 t0d@hotmail.com 200 O N 521
5 t0da@hotmail.com 200 O O 518
f t0dat@hotmail.com 200 O [J 520

Raw | Headers | Hex

HTTP/1.1 200 OK [

Server: Tengine
Content-Type: application/javascript
Content-Length: 9941

Connection: close [r

u u u U Tvpe a search term 0 matches

Finished [ "

e ECB Mm%kt (ECB block shuffler) & 4% XA t9Payload £ A TECBAn B X 89
Payload £ i, & > %T;&n%#}zﬁi\‘iﬂl,ﬁ%lﬂux&%ii MEt—Fe T LREZRAY
ECBAn E 4 X F £ 406445 69 F I8 A AR B gk 5 » 38 2UE 4B 4B 0942 B 7 Xk 1 2


http://blog.chinaunix.net/uid-20606164-id-3208475.html

RARFZE 5 ZE &k o LR EF@4TH > Payload#) i & % % F] L —/~Payload £ %!
@Ea%%ﬁ%ﬁo%@:
2

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various ¢
customized in different ways.

Payload set: | 1 vJ Payload count. 0

Payload type: | ECB block shuffler J m;s-t—c’ount: 0

This payload type can be used to shuffle blocks of ciphertext in ECB-encrypted data, so as to meaningfully madify the decrypted cleartext
thatuse the same cipher and key, to provide additional blocks for shuffling into the original data.

Encrypted data to shuffle: () Base value of payload position

(®) Specific string:

Format of original data: () Literal value
(®) Encoded as ASCIl hex

Block size (usually 8 or 16). &

Paste
| Load..
Remove

* Burp Payload4 s i&# (Extension-generated) ——iX 4+ £ %! & Payload-& & T Burpié
5k & s Payloadfd » A sbAf B AT 50 /0 2 % B & Burpd& # » £ 364 272 M — N Intruder
payload4 & % » B AA o RARRXEFERN TR TEAAI T BEEFTFTH T ER
HBurpiEF o b R HEF o

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways ~
B Select payload generator |

Payload set |1 v Payload count: unknawn
= 1 QJ Select the extension-provided payload
Payload type: | Extension-generated vf Requést count: unknown —' generator that you want to use. Burp 4

extensions can be loaded using the Extender

tool j\ 1
Extension payload generator: T

This payload type invokes a Burp extension to generate payloads

Selected generator: Bradamsa

oK Cancel
puekog ok [ cmea |
Select generator ...

e Payload £ #| (Copy other payload) LA 69 Payload & 4% L Aeds B 69 4 % B 4] %)
Payloadfz & Lt » A #t9Payloadtd » A FE AT 4 AMANFRE LT » €9t AH
FTREA 1.%"%@66%#(%%&#]#8@6%& s et o R P EME 0 BARE AW
AR s BT A 0 T A skPayload £ A o 2.8 —RHFRF » — M5 MEA
AT A — SR H A AT A B Ak A R BG4 0 T AR A SkPayload £ o g9k B R



WA AL E E > T BT » L FPayloadts & 89 % 51 143k 2 45 & B F Payload set#y

18 o

You can define one or more payload sets. The number of payload sets depends on the attack type defined in

customized in different ways.

Payload set: | 1 vJ Payload count: unknown

Payload type: lCnp].f other payload T],R’eq(uest count. unknown

This payload type copies the value ofthe current payload at another payload position. It can be used with atta

A e g
Copy from position: r 4 A—Payloadd 1y E &5 |E

Payloadfz & A= & & X A

H &A1 kA& A Payloadiz & (Payload positions) # - 89% & @ :

(2] Pavioad Positions

Configure the positions where payloads will be inserted into the base request The attack type determines the way in which payloads are assigned to payload positions - see help for full details

Attack type tclusterbnmb

L

GET /z_statphp?id=§10000101028&name=§102§ HTTP/1.1

Accept: #/*

Referer: httpy/china.huangiu.com/article/2016-04/8815557.html?from=bdwz

Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; NET CLR 2.0.50727; NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC
6.0; NET4.0C; NET4.0E; InfoPath.3)

Accept-Encoding: gzip, deflate

Host:s22.cnzz.com

b

v

QJ LJ LJ LJ Type a search term

2 payload positions

0 maiches

Length: 422

Start attack

Add§ |
Clear§
Auto §
Refresh

Clear

I BB EATT A & o Payloadis B 691% & & & T Httpd K69 m 48 78 &AF 4 B > 4 A — =t
§F M Rin it diPayloadi i B » ERAASAELALTBRIANE « SR EE—4
Payload i KK & 69452k 45 8 Lot Az )G » K A2 &5 > Burp Intruder #t4e—/Payloadf4
AEE SRR E L > B §HTAATHOEMLE o w LB F 895 Hid)E @6y §4 5
69 4% 9 89 5E Payload{z E 1 » name /s & & §4F 5 X 7 4= ¥ 69 £ Payloadfz &2 » & MMaxt & T
Payload% & ¥ #9Payload sett4a o &A1 AL H &% & F 1A 2t Payloadfz & #1744 > ©

FERG AN @S tn RIEH 49 o

o [Add§) — & %37 et 8912 B 7 Am— A~Payload4s E 45 &
e [Clear§] 7 IR P A Payloadfs B 4r & 84 7 kit F 69 Payloadf: & Az &




e [Auto §] i BEA S P TEE BRSO ALM—AAFEDN > 45 & A Payloadiz B ¢ B
kB X AMA L EIF > s dkis BT F 24 APayload®) ° B A7Burp X ¥ 8 3
HFG S EVA © 1.URLH K5 % 2.Body% %k 3.cookieh 2k 4.8 & S R B » thdem
A LA B 1% 69 ST % 5 XMLEIE 6.JSONZIE & ABurpBKiA £ X 4F 8 ﬁ/J#TMK\%-. il
b9 5 $AF A Payloadfz & » 1240 R E 4t THXMLRJISONGY F & B MEAieg » &2 F & F
I -

o [Refresh]) — R4 &R BT HH R @935 o

e [Clear] HRIE B RER PR QR o

EHEREBRG Ly » A—ANTHBIFE > HELA (Attack Type) ° Burp Intruder X #%4%
FPayload# 17 % #F 7 N 69 s » B Al RZA L T44+ o

o JakFHEX (Sniper) —— 1% Al —4LPayload £ 4 » &R ##Payloadiz & £ (—R%
& RAedE l —MPayloadiz & ) #Er &N ILA (MEAAHSHREGI ARG T ZHA) » 2t
W B AT R - BE AT AR R AR B A AR o

o JUR4EME X (Battering ram) —— 1% Al £ —t9Payload & & » 1R R & #Payloadfz & L
HeIREN XA (MAARSGREYI AR T LY A) » FRFEmBiTH L SAKF
WA R AT » wRA % M54 Y Payloadiz B 4= &5 » 4% A 69Payloadfa £ 48 [
b9 o m i & F 42 X R fEAE A — A-Payloadiz B iz & ©

. 4&17}%5& (Pitchfork ) ——& T 244 M % APayload &4 » £ & — A 7F F| f9Payloadts &
LB (& %204) - @& PTA HPayload ° %%kt » 4= R A & A Payloadis &1 F >
%‘fl*‘/\Paonadﬁéiﬁ‘JA%wB ’ %‘f:;/l\Paonad{Léi%JCﬁﬂD o K Ae s et o F 2K e Ak s

& 0 F—R4E A Payload 4 % A AFC » F =X 9 Payload 4 %] A BAD °

o ERIF#HAEX (Cluster bomb) &7 viik Al % 4APayload &4 » £ & — 47 F #9Payload
& EE (&%204) » RKR&MFTA HPayload °» €5 F LA X L ZRE H£T »
AT89 Payload%’iJ}EPayloadéﬂ% FeAr o BpI kI o RA A APayloadts &4 E 0 FH—4
Payloadfé A AfeB » % = IAPayloadﬁ;‘bc%a C M KA EN - B R L RLRSE B
— R4 R HyPayload % J%JA%UC » F = kA% R 8 Payload 4 51 A AFD 0 = RA& A
Payload%-%| #B#2C » % w3 k4% A ﬁ‘JPaonad A ABAD ©

Tk % E (Options)

TR E LR OEE RN B K RE - FHRIERE ~ SEERRE ~ grep match, grep
extract, grep payloads AR E R eI E o LR o ART ALK EARATIE » LT ALK
AR P A B i T 8 TR o

o WHRA BAGE £ 8 RIERE R L XHEL
© dﬂUpdate Content-Length headerf=Set Connection: close # 4~ it 7 48 %, o 3 F




Update Content-Length header4= %44t F > Burp Intruder/z & /N5 K i hm X, 2 3
Content-Length=k 4 % K& REGHTTPIR 69 K EE AR EG M o AR FLZABATE X
% #Payload 2| A 69 HTTP#4 K69 TR EHF » wREA IR T E#HGME > N B AR S
BTRSBE—MER o TRLH - AT ZEGE LB AR » RF TS ERNANF
115 R 4k 42 35 ) 4 3E - Set Connection: close4= R it + » & =Burp Intruderiz & /~%
REE PRI EHBEA XA EER > R ERBIAT - EXBFRT (SMEH
A F 7R E —AA K8 Content-Length & Transfer-Encoding sk ) » & P kit 0 7T 4
P& o

[Target T Positions I Payloads I Options ]

These settings control whether Intruder updates the configured request headers during attacks.

EE

/] Update Content-Length header
[/] et Connection: close

% K3 %1% E (Request Engine) —— & A% & £ % /A sk 42 4| Burp Intruder=x & » &3
Hodg A X AR A F A AT K A2 o €A 4 F %4 : Number of threads 7 % #
%424 > Number of retries on network failure M % % K & 1% £ XX 4k » Pause before
retry € XA 69 H 13 ef B A & (£4) - Throttle between requests % RiEaf (£

) > StarttimeF 48 » B FHBEIE § X4 FHEIAT

2]
[ﬁ| These settings control the engine used for making HTTP requests when performing attacks.
Mumber of threads: 1
Mumber of retries on network failure: 3
Pause before retry (milliseconds): 2000
Throttle (milliseconds): @ Fixed 0
() Variable: start |0 ] step lBDDDD
Start time: i® Immediately
Jn .1EI minutes

() Paused



2]

(.'3" These settings control what information is captured in attack results.

[+f] Store requests

[+f] store responses

[+] Make unmodified baseline request

|| Use denial-of-senvice mode (no results)
| | Store full payloads

e Grep Match—— X MN% & £ %A kM i &P RIERA » wRITH » M ARELER
PR F T F AR o AR THERFo BRI o thdeil » £ BN K&K > 2 fhiE 4o B A
TR R KR o T AR B i 898 £ MXSQLEXNRR 0 24 8,
£"ODBC” » “#4i%" % i & T ARSI M6.33 9 S 4 -

2)

> These settings can be used to flag result items containing specified expressions.

E] Flag result items with responses matching these expressions:

Paste
Load ...
Remore |
Clear

Add

Match type: (®) Simple string

() Regex

|| Case sensitive match
[+f] Exclude HTTP headers

H %57 A Match type & 7= IL Bt & % X 3& £ [ # 69 F4F % » Case sensitive match£ &
)~ B §R > Exclude HTTP headers It B2 49 B 4% » & 5 4 httpiH &% o

e Grep Extract——iX 5% BT Bl TR Moh o4 &P 9 A2 8 o st T2 & b e E 69540
B > Burp&3g e 602 B B 6 TR FHLERD| o K » BT UP/FLs] (A £ &
AR AL) A PTIRIAG R IR o sk R AM S A RIEIERA A6 > 6685 T 2 F o
Blhe > o RARRIA T — R I XASIDPEIR » TTARBEAN T FHA AR B 6 T @Az
A o da R ARR B E Mz FARF R P F s R Ee s TRGAR A PIDE R Ao ke &
AERMP FREZRP > LEEL o wRBFEBLGHRTE—MNAP LA SE




HERP FREEKP > REFE - WwRBAEFEBOAREZ—ARP LA 5250
RE— NP EREGBEIR T BT AR ITERB YR P 4 5] & E4TFK IR P A AR £ 8
B R > KRG MR TR FEE G WA B H D -

2]
Iﬁj These settings can be used to extract useful information from responses into the attack results table.
@ Extract the following items from responses:
Add
Edit
Remaove

Duplicate |

U

.

Down

i

Clear

Maximum capture length: 100

e Grep Payloads——ix 2% & T Fl T4 ek 2 4 & P 2 5 L4 Payload #4144 @ b it » 1R
I E R AT AIXSSHY AL T R » TR b B o BREEGE » AR
LRI RF  AREPayload L84k B > ey 7] » LR EER - ARTIAE L 2 FHT
iR R ERITHF LR o

2J

> These settings can be used to flag result items containing reflections of the submitted payload.

|_| Search responses for payload strings

|_| Case sensitive match

|| Exclude HTTP headers

[1"] Match against pre-URL-encoded payloads

H% B AR E—A KL F 2 &Z 6 £ Match against pre-URL-encoded payloads ° %=

RAR£E R &t E T URL-encode payloads » M iX 2 & & IT fie & % A Z_ AT 69
Payloadf& » @1 7 & 4% 4 j5 69 44 o

e ¥ (Redirections) E B F 2T R R AE R AT SCGE N Burpe fTAE T E & »
BRI PR LA R G 0 R AR KA A8 o bl > RS %
T BREZANERTHRATLHRLETE AL —MRHERTT @ wRED
EHLETEEANP FOHER o 2RET EXHLTRABZH LMLy A - deif
EREEERT » R ARG EEEGRET B ERGER  FREET AR TR
> INTRALELEECOHAE - NMEEAEALE - LTRELED > BREETE



@ BRRAERE TR QI T @ > AR BREZOTES FHEN 2ERE

it o AR ZERFRAGERGET @ RERR—F > WAKIRFER -

Redirections

3
G These settings control how Burp handles redirections when performing attacks.

Follow redirections: (&) Mever

() On-site only

() In-scope only

() Always

[ ] Process cookies in redirections

Intruder X &A= & R 9

—RA &KW KA BEH AAPF X o —# AR EBurp Intruder £1% E T Target, Positions,

Payloads and Options * & /& & & [Start attack] & # &k 3 A —F AR F—AZLARE
BT U 0 RJE & & [Start attack] B #k & o £k Z2A 7 X892 F LA » Burp#hH
BHEARERRD o AR FHIRP > RETUE AKX FERE » RERELOIRE - FLE

R0 R @do T B 7

Intruder attack 11

|ﬁttack Save Columns| %

T X

J Results TTarget I Pasitions I Payloads I Options ]

Filter: Showing all items

¢ TEesX

=quest | Payload1 4 | Payload2

| Status

| Error

|Timeout| Length

| Comment

a

a O o 0

a
b
b

IS

200
200

HERR|E 200
200

ooog

ooogl

526
525
523
526

[ Request I Response ]

JRawT Headers T Hex ]

HTTF/1.1 200 CK

herver: Tengine

Content-Type: application/javascript
Content-Length: 0

Connection: close

Date: Fri, 06 May 2016 15:31:25 GMT

1B K/ Mz

| ast-Modified: Fri, 06 May 2016 15:31:25 GMT

Cache-Control: max-age=5400,5-maxage=5400
Wia: cachel0.2cn62[56,200-0,M], cache56.02cn62[56,0], cachelb6.cn43[88,200-0,M], cachelb2.cnd3[91,0]
K-Cache: MISS TCP_REFRESH_MISS dirm:6:1140093726

A e

v

0 matches

Save cancelled |

|

b

INEBEMNTUAESE  ER@IEXEER - TR E - Payload#ATE R H L2 xR ~ & R/A

Jo il B R v KB 4R, o




o X¥R #4Attack¥ £ ~ Save¥( £ ~ Columns¥ % o Attack ¥ £ £ % R4 FHITH
89 > R 158 E (pause) ~ B % & (resume) ~ HX% & (repeat) - Save
R ERR RRAGSEH NS IE - Attack RA B AT F 098K >0 TRT AN A3
47 H R 2 E ;5 Results tablefr 4 5 & 694 R 7 & » 48 5 T B F #9Payload 474 R4 &2
TR EZE > ZRRTRBEATAI|#ATHRE » R & BARE 29 4IE ; Server responses
BB PTA IR % Feh i & 5 Attack configurationfk 74 % AT 89 s & fie B 13 & o
Columns ¥ % B k4245 B2 kR 8 75| o R EAZ 4L+ » M £ Payload AT
LRBEEREFRET » RIMNFLT o

A A A~ RS BeA R RAES ~ 2 Payload AT 4 R B &
R 6915 B AT K o

N
o WHIER

* Payload# {74 R#H &2k R » XA R7] & (Results Table) - 12 ZPayload#tu 4T & &
Rpee 09T A & COENINE  HRFI—IETHROFI] 5 wREE T
FARAG B R BB 0 M Ak B —A#ATIER o Payloadfi E—JR & FEXT &
125k Payloadti——*%= %A % A~Payload * M & & % A7 HTTP KA —R % & A &K
AL i RO A —— AT B B 1) oh S B R —— S 3 S BlrA S B ) 0 AR A o vh
2 5 A B 1) L RGBT R AL A 2 Ay o PR Payload#u /T8 £ & X A M
BRI ABRER—F RS AR » R ERENBAE K —rh 2 &K
Cookie——1£17 8 Cookie’z & Grep 4w 1% E T Grep IZA ~ Grep #2 5 ~ Grep
Payload > M &% % M7 R R ILENEE EXA—wREET X NEF 4
— B ERERE &

o EHR/REHER %% Proxy ¥ ¥ 948 X A& o

A EERGIH P RT XA EHE—FE (EFARBETBLAFST » BFH
e RBEF) EHPEF RGN B o A BRI F 094 R — A X3 0 AL A A HAR
DGR EEAR » AT ARIEFRK e AR ERETURAIATFHES MG LEE
F A TR GHTTPR ARG 2. 7Rl kB 6 25 3.4 R AL L& REK X 4457 XA
A 5 RBRR TR R 6 EF tdoil 0 ZAURLBAZIa TP » IR AL TRY
15 KT RE 2R E“404 A 4K B 897 k2 » B 28 89 URL A R AR 69200 OK ™R AL o 34 18 B A 15
Kk AMGBEZFZRATRES A —NESBFT R X4F200 OK™ A 2 » dfv— Iy 89 %8
FT a4 R —AN3023 £ H R R 0 F R F #9200 OK A & T @ ©

H—ANHFZEMNRAAR > Burp Intruder X FL RIS F AT EBAEERF » REZRTA
AKRFYRE A BTG TR o £FRT » RABRRER > |RE > Tl ik b EHER
MM RRA T K ENERIZE -



% H% 4={74% 1 Burp Repeater

Burp Repeaterff % Burp Suite ¥ —#% F TR EHTTPH & a9 MK T L > A F AT R EHF K
%&%%L%&m$&u%%&aﬁﬁ%ﬁ%%&%%@%ﬁ°$iﬁﬂi£#2%m§
Ao

* Repeaterfyig
o TtM%E (Options)

Repeater&) 1% /il

LEHFZMNRAIET » KI12F 1% F Repeaterk # A7 KRG oh 2 6975 EI1E AT o ode i B4

R BAER AR RR 5 AR R AR BIEB A s WA LR o MR

b9k K4 B2 4714 R E X - Burp Repeater#) 2 /E s 4= T B AT+ :

B 6 e Profssions v et s Ty T o -

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner Ilmruder TRepeater ISequencer I Decoder TComparer T Extender T Options | Alerts

Go Cancel <|v >|r Target: https:/iwww.baidu.com [EJEJ

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

QST / HTTP/1.1 i HTTP/1.1 302 Mowved Temporarily A
fccept: image/jpeq, application/x-ms-application, image/gif, application/xaml+xml, r Server: bfe/1.0.8.14 r
image/pjpeg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint Date: Tue, 03 May 2016 01:28:01 GMT S

pplication/msword, */* Content-Type: text/html
fccept-Language: zh-CN Content-Length: 215

ser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/6.0; SLCC2; NET CLR Connection: keep-alive

.0.50727; NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.2; Location: https://www.baidu.com/search/error.html
MNET4.0C: NET4.0E) X-UA-Compatible: [E=Edge,chrome=1
tccept-Encoding: gzip, deflate BDPAGETYPE: 3
dost: www.baldu.com Set-Cookie: BDSVRTM =0; path=/

MNT: 1

onnection: Keep-Alive <html>

ookie: BAIDUID=D0B4CEDSF71661E12AT778120C8FG=1 <head> <title>302 Found< /title> </head>

ontent-Type: application/x-www-form-urlencoded <body bgcolor="white">

ontent-Length: 0 <center><h1>302 Found</hl></center>

<hr><center>pr-nginx_1-0-268_BRANCH Branch
ey Time : Wed Apr 27 21:10:17 CST 2016</center>
ERHEE </body>

</html>

FEHBE

HRIEER AR P kR FEE R B 691F w12 & > Burp Repeater s & —/MiF KA T 5 K4
T SRMNAEFRAEEOFF EREZE » TAEHFRGLF > ZEAT HIESAERHA
BB MEERXRR A c R T TH > A—A [(GO) #&42 > I B NAHROHE ERE R



XG0 RrsbindmPp R A E RGBS Bin o IRF 5 095 LR T vl targetd #4715 2K > o LA

BT o

L AH &R A e R &R E [GO] 45 0 RS B om0 KA & o 5 oo Rl &

5K RS FERZEH SR G E2F » REFOHEBIRNGN ZAATRAELEGRE -
WF A4S Burpty HML T A —eik Al o e Proxy 9 .12

£ & A14% 1 Burp Repeatertd St
% » Scannertydafie & ~ Targetfyst A3bBA F » T AT A L&y E KX £ » 47 [Send

to Repeater] ° $k#t #|Repeaterit i+ » KRG A L atif Kl B oG5 AR F R TR ~ $iB

ST 5 RIFI3RE o

Tikf%E (Options)
H5Burp e L B 45% B 7 F] » Repeater®) TR E B X LA THEANAT@DRRGELAZF > 4o
EA &

l, Burp Suite Professional Vl.ﬁbetagnsed to Lai

Burp Intruderwindow Help
Target | Proy ' Update Content-Length TSequencer IDecoder T Comparer TE}dender TDptions T.ﬂ\ler‘[s ]

v Unpack gzip / deflate
Semap,) S Follow redirections >

Process cookies in redirections Hl binary content; hiding 4xx responses; hiding empty folders

Filter: Hiding n

i

View ] = = n n :
Action > st [ Method [ URL | Params [ Status i| Length

':‘K
HEEIZOEUATAL:
e & F7Content-Length
XA AR THEHBurp L% 8 #h 4% Kl &%

o fREAJE4% (Unpack gzip / deflate ) X A~ikf £ A T 424 BurpL % 8 3 i )E X E 4

R % 33 5% of Rt 6 ) 2%

3k ¥ 89 Content-Length



B4t 424 (Follow redirections) ANt 2R T4 Burp2 & 8 #RMR $ X ntEh
Kpkst > oo IR 55838 ©IR B AL 4302 0 &G RA B A BkEE 3130248 @ 8url3bik - €A 4
AR 0 9B AR Tk (Never) o stk BkE%: (On-site only ) ~ B A3 A Bk3E (In-
scope only) ~ #4334t (Always) ° H PR FBLEE ~ 46 4 3sk SLAIF L AR > 3k A Bkd%
A4 B ATAY Bl —sk B A BEE 5 B AR BkEE L A5target scope ¥ AL B 89 3 T A BkiE

Bk 4% & 4 2 Cookie (Process cookies in redirections ) & /Ni& R4 Fik P o W 2 ks it
P % B Cookiels & » M BE R I GHURLT @ » T IAHITIRE o

MBEAEH (View) AL k42 % Repeatertg AL E # &

HAMRAE (Action) MR FHREH X > F@Burpty Lt T A A4 F o



%+ % 4={71% FBurp Sequencer

Burp Sequencerff % Burp Suite ¥ —# A T M FEH KAV R 289 TR > @ % A TG
B AR E T M~ HAE B AT ST MM E Y& 0 il Sequencer®) B RS 0 AR
P H AR KA R IBE R B GRE o RERMNEZZZINAEA ¢

e Sequenceri® i ¥ %
e TiLfZE (Options)

Sequenceri ¥ %



Burp Sequencerff 4 — K AL AT EG TR > AT EAET » TSt A L&A T RN
E AN E’VJ"JF%?F”"“*}E,’T&%%%'T T > BIUREA 7 IR HATRIB AT o B 6948 A &
Kth4= T @ 1.% % » #ikBurp Suite % ¥ £ 7 » 7‘?@&'»_&%&' B RE 'iéf’r o 2.MBurp
Proxy® 7 £ B &2 F » FHKtokenR £ Meg 5%k » BEAH#H B ETXHEE > 2% [Send
to Sequencer)

[Target T Proxy I Spider T Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Options INens I Bradamsa ]

Intercept | HTTP history T WebSockets history I Options ]

| Filter: Hiding CSS, image and general binary content

# 1.| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension
829  hitpihome.baidu.com GET Iresource/rhomefash.js (= = 200 1218 script is
832  hitpthome.baidu.com GET Iresource/rhomel/banner.swi = = 200 13300  flash swi
842  hitpithome.baidu.com GET finddata.xml i) (i) 200 1278 XML xml
843  hitp:hm.baidu.com GET /h js7b9aT7820b2fa17d7223b50a. . ] o 200 23459 script is
849  hitp:fhome baidu.com i [ ] =200 6264 HTML html
854  hitp:fhm baidu.com http:fhome. baidu.comiproduct/product html =] 200 53459 script is
859  hitp:iise.360.cn Add to scope [ 200 2624  tedt ini
861  hitpifwww.baidu.com Spider from here O 200 49697  HTML

863  hitpiwww.baidu.com Do an active scan = 200 10475 script is
864  hitpd/hm.baidu.com Do a passive scan [:I 200 23459 script is
ELS Send to Intruder Ctrl+l —

Sendto Repeater Ctrl+R.

jRawT Headers T Hex T HTML| Sendto Comparer (request)

HTTP/1.1 200 OK Sendto Comparer (response)
Date: Sat, 07 May 2016 12:01; [ SRR Ea———
Server: Apache/2.2.31 (Unix) | Reauestin browser
Last-Modified: Mon, 28 Mar J Engagement tools

ETag: "eal5b3-1779-52f1695¢ show new history window
Accept-Ranges: bytes
Content-Length: 6009
Connection: close
Content-Type: text/html

Add comment
Highlight 3
Delete item




3.3 ABurp Sequencer#JLive Capture®@ ik » it F Rl A X% %k 8912% » A& [Configure]
fic. B % & 547 f9token K # S 3L o

[Target T Proxy T Spider T Scanner T Intruder T Repeater TSequencer T Decoder I Comparer T Extender T Options TNeds T Bradamsa ]

J Live capture T Manual load I Analysis options ]

@ Select Live Capture Request

Send requests here from other tools to configure a live capture. Selectthe request to use, configure the other options below, then click "Start live capture”.

[ Remave J # | Host Request i
— |6 | http:iihome baidu.com GET /product/product html HTTP/A 1Acce. .
Clear

Start live capture

@ Token Location Within Response

Selectthe location in the response where the token appears.

ookie:
ookie:

Form field:

(®) Custom location: | From [inETag: ] to [\rinAccept-] Configure

A B BG5S KBRESEET » BPHANME A& [OK] &4 TRSAIKE o



‘ Define custom token locatior

? Define the location of the token within the response. Selecting the item in the response panel will create a suitable configuration
automatically. You can also modify the configuration manually to ensure it works effectively.

[+] Define start and end [_] Extractfrom regex group
(®) Start after expression: 'nETag:” nETagh (7 nnAccept-
(_) Start at offset: 137 | Case sensitive

|
(®) End at delimiter: “irnAccept-

() End atfixed length:

=]
m

D Exclude HTTP headers [z] Update config based on selection below Refetch response

Date: Sat, 0F May 2016 12:01:26 GMT

Server: Apache/2.231 (Unix)

Last-Modified: Mon, 28 Mar 2016 O?W
ETag: "eal5b3-1779-52f1695e2adB0

Accept-Ranges: bytes

Content-Length: 6009

Connection: close
Content-Type: text/html

HTTP/1.1 200 OK 5

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional //EN"
“hitpy/wwww3.org/TR/hitmld/loose.dtd”> L
<html> v

] = + = Type a search term \ 0 matches

l 0K J l Cancel J

5.% & [Select Live Capture] > /43475869 REX

[ Burp Suite Professional v1.6.27 - licensed to Larry_Lau
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner I Intruder IRepeater TSequencef I Decoder T Comparer r ? Live capture (207 tokens)

j LNECEWET Manual load ]’Aﬂalysls options }

Burp Sequencer [live capture /fhome baidu.co

{ Pause J l Copy tokens J [] Auto analyze (next: 300) Requests: 207

@ Select Live Capture Request { Stop J l Save tokens J l Analyze now J Errors: ]

Send requests here from other tools to configure a live capture. Selectthe requestto use, configul
Summary Character-level analysis ~ Bit-level analysis ~ Analysis Options

l Remove J # | Host Request
. http:ihome baidu.com GET fproductiproduct ht |
Clear
Start live capture

m Token Location Within Response

Select the location in the response where the foken appears

6. % IRELAY A #AE % 2 K T1008 » & & [pause] K # [stop] » BT A 47 4038 947
b & [Analyze now] Bpi# 47238 89 REALME AT ©




B 8urp Sequencer [iive capture #6: hitps//nome.aickcom] W o =)

? Live capture (stopped) L._.]

Pause Copy tokens Auto analyze Requests: 524

Stop [ Save tokens J [ Analyze now J Errors: 0

SummanfT Character-level analysis T Bit-level analysis If\nalysis Options ]

Overall result

The overall quality of randomness within the sample is estimated to be: extremnely poor.
At a significance level of 1%, the amount of effective entropy is estimated to be: 1 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum
probability of the observed results occurring ifthe sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis that the sample is randomly generated is rejected. Using a lower significance level means that stronger evidence
is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

=10%

=1%

Significance level
=01%

=0.01%

THFOMER MTAEINSMERGEH AL -

-l




B 8urp Sequencer [live capture #6: hitp://nome.aicu.com] W o ) o]

2| Live capture (stopped) T ]

FPause Copy tokens Auto analyze Requests: 524

Stop l Save tokens J [ Analyze now J Errors: 0 I

Summary | Character-level analysis T Bit-level analysis IAnaIysis Options ]

[ Summary T Count I Transitions Icna:ade.-se: 1

.
Character Set
The chart shows the size of the character set used at each position. This number is the count of different characters that appear at each position
within the sample data.
2 -
_/
1 -
L
0 - v
= = 1 i

8.4 A& » AL T ARG BAB R G AR » T —RALA 0GR » ST B A 4k > 3 AT 4B
AHT o o T ARG I -

. e —— e
I Burp Sequencer [live capture #6&: htip://home.baidu.com] ==

? Live capture (stopped) |:|

Pause Copy tokens Auto analyze Requests: 524

Stop Save tokens J [ Analyze now J Errors: 0
Summary | Character-level analysis T Bit-level analysis T Analysis Options 1

I [ Summary I Count ITransitions T{:a‘:a:ade.rsel 1

9.4 KA RGN » Bl BEERITIHAT -




[Target I Proxy I Spider I Scanner I Intruder I Repeater ISequencer I Decoder I Comparer I Extender I Opti

Live capture | Manual load Iﬂnalysis options ]

This function allows you to load Sequencer with a sample of tokens that you have already obtained, and then pel

' Analyze now

Tokens loaded: 116

Shortest: 10
Longest: 44
1 | Paste 074328226efd73aa13d6a22022ab3588 la]
. 15535bb3e0a90f563d8695820150af57 '
Load .. | | 19fdf347b4401a85d4bi18b36MmEd32

206371b754b7a94c81bb27c2174ecice
2e2715a4b2ed46624aca13c7acfed0cdf
358e66978d970fecd3e5388614104114
386d13d9513456c7 3860984 1eddcBfED
3Ab6aci4b1eb2c9da7 4fabbd3bd 34f8c7
G7b0dddcdb4a3d57bd4ffarie 34aa96f
T8227278a1af577d197550829854b18F
8913adf4a071cfba398ddab4b8b44060
Beci8ccdceceffaadbebd21d3067 3db2d
9d4fe1f664dd5fa9c34Baataboe3sabft
a28b94daeb93d1aad3e8a07iabb0E561
bd5168d501e967597bf5d8bd7 eebef2a
beGebe1a6147726acy1dv23a25cf14b6
c67f5acefichb2d02e9eb460362717 3d1
cT85416f2af6121bd1a575ac050ca3dc
CYCTE619cfe868795e1e7a210dcd8591
d0fa591b4a8b8bacsaf9597afa6042963

Clear

i

--i'

T % E (Analysis Options)

AT AR E B 6 TR T EHltokenH A Sk 0 ERATRBESTIRF > FRUMA 2
AL IE > ABHAT 2 LRI o B LR h 44 (Token Handling) #2415
# (Token Analysis) 35 # %, °



o 423 Token Handling 3345 #| & 238 247 F Lo AT AL 2 > BH9 R E R @4 T B

[ Live capture I Manual load Iﬁnalysis options ]

12

dl These settings control how tokens are handled during analysis.

Pad shorttokens at (&) Start () End

Pad with (single character or 2-digit ASCIl hex code). 0

| | BaseB4-decode before analyzing

BT £
¥ Pad short tokens at start / end & T4 R m 25 = A9 5ME LA T T KEH » A
LA MLE SR AT E B AR T RATHO AR o KT A IE R B A
BETHALE RGNS L FIEE - ERSFEFRT » EAREERAARSE - Pad
with X FIRT A KA TR ARG FH o £RZEFLT » T RASCII < 2t 4l % 4 89
ApE > RU0"E AZ R4 E ) - Base64-decode before analyzing & 7 & #8547 £ &
# fTbase64 it » 4o R A WAL A T base64 4 A5 6945 » M & 2 4 L3k o

o AR5 P Token Analysis £ % k42 4] 2t 048 HATRAVE AT 89 XA » AT Ak %
AR TR A E BT R A R MR o AR T E B
R ERH#ATM T 56 > BERELGATEA > DR 4736 T LM H 5
RBEHGH T RINET AT F M - LR EREOWT

H
&

The aptions below contral the types of analysis that is performed at the character level.

[+f] Count
[+f] Transitions

The options below control the types of analysis that is performed at the bit level.

[+/] FIPS monobit  [f] Spectral

[+/] FIPS poker [ Correlation
[+/] FIPS runs [/] Compression
[+] FIPS long run

A b d AR AR HIE AT F A R AL 0 € 8,4 CountfeTransitions ° CountZ 15
DAL IE NG AL BAE R F G0 H > e REMMAERGER » TR F R 5 HRT
ARG  c EHEAMLE ESWATEMEMIZ LGS HOME - LHOMERB R
THT & :



%+ = 4= fT1% F1Burp Sequencer

L bR R R IR ST F A EA R > € 84 CountieTransitions °© Count& 35
AT IR NG AL B4 R F /G0 A > e B A RGHER » BTR FH 695 HART
BRAEREIYHON c EHEMLE LA TSMRAMIZ AN HOME - Ao ERRB R4
TH & :

Summary | Character-level analysis T Bit-level analysis T»\nalysis Options ]

[ Summary TCmmt T Transitions T Character set 1

Character Count Analysis - Significance Levels

100%

10%

1%

01%

0.01%

0.001%

=0.0001%

o1 2 3 4 5 6 7 8 9101112131415 16 17 18 19 20 21 22 23 24

Character position

Transitions &35 9 A 3 IE P E G 5 Z R G T o e BT AEROHE S » B AE—
ANETILE L FHERATRAIEZIZEMSEAGFHPOE—R PO T MrEHK
% o A A B B AT AR AL 3 AL R BLR o AT R A Ak TR -

122



%+ 44712 M Burp Sequencer

T@eg LR E AR TEMNBEIIGTFRZMRK > ST HRMADREERK - BATF
BAMF o BASMBSERAR ATV > 5% B A FNFHALE T K RE A
B o g @M R EUA AT L4 -

FIPS monobit test—— & X 5 #70F 1.2 B A Head i B 69 9B » 4o R ARALE R KR - 1
FeQ 89 FL R T 482 K B A8 ¥ ° Burp Sequencer 2. & &AM A& i it 17 & % 38 L FIPSA 3 AL
M o AEAFEFE YA > FIPSRKE XA TLIR T4 A S £ A 200008 o 4o FARAT 2 RATHG 2 R
5ZFIPSHE— 4 P #0947 £ » AR %A RK P 20000 N4 069K o Ao ERB AT
BT .

[ Summary [ Character-level analysis M Analysis Options W

FIPS runs test T FIPS long runs test I Spectral tests T Carrelation T Compression I Bit conversion

SUmIpY HM IR

FIPS Monobit Test - Significance Levels

100%

10% -

1%

0.1%

FIPS pass level

0.001% 4

=0.0001% -

] 1 2 3 4 ]

FIPS poker test GMXELRF IR A O ELEY ~ FEEG A REFHAN
o MHEENRFHEILI6AATREF ORI FRAFTTRERTFERFHIH - wRHES
RTEAUE R > BARF G5 T REAELMIY 989 o £HAMzE L > @I ZMKS X > 54
LRI ARG E c oM EREA R TH T :
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%+ 4ef4% Fl Burp Sequencer

51 FIPSHLE— 4 P A& 0947 4 » AR 2 1%KL 2120000 M M9 R o Ao E R B AL T
BT -

[ Summary T Character-level analysis M Analysis Options 1

FIPS runs test T FIPS long runs test T Spectral tests T Correlation T Compression T Bit conversion

Summaey | Fesmonomtest | EE okeriss)

FIPS Monohit Test - Significance Levels

1%

FIPS pass level

0.001%
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%+ 44712 M Burp Sequencer

FIPS runs tests M XM P AR B A 6 3 4 6 Yo AE L A — ML B S ATRI 9 R B A
BWHE—NERGKEA12°3°4> 5> FEUABAL o o BB S EMALAE R » AR 2L
B RERTRAGHEARAEHORDTIHTHLEAIA « £HEMLEL s ARSI H %> A
RAMAMAVEROBE - LS ERB R THF :

[ Summary I Character-level analysis M Analysis Oplions }

[ Summary T FIPS monobit test I FIPS poker test

m FIFS long runs test T Spectral tests T Cuorrelation T Compression T Bit conversion

FIPS Runs Test - Significance Levels

100%

10%

1%

0.1%

0.01%

FIFS pass level

0.001%

=0.0001%

FIPS long runs test —— X ANMX 34 A A8 F] 48 89 3 48 09 tod§ 5 9] 18 B — AL B 234730 2 A%
B AT R KK o e RS A MAE R 0 RKGB I ERT AT b A R KT
FEEZR o FHEMLE L E RS F &> ARSI AR KBEGBE - £
SHERB R T AT+
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%+ 4ef74% Fl Burp Sequencer

[ Summary T Characterlevel analysis M Analysis Options 1

( Summary | FIPS monobit test | FIPS poker test

M FIPS long runs test T Spectral tests T Correlation T Compression T Bit conversion

FIPS Runs Test - Significance Levels

100%

10%

1%

0.01%

FIFS pass level
0.001%

=0.0001%
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% 1 4={T4% A Burp Sequencer

TREE MM o EHAMLE > AT F %k > ARSI THMALK EGBE o Lo E
RAEAWTHT :

[ Summary TCharacter—Ievel analysis M Analysis Options W

Summary T FIP3 monaobit tast FIPS poker test

FIP3 runs test T FIP3 long runs test M Correlation T Compression T Bit conversion

Spectral Analysis - Significance Levels

100%

10%

0.1%

0.01%

0.001%

=0.0001%

0 1 2 3 4 ]

Correlation test —— tLix B A% & A4 48 R B 69 S04 KRG —AMe 8 B A T RE 69424 0%
FEAZ A B0 o VAR A AR IR B R A9 PR AL B PG A A IR AT Z R E XA o &
RAE S AALAE RE) » AT AL B LGB R R A TR E —AR—DREETLE
{bgis B o EHEAMLE L o A& RSk AT 7 % > MRS AMIUE AT REME © A T Brabfe
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% 1 4={T4% A Burp Sequencer

TREEIFMMEY o EHAMLE > AP F %k > ARSMTHMALK EGBE o Lo E
RAEAWTHT :

[ Summary TCharacter—Ievel analysis M Analysis Options W

Summary T FIP3 monaobit tast FIPS poker test

FIP3 runs test T FIP3 long runs test M Correlation T Compression T Bit conversion

Spectral Analysis - Significance Levels

100%

10%

0.1%

0.01%

0.001%

=0.0001%

0 1 2 3 4 ]

Correlation test —— tLix B A% & A A 48 R B 69 S04 KRG —AMe & B A T RE 69424 0%
FE AR B0 o VAR A AR IR B R A9 PR AL B PG AA A MR AT Z R E XA o &
RAE S A AL RE) 0 BT RAFL B LB R R TR E —AR—DMRESETHLE
{bgis B o L HEAMLE L o A& RSk AT 7 ik > MRS AIE AT REME © A T Brabfe
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%+ 4ef4% Fl Burp Sequencer

[Summar]r T Character-level analysis M Analysis Options ]

Summary T FIPS monobit test I FIPS poker test

FIPS runs test T FIPS long runs test T Spectral tests T Correlation Mm

Bit Compression Analysis - Compression Ratios

=0.1% compressed =

1% compressed

10% compressed |

100% compressed -

AFEGRESRZATHH G52 > ERAREHRIRT & Tom KPR TREAF £
% 0 e RA ALY M Ty 0 KKK B] (0data@hotmail.com, BBt R B BT AR E o
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% +—% 4=171# A Burp Decoder

Burp Decoder#y 7 &t b4k & % » 48 A Burp Suite ¥ — &k % A5 ff a5 T B > B At R4 B # 1T &
A A XA gk 7 6945 - L@ TH » ZE2dAS ~ sk~ RS ALRR= KI5
YH AR, ©

Burp Intruder Repeater Window Help

RO ARSI
Target | Proxy | Spider | Scanner I Intruder I Repeater T Seguencer IDecode: T Comparer I Extender T Options | Alerts TR ""—-.-

® Texd () Hex EJ
Decode as |
;ﬁ)\ﬁﬁ Encode as ... 8.2
Hash . >
{ Smart decode J
@ Tedt (O Hex
Decodeas.. v
i ST
Hash . R4
{ Smart decode J

BB EB I N F R AR 0 R 4G BIE 0 SR T AR R ’SuH; ME > A7 2AA i A ABurp T £ 49
ETX¥%F [SendtoDecoder] ; #vdh3k B ABRAATHAGEZER L THE K - £ EM
NIRRT ST I B BAR LI LA GHex R AP X 0 L R R F o b AR %51 (Decode
as) ~ %ML (Encode as) ~ # 7| (Hash) =AM o IR > TTRURIE Y F 09 F it
7% E o T AL AL k50 » B A X4 URL ~ HTML ~ Base64 ~ ASCII ~ 163 #] ~ 83 4] ~ 2
#H ~ GZIPEAFH X 694 X4 » Hash#k 7] L FSHA ~ SHA-224 ~ SHA-256 ~ SHA-384 ~
SHA-512 ~ MD2 ~ MD5#& X 69454k » & T 2892 » 3F T Bl — 4438 » &A1 7T ¥A £ Decoderty
Fodn o BAT S RBAG AR GG 553 o W TEPT - :

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner I\mruder IRepeater T Sequencer IDecode{ I Comparer T Extender T Options | Alerts

‘ (@ Text QHex@

Decode as =7
Encode as . %7
Hash ... 5.4

{ Smart decode J

bESqTVHRXJQOUIRWMxQzLI35WdBZz09 @ Text (O Hex
Decode as .1
Encode as . R
Hash |

L Smart decode J

§2453971546a5648525684a5141553952576a4d78517a59533535764425a7a3039 @ Text U Hex

t Smart decode J

1110100010101000101111111010010110102100004101010104111041101101000a100000001 0M 00001000001001010010101000000a100d1001100101011010121010000100001 1000000110111 @ Text () Hex

Decode as .7
Encode as . A4
Hash .. A4

[ ¥+ | Smardecode J




%+ —= 4= fT71% A Burp Decoder
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%+ =3 4 {74 A Burp Comparer

%+ == 4174 F Burp Comparer
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Burp Comparer/£Burp Suite ¥ £ &R 8t — AT AAL G £ F rosd gy bt o kot o g 47 A R 3B
RAGR A cAE AP FTRA : ARERP LIRT » S EERD KT > RS
RMBARE RO R o 248 Intruder #ATSCEHE » st T RE8IRF B skomm o 7T AR R
oM B R 8 R B EIRE o 3.3 4TSQLIEA ) F IR o rhiR AR A R B E R
Plife SR G EANEHNXFE LR - XX @eTAH :

Target | Proxy | Spider | Scanner I Intruder T Repeater I Sequencer I Decoder TComparer T Extender I Options | Alers

Comparer

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform

Selectitem 1
# | Length | Data l Paste J
Load
Remave
Clear
Selectitem 2:
# | Length | Data

Compare ..

Words

Byles




# 1+ = %=174% 1 Burp Comparer

24 T Comparertg 4/l » LRA RAILT AR > LARIE RS > REEEF5H o Comparer
BBy 7 XNFROGA  AEHBurp TEA T EFTFTUR L L Lk ~ BN ~ AU o
BEAT N e B LRE > wRERFT RRAR G FRR LN B N TR ixdesa

KM E > TUBFEXARBREF IR - w0 TH :
[ Burp Suite Professional v1.6beta - licensed to LarryLau I - - ™ o e

Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner I Intruder T Repeater TSequsncer I Decoder TCumpam( T Extender T Options | Aleris

Comparer

®

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.

Selectitem 1
# | Lengtn Data [ Paste |
3 111 GET http:/mww zhaopin.comi HTTP/1 1Host www zhaopin comProxy-Connection: keep-aliveCache-Control: max-age=0Accept: texthtml,ap.
4 137079 HTTP/M.1 200 OKServer: nginxDate: Tue, 03 May 2016 08:00:38 GMTContent-Type: text/htmlIProxy-Connection: keep-aliventCoent-Length: 1 Load
Remave
Clear
Selectitem 2.
# | Length | Data
. "M GET http:/iwww.zhaopin.comi HTTPI1. 1Host: www.zhaopin.comProxy-Connection: keep-aliveCache-Control: max-age=0Accept: text/html,ap.
4 137079 ‘ HTTP/M.1 200 OKServer: nginxDate: Tue, 03 May 2016 08:00:38 GMTContent-Type: text/htmlIProxy-Connection: keep-aliventCoent-Length: 1..
Compare ..
Words
l Bytes J

R &EHT [words] HA4 [bytes] » M#pA R @ T@AFHAIH FRE L FEKIEY
Ao TH:

r b
A Word compers of #2 and #4 (77 Bferences] W e e - e  —— e e | & | B (e
Length: 1,111 ® Text () Hex Length: 137,079 ® Text () Hex

HTTP/A.1 & HTTPH.1200 OK 2
Proxy-Connection: keep-alive
Cache-Control: max age
i Proxy-Connection: keep-alive
ntCoent-Length: 136724
Last-Modified: Tue, 03 May 2016 08:00:03 GMT
ETag: "57285a83-21614"
v Accept-Ranges: bytes - v
<K T 2
Key: [Modified [BEIEEE Added [ Syncviews

HEF s LRI (words) AFERIT LA H X > e BAHTMLE) 7 X » i A AN FdB 89 £
F 5 mF T A (bytes) AFAL16AMOB X > WBRARAEZH LA - WwTHEZEFTALR
Fl A %6 31 @47 iE o
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- . - - e wm @ - s

Length: 1,111 () Text (@ Hex Length: 137,079 () Text (@) Hex
0 47 45 54 20 68 74 74 70 3a 2 2f 77 77 77 2e 7a GET hitpiwww.z ‘A 0 48 54 54 50 2f 31 2e¢ I 20 32 30 30 20 4f 4b 0d HTTPM.12000K |A
1 68 61 Bf 70 69 Ge 2e 63 6f 6d 2f 20 48 54 |84 50 haopin.com/HTTP 1 Da 53 65 72 76 65 72 3a 20 6e 67 69 Be 78 0d 0a Server nginx

2 2f 31 2e 31 (0@ 0a 48 6f 73 74 3a 20 77 77 77 2e [1.1Hosk www. 2 44 61 74 65 3a 20 54 75 65 2¢ 20 30 33 20 4d 61 Date: Tue, 03Ma

3 7a 68 61 6f 70 69 Ge 2e 63 6f 6d 0d| 0a B0 72 6 zhaopin.comPro 3 79 20 32 30 21 36 20 30 38 3a 30 30 3a 33 38 20 y201608:00:38

4 78 79 2d /434 6f Ge 6Ge 65 63 74 69 6f Ge 3a 20 6b xy-Connection:k 4 47 4d 54 0d 0a 42 6f Ge 74 65 6e T4 2d 54 79 70 GMTContentTyp

5 65 65 70 2d 61 6c 69 76 65 /0d Da 43 61 63 68 65 eep-aliveCache 5 65 3a 20 74 65 78 74 2f 68 74 6d 6c 0d Oa 50 72 e:texthtmlPr

6 2d (43| 6f 6Be 74 72 6f 6c 3a 20 6d 61 78 2d 61 67 -Control max-ag [ 6f 78 79 2d 43 Bf 6Ge 6e 65 63 74 69 B6f Be 3a 20 oxy-Connection:

7 65 3d 30 '0d| 0a 41 63 63 65 70 74 3a 20 74 65 78 e=0Accept tex 7 6b 65 65 70 2d 61 6c 69 76 65 0d 0a Be 74 43 6f keep-aliventCo

8 74 21 68 74 6d 6c 26 61 70 70 6c 69 63 61 74 69 uhimlapplicali 8 65 6e 74 2d 4c 65 Be 67 74 68 3a 20 31 33 36 37 entlengih: 1367

9 6f Be 2f 78 68 74 6d 6c 2b 78 Bd 6c 2c 61 70 70 onixhtml+xmlapp 9 32 34 0d 0a 4c 61 73 74 2d 4d 6f 64 69 66 69 65 24LastModifie

a 6c 69 63 61 74 69 G6f Ge 2f 78 6d 6c {30 71 3d 30 licationxml,g=0 a 64 3a 20 54 75 65 2c 20 30 33 20 4d 61 79 20 32 d: Tue,03May2

b 2e |39 2c 69 6d 61 67 65 2f 77 65 62 70 2c [2a 2f .9,imagefwebp*/ b 30 31 36 20 30 28 2a 30 30 3a 30 32 20 47 4d 54 01608:00:03 GMT

[ 28 3b 71 3d 30 2e |3850d 0a 881 73 65 72 2d 41 67 *g=08User-Ag c 0d 0a 45 54 61 67 3a 20 22 35 37 32 38 35 61 38 ETag "57285a8

d 65 6e 74 3a 20 4d 6f 7a 69 6c Bc 61 2f 35 2e 30 ent Mozilla/5.0 d 33 2d 32 31 36 31 34 22 0d Da 41 63 63 65 70 74 3-21614"Accept

[ 20 28 |8 69 Ge 64 67 77 73 20 [4e 54|20 36 2e 31 (Windows NT 6.1 e 2d 52 61 6e 67 65 73 3a 20 62 79 74 65 73 0d Oa -Ranges:byles

B 29 20 41 70 70 6c 65 B 65 62 |4b 69 74 2f 35 33 )AppleWebKit/53 T 43 61 62 68 65 2d 43 6f Be 74 72 B6f 6c 3a 20 B6d Cache-Control m

10 37 2e 33 36 20 28 4b 48 54 4d 4c 2c 20 G6c 69 6b 7.36 (KHTML, lik 10 61 78 2d 61 67 65 23d 39 30 30 0d 0a 45 78 70 69 ax-age=900Expi

Th] 65 20 |4F 65 63 6b 6f 20 20 43 68 72 6f 6d 65 2f e Gecko)Chromel 1 72 65 73 3a 20 54 75 65 2c 20 30 33 20 4d 61 79 res:Tue, 03 May

12 33 31 2¢ 30 2e 31 36 35 30 2e 36 33 20 B3 61 66 31.0.1650.63 Saf 12 20 32 30 31 36 20 30 38 3a 31 35 3a 33 38 20 47 20160815386

13 61 72 69 2f |88 33 37 2e 33 36 /0d 0a 41 63 63 65 ari/537.36Acce 13 4d 54 0d 0a 53 65 72 76 65 72 3a 20 31 37 32 2e MTServer 172

14 70 74 2d 45 Ge 63 6f 64 69 Be 67 3a 20 67 7a 69 piEncoding: gzi 14 33 30 2e 32 2e 32 35 0d Oa 43 6f Ge 74 65 Ge 74 30.225Conient

15 70 2c B4 65 66 G6c 61 74 65 2c 73 64 62 68 0d| 0a p,deflatesdch 15 2d 4c 65 Ge 67 74 68 2a 20 31 33 36 37 32 34 0d -Length: 136724

16 41 63 62 65 70 74 2d 4c 61 Ge 67 75 61 67 65 3a Acceptlanguage. 16 Oa 0d 0a 3c 21 44 4f 42 54 50 50 45 20 68 74 6d <DOCTYPEhtm

il 20 7a 68 2d 43 4e 2c Ta 68 13b) 71 3d 30 2e 38 f0d| zh-CNzh,g=0.8 17 6c 3e Da 3c 68 74 6d 6C 3e Da 3c 68 65 61 64 3e I-<html-<head>

18 0a 43 6f 6f 6b 69 65 3a 20 64 [¥9 77 65 7a 3d 39 Cookie: dywez=9 b 18 O0a 3c 74 69 74 6Bc 65 3e e6 80 9b e8 81 98 5f ef «ifermad " & -
10 5 4 31 20 22 20 1,24 2R 32 22 3" 37 20 SRA1023 14R22R2N ¥ 19 n1 A2 el A1 A &f @R RQ  he 65 h7 a5 ed hd Or S+ Am A-xar L]

(] syncviews




BT =% #EE R K ek ek A

JE—FyT=AFF 2T > KA1 BurpSuitetI AR R AR EFHE » WX —F
» &A1 ABurpSuite & & 7 it 694% F o

%“S(ﬁi

BurpSuite i & it £ F ol LT B R P AR KR » —REXEE > F—AXEHREZLEY
Engagement tools °

|Burp Intruder Repeater Window Help|

‘ Filtgr: Hiding CSS. image and general binary content

# | 4|Host | Method | URL | Params | Edited | Status |Length |MIMEt.. | Extensmn | Title
b e dibii) Sib A kS gt o T e e R L= = T i S Omsaicmar
30 http:/finfo_pinyin.sogou.com GET fime_push/sgse_ad/sgse_s_all_... & O 200 2402 HTML php EflEaEe

33 hitpiiping pinyin.sogou.com GET 20108\ yiine invin sogou com.BIB685D1521D77628B6F459302E7C
34 http://ping.pinyin.sogou.com GET Igetxin e
35 http://ping.pinyin.sogou.com GET /pingb: BRI

36  http:/iping.pinyin.sogou.com GET  /pingb{ Spider fom here

37 hitp/idown JIsoft com GET  /help/d Do an active scan ml
38 http:/ftj5.3ls0ft.com GET fysqdq Do a passive scan

39 http:/fconfig.pinyin.sogou.... GET fapifto| Send to Intruder Ctri+l  |p
ﬂ)& http:/tj5.3lsoft.com GET Iservel  Send to Repeater Ctrl+R

-

Send to Sequencer

Send to Comparer (request)
Send to Comparer (response)
Show response in browser

Request in browser

>
e —— [ R T il Find references

Show new history window Discover content
Add comment Schedule task
Highlight » | Generate CSRF PoC

Malata itam

EMNEeRAAZELE > 5RFAEAA K09 LEI 53 % ZBurp ~ Intruder ~ Repeater. T @ #A411
R —F I EANEEGIE -
Burp

Burp X% T &4 8%k &4 (Search) ~ AHFRAFH ~ BHREKRE=ZHD -

=074) Intruder Repeater Window Help

Search

scanner Ilntruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options IAIerts I Bradamsa ]

Save state . .
VebSockets history I Options ]

Restore state

Remember settings » | general binary content
i " [ Method |URL | Params |Esited | Status | Longth | MME 1. | Extension |Tte
Exit T _PUSTTgo RO Prp I oo — L__J L] = =T LRARLLL S Ll L
| — — g=d.cOm  GET fime_push/sgse_ad/sgse_s_all_... ] O =200 2402 HTML php Efl"EaEs-




o NiEEK (Search) #iE& KAk L&A kg X Target ~ Proxy ~ Repeater =/~ 481

FHEEFELHLOAE > SR

[EA eurp Suite search =
| Search Options Locations Tools
Sooa [] Case sensitive ~ [_] In-scope only [ Request headers (] Response headers ) Target
[] Regex ] Dynamic update [ Request body [ Response body ) Proxy
Go | MNegative match ) Repeater
Source |7Host 4| URL \VStatus |7Leng1h 7| Time requested \7
| Target http:#/cdn2.ime.sogou.com  /sgim_picface_cloudkey_201604132023.bin 200 74078 19:44:28 6 758 2016 |a
Target http:#/cdn2.ime.sogou.com  /fyun_pack_utf8/yun_bbe7bb09cab86203f55d... 200 3656 19:39:07 6 758 2016
Target http://config_pinyin_sogou__.  fapi/brandScd/getBrandScd php?version=20__. 404 184 19:42:416 78 2016
| Target http://config_pinyin_sogou___.  fapi/popup/lotus_php?h=0DFBY98685D1521D_. 200 278 19:39:26 6 758 2016
Target http://config_pinyin.sogou.... /apiltoolbox/geturl php?h=0DFB%6685D1521... 200 303 19:40:19 6 758 2016
Target http://config.pinyin.sogou.... /components/update php?h=0DFB98685D15... 200 7T 19:44:26 6 755 2016
Target http://config_pinyin_sogou.__.  /picfacefinterface/CandBlackList php?h=0DF . 200 320 19:44:28 6 7= 8 2016
Target http://config_pinyin.sogou.... /picfacefinterface/SogouCellMap.php?h=0DF... 200 177 19:44:28 6 758 2016
Target http://config_pinyin.sogou.... /picfacefinterfface/cell_update_yun.php?h=0... 200 525 19:44:28 6 758 2016 |
Target http://config_pinyin_sogou.__.  /picfacefinterface/get_picface_|abel_list. php?_. 200 17 19:44:29 6 758 2016 e
e e
Raw | Headers | Hex
HTTE/1.1 404 Hot Found a
Server: nginx I
Date: Mon, 05 Jun 201& 11:37:38 GHMT
Content-Type: text/html; charset=GBE
Connection: keep-alive
M-Powersed-By: FHE/5.3.3
Content-Length: 0O
|*
2 < + > sogou 0 matches
Search completed 44 results




KINERLT » S&RANATF AT D > LT o WwREMNARRIEMALET » A&
(Go) 25> TEMFH ATK AL TIREINGHAEE o BIALARLR » ZIHTTPH
B:F 89Host ~ url ~ 5 KH &k o F KK &Body ~ A E’.J— s 2 %04 &Body T 44 % IT At
FH o fEEASearch@ ¥ » A= KL ERA T RMNIEH 2T #IE &9 -

Options Locations Tools
[] Case sensitive [ In-scope only ) Request headers (] Respaonse headers (] Target
] Regex [_] Dynamic update [ Request bady (] Respanse body ] Proxy
|| Megative match (] Repeater

Options £ &4z #] X4 F LR 7 N : K15 SN R S BN AKX ITE S FHAE
# ~ R @ L& Locations % i T 424 %%?é&éﬁ WE E R &k - 5K &Body
R 0K Bk~ RASTH B:Body

Tools £ & A T 424 X4 F44 % 69Burp = L 4489 2 B : Target ~ Proxy ~ Repeater #&.11
ifi it Options ~ Locations ~ Tools = # #9484 » fEfE #6938 & HKA1 R IE T ~ Bp AR ~
referer ~ &2 %15 & o % & » Search@ 4 & i T Burpf9 4 @15 # 2h 48 » & KA1 B 3,
R K HTTPIE &5 » BT %3] Lty TRAHF o

Source | Host 4| URL | Status | Length | Time requestec
Target http://config.pinyin.sogou.com  /picface/interface/CandBlackList. php?h=0DFB9868501521077628B6F459302... 200 320 19:44.25 6 7 F A
Target http://config.pinyin.sogou.com  /picface/interface/SogouCellMap.php?h=0DFB98685D1521077628B6F459302... 200 177 19:44:28 6 7~
B S TP S INSESEEN it pinyin sogoiL .. 88 celher=20150126/20160206(0 = IR O
Target http://config.pinyin.sogou.com  /picface/ iTT 19:44:29 6 7=
Target http://config.pinyin.sogou.com  /picface/ RIS 269 19:39:07 6 7=
Targel o /download pinin 500y, Joicage M L A 322 19:44296 75
Target http://download.pinyin.sogou... /picface/f Do an active scan 177 19:44:28 6 75
Target http Jime.sogou.com Ipyup.gif] Do a passive scan 139 19:42:396 75
Target : /Pyup-gifil - Send to Intruder Ctri+l 139 19:42:40 6 7 T
[ mmtimatlasnmnds aa 27257 Send to Repeater CU+R [ e X

Sendto S
Request | Response bt

Send to Comparer (request)

Raw | Headers | Hex Send to Comparer (response)

ETTR/1:1 2000k Show response in browser 2
Server: nginx
Date: Mon, 0F Jun 2016 11:39:25 GMT Request in browser >

E2:;:)::51zngq-nE‘;E:p[_nll?aclnn/nu:e: stream S =
: keep-alive

®-Powered-By: DHP/5.3.3 Copy URL

Pragma: cache

Cache-Control: publie, musc-revalidace, max-ag Copy as curl command
Accept-Ranges: bytes
Content-] D:Ls[msu:lnn filename="YunCelllist  inj

[T —

Copy links

Save item

u u u l_J sogou 1 match

MRS G AR E  SARAFKEAXGTE LIRS > 252 : Save state %
# S ABurpfy ks 0 T RRAGE SILE s Proxys £ B & ~ AR SR A0 E R
7| ~ Repeater % Al 4= /7 £ 12.% ~ Suite A T L AAF 69T A B B 12 & - % &A1&+ [Save
state] B » Burp¥ &4 7 & 412 % 2 4% % Scope T 49 4 1%




'?' Choose which tools you want to save the state of. MNote that it is not necessary
—' to save the Spider state. The Spider request queues will be automatically
rebuilt based on a restored target site map and scope configuration.

(/] Target
] Proxy
[+] Scanner
(/] Repeater

[] Save in-scope items only

[ Cancel J [ Mext J I

BB » AL
LARTEN » DA GAE X BB HITRSE o BT ARETARSL ~ BRSG
18R LEBH#AT I B RG A G —FF o W RAERA L EL % > STHRAKREREN
Burpl§ 2 = B A A R B XA MANLED o




= | Choose which tools you want to save the configuration of.

(] Target

] Proxy

(/] Spider

[+/] Scanner
[+ Intruder
(/] Repeater
(/] Sequencer
(/] Extender

[ Suite options Uncheck all

Passwords within configuration options:
i) Do not save

) Save in clear text

(® Save encrypted using master password:

| Back | | Next |

Restore

state A 77 89 U F B BurpZ ATk /4 69 %38 » 5 L @ 89 Save stated 1F4a f &2 o

12 R BRSO A R B A a8 AL By RAVAE S MK F F kR KEGH B - € T RIRIA

I

o~ wDd =

Intruder

RERE—RGTAHEEZRf R EARFIBERS » METH_KREF o
S AR AMIERAFEN KA > BB GBurpREE A AT A H ERZE o
WA B A o MR AEIRIE LIS B A R A o
BT A 9 )ats TR » st A R AR R AR5 H 1 LA BARGG A7 Fo 17 4& o
Burpik & UHHAE A A 4r > /£ B L] 25 FBurpfic & Fo 48 5% MK A 2 o



Intrudermﬁii—}ﬂﬂ"ﬁ zbitii%éﬁﬁa%iﬁai o B X F At gD FEke T

ElurpRepeater Window Help

Start attack

Targ

peater T

Sequencer I Decoder I Comparer I Extender T Options IAIer‘Ls

Dpen saved attack
Inte

o

- - - - Dptions
Actively scan defined insertion points

Send to Repeater

Save attack config

@ Action

Load attack config
Raw Copy attack config

MNew tab behaviar

¥ ¥ vyvy

Automatic payload positions

Configure predefined payload lists

Start attack 7% % A2 3 & Open save attack £ # /v # Z a7 1% % 89 Intruder= & L # Save
attack config ~ Locd attack config - Copy attack config ° £ %1% #lIntrudert) 2t & fe & 13
& Automatic payload position £ % /il T2 #|payload891% A 77 &, : # % 5 248 3 A 38 Je S 4

& Configure predefined payload lists | T 4% #|Burp ik ) payload ¥ 3 4 » & &A1 %

R ik

k#uf > 25¢ Hpayload ¥ 2 i B X 69 @ 0 de T E AT

E Preset Payload Lists

E)

predefined payload lists.

® Use built-in lists

() Load custom lists from directory:

_ Ifuz_ging - qui.{.:k

. Fuzzing - full

. Usernames
Passwords

. Short words
a-z

| A-Z

Configure the location of the items that Burp Intruder should use for its

l Select directory .. J

LOopy

l Bl )

L

KN TAZFE—

~payloadT £ A » xt F HL4E B ATHS 2L o
Fo B%FEARE A FHmE B X T Hpayload TH -

Repeater

FREENF

X ¥ k3% 69 A payload L AF 5 A 69 B



Intruder &

%%+ %2 TRepeater LA 4E4H] » ©oFR LA

EJurp Int Window Help

View

Action

v Update Content-Length
v Unpack gzip / deflate
Follow redirections

Process cookies in redirections

q Sequencer ] Dec

+ Never
On-site only
In-scope only

Always

Yo ran define ane nr more navinad cete The nmfET AT VST SoTS

% #4TRepeatertR 1Bt - B 3 704 Bk
4 X Follow redirections ¥kt iz 4] »

 Update Content-Length
¥ 8 Content-Length Unpack gzip /deflate /% /= /=
TABEIFINTFREE ~ Fl —356 & A k4% ~ Scope M Bk

s 4kt wm b ey £ 2 — Process cookie in redirections #k4% 89 | it 5% % 4 ¥ Cookie
View i %1% #|Repeaterd #2 & 4 &

HREBEAREEZE

#A41% % & Engagement tools °

Intercept | HTTP history IWehSt}ckets histary I Options ]

Filter: Hiding CS5, image and general binary content

# 4 |Host | Methc}d | URL | Params | Edited | Status | Length | MIMEt.. | Extension | Title
— erpEe —m — —
714 http://down.3lsoft.com GET -’helpfcl-c2 html O 0 200 245 HTML html
715 http:/ftj5.3lsoft. GET
e g i http:/fhome_ baidu_com/resource/r’homefflash js
716 http:/fwww.baidu.com GET 642 HTML 302 Found
717 hittp:/www baidu.com GET SRl SR B2 HTML 302 Found
718 hitps:/Awww _baidu com GET Spider from here 102835 HTML CW4a%E,
724 http://home_baidu.com GET Do an active scan 9974  HTML 'pOUrLTE
725  http://home_baidu.com GET Do a passive scan 1218 script 5
726  http:/fhome_baidu.com GET Send to Intruder Ctrl+l 8544 script is
132 http:/itjs.3lsoft com GET Send to Repeater Ctrl+R
— Send to Sequencer
Response Send to Comparer (request)
S Hoodors | Hex Send to Comparer (response)
Show response in browser
ITTF/L.1 200 0K i
Jate: Mon, 08 Jun Z01& 13:31:09 GMT RBqUESt in browser | 2
jerver: Apache/2.2.31 (Unix)

sast-Modified:
iTag: "eall72-3h8-48ddeceelcO0O"
iecept-Ranges: bytes

Content-Length: 552

Jonnection: close

lontent-Type: application/javascript

Function CreateFlashiidad,
rar str = "<object classid=
F "\" height="" + had + ""

swiurl, wad,
"elsid:dZ7cd
id=\"" 4 id

str += "<“param name=""allowScriptliccess
"guality "

str +=
str +—

walue=""
walue=""of

"<param name=

" <1Jara.m name=""

JAN LB A 18

w'mo('le

WL TAEEZREF

Add comment [
Highlight >

Sun, 15 Aug 2010 16:00: o EtSUCUSGHE @ Find references

Show new history window Di

Iscover content

chedule task

Generate CSRF PoC

Delete item
Clear history
Copy URL

Copy as curl command

fpdownload. macromedia. com/pub/shockwave/c

Copy links

Save item

content ~ Schedule task -~ Generate CSRF Poc ™ /~-F 3 3

* Find references £ 1% xt it F &9 & & Http/H &R A

refererfz &

1,4 Find references ~ Discover



F
‘, References to http://home baidu.com/resource/rfhome/flash.js EIM

—
Source | Host 1| URL Status | Length | Time requested |
Target http:/fhome._baidu.com / 200 9974 21:36:11 6 758 2016

Response

jRaw T Headers | Hex | HTML I Render ]

HTTP/1l.1 Z00 0K

'y
Date: Mon, 06 Jun 2016 12:31:08 GCHMT
|| Server: Apache/Z_2.31 (Unix)
Last-Modified: Thu, 19 May Z01& 03:00:47 GHMT
ETag: "72186b-25f7-533292ed4cS55cD"”
| Accept-Ranges: bytes
Content-Length: 5719
Connection: close
Content-Type: text/htmnl
<!DOCTFPE HIML PUBLIC "-//W3C//DTD HIML 4.01 Tr tional//EN"
"http://www. wd  org/TR/html4/1oose dtd">
<htnl>
<head> -
<meta http-equiv="Content-Type" content="text/html; charset=ghl312"> v
? < + = Type a search tel 3 highlights
Search completed 1 results




Discover content & 15 *f it “Pfl'Jmax Httpi4 & » 4248 Hurl$42 » #47 B K THK
B BERMNAFE B bLiER® -

‘ Content discovery: htlp:,-’,l’home.haidu.comfresourcefrfhome,f . . =RR=l x|

‘ [ Control IConﬁg I Site map ]

Jw

(2

Define the start directory for the content discovery session, and whether files or directories should be targeted.

I
| Start directory: | http://home_baidu.com/resource/rfhome/
Discover: @ Files and directories

(_J Files only

(_) Directories only

] Recurse subdirectories

Max depth: |16

Configure the sources Burp should use for generating filenames to test.

[ Built-in short file list ‘1
[¥] Built-in short directory list

(] Built-in long file list

[¥] Built-in long directory list

[¥] Names observed in use on target site

(/] Derivations based on discovered items

These settings control how the discovery session adds file extensions to file stems that are being tested.
[/] Test these extensions:

asp, aspx, htm, html. jsp, php Edit

L
=

HDiscoverit A : ZE XA B F ~ RARIEE T ~ (AAERE & (#%)akpm-FH % >
THRTEEBRREE)

R L (filenames) #AA : Built-in short file list 7 8% 8942 U4 7] & ~ Built-in
short directory list 1 5% 942 B % 7| % ~ Built-in long file list™ 3 8 & U #7] & -~ Built-
in long directory list 8 8 &k B % 7] & ~ Names discovered in use on the target site
M 35 ) & 3,89 % #% ~ Derivations based on discovered item# T &4 & fR# 4755 0 -
BBt » 4o ER AT T 0 KAV T AMRIE X836 B2 st T XA #4782 o
\?)
These settings control how the discovery session adds file extensions to file stems that are being tested.

] Test these extensions:

asp, aspx, htm, html, jsp, php Edit ]

[¥] Test all extensions observed in use on target site, except for:

class, com, doc, exe, gif, gz, jar, jpeg, jpg. mp3, mpeg, mpg ... Edit

[¥] Test these variant extensions on discovered files:

bac, BAC. backup, BACKUP, bak, BAK, conf, cs. csproj, gz. inc . Edit J
] Test file stems with no extension
JAE @ TIRK 64 LZ ¢ Test these extensions M X X &4 & % T4 Test all
extensions observed on target site 7~ | X & & & L T 0 AR RAT R S il s5E
BB RIRFILT » BAVT AL R AR L RN RRG T L » REXFRAROY KL



X # Test these variant extensions on discovered files X & M iX &Ly B L 89T
Ko WA P RATTAEE » £RR G TG E » XARALIEF A Test file
stems with no extension X & H ¥ & % 69 T

TR BB LA

2J

These settings control the engine used for making HTTP requests when discovering content.

Case sensitivity: (® Auto-detect
() Sensitive

) Insensitive

(] Add discavered content to suite site map
] Copy content from suite site map

W Spider from discovered content

Number of discovery threads: |4

Number of spider threads: 2

%% Case sensitivity X/ 5 # % - Add discovered content to suite site map /r
£ 2 R 3|3k 2 3B F -~ Copy content from suite site map £ #| Targetst & 3 & 2| 1% &
8935 & 3EA F ~ Spider from discovered content Je BUIZE 2] U449 1 2 ~ Number of
discovery threadsi% & 89 4 #2 3 X % B ~ Number of spider threads Jie Bt 89 & 42 3 &
B o



e Schedule taskft % it A & £ % 0F 18 R 9 ) 8 £ 2242 B ATk P SJurltE A n4e 842 > K
J& #AT % AL S 09 2 3% 0 3 AE S BT R R #ATIMAT ©

) =

_77 Select the type of task you want to run.

(® Scan from a URL

(_) Pause active scanning
(_) Resume active scanning
(_) Spider from a URL

(_) Pause spidering

(_) Resume spidering

() Save state

[I Canceluj [ Mext _J

PN E

1T A& & o ARIEF4E 8Gurl » RATT LABdafd ~ JRB ~ SR ARG 948 X 484E o



e Generate CSRF Poc% A CSRF#POC st 48 694E A & » (k4B % T &http4 & » A FH4
MCSRFPOCH & o % HA14ePOCH W ZAR A A HTMLEP T AT ©

s u_‘g
I, C5RF PoC generator = O

@ Options

Request to: https:/fwww_baidu.com

JRawT Params I Headers I Hex }

GET /?7tn=75081068_1_oem_dg HTTPF1.1
Accept: application/z-ms-application,
image/pipeyg, application/z-ms-xbap,
application/msword, */*%
Accept-Lancuage: zh-CI

User-Agent: Mozillas4.0 i(compatible; MEIE 2.0
CLR 2.0.50727; _NET CLE 3.5_30725;
_NET4_0E; InfoPath.2)
Accept-Encoding: gzip, deflate
Comnection: Keep-Aliwve

.|
liJ liJ u liJ _1‘—}",6‘9 a search ferm

A
image/jpey, application/xaml+txzml, image/gif, l\

application/vnd ms-excel, application/vmnd. mns-powerpoint,

Windows NT £€.1; WOWE4d; Tridents4.0; ELCCZI;

-HET
_NET CLR 3.0.30729; Media Center PC 6.0; _NET4.0C;

0 matches
CSRF HTML:
[
<html> A
I <!-—- C5RF Fol - generated by Burp Suite Professiomal --> -
<hody=
W <form action="https://uwww.baidu.com/">
<input type="hidden" name="tn" walue="79081050&#595; 16895 ;0ema#dI5; dg" /=
<input type="subnmit" wvalue="3ubnit regquest" />
<fform>
< fhody=
</html>
I
-
¥
. < + > Type a search ferm 0 matches

Regenerate

l Test in browser J { Copy HTML J l Close J




EiﬁkPOCHT FATVT 2ot ARG S RAATRE » WA T A LAY [options] AT o

— E=SEei>
I, CSRF PoC generator el ]
Request to: https:/fwww._baidu.com o Options
Raw-[ Params I Headers I Hex }
CET /7tn=79081066_1 cem dg HTTE/L.1 V. CSRF technique: N
Accept: application/x-ms-application, image/Jjpedq, = "\
image/pipeg, application/x-ms-xbap, application/vy @ Auto-select based on rEqUE51 features
application/msword, */* ) =
Accept-Lancuage: sh-CI “ URL-encoded form
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Wif () Multipart form L/
CLR Z.0.50727; .NET CLR 3.5.30729; .NET CLR 2.0.3 )
.MET4.0E; InfoPath.3) ) Plain text form
Accept-Encoding: gsip, deflate — . e
CiiEet tan . KeeyoAl ive () Cross-domain XHR (modern browsers only) 3
search term [] Include auto-submit script 5

FATT L2 R Bhttpdd 4 B 2 & & > url% A e9form & £ ~ Mutipart £ & #9form & % ~ £
WL ARGformEE ~ BHRO AT HRARA AR > ZEBAF—ARAA » T RI%
BFZ )6 0 A& AT A [Regenerate] T#H A M T o F 2 &)L » Mutipart £ 4 8
form& £ fo &3l LR BGform & £ 89k 4% & drhttp7H & F 6.4 8 content-type k. T 89 o 4= R
B TPOCH A ML E » MERAKET A1 [Regenerate] 41 » E# 4 RPOC ° %
POCARZ G » RTAg A [CopyHTML] SUA » B htmIsUH F #4718 04T » 4L+
Ak # [Testin Brower] » Z# %K H ¥ ﬁ,f;cfﬁ % RAT 0 AT K o

CSRF HTML:
<html> |1

<!-- CSRF FoC - gencrated by Burp Suite Professional --> ""\'

<hody>

<form action="http://tip. f. 360.cn/pagetip/reg=0" method="POI5T">
-<inprut type="hidden"

il o ; g0;aH0; 80
el E | show response in browser ﬁ B c236; gran
30;c0#158 35;06#63 ;06435
;O0813:68 | Tp show this response in your browser, copy the URL below and paste g 415800
H3IE5;PLfCT A : i T1;c841; 88161
OO#187: ¢ into a browser that is configured to use Burp as its proxy. 2. CElEE - EuTeE
44;HofE3; §90;a#134; 00109
;O0as#140 : 178;a#155
el http://burp/show Copy  farpta® i/
EFLET;EL ;E#130;5£174;hEs
177, xpla [[] In future, just copy the URL and don't shaw this dialog Close BO;70#17C;0&#46;
&#15;0581 £9:a#155:0
Tesglnd ;0O ca#a7;agnT
;I0bagl32 LE;Ta#5;08174;

wilEEfl4d ;a1 T Efc4 O0cE0#1 28 O0F 185 ;0864 ;00F59 ;e lB a4 HNEAS )L ;OLH188 ; EF17E0H1 75,883 ;08478
fld;eflb;afll;af150; 068151, nafllE;af134; 8692, 8calt af46,6F109,;00Aa815;a88177,66136,05417 b
5;0gt;gifla6;af23,;d2 0427 ;0416288146 6813,; 64148, 64177,;084182; 64215, cO0#92;0#131;6#178;6#1 v

@ EJ EJ B Type a search term 0 matches
Regenerate Test in browser ] { Copy HTML J { Close J




P+ =% FAEERE R RGLA

3602 SHMES 8.1
| € ¢ | © Qhttp://burp/show/1
e v [ Fwms Ba% £ R fREFERG [ links [ links fo [ Microso [IMSN Wi

A O |O=mus | Pcosmz—tezermem x | B burp/show1 x|+ |

[ Submit request
&

149



%+ w < BurpSuite4 5 % 4% & #= 1% J

f£Burp Suite ¥ » A — Mk F AL E 0 XEFERIR 0 —F R E T % 2x4Burp Suitety #
= AR > &3k ZBurp Suite  Options @Ak © % & A147 A Options @R EF T A 2| » €& W
Connections ~ HTTP ~ SSL ~ Sessions ~ Display ~ Misc7< I~ 7 - 48 5, °

Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner I Intruder T Repeater I Sequencer I Decoder T Comparer T Extender IOpti-:}ns Alerts

JConnections [ HTTP I SSL I Sessions I Display T Misc 1

T These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

(/] Do platform authentication

[ Add J Host 4| Type | Username | Domain | Domain host |
Edit
Remove

|| Promgt for credentials on platform authentication failure

FEHATLE O

e Burp M#%#%#%E (Connections)
o HTTPE %4 &L #%E (HTTP)
o SSLi#dEArmE % E (SSL)

o 215148 (Sessions)

e 27%E (Display)

o AEIA%E (Misc)

TaEERNKIRRRAFHE—ANGAF LML F @YD RLE -

Burp M %3 4% % (Connections)

Connectionsit il -F £ & i k4 4| Burpte {7 k& 2 -F &A1 ~ L#FEKRER % X ~ SocksKHE ~
AR E ~ TIE RIRE BRAT AR ScopeX sh iy ih RN A meg e KB E o B RATATH
Connectionsit i » I\ LA T3 » G A2 09X EK ZFE T4 iuE (Platform
Authentication) -

o F4& HikiE (Platform Authentication)



Platform Authentication

?
G These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

(/] Do platform authentication

Add
Edit
Remaove

,_
. i

Host 4| Type | Usemame | Domain | Domain host

(] Prompt for credentials on platform authentication failure

X I B AR B E Burp B 5 14T 2] B Az Web/R % 5 69 -F & F 750 1E » R ] 69 AL 1A
Ao & B 890 IE 7 AAeiE 5 o B AT X6 F e XA A  BASIC > NTLMv1 > NTLMv2
Fo“3% B X E( Digest authentication) » X% Z F @A B 4T :

B =30 pletiony s e T ==

; Enter the platform credentials for the specified host.

Destination host:

Authentication type: lNTI_MuQ IvJ

Username:

Password:

Domain:

Hostname:

[ OK J [ Cancel J

— — = ——— SR A
Fo TME FHE A TNTLMVT » NTLMV2 & 5 3e1E o £ -F & F4ikiE (Platform
Authentication) % & 3% T 7 A —4~Checkboxit *fl (Prompt for credentials on platform
authentication failure) » %&bk » M AT L B3] FHIBIE XK » Burpa &7 —
MREXGHE > RAPIERBAE & o

o LHRMER%ZE (Upstream Proxy Servers)



EJ Upstream Proxy Servers

G The following rules determine whether Burp sends each outgoing request to a proxy server, or directly to the destination web server. The first rule that
LJ proxy server, create a rule with * as the destination host.

Add J Enabled | Destination host | Proxy host | Proxy port | Auth type | Username
Edit
Remaove »

RGBT TEHBUpE G AR AEE KRR LHERERE R - REE G B iRWeblk %

RoMRERFRZREGEFRNTAREE » BA-ANF) K > WRRARMNTARE %
ANICEAN o B XRAEET % AN > T 042t R F 89 B Az TR EAMAE T T F 69
RILIR G & E o XL M K4z RORF - 445 B AsWeb/R 4 548 IT B 8g 5% — S HL 0 4E
A EBHM o do R IR ZA N LA > BurpBRiIARILEE ~ JERILEY 7 X7 - 4
MHEE—NERE s AR OBELLT

r‘ Add upstream proxy rule @

[EJ Enter the details of the upstream proxy rule. You can use wildcards to specify

—' destination hosts (* matches zero or more characters, ? matches any character
except a dot). Leave the proxy host blank to connect directly for the specified
destination host.

Destination host: Destination h

=1
=]
L)

Proxy host: Proxy host, |

(=]
ta
[1+]

Proxy port:

Authentication type: lNTLMuQ IvJ

Username:

Password:

Domain:

Hostname:

[ OK J [ Cancel J

. HATT A
1 e B Az AU AGE F RA BN &K X o & R BRF (CEAARSANFHIZER ? S4E4T
FHAMLE s BT —AE) o RIETBHAFERE LN —ARKRERSE - mxt FTRELY
HAEHERERE S » BT ARIE FEI T INE T AAINIERE o © L 4F69 FrA0E
X7A : BASIC » NTLMv1 » NTLMv2Fe“48 & X" F 1 3e1E o FlAF » 3.8 F TG FHRA
AFNTLME 0 E o S RATHmRE LR —F RERAMNE » €¥ B E LFRER S
W7 EF » RNTAEF AT AL BITHNEG R ETIRFGRE o




e SockstX®

2J
These settings let you configure Burp to use a SOCKS proxy. This setting is applied at the TCP level, and all outbound requests will be sent vi
U requests to upstream proxies will be sent via the SOCKS proxy configured here.

|| Use SOCKS proxy

SOCKS proxy host:

SOCKS proxy port:

Username:

Password:

|| Do DNS lookups over SOCKS proxy

R E A RA B E Burpts ISOCKS KA 89 77 X#ATHT A 4% R 693845 » 123k & R A
TCPE Az » AT A hsbiA RF AL ZINMIREL % o wRAN B ZE T LHHTTPREZR
% R EE IR > MaF K BRI X EhE (9SOCKSKIL K % o Haf Kag It e i
PZARRK AL ¢ KH--> LR IE-->SOCKSKIE o 218 FISOCKSHKEE » M &F &4 %

[Use SOCKS proxy] ° #RHAREHipH A IMNE ~ma ~NEGHA P LR d (4o
THETR) o wREMAET [Do DNS lookups over SOCKS proxy] » M A7k % fiF
Hret o AL SOCKSKE A &1 » M R & A RHEF o

o AAt1%E (Timeouts)

H
&)

These settings specify the timeouts to be used for various network tasks. Values are in seconds.

Mormal: 120

Open-ended responses: 10
Domain name resolution: 300

Failed domain name resolution: |60

g B RT3 ZBurp & At M 84E % 6988 o RATT A AT AR A ATHE ©

o EE% (Normal ) -3t E AT X %% M%il1z » #4TBurp &K FF et TR A
AR AT F A o

. ﬂ‘ﬁii\/’ % (Open-ended responses) - %% &R E— MRz EALEROESAEK

B BAER RABHTTPAR & o £ XM ILT » Burp# 458 8 TR Z AT 54515 2 69 B 1] 7]

g o 3.3% @47 (Domain name resolution ) - 3bi% & 4 T Burpe{T & # # 47 2 69 3%,
ZERK > o R B AR EIHAEIR L TR F BT —AE SR 4E -

o kMR MH (Failed domain name resolution ) - L% & # T Burp % X & E#H £ X
TR 03B B 3K o



vA b 89 301k B 6 AR AR A BT TR $ AL > e R— ARG E AL RFBurp R R 2A
B o

o EIMEG RIRG AT
2]
[EJ Add entries here to override your computer's DMNS resolution.
l Add J Enabled | Hostname 4| IP address
Edit |
Remove ]

LR B B PLAR A o R R E 0 AT AL T EALE B AT B IP3AE 0 kB & AT A
REEEGDNS BT o HA ML BTN & Z18 T INE > 5 TN LA KB IPHAE o F
B AT AR ERA kR L EG AR SRNAESFZMNRF > 2 RERT
BT RIL R MR G B P kB » ST ARG REHIE L o

e ScopeZ sy K

12
> This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.
|_| Drop all out-of-scope requests

(®) Use suite scope [defined in Target tab]

() Use custom scope

I —45 M T B T B 2L Burp & 4454 42 i Target @ 4 F % & 69 Scope L B X sh g5 K » 3 &
M EERIEZAERE T /AEScopeCBHAACEA R o flde » wR KM AET [Drop
all out-of-scope requests) ° BP4E AR 697 | BAEAFABE LAY B AzH K 0 Z®F RS
MBuUrpE EF o SR RMNTUABARARA A EAZEE » 2B » &+ [Use suite
scope] ° HA 0 TERAURLEERAN T LA E LA » &+ [Use custom scope]
% £+ [Use custom scope] H » F@il§ 4 2 &40 XURLIE BN 69 @& B o
wTH



® Use custom scope

l Add J Enabled | Protocol | Host / IP range |Port  |File

Edit

Remaove J
Paste URL

Load ... J

l Add J Enabled | Protocol | Host / IP range | Port | File
W) An logout
Edit . -
L J (] Any logoff
Remave J ol Any exit
&4 Any signout

Paste URL

Load ... J

FeTarget Scopefic & £ » CH 9 B 2B APk > R i E 7 X 5Scope—E » b3k
REHKE o b RBE T A TN G T o 4% Target Scopefic & & ¥

Sessionik &

2154 AN (Session Handling Rules)

[Connemmns HTTP | SSL | Sessions | Display | Misc

You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or parameters), and can perform actions such as
adding session cookies, logging in to the application, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request.

&E

Add J Enabled | Description | Tools |

() Use cookies from Burp’s cookie jar Spider and Scanner
Edit

Duplicate
-
Down

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule

Open sessions tracer
4o LB BT 0 Burp A TFAR B € LA s AL 69 7] & 0 X REIE AT kL 3% S Burpde AT 4k
g AL S EREAH FoAn KD EE o 2T RIEHAN > Burp P AN G R 3ETCE (M
AT At (AN 2) > SHMAF [Add] 442 > 53 RGN B B R d e T A BT
» 3L ¥ Details#*Scope A A~ @ R 9% E 5 % 2t T T EX s Ef LA -

e #1 (Rules Action)



B Scssion handiing rule cditor W ——

!l | Details | Scope

@ Rule Description

Rule 1

2| Rule Actions
The actions below will be perfarmed in sequence when this rule is applied to a request.

| Add ]|Enabl...|Description /

Use cookies from the session handling cookie jar

Set a specific cookie or parameter value
Check session is valid >
Prompt for in-browser session recovery
Run a macro

Run a post-request macro

Invoke a Burp extension

FAW T AAT — AR % NRAE > Hl4e ¢ M Burp#cookie jar T £ #cookies ~ BiE A &
o~ BAR (MELYFERFI]) F5F c A ZEA R LERREN S AN > ET A
L Burp ¥ & T R R 2 AL 5 Ae B EGAT A 692 R EM © Blde > R MK T » BTl
SUATHM = 2t -F AT A% R > I Burp#cookie jarincookie 5 #F T 245 & #9145 K » H%1E
HSRERARFHEMEELENHATEHIRS  wREA > HEFEATHE R LA
F o BRIG AR R & AR 438 A0 E #icookie jar 3 &t T &4 csrftoken4 2k 8945 T URL# % K » &
JBAT B VAR IA s b esrftokentd » FF £ & dF Red 4k A 3kl o £ Details@ R F > Burp @4
AT £ XN FH1E o T2 H] &

1. Use Cookies From the Session Handling Cookie Jar i /& & &9 3 1§ & il & Burp 9
Cookie.jar/fl & # # 1 K #cookiefs & » % & » 4R T A% E £ 47 43 t9cookieik £ A &%
PG B F o

2. Set a Specific Cookie or Parameter Value X /> & 8 # 1F £ 15 T cookie X 4 £ A% %
BYFE > 4o R AR E 099E 0 N E T R b A 4R F cookie ©

3. Check Session Is Valid 3t # 1 2 & L AT & 2 EH K » o R R 0 N T ik HMAT
T—H 8 ARF I A K EE o RF > RATT AN Burphic & A REXAF RBE 2
W BER TR AR ARTFEE S RGFER (=TAF2HRPMF==) o ATHZ %

A REE A B Burpil 2 X B — AR EAMER o BEFRTRE (==TAF1HHH

T==) ! a) WML EFERD) WATEHA



F ™
E | Session handling action editor - Rule 1 ﬁ

[a
? This action checks whether the session is valid, by either issuing the current request or running a predefined macro (sequence of ™
—' requests), and inspecting the response. Ifthe session is invalid, you can optionally parform a further action to obtain a new valid session.

lake requesti=) to te session:
Make request(s} to [e session:

A
(®) Issue current request

() Run macro:

Add Macro 1

Edit

D ‘falidate session only every |10 requests

NEPECI TESPONSE 10

BTETTINeE SESSIon valdiny.
Location(s): ] HTTP headers

[_] Response body
[¥] URL of redirection target

w
i

Look for expression: | Iogin|

Match type: (@) Literal string

U Regular expression
Case-sensitivity: () Sensitive

(® Insensitive
Match indicates: (®) Invalid session

() Valid session

If session is valid, don't process any further rules or actions for this request

D If sessionis invalid, perform the action below:

[Run a macro |-rJ

=

v
OK Cancel

b

HBurpR EiE R AR IET A EOHANZE » ¥R ART—F a1k wRBEITT X
MBurpl§ it —F & F RO ZH & o AT AT 2R M > K413 F B Burpie
S fiEARREAEX AR ERTEEA (==LA T3R5 w==) : a)HTTPAZk
b)HTTP®# i 4k c)tEAT £ 52 & B Az 69URL F& T S8 B b o /2% & E W) I e/ 52 4 IC fie 69 5 4f
BRI AL TUARRKR NG RGHE S 2ERGHK S R EER 0 FEHMGT
— T AR R FRNE o T AERKBEH T —FBAE > BurpP AH T AALAE » o F
B AT .




|| Ifsessionis invalid, perform the action below:

[ Fun a macro

Fun a macro

Prompt for in-browser session recovery

Ao | T T
Edit

a)
ZATE DN EEARKE 2% 4t TRALBE > 2EBTROFT T PRE > AT
BAF o
. Prompt For In- Browser Session Recovery X AN B 69 sh VE 2 4 24 T 215 K36 0 MK
BB ARAATREIREE o £ 2EREN > F AL AProxyREagF K2 K28 R
1% R sbsh 4 » W& & g RIE% B 5Burp® £ —%
. Run a Macro ZBurp¥ » %&£ — & 5 5345 89BurpipE 69 &4 » o2 L4589 » /&
Session P EAT » A T REAM LI o KEATE » BurpiRIE k&89 5o o 3 Uk i 4%
FH B AELL L FE R 5 AFCookie e ET RN XA RELBETRYET T4
TR e AR A8 o B K A1E A wRules Action®t 4% T “Run a Macro™# » 1]
e KB E R @ T EATT



% ™
E Session handling action editor - Rule 2 ﬂ

7 | This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based
on the result of the macro.

Select macro:

Add Macro 1

Edit

Mote that the request currently being processed by this session handling rule will still be issued, so the macro should not include this
requestunless itis necessaryto issue it twice.

/] Update current request with parameters matched from final macro response
(® Update all parameters except for:

Edit
Edit

D Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

U Update only the following parameters:

(] Update current request with cookies from session handling cookie jar

(® Update all cookies exceptfor:

Edit
Edit

(_) Update only the following cookies:

D After running the macro, invoke a Burp extension action handler:

B

OK Cancel

L& [Add) MRk —A% > BFEEARRE > A& [Edit]) M Tl R f B #ATHE -
LG ER@wTH:




E Macro Editor

=

@ Macro Editor

the macro to confirm it is working correctly.

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test

Macro description: | Macro 1
Macro items:
# | Host | Method \ URL | Status | Cookies received | Derived parameters { Configure item J
1 hitps:/fwww.baidu.com GET fhis?wd=&from=pc_web&f=3&hisdata=4&... 200 __bsi
Move up
Move down
2L L Remove item
Request | Response
Raw | Headers | Hex
HTTP/L.1 200 0K N
Server: bfe/l.0.8.18 r
Date: Thu, 10 Nov 201€ 08:00:00 GMT
Content-Type: baidulpp/ison; vé.27.2.14; charset=UTF-8
Content-Length: 95
Connection: keep-alive
Cache-Control: private
Expires: Thu, 10 Nov 20L& 09:00:00 GMT
Set-Cookie: _ bsi=25804427€2€08212052 00 133 W I 1 0301 COLL MW N M 0: expires=Thu, 10-Nov-1l€ 08:00:05 GNT: domain=www.baldu.com:
path=/
JQueryll0208375628953767122_1478748340481 ({"q":"","p":false,"bs": ", "csor": 0", g":[1,"s": [1}) ; Re-record macro
- Re-analyze macro
v
? < + > Tyvpe a sear m 0 matches

Test macro

Lok |

TARPRG LA items ~ HRF R EHEE ML RIZRT >

FRELXEZNT

(configure item] dz4aF sf 5 %694 & o SR ATz > I A XS KGR EF D :



r |
E | Configure Macro Item: GET request to https:/fwww.baidu.com/his?wd=8from=pc_web&rf=38&hisdata=8json=18p=3.. ﬂ

2]

Configure Macro Item

Configure how cookies and request parameters are handled for this macro item.

Cookie handling
[] Add cookies received in responses to the session handling cookie jar

[] Use cookies from the session handling cookie jar in requests

Parameter handling

wd Use presetvalue iv

from Use preset value |v pc_web

hisdata

Use presetvalue |

json

{ J
{ J
‘ T I
{ J
{ J

Use preset value Iv

F~]

[« <

Custom parameter locations in response

MName | Value derived fram

Add

,_
.

csor From ["bs™™ " to [*"0""g"]

Edit

Remaove

R

R @ b e atih R P 0 5 FArcookie A FH IRk B AE SR BE s
WTFHRPAZPILAEIEE » TUAZ LA CHBEGLRE » MR P RIAS

A8 o



r N
I, Define Custom Paramem @

| Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameterin
subsequent macro requests, and the location within this response from which the parameters value should be derived.

<

Parameter name:

|| Extracted value is URL-encoded

-; Define the location of the parameter value. Selecting the item in the response panel will create a suitable configuration
automatically. You can also modify the configuration manually to ensure it works effectively.

[/] Define start and end / 3 [ Extractfrom regex group
(®) Start after expression: |"9%7,"p™ gL PN b es or
() Start at offset; 433 Case sensitive

{® End at delimiter: "™ "csor

() End atfixed length: 5

[_I Exclude HTTP headers [TJ_’] Update config based on selection below Refetch response
HITF/1.1 Z00 OK "
Server: bfe/l.0.8.18 o
Date: Thu, 10 Nov Z0lg 02:00:00 GMT
Content-Type: baidudpp/json; ve.Z7.2.14; charset=UTF-8
Content-Length: 95
Comnnection: keep-alive
Cache-Control: priwvate
Expires: Thu, 10 Nowv Z0lé 09:00:00 GMT
Set-Cookie: _ bsi=I58944Z76Z608I12052_00_133 N N 1 0301_COl1 W M N 0; expires=Thu, 10-Nov-1&
05:00:05 GMT; domain=www.baicdu.com; path=/ 1
JQueryl10208375628953767122_1478748340481 ({"q":"","p": EALSE| "bs":"","csor”: "0","g": [],"s": []}}:
| i
v

l;J uJ [;J uJ Type a search term 0 matches

[ oK J l Cancel J

AELEBF » B EMNAArNFILE » 2030 2 8 #h % ERAIE K » RITRBEALH
BEBELAROLFHTARETRAGEALALRE - REZERLE » 3 RETH > Z4ER
7o B 1& # T Session Scope #9% & °

6. Run a Post-Request Macro Post-RequestZ il # 4 Al T % MK 9% % » Bl 1 B
—F MR BT E—F 89 F RER - £RZEY R T > Post-RequestE 891 A &4
AR R A B H) B S ALHIE R ~ fuzz ~ scan¥F o

7. Invoke a Burp Extension i 4~fc & 49 #1F £ Burp#4e &4 » kbt Al & E B R AT
Q32 o SLAL A B IEAE 0 LR B S Burp g AE oo # AT IEM o X T BurpiE i o F Mk
{Burp Suitez A & J& i #6945 A1) FF o




8.

7HE (Scope)

- —
B Scxsion handiing rule acito W =5

Details | Scope

EJ Tools Scope
Selectthe tools that this rule will be applied to.

[/ Target (/] Scanner (/] Repeater
[/ Spider [ Intruder /] Sequencer
[} Extender [_] Proxy {use with caution)

@ URL Scope

Use the configuration below to control which URLSs this rule applies to.

() Include all URLs
U Use suite scope [defined in Target tab]

(® Use custom scope

Include in scope

l Add J Enabled Protocol Host/ IP range Port File
Edit
Remove
[l
Paste URL
l Load ... J
Exclude from scope
l Add J Enabled Protocol Host/ IP range Port File

Edit
Remove
Paste URL

[ Load. |

@ Parameter Scope

You can restrict the rule to requests containing specific parameters if required.

D Restrictto requests containing these parameters:

1

¥ [

| — —— E——— — —_—

OK Cancel fl

o x T Burptk & 89 & 415 R € £ Scope T & LALLM A AR e R E A 0 H B 5
PATPI A LM G sh1E (RIFFHRENEHRT TR B ER) o ARG TEET
VAR TR £ R IR 615 REOGATHFAE R L > £Scope @R F S AUTZE 1 1 EER
%75 L 9BurpL £ (Tools Scope) @ &2 Burpf® &A% A LA 44 > fl4e @ Target ~
Scanner ~ Proxy ~ Intruders ° 2% KM ik (Urls Scope) ° L&A1 A 8URLHEIL ~

#/EGERT ~ AR UERB =7 X - i E HTarget £ o



% -+ w = BurpSuite 4 £ % %% B A2 1% F

”
@ URL Scope Add URL to include in scope u

B EIRIE o Rl 5| Specify a regular expression to match each URL component, or leave blank to

O Include all URLs match any item. An IP range can be specified instead of a hostname.

() Use suite scope [define] e [H‘I‘FF' l’"]

(®) Use custom scope

Host or IP range: | www.baidu.com
Include in scope / .
Port: 20

’I'Enahled :

File: [php| ]

Edit

Rem >

pasteuRL [Cox ) [(aneer ]

Paste URL |

10

e

Load ...

i

3.5 Kb #9454 % (Paramters Scope) @ %P ibiint » && [Edit] &4 T4
RAATERE » o F B AT

[ Load ... J| |
E cdit st S

[ Add J Siablad Paste 5ID=1234563442
Edit ] Load ...

Remaove [ Bemos I »

Exclude from scope

Clear

Paste URL |

B

[ Load..

@ Parameter Scope

\‘f;u can restrict the rule to requests containing specific pagameters if required.

Restrictto requests containing‘ha%ters:

164



% 1w = BurpSuite4 £ % %% B A2 1% F

165



At B 75 )5 69 Scope st B Kk 4e T H AT :

E Session handling rule editor

Details | Scope

@ URL Scope

Include in scope

() Include all URLs

(®) Use custom scope

() Use suite scope [defined in Target tab]

Use the configuration below to control which URLs this rule applies to.

J—

Add J Enabled |Protoc0|

Host/IP range Port

File

Edit
| Remaove

Paste URL

4

Load ...

,_

vl

HTTP

www.baidu.com a0

php

Exclude from scope

=
J—

Add J Enabled

Protocol

Host/IP range | Port

| File

|| Edit

Remove

Paste URL

—

L

@ Parameter Scope

/] Restrictto requests containing these parameters:

You can restrict the rule to requests containing specific parameters if required.

SID=1234563442

Edit

e

d

=

BB TG » 21 AN A s A A9 Burp TR A4 F 09 2 iE AT 5 Hlde > defTHE
T Proxy » i i Proxy ) £1& » T 2@ T 7 89 [open sessions tracer] #1743k

ZFod TH:



-
E | Session handling tracer

= | B [ |

Requests handled

e R e Hide warning

Time | Tool | URL |
11:47:44 10 4+—18 2016 Proxy http://gianclick.baidu.comiv.gif? pid=304&ref=tingbox&brows... |l
11:47:44 10 4+—H 2016 Proxy http:iinsclick baidu.comiv.gif?pid=304 &ref=tingb ox&browser...
11:48:44 10 +—H8 2016 Proxy hitp://play.baidu.comistatage
11:48:44 104+—18 2016 Proxy hitp:iinsclick baidu.comiv.gif?pid=304&ref=tingbox&browser...
11:48:44 10 4+—1 2016 Proxy http:ifgianclick baidu.comiv.gif? pid=304&ref=tingbox&brows...
11:48:44 10+—H1 2016 Proxy http:ify.baidu.com/data/song/ulc?callback=jCQuery17203359... | 1
Events
I Applying rule: Use cookies from Burp’s cookie jar
Updated 8 cookies in current request from cookie jar
|ssued request

Event detail

|| Request | Rezponze | Info

Raw | Params T Headers | Hex

GET request to /maamanitoriv.gif

Type | Name | Value |
URL from pcweb [«
URL product music
URL ua Mozilla%2F5.0%20(Windows%20MT%206.1)%20Apple...
URL timestamp 13_7181226770399556
URL listen_type g

(| LR huiffct 0 %

Body encoding:

2)

[ Pause J [ Clear J [ Close J

Cookie Jar

Burpid it 4t 47 Cookie jarsk 447 15 17 19 i 4 BT A web st & 89 cookies & » Cookie jart915 & &

Burp#) AT A T B 404 Z 8] L 4 4B 2 F 4G o

Cookie Jar

Burp maintains a cookie jar that stores all of the cookies issued by visited web s

G &

Monitor the following tools traffic to update the cookie jar:

] Proxy ] Scanner  [f] Repeater [f] Spider
] Intruder  [f] Sequencer [f] Extender

Open cookie jar

ites. Session handling rules can use and update these cookies to maintain valid sessions

use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.



EAVTTAE T LA P69 4 iR B E 0 k45 Z Cookie jarfe 7F 4 T B 204 2 Ja] A 5% o H4% B 75
Jo o & T B 6Y R E HE £ 47 0 2 R1ECooKie jarty F B — B 69 B 3 o BB 0 &A1E
T A&+ T 7469 [Open cookie jar] 442 » k#cookiefs &8 F T4 o

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

E | Cookie jar viewer =B8] X
Open sessions tracer
| Domain | Mame | Value | Expires l Edit cookie J I
i config.pinyi... IPLOC CM3401

w Cookie Jar

5 [ Remove cookie J
.| Burp maintains a cookie jarthat stores fthe cookie . - Eessic
@ use the settings below to control ho urp automatical " Cookie editor

Empty cookie jar

Monitor the following tools” tra 0 update the cookie j3 Domain: config.pinyin.sogou.com

] Proxy /] Scapfer [J] Repeater [J] Spi Mame: PLOC =
] Intruder  [/] SEquencer (] Extender Close

_ . | value: | c34s8

Open cookie jar

- OK -
X

w Macros

% (Macros)

BEAEREAMNET T » BNAEGTLLEUT PRt » A KRN3R —H#Burpty
FEIER o BurpF £ Z LA 1 —AMARFE S MNFROARLFI] 0 ERRA—ANRFE S AME
R0 B B — T 6 2R R I e RO AT 09 A £ 609 BAR o AR AHTA © a)kk
MAPEZR@ > FIB S A2 ELEHAAKL o b)EMBE R - ARBR—AHE) 254

Mo c)E S RMRKIAF o RIAT— T H G RAREIE » EH B @M R A$kIB - d)E %
FTRMNKXEIRF > TRMKAGE » ATEROGBKBE - T EARGFRFIIN REECLH
—/NiF K48 X 9cookie ~ H KA ~ HERBFRER - 1. LY

@ Macros

d' A macro is a sequence of one or more requests. You can use macras within session handling rules to performi

Add Macro 1

I

Edit

|

Remove

[

Duplicate

el

Up

Down

.u—
W

ERARGEP F@ o @ [Add] ~ [Edit] ~ [Remove] 441 » &A1 st £ #4747
S B A MR IRE o A S ARE > KA1T ki@ [Up) #= [Down) 42 k8% &6
fi B o RIEBRPATH LB o 2. REFHEAGH FHELHE—NE - et 87 & F
AR BERITER » AR @A RAE R4 o SRAARAFIEA ] » R F 948 A o 5 KA



s [Add) #aERFHE—NZ > NBurpl it & 212

BFAS @ o

E Macro Editor

the macro to confirm it is working correctly.

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test

Macro description: | Macro 3

Macro items:

‘# | Host | Method | URL | Status

| Cookies received

| Derived parameters l Configure item J

-
E | Macro Recorder - Macro 3

&1 WMove up

2] Macro Recorder [

browser you will need to ensure that proxy interception is turned off.

Selectthe items from the proxy history that you wish to include in the macro, and click "OK”. Note that to record a macro now using your

Move down
= Remave item

Intercept is off

| Filter: Hiding CSS, image and general binary content

@ |k

# .| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extens :

1 http:fupctl. 360.cn POST  /safe_update.php [} =] 200 229 text php |&

] hitp://10.152.21.215:8080 GET [EntClient.cab®?t=777&mid=7065d [} O 200 2537 HTML cab

7 http:iicdn weather.hao 360.cn - GET Ised_api_weather_info. php?app=fi o] =) 200 1565 JSON php

8 http:410.152.21.215:8080 GET Ipush/EntClientPush.cab?t=7 14&. [} )] 200 2481 HTML cab

a hitp:/i10.152.21.215:8080 GET [EntClient.cab?t=388&mid=e836ch... [} =] 200 2536 HTML cab

10 hitp:i10.152.21.215:8080 GET Ipush/EntClientPush cab?t=155& [} O 200 2480 HTML cab

12 http:iiupdatem.360safe.com GET Na3lsafeup_miniup.cab?autoupdat. o] = 302 542 HTML cab Record macro
14 hitp:iupdatem.360safe.com  GET N3lzafeup_miniup.cab?autoupdat.. [} O 302 540 HTML cab

16 hitp:/imd.openapi.360.cn GET Nistiget?product=360tray&version=1 @ D 200 185 text - Re-analyze macro
17 http:iiq.s0ft.360.cn POST lget_desc php?appver=v2&type=d & O 100 14821 HTML php |¥ L]

[+ P matches Test macro

OK Cancel OK Cancel

FAT B F @ A B P #9Macros Editor © % B F #Macros RecorderS-d 4 5 K912 % © %

EAVIE R BN » TAGHFE—FR—mogF Rk » WA Ry hak o

‘. Macro Recorder - Macro 4

|

@ Macre Recorder

pbrowser you will need to ensure that proxy interception is turned off.

Select the items from the proxy history that you wish to include in the macro, and click "OK". Mote that to record a macro now using your

Interceptis off

‘ Filter: Hiding C3S, image and general binary content

=

# 1| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extens

| 18 http:fiq.soft. 360.cn POST fget_desc.php?appver=v2&type=d... [ﬂ D 100 38009 HTML php
19 http:fg.soft. 360.cn BEST Iget_desc.php?appver=v2&type=d... W (] 200 2503 XML php

| 20 http:fiq.soft. 360.cn POST fget_desc.php?appver=v2&type=d... @ D 200 1818 XKML php
21 http:ilg.soft. 360.cn POST Iget_desc.php?appver=v2&type=d... W ] 200 2596 XML php

22 http:fiq.soft. 360.cn POST fget_desc.php?appver=vZ&type=d... [ﬂ D 100 38468 HTML php

23 hitp:/fg.s0ft.360.cn POST Iget_desc.php?appver=v2&type=d.. [Z] O 100 33553 HTML php

24 http:fiq.soft. 360.cn POST Iget_desc.php?appver=v2&type=d... @ D 100 34475 HTML php

2h http:fipscan.f.360.cn POST Isafe_update.php [2] D 200 546 text php

26 http://q.leak.360.cn GET lgmilec3bede2132f715a7822e87 .. = = 200 2799 XML html

L 27 httn-finsran f 360 0 PNST {zafa _nndate nhn IEvil 1 200 A4/ eyt nhp

LAN - y

Request | Response

Raw | Hex

9!

HTTF/1.1 100 Continue

.1 200 0K
: Fri, 11 Now Z0lg& 01:5Z:00 GMT
Serwver: Apache

¥-Powered-By: FHP/5.2.5
Cache-Control: max-age=0
Expires: Fri, 11 Hov Z0lé O1l:5Z

|
|

m EJ u B Type a “enfm

0 matches

:ﬁv.t@ﬁﬁrﬁ » BT IN8~2209 8 FAEA R FH] 0 Ak [OK] B 725G BE

8. o

SN

|

#fz

o



[ Macro Ed] || Configure Macro Item: POST request to http//q.50ft.360.cn/get. desc.php?appver—v2&itype=descBmid=7065d72c1426... EES 2

EJ Ma @ Configure Macro ltem

Use Configure how cookies and request parameters are handled for this macro item. d cookies are handled for each item. You can also test
the

Ma @ Add cookies received in responses to the session handling cookie jar

Mact [¥] Use cookies from the session handling cookie jar in requests 1

il

>

| Move down
type Use presetvalue |® desc |'
| L Remove item

f mid Use presetvalue > T065d72c142644444444444447

# Parameter handling Perlved paraW [ Configure item ]
i | [o] —————
2 appver Use presetvalue A w2 i Move up

3 I

4

-

i

HTT]

HTT]

! from Use presetvalue Iv 3B0Fuck exe
A

items lUse presetvalue I'J semck%ugsppulnmmfdll%ugsppumntlfy%ﬂﬂz%l‘ z
Dart |'
Her
3 Cusfom parameter [ocations N response Re-record macra
Cac
Exp)

Pra L4
£ , (S omaine |

mj OK Cancel

Edit
= oK
| Remove,

% &M1&+ [configure ltem] 4z4abt > P b AR B ERE (L LH) - ARER@S LT
ARG > EIRAB TR > TREN A SBMEGRE > THRABF2H 7 » KATT 2R
BEGRADFHEE A Z L hEfhdih e TRTw Lk EZE » &N &k [OK] #&
420 M—AROEMEHYGEIE o 3. ROMER TR REIE » TEORNRA R RLESE
MK 38 F AL T4 R 8 o £ 2E L AN (Session Handling Rules) % ¥ F & f14e:8 >

& [Rule Actions] ® % Run a Macro ~ Run a Post-Request Macro™ it » % &A1&
ETRE o AT A ARG EEA - FhAEK o BREETIMHE
R R Ak 6 BRI K ikde TR AT T




E Session handling action editor - Rule 1 &J

_-}_ This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based
on the result of the macro.

Select macro:

Add Macro 4

Edit

Mote thatthe request currently being processed by this session handling rule will still be issued, s0 the macro should not include this
request unless itis necessary to issue it twice.

[1’] Update current request with parameters matched from final macro response

(®) Update all parameters except for: 1

Edit
Edit

[:I Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

() Update only the following parameters:

(/] Update current request with cookies from session handling cookie jar
@ Update all cookies except for: -
U Update only the following cookies:
[ Edit J
[:| After running the macro, invoke a Burp extension action handler: 3
S | |

l oK J [CanceIJ

AFB IR ARL R LB A B AR s RATT AL B H 5 KA T A3 5 £ 3
SRl 3 B P 257 T A EATcookie A o FIAE » RATLT AL & & 37 5 FAEAL T AR 5 LA 5
Al s BFIMTAPATEZE » T T APATBuUrp 9 iEHF » & BMATOIEH R £ SL L B B o

£ 7% & (Display)

Fo LA KA —H > Burp LB AR 7 RE > FARFEGA P AR K LG o Burp®y 7%
BIZesd  ApRFa (Userlinterface) - HttpiH & 7 (HTTP Message Display) ~ F4F
%1% & (Character Sets) A& T @75 % (HTML Rendering)

o AP NidE L&A K% E FRF T B RAA



[ Connections I HTTF I S50 I Sessions I Display I Misc ]

2
> These settings let you control the appearance of Burp's user interface.

Font size: | 12 'J

Look and feel: | Nimbus 'J

R E
2 FBBurpt &AL -

Windows A4 ~ Windows 22 #2 X4 ~ Nimbus ¥ » 5 X BB/ » &
HERFHR S ZRFHK -

o Hitp/¥4 & 27 £ % M k% & L Burp T & 284 F http ¥ &

~

2
& These settings let you control how HTTP messages are displayed within the raw HTTP viewer/editor.

Faont: Courier New 1Ipt Change font ...

E] Highlight request parameters
E] Highlight response syntax

o FTHERELEMRLENtpH & LRI FHERA  EA R TR AL
B I A e s RIAFATLAHEREAATHE o

E

U| These settings control how Burp handles different character sets when displaying raw HTTP messages. Mote that some glyphs ar
L— needto use an extended or unusual character set, you should first try a system font such as Courier Mew or Dialog.

(®) Recognize automatically based on message headers
() Use the plafform default (GBK)

() Display as raw bytes

(_J) Use a specific character set: | GB18030 vJ

o T isFAhttpil B#ITIE RN > RTLILTEN FL
# 6httpiE K H & o

)
(>
5
e
Sl
Ll
23]
Pyt
|

2
W
o&

F

ik E (Misc)
Burpf X AL ZEAUTEAFES AR

o BRiE4%E (Hotkeys)



[ Connections T HTTP I S50 I Sessions T Display T Misc ]

2
T These settings let you configure hotkeys for common actions. These include item-specific actions such as "Send to Repeater”,
L—J Proxy”, and in-editor actions such as "Cut” and "Undo”.

Action | Hotkey |
Send to Repeater Ciri+R i
Send to Intruder Cirl+l

Forward intercepted Proxy message Ctrl+F

Toggle Proxy interception Ctri+T

Switch to Target Cirl+Shift+T

Switch to Proxy Cirl+Shift+P v

Edit hotkeys

Burpfy teiz 42 % B8 T A LKL E I W > tedeCtrl+V ~ Ctrl+C ~ Ctrl+Z 4% & fn 321
AOG—H 0 RN > EEANTREAHZ N it il 4% > Burpty i st ARS8 E T
Ctri+484F 89 8 74 » #l4= : send to Repeater£Ctrl+R send to Intruder&Ctrl+| ¥ 2m 69
T EACEEALRFY  2BBRE > ME > Burp iR T B 2 LRG>
RA EH T4 [Edithotkeys)] #&4a » #ATISZEP T o

e A& E (Logging)

These settings control logging of HTTP requests and responses.

2)
&5

All toals: | | Requests | | Responses
Proxy: | | Requests | | Responses
Spider: | | Requests | | Responses
Scanner: ] Reguests | | Responses
Intruder: | | Requests | | Responses

Repeater: | | Requests | | Responses
Sequencer. | | Requests | | Responses
Extender: | | Requests | | Responses

F k4%
HBurp P ML T LM ERieE AL Bk LT AL RIEFFERIE LN E o
o 58 42 E (Temporary Files Location)

2
)

These settings let you configure where Burp stores its temporary files. Changes will take effect the next time Burp starts up.

@ Use default system temp directory

() Use custom location: Choose folder .. |

KINELT > burpa 2R P8 A% B TEA G U6 B & 0 BIAF » KA1 T Uk
MNAF BT REGEFBE REHEN TR o burpe TAEE R 5 7~ A 6906 $E
ABHEMANE FF o wRGEKTHEE > FERLBUp/EH TAK -

o H# &% E (Automatic Backup)




Automatic Backup

o
G The automatic backup feature can be usedto save a copy of Burp's state periodically in the background, and on exit.

D Automatically backup state every 30 minutes

To folder: Choose folder ...

Include in-scope items only
Backup on exit
sk B A THRABurpty R & F B E » R E ARG » £ G & N MR EBurpty & Al ke &
SREREBITRA o
o 1£% M %] (Scheduled Tasks)

Scheduled Tasks

2
G These settings let you specify tasks that Burp will perform automatically at defined times or intervals.

[ Add J Time | Repeat Task
Edit
Remove "

EAVT 2B AL F R 69 F 3L > RAZHE F 6948 F0 25 RAR B BN E4T o B ATBurpfy
TEH5EHEZZAATILE (TH) » A& [Add] %42 0 BREGF—F FeodiTep



-
I, Schedule task

; Selectthe type of task you want to run.

(®) ScanfromaURL

() Pause active scanning
() Resume active scanning
() Spiderfrom a URL

() Pause spidering

() Resume spidering

() Save state

[ Cancel J [ Mext J

L

T o
o Mt R4 (Performance Feedback) £ %M T Burp#{t Al & Kbug R4

Performance Feedback

G &

You can help improve Burp by submitting anonymous feedback about Burp's performance.

[2] Submit anonymous feedback about Burp's performance

Feedback only contains technical information about Burp’s internal functioning, and does not identify you in any way. If you do report a bug via email, you can help us
diagnose any problems that your instance of Burp has encountered by including your debug 1D.

Copy

Debug ID: |1503db0d

db0dGe5245f0




Burp Suite = il 7 J& 3& 4 69 4% A

Burp E R P RET XFF =7 RIGH GG > TIRIEAZ%RE B T A ZSLIEFRINIE

WA JE TR EIEFIEH o Burpy BAZF T 0L S A7y X L AF B € LBUrpfgATA > Hilde 1 52K

HTTP# KAee iz » B 2 LUl > e B T L #RF A E ARG P 24T 8 B3RE
itk s BArst BXE A REFFMF o KETHANIZNESH

o HAHEIH R (BApp Store)
o & feho#Burp #4 (Extension)
o Atbit % E (Options)

o 7 JE 4 AR 0 5 E AR

#£Burp Extender @4 ¥ » 4 —A-BApp Store®Tab® » 3k ZBurp® & A & JE » & AR
ZAPBurpfy &M o BIAE LT 0 24k & & [BApp Store] #TabM B » @ 7| & & 8 w64
Bl m s S ARG IR FRIL 7 7 sh M 69 » M & 24 [Options] -> [Connections] -

> [Upstream Proxy Servers] #47#% & » Bk TEAT T :

JConnedjons I HTTP | S5L | Sessions I Display I Misc ]

@ Platform Authentication

& These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

[2] Do platform authentication

l Add J Host 4| Type | Username | Domain | Domain host |

Edit |
;J r‘ Edit upstream proxy rule @1
Remaove |

@ Enter the details of the upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, ? matches any character
except a dot). Leave the proxy host blank to connect directly for the specified
destination host.

u Prompt for credentials on platform authen

> ‘ Upstream Prox Servers

The following rules determine whether Burp s that matches each de

r Destination host: % -

Proxy host: proxy.cbc.com

[—J single proxy server, create a rule with * as ths.q | FELLRE 2080
_ = — Authentication type: | Mone vJ
Add U~ | Destination host .
— W = Username:
|
Password:
Remove
Domain:
Up
. Hostname:

Drown

oK Cancel
@ SOCKS Proxy

H PRI % S t9hostfeport 4 1R ARG W 2313875 19 Sh M 89 KL EFest 0 » F ¥ m gk E
1% % AeConnections = ¥ 48 % A & o
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Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer IE)dendef T Options IAIerts ]

Extensions | BApp Store | APls Dptions]

BApp Store

The BApp Store contains Burp exterizions that have been written by users of Burp Suite, to extend Burp's capabilities.

Name | Installed | Rating | Detail |
NET Beautifier K .NET Beautifier
Active Scan++

i

FDEIEIEGET This extension beautifies NET requests to make the body parameters more human

have their values masked. Form field names have the auto-generated part of their nz

i

Additional Scanner Checks Pro extension

AES Payloads iAok Pro extension o i

AuthMatrix A e Requests are only beautified in contexts where they can be edited, such as the Prox

Authz ****‘l? For example, a .MNET request with the following body:

Autorize Yook el e i i :
_ VIEWSTATE=%20iATHfichsdoigjKlASgjghajld gjS0GsjdglSDTgd5DTG=dgjSGI0DSasdEja'

Backslash Powered Scan... YAk Pro extension

[1000 lines later] ...

"
Blazec ****1;‘ 8ct100%24c+100%2 4TnmerCont entPLaceHal der $24FL ement _42%24c+100%2 4FrnLogi n¥24T:
Bradamsa Ak *_ H’ al=usernamefetl00%24ct100%24TrmerC ont entPlaceHol der %2 4E ement_42%24c100%24F:
Browser Repeater * * * g5t word_internal=passwordfctlO0%24ct100%24TnnerContentPlacetolder ¥24El ement _42%
Buby Jododokok n=Login
Burp Chat b 0.0 0 ek e e 5
Burp CSJ will be displayed like this:
Burp-hash b % & pkakd Pro extension _ VIEWSTATE=&TxtUsername_internal=username#TxtPassword_internal=passworddBtn
Bypass WAF detrtrte <l _ R .

A 2 This is done without compromising the integrity of the underlying message so you o
Carbonator b S 8 0wk Pro extension i

correctly reconstructed. You can also send the beautified messages to other Burp to

co2

Content Type Converter
Copy As Python-Requests

Author: Madeem Douba

i

Version: 0.2

CSRF Scanner 2 '3 o & ad Pro extension
Custom Logger 0. 0.0.0.0¢
Decompressor Install

Detect Dynamic JS
Distribute Damage
Dradis Framework

B PRMNTAE S » 2AABZANEHOE AT & SEPEANEHE 0L 768456
PRz B A 2 K12 8 o wRENT 2R EANEHE > MAKEMTZ4 (install) 42 »

Pro extension
Pro extension

00000000000 OoDoDooooooog
%

i




Version: 2.0.12

Rating: *****' Submit rating
Installing *—""_

Installing...
Wit s 2 RKIEEARE s IR E 74 [instaling] * F TALLETREF » o LH - RER

BE o F@ma L rEH R [Reinstall] fedstkiF 9442 [Submitrating] » 4344 HJE 89
Version: 2.012

Rating: ey e e A [ Suomitrating | €= 2
AP et o REAZHE > £

Burp Extender #JExtension®TabT @ ¥ » & 8 5 7 Ao H GG 7] & o AR EH7]| 209 %
o RAVT A IR ATE B0 P -
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j Extensions T BApp Store TAF“S Tomions ]

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

[ Add J Loaded | Type Name
-~ W Java gason-0.9.6 jar
Remms W Java Wsdler
Down |
j Details T Qutput I Errars ]
[] Extension loaded
Mame: |Wsdler
ltem Dretail
Exension type Java
Filename bapps\594a49bb233748f2bcB0a%eb18a2e08fwsdler jar
Method registerExtenderCallbacks
Context menu providers 1
Suite tabs 1
SR BRTHERAEE A REEHI s RANNETATRES > #TFITRE o TH

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to exte

nd Burp’s capabilities.

Name | Installed ‘ Rating | Detail

o O F Wsdler

Manual Scan Issues D W Pro extension This extension takes a W3DL request, parses outthe operations that are associated with the targ
MindMap Exporter = . 8.8 270kt SOAP requests that can then be sent to the SOAP endpoints.

NMAP Parser =) b8 8 ax ke - N
R D ****Tif H Select BApp Filo — — W v - e e ontext r
Paramalyzer =] b s s o o d - 2ssenti;
ParotNG 0O  Aikik Pra extension &E  |[E Burpsuite_pro =) (@ (&) [ &) [

Payload Parser =] b 8 3 g fand

Peap Importer = FrAdrdryy Pro extension EnCode.exe [ jthon-installer-2.7.0 jar

PDF Metadata O Yoioioiol Pro extension iython-standalone-2.7.0 jar

POF Viewer =] *kkdok GrabTencentExmailContacts jar run.bat

Protobuf Decoder d b 0 0.0 0 JavaScriptinjector.py

Python Scripter g ook 1.6betajar Jjavasnoop-master.zip

Random IP Address Header o] Tk Bl e i
Reflected Parameters jo=] b 2 3 8 od Pro extension

Reissue Request Scripter 8 Yoinioiok i gason-0.96 jar

Report To Elastic Search o] Hikoiok Pro extension ¢

Request Randomizer = Yook poatseii lﬁﬁﬁﬁi# |']
Retire js o] “oidoiok Pro extensio

SAML Editor =) ***‘l?*,ﬁ’ $IFRO) B

SAML Encoder / Decoder o] b s s grand

SAML Raider =] Jkkodok T —————————————————
Sentinel jo=] b s 3 3w

Session Auth =] b s s & o'

Session Timeout Test ™| b 2 o 0w

Site Map Fetcher =] b 8 3 8 ad

Software Version Reporter jo=] b s 8 8 a4 ro extension

SQLiPy = Pro extension

ThreadFix as] Pro extension

WCF Deserializer =

Weblnspect Connector - Pro extension

WebSphere Portlet State D... =)

What-The-WAF =)

WSDL Wizard =)

Wsdler 1 &

XSS Validator = [{

Refresh list J

179



SN AER “FU?U% %l%” g MBI KGO BT > BERTHIEHT
W REATFRPTHATRR o

% A= # Burp ¥4 (Extension)

ME—FFHMNTET BB > X LR IES > LD TAEEHI AT -

J Extensions T BApp Store TAF'IS T Options ]

Extensions let you customize Burp's behavior using your own or third-party code.

[ Add J Loaded | Type | Name

W Java gason-0.9.6 jar

Remave W Java Wsdler
e
Down

J Details T Output T Errors ]

(/] Extension loaded

MName: |Wsdler

Item | Detail |
Exdension type Java

Filename bapps\594a49bb23374872bc80a%b18a2e08hwsdler jar

Method registerExtenderCallbacks

Context menu providers 1

Suite tabs 1

Yo REAVA M EANIEH 9B ER L RITHRE > M ERFH T & FEH > ET 58
[Details] 1= & 0 & % 7#6HERIZ 8 > 4o 1 IBROEHEE (java/Python/Ruby) ~ &4
WAL~ AfEe94EE o T [Details] 4% s> [Output] 4= [Errors] &A1 @45 3]
T A% B LI 09 AR A A0 4R AT B R & o

[ Details TOutput T Errors ]

() Qutputto system console

() Save tofile: Selectfile ...
(®) Showin UI:

IEBRFHEAMNTAE S » BERLGIMEA A5 X 0 a)RA4EH S5 b) A6 2148 T 69 L
¥ c)Burpty Fmim s BKINF AT » 2FBurp® F@miwd o £EFE AT > &RATT AR
B FE 8 & HM0y XBATRE -



AR5 E

Burpd& 4 69 A it 1% & T % & 45 Options #9Tab M F 8948 X% & o

Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner T Intruder T Repeater T Sequencer I Decoder I Comparer I Extender I Options IAIerts IWsdIer ]

[ Extensions T BApp Store IkF'Is IOpﬂons ]

2J

o This setting controls how Burp handles extensions on startup.

[ Automatically reload extensions on startup

2J
d These settings let you configure the environment for executing extensions that are written in Java. If your extensions use any libraries, you can specify a folder from

Folder for loading library JAR files (optional):

Select folder ...

2
a These settings let you configure the environment for executing extensions that are written in Python. To use Python extensions, you will need to download Jython, 1

Location of Jython standalone JAR file:

Disoftisafetool\Burpsuite_provjython-installer-2.7.0 jar Selectfile ...

Folder for loading modules (optional):

Select folder ...

2J
These settings letyou configure the environment for executing extensions that are written in Ruby. To use Ruby extensions, you will need to download JRuby, whit
U can either configure the location of the JRuby JAR file here, or you can load the JAR file on startup via the Java classpath.

Location of JRuby JAR file:

Selectfile ...

KB F EAT LA S+ [Setting) 69% & 248 © £F B 8 A 5 £ # e Kburpd&# » :iﬁ«%‘gﬂ‘]
IR > Burpa R 0 28 #Jﬁaﬁ’cBurpE,tu\klﬂ B e 8% 69 3R K 5 TR TR =

% B ARBIEH X G F R AT E R EITIRNERE - RIVEREH—NETIRKE [Java
Environment ]

2

o These settings let you configure the environment for executing extensions that are written in Java. If your extensions use any libraries, you can specify a folder from which libraries will be loaded.

Folder for loading liorary JAR files (optional)

Selectfolder ...

Burp Suite£ A TJavaiz & A X 98K > BHEFHILT » SRETIKRMAE > RATH

JAVA HOME ~ CLASS PATH ~ LIB PATH%Z &3 ©E#3u e B 7k © & NARZ UL ELT
Burp Suite®) » FiA » BEFATHRALRA AR IS s wREAFTERE - ROBHFTE
ok 09jdkIR A F R R A L Aja o MK jarf e Bp T o



(2] JavaEnvironment

o These settings let you configure the enviranment for executing exdensions that are written in Java. If your extensions use ¢

Falder for loading library JAR files (optional):

CAProgram Files\Javaljdk1.7.0_13\jre\rt jar Select folder . |

7 [Python Environment] #= [Ruby Environment] ~Burpi&# &)Pythoniz 173 3% 2 Ruby &
IR B E o AT L KA1 L4243 » BurpAjavaid g % 5 89K o BT LiE /7 PythonfRuby %
% ke & J % Javas Python ~ Java5 Ruby®jar, B ikHF LT » Burp X 45469 4 JPythonF=JRuby °
A ARARE IS F) 5 hitp://www.jython.org/ ~ http://jruby.org. 2 ¥ 7 X FE & # & » b
4 AJPython A % : 1. &JPython#y % X & » Jpython ) X 2-jython-installer-2.7.0.jar#=
jython-standalone-2.7.0.jar A 4~ 4= 4% Al jython-installer » M T & %4 & » & kjar » &R
ZEEGF > —% [Next] Bl THHGF@ » RFLEBRE - RE—BEKIN AEZRLER o

E5C)

| £ Jython Installation

Target directoxy 2
L]

Choose the location where wou want Jython to be installed to

Jython

Please select the target directory:

[ Previous ] [ Next ]
4o R 4% M jython-standalone-2.7.0.jar » M B4 47 %2% » 2.4 Burp®Python Environment3k
3% F B & Jpython » 4= R 4% il #9jython-standalone-2.7.0.jar » 4= T B & Z jar# 2 69 4% & Bp
7 5 4o R &AL Mjython-installer X, » M3& XK gLk » kA8 T (L&A T LA
1R 87X AARARYANT » EIRERE » JpythonZ AR P Z —BpT) o



http://www.jython.org/
http://jruby.org/

Python Environment

E These settings let you configure the environment for executing extensions that are written in Python. To use Python €

Location of Jython standalone JAR file:

DisofisafetoolBurpsuite_pro\jython-standalone-2.7.0 jar Selectfile ..

Folder for loading modules (optional):

ChAjython2.7.0 Select folder ...

Z TJRuby#) 2 & 5 JPython X4k » sk AR AR o BB ZIE ST TRBIFRZE > &
KAME AAEGEsRAEE TR > TN > 244 (Errors) RE R P AABEHORTRE L &
1T AMRIB 42 RSk B ey B

_[ Extensions I BApD Store IAF'IS I Options ]

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

| Add | Loaded |Type | Name
) Java gason-0.9.6 jar

l Bemoye ] ) Java Wsdler

U & Python SQLiPy

.E

Down

[ Details I Output IErTors ]

() Output to system console

() Save tofile: Selectfile ..

(®) Showin Ul
]

HRETEEET

++EAF R A 0 B EAVE R BurpdE s 68 0 3t T Burp 2 AT BT E B 9JVMA B & A ik
K> —BENEBAIC BAREBEAEF—FF o ++
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Burp Suite#) X T B J A T £ & 8 THMRA R 552+ AR L1 =45
BAEH e KRIFRE A ERBATH AT LEF - AE—FFRNCTET 35 »
Burp Suite % #5846 #F £ 4 Java ~ Python ~ Ruby =4 £ MibiE S e 59, » F A4 RE
RBFHCHENGIES > BBHEONLEF TR EGAEE T « TORNKRAE AL fTHLE—
ABurp Extenderty &t o AEFHEG LT EARA :

o APIf it
o Burpi@thy s B A&
e BurpiE#t9%4 5 (Javaiz 5 hR)

APIfF it



47 7+ Burp Extender®APIstTab R » & % 69 F @4 T B AT :

Burp Intruder Repeater Window Help

[Target T Proxy I Spider T Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer IExtender Options | Alerts

[ Extensions I BApp Store IAF'IS T Options ]

Burp Extender APls

You can use the Burp Extender APls to create your own extensions to customize Burp's behavior.

|BurpExtender
|BurpExtenderCallbacks
|ContextMenuFactory
|ContextMenulnvocation

|Cookie

|ExtensionHelpers
|[ExtensionStatelistener
|HttpListener
|HttpRequestResponse
|HttpRequestResponsePersisted
|HttpRequestResponseWithMarkers
|IHttpService
lIinterceptedProxyMessage
lIntruderAttack
lIntruderPayloadGenerator
lIntruderPayloadGeneratorFactory
lIntruderPayloadProcessar
IMenultemHandler
IMessageEditor
IMessageEditorController
IMessageEditorTab
IMessageEditorTabFactory
|IParameter

|IProxyListener

IRequestinfo

IResponselnfo

|Scanlssue

[ScanQueueltem

[ScannerCheck
|ScannerinsertionPoint
IScanneringerionPointProvider
|ScannerListener
|IScopeChangelistener
ISessionHandlingAction

[Tab

[TempFile | 2

TextEditor / /

Bi#)I5canlueuelten. java
Copyright Portiwigger Ltd. All rights reserved.

*
*
*
*
* Thiz code may be uszed to extend the functionality
* and Burp Suite Professional, provided that this us
* license terms for those products.
*f
J,JI'T
* This interface is used to retrieve details of item
* active scan queus. Extensions can obtain reference
* calling
* JeoderlBurpExtenderCallbacks. dodctiveScan( )</ code>
*/
public interface IScanfueusltem
{
,,’1'1'
* This method returns a deseription of the statu
*
* Breturn A description of the status of the sca
x
String getitatusi);

‘,'**

* This method returns an indication of the perce
* Zcan (ueus item.

*

* @return An indication of the percentage comple
* item.

x/

byte getPercentageComplete();

‘,'**

* Thiz method returns the mumber of recuests tha
* mcan queus item.
*
* @return The number of recuests that have been
* item.
x

int getlhmPecquests ()

‘.r-xw
* This method returns the mmber of network erro
* the scan queus iten.
*
* @return The number of network errors that have
x

uels item.
*/
int getlumErrorsi();

,,"!'1’

{ Save interface files J l Save Javadocfiles J

@ B B EJ Type a search term

F@h £ tiEa Eieb gtk o T Lol » P AR RTwA AR BY1
BARBEHOL  SENAERAES » AWTOAMEBXT » &2 R— A7 javatt > & T

A :
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burp
I e A AhAhAhNhNhENERE e s—;MM4
FEEN(H)

FIE] g

= B HEs B Foh

| _ IBurpExtender.java 2016/11/14 14:48  UEStudio Docu... 1KB|
|| IBurpExtenderCallbacks.java 2016/11/14 14:48  UEStudio Docu... 41 KB
| | IContextMenuFactory.java 2016/11/14 14:48 UEStudio Docu... 2KB
|| IContextMenulnvocation.java 2016/11/14 14:48 UEStudio Docu... 6 KB
|| ICookiejava 2016/11/14 14:48  UEStudio Docu... 2KB
|| IExtensionHelpers.java 2016/11/14 14:48  UEStudio Docu... 14 KB
|| IExtensionStatelistener. java 2016/11/14 14:48  UEStudio Docu... 1KB
|| IHttpListener.java 2016/11/14 14:48 UEStudio Docu... 2KB
|| IHttpRequestResponse.java 2016/11/14 14:48  UEStudio Docu... 3 KB
|_| IHttpRequestResponsePersisted.java 2016/11/14 14:48  UEStudio Docu... 1KB
| | IHttpRequestResponseWithMarkers.java 2016/11/14 14:48 UEStudio Docu... 2 KB
|| IHttpServicejava 2016/11/14 14:48  UEStudio Docu... 1KB
=] IInterceptedProxyMessage.java 2016/11/14 14:48  UEStudio Docu... 5 KB
|| IntruderAttack java 2016/11/14 14:48  UEStudio Docu... 1KB
|| IntruderPayloadGenerator.java 2016/11/14 14:48  UEStudio Docu... 2KB
|_| IIntruderPayload GeneratorFactory.java 2016/11/14 14:48  UEStudio Docu... 2KB
|| IntruderPayloadProcessor.java 2016/11/14 14:48  UEStudio Docu... 2KB
|| IMenultemHandler.java 2016/11/14 14:48  UEStudio Docu... 2 KB
|| IMessageEditor.java 2016/11/14 14:48 UEStudio Docu... 2KB
|| IMessageEditorController,java 2016/11/14 14:48  UEStudio Docu.. 2KB
|| IMessageEditorTab java ==& UEStudio Document (java) |3 yestudio Docu.. 41KB
|| IMessageEditarTabFactory.java Jthe ] 00 KR 8 UEStudio Docu... 2KB

2R HE: 2016/11/14 14:48

ZUOTOFTTFTE T s

_ IParameter,java UEStudio Docu... 4 KB
BRETHGNERPAN—REAFELATYGANE » Rjavaid 5 R LHEXAERY  ERE
WEHet o 7T A 3K burp &3] AProject P4 A o fm AT — 7k A 24242 A & 5 Javadocs, & F R A
G o BB R Z T AKX E5APIHRt E HJavaDocs AR o A I B A7 4= T B AT R
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All Classes Package Deprecated Index

IBurpExtender
1BurpExtenderCailbacks
IContext\MenufFactory
IContextMenulnvacation
ICookie

IExtensionHelpers
IExtensionStateListener
IHttoListener
IHttoRequestResponse
IHttpReguestResponsePersisted

IHtipReguestResponseWithMarkers

IHttpService
IinterceptedProxyMessage
IintruderAttack
lintruderPayloadGenerator

lintruderPayloadGeneratorFactory

IintruderPayloadProcessor
IMenuitemHandler
IMessageEditor
IMessageEditorController
IMessageEditorTab
IMessageEditorTabFactory
IParameter

IProxyListener
IRequestinfo
IResponselnfo

I8canlssue
IScannerCheck
IScannerinsertionPoint
I5cannerinsertionPointProvider
IScannerlistener
I8canQueueltem
IScopeChangeListener
ISessionHandlingAction
ITab

ITempFile

{TextEditor

PrevPackage MNextPackage

Frames MNo Frames

Package burp

Interface Summary

Interface

Description

IBurpExtender
IBurpExtenderCallbacks

IContextMenuFactory

IContextMenulnvocation
ICookie

IExtensionHelpers

IExtension StateListener

IHttpListener

IHttpReguestResponse

IHttpService
linterceptedProxyMessage
lintruderAttack

lintruderPayloadGenerator

lintruderPayloadProcessor

IMenultemHandler

IMessageEditor
IMessageEditorController
IMessageEditorTab

IMessageEditorTabFactory

IParameter

IHttpRequestResponsePersisted

IHttpRequestResponseWithMarkers

lintruderPayloadGeneratorFactory

All extensions mustimplement this interface.

This interface is used by Burp Suite to pass o extensions a set of callback methods that can be used by extensions to perform
various actions within Burp

Extensions can implement this interface and then call IBurpExtenderCallbacks. registerContextMenuFactory () to register a factory
for custom context menu items.

This interface is used when Burp calls into an extension-provided IContex tMenuF ac tory with details of a context menu invocation.
This interface is used to hold details about an HTTP cookie.

This interface contains a number of helper methods, which extensions can use to assist with various commeon tasks that arise for
Burp extensions

Extensions can implement this interface and then call IBurpExtenderCallbacks. rezizterExtensionStatelistener () 0 register an
extension state listener.

Extensions can implement this interface and then call IBurpExtenderCallbacks. regizterHttpListener () t0 register an HTTP
listener.

This interface is used to retrieve and update details about HTTP messages.

This interface is used for an IHttpRequesztRezponze 0bject whose request and response messages have been saved to temporary
files using IFurpExtenderCallbacks. savebuffersToTempFiles ().

This interface is used for an IHttpRequestResponse 0bject that has had markers applied

This interface is used to provide details about an HTTP service, to which HTTP requests can be sent.
This interface is used to represent an HTTP message that has been intercepted by Burp Proxy.

This interface is used to hold details about an Intruder attack.

This interface is used for custom Intruder payload generators

Extensions canimplement this interface and then call TBurpExtenderCallbacks. registerIntruderFayl sadGeneratorFactory () to
register a factory for custom Intruder payloads.

Extensions can implement this interface and then call TBurpExt enderCallbacks. registerIntruderFayl sadFrocessor () to register a
custom Intruder payload processor.

Deprecated
LUse Tontext¥enafFac toryinstead

This interface is used to provide extensions with an instance of Burp's HTTP message editor, for the extension to use in its own Ul
This interface is used by an IMessageEdi tor to obtain details about the currently displayed message

Extensions that register an IMessageEditorTabFactory Must return instances of this interface, which Burp will use to create custom
tabs within its HTTP message editors.

Extensions canimplement this interface and then call TBurpExtenderCallbacks. registerMessageEdi torTabFactory () to register a
factory for custom message editor tabs.

This interface is used to hold details about an HTTP request parameter.

M T B 0 KA146 S HJavaDocs® Ak o BurpB LR T — i £ & UAS 0 Mk
A 1 https://portswigger.net/burp/extender/api/index.htm| T & & A14RIE 3 2 2h 4889 R | 2F API

1. Aot # gk o £ © IBurpExtender ~ IBurpExtenderCallbacks ~
IExtensionHelpers ~ IExtensionStateListener
IBurpExtenderi @ £ ZBurpi& e A 2 » BT ABurp® &34 & &L ikiEo > F B
X 4% #BurpExtender ° |1BurpExtenderCallbacks# @ & & |BurpExtenderi: o #9 52
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( HttpRequestResponse ~ HttpService ~ SessionHandlingAction) X J8] &34 4 o
|ExtensionHelpers ~ |ExtensionStateListeneriZ & 44 0 % &3G04+ 69 # By Ao & 2421

Y ©

8930 E 3L

2. Ul#a X# 2 % : |ContextMenuFactory ~ IContextMenulnvocation ~ ITab ~ ITextEditor

IMessageEditor ~ IMenultemHandler
REMD X T EZATIBurpiEHUIL TR FAL L E4 > TR L P

J o

3. BurpL A 4#F4# 0 £ : lIinterceptedProxyMessage ~ lintruderAttack ~
lIntruderPayloadGenerator ~ lintruderPayloadGeneratorFactory ~

lIntruderPayloadProcessor ~ IProxyListener ~ IScanlssue ~ IScannerCheck ~

IScannerlnsertionPoint ~ IScannerinsertionPointProvider ~ IScannerListener ~
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IScanQueueltem ~ IScopeChangelListener
BT RO REIEFTIFEAR > BurpEED LG L PR T RL FE G
o ARBORGLHR > RARRENERZI N ZERA TS LAY o

4. HTTP/H &4 #3 o £ : ICookie ~ IHttpListener ~ IHttpRequestResponse -
IHttpRequestResponsePersisted ~ IHttpRequestResponseWithMarkers ~ IHttpService ~
IRequestinfo ~ IParameter ~ IResponselnfo

BB E L ERLEHEHTTPH @z& 2 #2289 Cookie ~ Request ~
Response ~ Parameter /UK A & & » i 2418457 &k ~ W SR HIB AT > %
KB AEHHTTPH &R 69 B 8 o
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1. $ ABurpiE#F# o » Bri ZAPIs @ L& [save interface files] 894G #1F » 3% 4 89 T
3% Flburp B & — T #sm ik & T #9Java Project ¥ o

2. A/ EBurpiEft > BPil 3 B THRBAE » T8 TEZIGAREIGEH G RD IR o
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Demo * 3R & 6 % FI3E bty » RATT VL 5+ [Download) 444 T £ R4 #4754 Fo
23 (MABBLTHT) °

&) Hello world - This is a very simple extension that prints some output to various
locations within Burp.
Details Download [Java, Python, Ruby]

& Event listeners - This extension registers listeners for various runtime events, and

M7 X &Demost > Mkt A —BiEHR B AITHLE - W

3k : http://blog.portswigger.net/2012/12/writing-your-first-burp-extension.html « L% ¥ ¥ Java
FoPythoniZ 3 A6 » A E — MR H LBurplE R AR/ O R T AR » MR ELF » &
% BN R BBurpiEHEF R KO HB) - M RZXBEXLEIGE  BEBEFZOEEIHT » &K
— R EANRABEHREOLE > EXFHORZLTUAATEE > Miki

# : http://blog.portswigger.net/2012_12_01_archive.html

o RARZ KB IELFE » AL &M*i%%ﬁﬁ%ﬁmm%#%éélﬁﬁwk s T—%
VA2 48] 2 5] a4 % B — ANBurpd&# o 3 F % 5 BurpiE a9 & TAEA ¢

1. %K IDK------&K 4815 24 A Burp Suite keI Fl 2 A8 &2 2 K FIDKT » wREA LK »
HRL PG F—FH—FMALET o
2. ZKIDE------—# 47 89 IDE #8A% AT+ & AL 243 B4 K 8932 71 » Javaid & 4 %1% F Eclipse 3,
#IntelliJ » Pythonif %1% I Pycharm 3.4 PyDev » B4k & — NDE&K 692 K » 5154 A
TERF o
3 MARBABIETHIE R R AR B L o RE X RGEERRRE » % 5Burpik
AR —RERE  FTROLEF » BHERIAA M EE B RGLTRELE AREKLY -
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AEETUAE=Z2 > eR ARSNGB BRGEE R ARERK LR £H5
Bk o BATBP T AS NG LT o

Burpit# 6% 5 (Javaiz k)

Burpi&# 89 % 515 & A Java ~ Python ~ Ruby » st& &A1 lJava Al » k2T A5 —NEH -
W F I AT 1 EhttpAehttpsiE K d9headert 4 s i — N X-Forward-For 5 £ » @ &
FAJIPHAL T EAE R F IR E N A TRIGEANZFERRGF BARBFG T o /K
A 8 4 5 & I T M A bitdwoo 89 Burpd& 4 IR A% 2 AT = R FF & 89 © JR R B github3t

3tk ¢ https://github.com/bit4woo/Burp_Extender_random_X-Forward-For » £ sb& B &
bit4woo £ #i |

bitdwoo M & &9 A5 F 52 3, 69 35 4 P 12 A X-Forward-For# /4 &3k i e » £HEHHUITE » &
M R4z H IE 2 G £ 8 Fr R IZhttpH @Z 6 EREF - Ak o &m TR LI IEH 9 D) fbde
T

1. 42 A G AHT TP R H &k 7 " mX-Forward-For 5~ &

2. U@ » BRI LI o

3. RIRHTTPH & » ZBurp AL A TR EAH > F REGURLAAT X, K& t9http R A 8 % 5
%o

4, FRAEIEH PR ARG GEBITA GHTTPHE RH & » Bp 2 & xtd Rl & ki X-
Forward-For 3 °

5. #mtgX-Forward-ForF B Z M ALA R IE A B T8 € 6914 -

R 5 2l SR E @ (HistoryLog) %= T A :
Target | Proxy | Spider | Scanner T Intruder T Repeater TSequencer T Decoder T Comparer T Extender TUptlons Alerts | Logger ]

[ Options T HistoryLog }

Tool | URL | sTATUS \
Proxy hitp:/icomet blog sina.com.cn:80/api?maintype=noti 200 B
Proxy hitp:/i10.243.2 44:3080/platform/ 200 b
Proxy http:ficomet blog. sina.com.cn:80/api?maintype=noti 200

Proxy http:ficomet.bleg.sina.com.cn:80/api?maintype=noti.. 200

Proxy http:ficonfig.pinyin.segou.com:80/picfacefinterface/g... 302

Proxy http:ficdn2.ime.sogou.com:80/un_pack_utf8iun_e... 200

Proxy http:icomet.bleg.sina.com.cn:80/api?maintype=noti.. 200

Proxy hitp:ficomet.blog.sina.com.cn:80/api?maintype=noti.. 200

Proxy hitp:fivconf.f.360.cn:80/safe_update 200

Proxy hitp:fivconf.f.360.cn:443isafe_update 200

Request | Response

Raw ParamsTHsaders Hex

GET http://10.243.2.44:8080/platform/ HTTF/1.1
Accept: */*
Referer: http://10.243.2.44:8080/platform/index. do
guage: :h*CI‘I
11:1/4 0 icompatible; MSIE 8.0; Vindows NT €.1; Tridents4.0; SLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30728; .NET CLR 3.0.30728; Media Center PC £.0; InfoPath.2;

K-Forwarded-For: 163 151.48.105]

ey E X @ (Options) %= F :


https://github.com/bit4woo/Burp_Extender_random_X-Forward-For

Target | Proxy | Spider | Scanner Ilmruder T Repeater ISeuuencer IDecuder T Comparer TExlemier T Options | Alerts | Logger ]

J Options I HistoryLog ]

B B X-forward-For (8) BEhER-forward-Forlf () #§EX-forward-For{g Ipi:

Request | Response

Raw | Params | Headers | Hex

GET http://10.243.Z2.44:8080/platform/ HTTF/1.1

Accept: */*%

Referer: heep://10.243.2.44:8080/platforn/index. do

Accept-Language: zh-CH

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT &.1; Trident/4.0; SLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30725; Media Center PC £.0; InfoPath.Z;
JNET4.0C: hwveloudd: hweloud4)

Accept-Encoding: gzip, deflate

Host: 10.243.2.44:8080

Cookie: PSSESSIONID=aaabS-FWUql_i_zQwCXHv

K-Forwarded-For: 183.151.46.105

Ta RN KA A BARG B LI (LR RAEBUrpiEH 9% 5 » Swing A4 69148 A 7
Kik% B #xSwingT k4 £IR) o

1.8 & £burp & F & LT — & 4R A BurpExtendertgjava® » 5o/ 4 KIBurpExtenderd# = ©
AL EF R RRELT -

4 52 Burp 26 import javax.swing.lTextField;

4 8 src 27 import javax.swing.SwingUtilities;

4§ burp ; 28 import javax.swing.table.AbstractTableModel;
g %F;rpﬁ:"d:”f'“ 29 import javax.swing.table.TableModel;
> urpExtender.java E
> [J] IBurpExtenderCallbacks.java 59 g i 5

Il Ic @ 31 public class|BurpExtender| extends AbstractTableModel implements IBurpExtender,

> ontextMenuFactory.java
» 1] IContextMenulnvacationjava 32 ITab, IMessageEdltor‘Contr‘oller‘,7 IHttpListener {

2.8 % %% Burp® o —Antab T4 &A1 8 & LAUL » FEAKATE £ 5 ALITabk o : B A Z
B 7 Rk iz 0 & 0 T oA E 2 52 IIMessageEditorControllerd o 3 B % 232 85 Re9 4k
X » #cdeX-Forward-For » P7vA & & 9 SLIHttpListenerd&: @ o dw LA AT 7 o XX L ARG * &
AREREG 7 F o MEHUMLE 4T :



2. % &4 Burp ¥ Ahe — Mab RAF 4 &A1 B Z LUl > FTAKRANF Z % AITabdk o s AN &
L ik Aok 2K B 0 PTAE 2 5 HIMessageEditorController & 5 B % %42 #3% K a9 4
X » #haX-Forward-For » P7VA & & 5 JlIHttpListenert& @ o ko EE AT & - KX X ARG » F
ARFIG T FE s MEHUMLE 4T :

(C] LogEntry
& toal: int
& requestResponse: IHttpRequestResponsePersisted
4 url: URL

2 httpCode: short
& LogEntry(tool: int, requestResponse: IHttpRequestResponsePersisted, url: URL, httpCode: short)

® BurpExtender

callbacks: IBurpExtenderCallbacks

helpers: IExtensionHelpers

splitPane: JSplitPane

requestViewer: IMessageEditor

respanseViewer: IMessageEditor

log: List=LogEntry=

currentlyDisplayedltem: IHttpRequestResponse

isOpen: boolean

isAuto: boolean

isSpecify: boolean

ipWalue: String

registerExtenderCallbacks(callbacks: 1BurpExtenderCallbacks): void
processHttpMessage(toolFlag: int, messagelsRequest: boolean, messagelnfo: IHttpRequestResponse): void

createQOptionsPanel(): JPanel
getlpValue(isAuto: boolean): String
getTabCaption(): String

getUiComponent(): Component
getRowCount(): int

getColumnCount(): int
getColumnName(calumnindex: int): String
getColumnClass(columnindex: int): Class=7?=
getValueAt(rowlndex: int, columnindex; int): Object
getRequest(): byte[]

getResponse(): byte[]

¢ ¢ ¢ ® ¢ © © ¢ ® ® ¢ P ® ®|p DD DB DO O O O @

getHitpService(): IHttpService © Table

d:Table[tableModel: TableModel)
@ changeSelection(row: int, col: int, toggle: boolean, extend: boolean): void

JBARAMNBO RN FTEFEN » AUMLY » TEARNLF R LN T2 HE

registerExtenderCallbacks(final IBurpExtenderCallbacks callbacks) iX /4~ & % &
Burpi&Heg o » £REZ T RM T LTI/ 1) wbiLiEi a3 2) ZE A Z L
BgUIS- @R A o
@Override
public void registerExtenderCallbacks(final IBurpExtenderCallbacks callbacks) {
this.callbacks = callbacks;
helpers = callbacks.getHelpers();
callbacks.setExtensionName("Random X-forward-For"); // f&ft&r
/1 FEeRAENUI
SwingUtilities.invokelater(new Runnable() {
public void run() {[]
s
¥

HEdalzz a2 LU run & RE 4T



// EEE

splitPane = new JSplitPane(JSplitPane.VERTICAL SPLIT);
JTabbedPane topTabs = new JTabbedPane();

// HistorylLog #E

Table logTable = new Table(BurpExtender.this);

JScrollPane scrollPane = new JScrollPane(logTable);

// tl# [options] BRER

JPanel optionsPanel = BurpExtender.this.createOptionsPanel();

[/ FmEERO_EEESP, 2 tabl
topTabs.add("Options"”, optionsPanel);
topTabs.add("HistorylLog", scrollPane);
splitPane.setleftComponent(topTabs);

// request/response ilHE

JTabbedPane tabs = new JTabbedPane();

requestViewer = callbacks.createMessageEditor(
BurpExtender.this, false);

responseViewer = callbacks.createMessageEditor(
BurpExtender.this, false);

[/ FMEEEROT EESP, 25 tabl

tabs.addTab("Request”, requestViewer.getComponent());
tabs.addTab("Response”, responseViewer.getComponent());
splitPane.setRightComponent(tabs);

// BEXBCHAM
callbacks.customizeUiComponent(splitPane);
callbacks.customizeUiComponent(topTabs);
callbacks.customizeUiComponent(tabs);

// TEBurpiFEinBEE X HaItabm
callbacks.addSuiteTab(BurpExtender.this);

// EMHTTP listener
callbacks.registerHttpListener(BurpExtender.this);

£ X & processHttpMessage(int toolFlag, boolean messagelsRequest,
IHttpRequestResponse messagelnfo) i % 4469 ) f8 £ &L tHTTPH & 894 B e ifc
AeHTTPH & 2 History 7| & ¥ o L R4 T :



public void processHttpMessage(int toolFlag, boolean messagelsRequest,
IHttpRequestResponse messageInfo) {
[/IRE R, MBI
if (!isOpen)return;
try {
// TERTtoolflags® T ARIMburpA ., MINTRUDER, SCANNER, PROXY,SPIDER
if (toolFlag == callbacks.T00l_PROXY || toolFlag == callbacks.TO0L_TNTRUDER
|| toolFlag == callbacks.TOOL_SCANNER || toolFlag == callbacks.T0OOL_SPIDER) {
if (messagelsRequest) { // shiEshaHiThbE
IRequestInfo analyzeRequest = helpers
.analyzeRequest(messageInfo); // S {EH{TRT
String request = new String(messageInfo.getRequest());
byte[] body = request.substring(
analyzeRequest.getBodyOffset()).getBytes();
[/ /FEBhTIpiER4HIES , iEEheaders Z¥HI5#=
List<String> headers = analyzeRequest.getHeaders();
[AREIPERA T, SRR IPHE
String ip ;
if(isAuto)
ip= this.getIpValue(true);
else
ip = this.getIpValue(false);
String xforward = "X-Forwarded-For: "+ ip;
//i#EmMX-Forwarded-For
headers.add(xforward);
[/ EFEREREHE R
byte[] newRequest = helpers.buildHttpMessage(headers, body);
messagelnfo.setRequest(newRequest);// BBSLEHFIERE

¥
//FEmEEFHistoryLogic® Y, HUIETH
synchronized (log) {
int row = log.size();
short httpcode = helpers.analyzeResponse(
messagelnfo.getResponse()).getStatusCode();
log.add(new LogEntry(toolFlag, callbacks
.saveBuffersToTempFiles(messageInfo), helpers

BT RAANZE > ERBEAA LI B RN TUVR RS2 B > R A&
T 0 AT ARG R 2 TOAT BURE B @ W69 IRAD 347 1 3% o
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i ™
E Export =L
Select /“
Export resources into a JAR file on the local file system. H

Select an export destination:

pe filter text

b = Android -
= GfC++ —
I - EJB
[» = Install
4 = lava

|0 JAR file|

@] Javadoc

.3 Runnable JAR file
[ = Java EE n
I = Plug-in Development

m

[» = Remote Systems
I = Run/Debug

i Tl

® = Back Mext = Finish

b
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1% 1 Burp Suite ] :XWeb Services/k %

NI —F 46 0 RN # N T Burp® & - B — A §'J AR FGRERD > ARG
Burp/£ & MR P » kT &Lt TE » A51E A » 45 TR E o KF 2 Z0Full £ MK
Web Services/R % F > 4o f1% FlBurp Suitef7SoapUl NG Pro#y 284 » 31 IR % 4% o #4750 2
Ko REHANIRENEA :

o 1% H P F A HEMRINE A E
o HiE MR AL P A 4E A

1% A 3% 7% A= 5 & MR IR e B

£ B FwebM XY > BT fk%m BRI ARGE P sm MR » RTSOAPH L
173813 89 WebService/R L& % 1. - WebService®) BILZA T koA X~ B5-F 6 ~ k4845
i) ?ﬂlé@ T FE pAeiE S Z 8 KA ?ﬁfﬁﬁii%L4§éﬁii7kiLi& s R AR o FARA R Ay

B e 2t SR AE BAR G Ak S h RE R 4 AT AR RIB LG L 4% 0 o HSAOP LT 89 4%
= ESUEEWXMU’F?@J} WHIEZ » X Gphp ~ jspX R 89813 R L £ HFE MK EE AR KK
EF o wRAE ABurp @3 B #ATEAINE > —REAYHEANZ W THITF

Burp Intruder Repeater Window Help

[Target Proxy | Spider I Scanner I Intruder I Repeater I Sequencer I Decoder [ Comparer I Extender [Optwons IAIerts IWsdIer ]

Intercept | HTTP history IWebSUckets histary I Options ]

| Filter: Hiding out of scope items; hiding CSS, image and general binary content

# | Host | Method | URL | Params | Edited | Status |Len.. v|MIMEtype |Extension | Title | Comment
175  hitpdigraphicalweather.gov  POST  XmISOAP_semnverndfdXMLserver.php ] [] so0 1029 XML php

206  httpdgraphicalweathergov  POST  AmUSOAP_semverndfdxMLserver.php &) [ 500 1020 XML php

226 http:iigraphical.weather.gov POST HmliS0AP_serverindfdxMLserver.php E] = 500 1029 XML php

. . TT—

Request | Response

Raw | Params | Headers | Hex | XML

POST hitfn: graphical weather, govieml JSO0AP seryer mdfdxMlgeryer. php HTTP/L. L1

Accept-Encoding: gzip,deflate
Content-Type: texts/xml:charsst=UTF-8

Content-Length: 491

Host: graphical.weather.gowv g
User-Agent: Apache-Hettpllient/4.5.2 (Javas/1.8.0_102)

goapenv:Envelope xnlns:xsi="http://www.w3.org/2001/¥ML3chena-instance’™ xmlns:xsd="http: //www. w3. org/ 2001 2MLSchena™ xmlns: soapenv="http://schemas. xmlsoap.
mlns:ndf="http://graphical.weather. gov/xnl/DWMLgen/wsdl /ndEIML, wsdl™>
<goapenv: Header />
<goapenv:Body>
<ndf:CornerPoints soapenv:encodingityle="http://schemas.xmlsoap.org/soap/encoding/ ">

<gector xsi:type="xsd:istring”si</sector>
</ndf:CornerPoints>
</zoapenv:Body>
/soapenv:Envelopes

Hhttp# &k F &2 SOAPActionF# » E ik B4R <soapenv:Envelope> 3t X &xmILA (£ %
*% TWebServicety L 1% 1% 4 A 4744 %) ° £ B HWebService X &4 4E » AT VAL % 3% M 1X
b RAT L E B2k 15 4L ARATSOAP L A"WSDLAS 69 5K #F o X 2 » & A14% A 69 £ SoapUl NG
Pro ##Burp Suite ° #1414 & 8945 A 55| &

e SoapUI NG Pro : i MR A6 KA » A3 |G ~ & Spayload /5 113 4/ T
B EHEEF o
e Burp Suite : KR > RpAEEIEFER » AFHT I RLESE -




do R R FEREL  RNAEBEIRT » FANHFILELT :

SOAPUI NG Pro Burp Suite WebService
!1:#2]%paylnadl:} : :
| |
| |
| |
T 2 REERD y 21 THETHEIE TR  RBEAIEO |
|
|
2.2 EETEFESWeh Server |
= I AHEAMED
i 1 TJ
| |
: L‘ & ERREER0 7
: 4B TR R
| T
8 42 REREHED
T 5 BEitER0 |

TJ T
|
M
B RAVTAE & o A4 KRIZIR FBurpAL & 845 P RIAGIER » TTAxH B #ATERE G %
A~ RED S 3R~ E2FF AR 0 e 2 RAEH B o mSoapUl NG Profk A WebService #9
MR T B - 38 g A& R F XA fgpayload kMK ~ Bk RIFG) A o 1A ESE—A 0 LR R
A% % T WebService R % 89 %% M X £2 F 89 2 M IhE o

SoapUI NG Pro /& SmartBear2 3] 4 SoapUl ProX_ & #f % 89 4 1k 2 A 2200 % 84 » XA iR
T & Hak A : https://smartbear.com/product/ready-api/soapui-ng/free-trial/ ° T & & ¥ 7.
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(%) Ready! APL1.9.0 - Secure

e
Q Ready! API Start Projects LIS LoadUI NG

| 13 days left - BUY NOW

Fley Edit View Project Security Scan Help

START PRO TRIAL

£ )| [ - W New Hsave € Scan defaults = S0 JRA §ll wProxy #@ Environments i Plugins M Events = Databases [ Reporting ¥ Preferences

Secure [Projects] ;

- testProject Project 1

= [ Project 1 s :
g 5 Ove Histe

W Security Test 1 (Security Test Sy 5 rview History

4

Security tests Summary
Test Number of scans Security tests: 1
Security Test Suite 1 - ndfdXMLBinding TestCase - Security Test 1 96

Scans: 96

Custom P

I
Project Properties

Property | Value

ame Project 1
CAUsers\AMCCAD...

esource Root

ache Definitions  true

roject Password

ompasite Project false

omposite Project... 1.2

cript Language  Groovy

ermes Config  Ci\Users\AMCC/h...

cript Library
isable CR escapi.. false

ZR TG » RATH £ 2H8) £ SoapUl NG Pro#y KR %48 &1 Burp Suite ° 1% & 89Burp
Proxy ‘%;%127.0.0.1:8080 o M SoapUl NG Pro#y & & 5% :

1. 2 & LB $33 4 Preferences * x4 LB #2344 [File] >> [Preferences)
2. 25 ey @ AT Fproxy L F 0 AR A e 0 o

File Edit WView Praoject Security Scan Help

€ > Prun U New Fsave € scandefauls B Report et JiRa I wProxy @ Envirorments i Plugins M Events = Databases I Reporting 43 Preferences .

Secure [Projects] P

r = = = = = = = — S —
- testProject ¥y Ready! API Preferences /
e - Project 1 = =

W Security Test 1 (Securif Ready! API Preferences
Set global Ready! API Preferences

HTTP

A z () Automatic
Proxy ) None

55L @ Manual
WSDL
REST
" Port: [s0s0

Host: [127.001

Tools

WS-1 Username: |

\
|
Editor Excludes: | |
\
\

Global Properties Password: |
Global Security
WS-A
Global Sensitive Information Tokens.
Version Update
LoadUI NG

T VA LW BB )G » &A1t WebService#) 5 MRAIRIZ LB AR ELE » T A4 3t — A~ Bk
#)WebService R % #4745 Z MR T o



Rl R TG L R S

HE MR EE G 0 BRAVZE T A4 MK o X L&A1 A B T % 5 WebServicelk %54 » 4.
T AR A & 7] i dF LK LN ST 69 WebService 0 &3 B4 89
& : http://graphical.weather.gov/xml/SOAP_server/ndfdXMLserver.php?wsdl

g

—REEGHEMNXIEREKES L TIRT ¢ 1.8 % > &KA11:8 3 SoapUI NG Pro 4] &% 41
AP o b TR :

File | Edit View Project Security Scan Help
- b |
B - | % s 8
R — © Load Test T
: . uri 5 curl Es
Import Composite Project y
Import Packed Project B8 virtual API
Import Remote Project B Froject
Recent ]
Import Project From VCS ¥ Fuzzing Scan
Save All Project Ctrl+Alt-S .
iz At s ' ) Invalid Types
Close All Open Projects = Malformed XML
Rename Workspace F2 "% ¢l Injection
MNew Workspace
Switch Workspace ‘® XML Bomb
Clear Workspace
fiz ¥Path Injection
Drafaranrac

2. e RdEm P > HiF @ LWSDLAZ > 44 M AWSDLMAE o e T H


http://graphical.weather.gov/xml/SOAP_server/ndfdXMLserver.php?wsdl

%+ 4 A Burp Suite®iXWeb Services/R %

(¥ New Security Test _ . )
Description File Setup
o Specify File e Create Test
Enter the file path or URL:
http://graphical.weather.gov/xml/SOAP_server/ndfdXMLserver.phpZwsd| | [ Browse... ]

Supported formats: WSDL, WADL, Swaagager

Learn more about security tests

3. % SoapUl NG Proxt WSDLA#HT Z. G * & B 3 & m— £ F| 89 2 A M X
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%+ % 1% M Burp Suite X Web Services/k %

17» New Security Test LX)

Description File Setup

€ specify File @ cCreate Test

Add your security test to a new or existing project

[:cNew project= v_-]

Select scans to include in your security test

@ Invalid Types

i Malformed XML

&

[«

. Malicious Attachment

<]

*% QL Injection

‘# XML Bomb

[

fi XPath Injection

[

Learn more about security tests

4. RAVT AT BB b 6 a2 4 MR 0 3 AT 38 e fe Mt > BAE LT o X skaz MR AR A ik P
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[Projects] ) ) ) o )
Pt Security Test 1 (Security Test Suite 1 -> ndfdXMLBinding TestCase) Security Test 1
Project 1 . \ ~ Execution
U Security Test 1 (Security Test Suite 1 -> | Sl I o cton loo, | Comeare | HReoy [[] Abort test on first assertion failure
Fail test if there are assertion failures
v m CornerPoints (8 scans) Summary O DataS: L hil ing tet
Status: Not started gnore Uatasource Loop while running te:
@ Boundary Scan —*  Response Assertions: 1 Scanned: 0 responses
Al 0 + Description
s, . < 3 + Properties
" Cross Site Scripting —* Response Assertionsi2 - ~
£} Confirmation ' — g
# Fuzzing Scan = Response Assertions: 1 E
Your Security Test was successfully created
Invalid Types —* R Assertions: 1 X
@ s sl What would you like to do next?
= Malformed XML —#* Response Assertions: 1
“% 5QL Injection —> Response Assertions: 1 Run Security Test Edit Security Test
o ; Run the security test and view the Edit the security test before
& XML Bomb ¥ Response Assertions: 1 results of the security scans running it
Om  —n ~ R
- _ <+ Add Scan
Properties r(luslom Properties ‘ Run Edit
Property | Value v H GmiLatLonList (& scans)
Name Security Test 1
Description G Boundary Scan =% Response Assertions: 1
%% Cross Site Scripting =% Response Assertions: 2
% Fuzzing Scan —¥* Response Assertions: 1
@ Invalid Types —¥ Response Assertions: 1
o Malformed XML — Response Assertions: 1
% SQL Injection —+  Response Assertions: 1
‘@ XML Bomb —#  Response Assertions: 1

5.1 7T vA ik 4545 € 69 SOAPAction 3 # 3 N~SOAPAction T 89 3 AN 4 @ 47 £ — MK » 45T
VAB B B FruniB AT AT A 62 A MR o 4o R MRA T % 6915 » BREHATI A & riik 0 R
it W RALERLS » 2BRSERBARES > BANKNBEFLEZY - THEAT B
T WebServiced: 0 E £ %2 WX P o #E &P 27K 89 SOAPAction % #f ©

File Edit View Project Suite Case Step Request TestRuns Help

€ > Bst. v New Hsae @ J%JIRA - /4% Monitor APIs ]l w Proxy @@ Environments [ Plugins M Events = Databases IE] Reporting 431
Navigat X E -

s R Security Test Suite 1
S_DapU] NG [Projects]

[ testProject [ q ] = B ? | Running ndfdXMLBinding TestCase TestCases Transaction Log Compare History Coverag
B Project 1
Security Test Suite 1
=+ ndfdXMLBinding TestCase + X | v |Testcases: 1 Show: ¥ |All ]
‘[ CornerPoints
!H GmIL.atLonLi.st ndfdXMLBinding TestCase
GmiTimeSeries e

2 LotLonlistCityNames I LatLonLisiCityNemes
H LatlonListline
M LatLonListSquare
M LstlonlistSubgrid
H LatLonListZipCode

N 5 o ENT.Y. V.

APIs X
8 Project 1

%= ndfdXMLBinding

TestSuite Properties rCuslom Properties

Property | Value
MName Security Test Suite 1




J -3 S Ve
6.4 R BILT H &R A » M AR M KBAL L EIAT T EH o
File Edit View Project Suite Case Step Request TestRuns Help
€ > Prin v New Hsave So JIRA 44> Monitor APls | w Proxy @@ Environments [ Plugins M Events & Databases IE] Reporting ¥ Pre
Navigator “  Security Test Suite 1

oapUl NG [Projects]
B testProject [ 2@ 8 ? [EEEE csico- Transaction Log  Compare | History | Coverage

= Security Test Suite 1
-+ ndfdXMLBinding TestCase + X v [ Testcases:1 Show: v [al 1
[ CornerPoints
- H GmiLatLonList ndfdXMILBinding TestCase

- GmlTimeSeries

- LottontistCiyNames r s
H Latlonlistline

%3] LatLonListSquare

[ LatLonlistSubgrid
H LatLonlistZipCode

N 5 © VTN AV,
APls x
B Project 1
2= ndfdXMLBinding

7.7. 3L HATT AZBurpfHttp history @k + &9 2| Rl 4 X £ BT A H KK & » R RF
B IR K AR AR XS 8gF R 3wz & 0 R ZEBIBurpdy b T B AR ATIH & E AR

A 3E ~ BRE o
[ e i pofeamaI VTS VT o™ .

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner I Intruder Xﬁepeater ISequencer I Decoder TCnmparer I Extender Inminns Alerts | Wsdler }
Intercept | HTTP history T ‘WebSaockets history T Options }

‘ Filter: Hiding out of scope items; hiding CSS, image and general binary content ‘ ?
# Al Host \ Method \ URL \ Params \ Edited \ Status \ Length \ MIME type \ Extension |Tn|e | Comment | S8L \ 2 | C:
pligraphical weather.gov m " senverndrdRiLserver... php 400 Dad Request § J 23216105 —1a
202 hitp#/igraphical weather gov POST HmIISOAP_senverndfd{MLserver [2] D 400 529 HTML php 400 Bad Request D 23216105 r
203 hitp:iigraphical weather. gov POST xmIISOAP_serverndfdXMLserver.... ) O 400 529 HTML php 400 Bad Request [0 23216.105
204 nttpdigraphical. weather.gov POST fxmIISOAP_server/ndfdXMLserver.... 4] O 400 529 HTML php 400 Bad Reguest [0 23218.105
205 http//igraphical weather gov POST HmIISOAP_senverndfdXMLserver [2] D 400 529 HTML php 400 Bad Request D 23216105
206 hitp:iigraphical weather. gov POST mIISOAP_serverndfdXMLserver.... ) =] 500 1029 XML php O 23216.105
207  nhitp:ligraphical.weather.gov POST fxmIISOAP_server/ndfdXMLserver.... 4] O 400 529 HTML php 400 Bad Request [J 23216.105
208 hitp//igraphical weather gov POST HmIISOAP_serverndfdXMLserver [2] D 400 529 HTML php 400 Bad Request D 23216105
209 hitp:iigraphical weather. gov POST kmIISOAP_serverndfdXMLserver.... [2] D 400 529 HTML php 400 Bad Request D 232.16.105
210 hitp:/igraphical. weather.gov POST xmIISOAP_server/ndfdXMLserver.... 4] O 400 529 HTML php 400 Bad Reguest [J 23216.105
211 hitp#/igraphical weather gov POST xmIISOAP_serverindfdXMLserver @ D 400 529 HTML php 400 Bad Request D 23216105
212 hitp:iigraphical weather. gov POST mIISOAP_serverndfdXMLserver.... [2] D 400 529 HTML php 400 Bad Request D 232.16.105
213 hitp:/igraphical. weather.gov POST xmIISOAP_server/ndfdXMLserver.... 4] O 400 529 HTML php 400 Bad Reguest [J 23216.105
214 hitpligraphical weather gov POST xmIISOAP_senverndfdXMLserver @ D 400 529 HTML php 400 Bad Request D 23216105
215 hitp:iigraphical weather. gov POST xmIISOAP_serverndfdXMLserver.... [2] D 400 529 HTML php 400 Bad Request D 232.16.105 -
hitn-linranhical waathar noe PAST  AmIiSNAD._sanarindfdYIl sanar =) ___ann =20 LT nhn ANN Rad Pannast (122218108 - b
2k -
Reqguest | Response
Raw | Params THeaders Hex | XML
POST http://graphical.vweather. gov/xnl/S0AP_server/ndEddlLserver.php HITE/L. L n
Accept-Encoding: gzip,deflate r
Content-Type: text/xml;charset=UTF-8
S0APAction: "htep://graphical.weather. gov/xml/DVMLgen/wsdl/ndfdML. wsdltomerFoints”
Content-Length: 485
Host: graphical.weather.gov
User-Agent: Apache-HttpClient/4.5.2 (Java/l.8.0_10Z)
<soapenv:Envelope xmlns:xsi="http://www.w3.org/2001/XML5chena-instance” xmlns:xsd="hetp: //www. w3, oryg/2001/XML5chena” xnlns: soapenv="http://schemas.xnlsoap.ory/soap/envelope/"
®mlns:ndf="http://graphical.weather.gov/xml/DUlLgen/wsdl /ndf XML, wsdl™>
<soapenv: Header/>
<soapenv:Body>
<ndf:CornerPoints soapenv: encodingStyle="4/TITLE><SCRIPT alert (squot; XS5aquot; | ;</SCRTPTS">
<sector xsi:type="xsd:string”>?</sector>
</ndf:CornerPoints>
</soapenv: Body>
</soapenv:Envelope>
9
v

@ B EJ EJ Type @ sear

[ = S - .- —

F % % TSOAPUI#4E A% 11X 2

SoapUI NG Pro#) A MR A AT RE :


https://www.soapui.org/security-testing/working-with-security-tests.html

o Y Riats

e SQLEA

e XPath/XQueryiz X
o A M X

o RAMAHEA

o XML# X w5 #

o XML¥E3

o Wbk

o ittt A

o AT Niath

T @3 IASQLIEA A B

#41% A& SoapUl NG Pro# %

A X B B A o

Ul NG #58 -
@ Ready! API Projects s LoadUl NG
ys left - BUY NOW
Fle Edit View Project Security Scan Help
€ > Prun U nNew Bsave € Scandefauls B 5% iR Jl v Proxy @@ Ervironments [ Plugins M Events = Databases IE] Reporting ¥ Preferences START PRO TRIAL
Secure [Projects] . . . o
- testProject Security Test 1 (Security Test Suite 1 -> ndfdXMLBinding.TestCase)| SQL Injection *
M Project 1 > 00:0000 e = — = w Tries to exploit bad database integration coding.
W Security Test 1 (Security Test Su o s toy Lo LR - Configuration
s Parameters
¥ [ CornerPoints (8 scans) AImATY +XTLE T
Status: Not s
@ Boundary Scan —» Response Assertions:1 | Scanned: 0 res Label | i Path _Enabled
s encodingStyle Request declare namesp...
erts:
e Reguest declare namesp...
" Cross Site Scripting |~ Response Assertions: 2 o A s =
% Fuzzing Scan —*  Response Assertions: 1
PR e Strings for SQL injection can be changed under advanced
settings
\ = Malformed XML —» Response Assertions: 1  Strategy
Select strategy: (& One by One
¥ QL Injection —» Response Assertions: 1 () All At Once
@ XML Bomb —* Response Assertions: 1 equest Deiay (me) 100
Apply to Failed TestSteps: [[] Apply to Failed TestSteps
e ot :
| T XPath Injection —* Response Assertions: 1 Run only once: Run only once
<+ Add Scan -
Properties || Custom Properties | M"Ii““d
Property | Value ¥ [ GmlLationlist (8 scans) + B X
Name Security Test 1 L —
Description @ Boundary Scan —* Response Assertions: 1 "
It
* Cross Site Scripti — R Assertions: 2 Ll
ross >ite Scriptin i
pting esponse Assertions: 1 201/0%20%
= ) /110000 1/0
“& Fuzzing Scan —¥ Response Assertions: 1 10
. . '%200/**/r%201/0%20--
@ Invalid Types —»  Response Assertions: 1 - of™r 10 -
= Malformed XML =% Response Assertions: 1 '920and%201=2%20--
"and 1=2 --
% SQL Injection —# Response Assertions: 1 test0%20UNION%20select?201,%20@ @version,%201,%201;0
testD UNION select 1, @@version, 1, 1,0
‘@ XML Bomb —» Response Assertions: 1 L
1 — Nz A X ® =3R4 ; i
st FHE—ARAMNRXA  HARRE LR =34 : 1.BE (Configuration)

PEOE N = g
)

2.8 #HALMX R% (Straegy)

FTEZAEEH AT L

(namespace ~ import....

ey

FEFZEMNRIARZ PO FRERN ~ BFRE S ETHFAF
3.5% %A (Advanced)
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3 A4 W R AT % #payload d » S 4 Kpayload 8 K% o it kA &AL T A
& > payload #9482 T vL B & LAy o fgithub b » fuzzdbA# ) 248 A6 F 8 E » &
A1 =T AL R B AR A X By payload F 32 o R B #3k A : https://github.com/fuzzdb-
project/fuzzdb
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner I Intruder Xﬁepeater ISequencer I Decoder TCnmparer I Extender IDminns Alerts | Wsdler }

" Intercept THTI'F' history T ‘WebSockets history T Options }

‘ Filter: Hiding out of scope items; hiding CSS, image and general binary content ‘ ?
Al Host Method ‘ URL ‘ Params ‘ Edited ‘ Status | Length ‘ MIMEtype ‘ Extension | Title Comment | 85L ‘ P | C
201 hitp:iigraphical weather.gov POST mIISOAP_server/ndfdXMLserver.... ] (] 400 529 php 400 Bad Reguest [ 23Z16.105 F
202 hitp:/igraphical. weather.gov POST xmIISOAP_server/ndfdXMLserver.... ) - 400 529 HTML php 400 Bad Reguest [0 23216.108 r
203 http /igraphical weather.gov POST fxmISOAP_server/ndfdXMLserver. @ D 400 529 HTML php 400 Bad Request D 232.16.105
204  hitp:ligraphical weather gov POST mIISOAP_senverndfdXMLserver [Z] D 400 529 HTML php 400 Bad Request D 23216105
205  hitp:ligraphical.weather.gov POST kmIISOAP_serverndfdXMLserver.... [2] D 400 529 HTML php 400 Bad Request D 232.16.105
206 hitp:/igraphical. weather.gov POST xmIISOAP_server/ndfdXMLserver.... 4] O 500 1029 XML php [0 23216.105
207 http /igraphical weather.gov POST AmISOAP_server/ndfdXMLserver. @ D 400 529 HTML php 400 Bad Request D 23216.105
208 http/igraphical weather gov POST HmIISOAP_senverindfdXMLserver [2] D 400 529 HTML php 400 Bad Request D 23216105
209 hitp:iigraphical weather. gov POST kmIISOAP_serverndfdXMLserver.... ) O 400 529 HTML php 400 Bad Request [0 23216.105
210 hitp:/igraphical. weather.gov POST fxmIISOAP_server/ndfdXMLserver.... 4] O 400 529 HTML php 400 Bad Reguest [0 23216.105
211 hitp#/igraphical weather gov POST xmIISOAP_serverindfdXMLserver @ D 400 529 HTML php 400 Bad Request D 23216105
212 hitp:/igraphical weather. gov POST mIISOAP_server/ndfdXMLserver.... [2] D 400 529 HTML php 400 Bad Request D 232.16.105
213 hitp:iigraphical weather. gov POST xmIISOAP_server/ndfdXMLserver.... ) O 400 529 HTML php 400 Bad Request [0 23216.105
214 nitpigraphical weather.gov POST xmIISOAP_server/ndfdXMLserver. 4] O 400 529 HTML php 400 Bad Request [J 23216.105
215 hitp:ligraphical weather gov POST HmIISOAP_senverndfd{MLserver [2] D 400 529 HTML php 400 Bad Request D 23216105 -
hitn-linranhical wasthar noy PAST  AmISNAD. canarndfdYhl canar = ___ann s20 uTh nhn AN Rad Bannast (1923245408 X
<< m—t e
Reguest | Response
Raw | Params | Headers | Hex | XML
POST http://graphical .weather. gov/xul/50AP_server/ndfdxMLserver.php HITF/L.1 N
Accept-Encoding: gzip,deflate r
Content-Type: text/xml;charset=UTF-8
SOAPAction: "http://graphical.weather.gov/xml/DWMLgen/wsdl/ndEdxL. wsdl§CormerPoints”
Content-Length: 495
Host: graphical.weather.gow
User-Agent: Apache-HttpClient/4.5.2 (Java/l.8.0_102)
<soapenv:Envelope xmlns:xsi="http://www.w3.org/2001/XML5chena-instance” xmlns:xsd="hetp: //www. w3, oryg/2001/XML5chena” xnlns: soapenv="http://schemas.xnlsoap.ory/soap/envelope/"
®mlns:ndf="http://graphical.weather.gov/xml/DUlLgen/wsdl /ndf XML, wsdl™>
<soapenv: Header/>
<soapenv: Body>
<ndf:CornerPoints soapenv:encodingStyle="</TITLE><SCRIFT>alert(aquot;X55squot; ) ;</SCRIFT>">
<sector xsi:type="xsd:string”>?</sector>
</ndf:CornerPoints>
</goapenv: Body>
</soapenv:Envelope>
L
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https://github.com/fuzzdb-project/fuzzdb

Burp Intruder Repeater Window Help

[Targel I Proxy I Spider [ Scanner T Intruder T Repeater I Sequencer I Decoder [ Comparer [ Extender I Options IAJerts IWsdIer ]

Intercept | HTTP history IWeDSocKets history I Options ]

| Filter: Hiding out of scope items; hiding CSS, image and general binary content

.# A Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension |Tit\e | Comment
175 http:iigraphical weather.gov POST FemIfS0OAP_serverindfdXMLserver [2] = 500 1029 XML php

176  hitp:Mgraphical weather.gov POST BmISOAP_server/ndfd{MLserver.... ] =] 400 529 HTML php 400 Bad Request
177 hilp:ligraphical weather.gov POST FemIfSOAP_serverindfdXMLserver @ |_| 400 529 HTML php 400 Bad Reguest
178 http:ifgraphical. weather.gov POST EmISOAP_serverindfdXMLserver.... ] [=d 400 529 HTML php 400 Bad Request
179 http:iigraphical.weather.gov POST femIfS0AP_serverindfdXMLserver.... [2] = 400 529 HTML php 400 Bad Request
180 http:ifgraphical weather.gov POST EmISOAP_serverindfdXMLserver.... ] [=d 400 529 HTML php 400 Bad Request
181  httpiigraphicalweathergov  POST  MmIKSOAP_serverndfdXMLserver. . W O 400 529 HTML php 400 Bad Request
182 http:ifgraphical. weather.gov POST EmIS0AP_serverindfdXMLserver.... ] [i=d 400 529 HTML php 400 Bad Request
183  httpiigraphicalweathergov  POST  MmIKSOAP_serverndfdXMLserver. . 4] O 400 529 HTML php 400 Bad Request
184  hitp:Mgraphical.weather.gov POST EmIS0AP_serverindfdXMLserver.... ] ™= 400 529 HTML php 400 Bad Request
185  httpgraphicalweathergov  POST  MmISOAP_serverndfdXMLserver... 4] O 400 529 HTML php 400 Bad Request
186 http:fgraphical. weather.gov POST FmIf30AP_serverindfdXMLserver.... [ZI = 400 529 HTML php 400 Bad Request
187  httpgraphicalweathergov  POST  MmIISOAP_serverndfdXMLserver... ] [J 400 529 HTML php 400 Bad Request
188 http:ifigraphical weather.gov POST FemItS0AP_serverindfdXMLserver [2] = 400 529 HTML php 400 Bad Request
189  httpgraphicalweathergov  POST  MmISSOAP_serverndfdXMLserver... ] ] 400 529 HTML php 400 Bad Request

- o S = s i : e

Raw | Headers | Hex HTMLTRender]

HTTPF/1.1 400 Ead Recuest

Server: Apache/Z2.2.15 (Red Hat)
H-WNID5-ServerID: www5.mo

Content-Length: 314

Content-Type: text/htnl; charset=is0-8859-1
Date: Tue, 22 Nov Z01& 0&:55:18 GMT
Proxy-Connection: close

< !DOCTYFE HIML PUBLIC "-//IETF//DID HIML Z.0//EN">
<html><head>

<title>400 Bad Regquest</title>
</head><body>

<hl>Bad Regquest</hl-

<p>¥our browser sent a request that this server could not understand.<br al
</
<hr>

<address>Rpachef2.2.15 (Red Hat) Server at graphical.weather.gov Port 30k/address>
</body></html>

W BurpiZ A, 2] 894 &g & o &A1 AL E B Intruder » 1% A fuzzdb# 1748 € 89fuzz MK 5 47T
VA% 3% B|Repeater#t 175 L6974 & A ZE A RA LT A KEGBE o LR EA 7 @69k
> Pede it Xpathiz AR » £ MR > F LKA R MXpathsd i AR > 2 ##Xpath
B9iE ko RBR S Boregom il & 0 B O F THEH T Ypayload T A RFE FRZE - K
WATE PG IEFREREY R TAF R ERGRIEA T RGBT E  AE
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1% F1Wsdler X WebService# @
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Extensions | BApp Store | APls Dptmns}

BApp Store

The BApp Stare contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Name | Installed | Rating \ Detail |

T W \ = : Wsdler

BalualScenlasues 0 dodododos Proedtension This extension takes a WSDL request, parses out the operations that are associated with the targeted web
MindMap Exporter O etk SOAP requests that can then be sent to the SOAP endpoints.
NMAP Parser =] b 'S 8 wkekd

i Pl roer Touse this extension, select a suitable item in Burp, and choose "Parse WSDL™ from the context menu.
Paramalyzer 0 dolooiok The extension builds upon the work done by Tom Bujok and his soap-ws project which is essentially the W
ParrothG O Jokdokok Pro extension Soap-Ul without the UL

FafloadEarser O oo Requires Java version 8

Pecap Importer O b o 9.9 o*d Pro extension

PDF Metadata =] b 2. 8.0 ghd Pro extension Author:  Eric Gruber

PDF Viewer & Yodrkkok Version: 2.0.12

Pratobuf Decoder =] LS & w wke S

Python Scripter = Jokdokk Rating: ***** SRR g J
Randoem IP Address Header ™| LS 8 % & 8

Reflected Parameters O b v o v okd Pro extension Reinstall

Reissue Request Scripter =] Yok

Report To Elastic Search =] Yedhdok Pro extension

Request Randomizer 7] ik ik

Retire js = Yook Pro extension

SAML Editor O Yoot

SAML Encoder / Decoder ™ b 3 ¢ erekd o

SAML Raider =] Yok

Sentinel ] b 8 8 o whd

Session Auth =l b 2 9.9 0'd Pro extension

Session Timeout Test = b % 8.0 g%

Site Map Fetcher ™| b % .8 & od

Software Version Reporter O b o 9.9 okd Pro extension

SQLiPy =] Yook Pro extension

ThreadFix ] b 3 o o gd Pro extension

WCF Deserializer =] LS & ahekd

Weblnspect Connector = Yookl Pro extension

WebSphere Portlet State D.. 7] b 3 o grakd

What-The-WAF ™ b g gkakekd

WSDL Wizard 0 Yokkioy

Wsdler M dodokoiok L

XSS Validator 7] P w0 [r

%o FARZ K T L& - M EBurpty Proxy >> History + » T A A4 A [Parse WSDL] %

24
AE °

[Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender ]' Options IAlens ]'Wsdler ]

Intercept | HTTP history T WebSockets history I Options ]

| Filter: Hiding CSS, image and general binary content

# n.| Host Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title

1 hitp:ffupdatem.360safe.com GET Nalsafeup_miniup.cab?autoupdat... @ D a0z 542 HTML cab 302 Found
3 hitp:iigraphical weather.gov GET HmIS0AP_serverindfdxXML:

hitp:/igraphical weather.gov...server/ndfd<MLserver.php?wsdl
Remove from scope

Spider from here
Do an active scan

Do a passive scan

Send to Intruder Ctrl+l
Sendto Repeater Ctrl+R
Sendto Sequencer

TK— Sendto Comparer (request)

Reguest | Response Send to Comparer (response)

Show response in browser

jRaw T Params I Headers | Hex Requestin browser |

GET http://graphical.weather.gov/xml/S0AP server/ndfdXMlserve
Accept: image/jpey, application/xX-ms-application, image/gif,

e PP -

#iAtE B [Parse WSDL)] A7 oh6t)a » sbiGHh 8 sh A AT &5 IR % 69 Operation ~ Binding
Endpoint © % i ¥ X A~OperationX /& » T A& & SOAPH &L A o BBt » T ¥AR % 3| Burpt
H s k3 473 —F 3R 1E o



Target | Proxy | Spider | Scanner Ilntruder IRepeater ISequencer IDecoder T Comparer Iadender TOpnons Alerts | Wsdler }

J ndfdi{MLsener % }

Operation | Binding | Endpoint

MNDFDgen ndfd<MLBinding http://graphical weather govxmI/SOAP_sernverndfdXMLserver php
MNDFDgenLatLonList ndfd<MLBinding http://graphical.we ather.govikmI/SOAP_sernverndfdXMLserver.php
LatLonListSubgrid ndfd<MLBinding hitp://graphical.weather.govixmIi/'SOAP_server/ndfdXMLserver.php
LatLonListLine ndfdXMLBinding http://graphical weather govixmI/SOAP_sernverndfdXMLserver php
LatLonListZipCode ndfd<MLBinding http:/fgraphical.we ather.govikmI/SOAP_senverndfdXMLserver.php
LatLonListSquare ndfd<MLBinding http://graphical weather govxmI/SOAP_sernverndfdXMLserver php

CornerPoints
GmiLatLonList
GmiTimeSeries
MNDFDgenByDay
MNDFDgenByDayLatLonList

ndfd<MLBinding
ndfd<MLBinding
ndfdXMLBinding
ndfd<MLBinding
ndfd<MLBinding

http:/fgraphical.we ather.govikmI/SOAP_serverndfdXMLserver.php
hitp://graphical.weather.govixmi/SOAP_server/ndfdXMLserver.php
hittp://graphical weather govlxmI/SOAP_sernverndfd{MLserver php
http://graphical.weather.govikmI/SOAP_senverndfdXMLserver.php
hitp://graphical.weather.govixmIi/SOAP_server/ndfdXMLserver.php

Request

Raw | Params | Headers | Hex | XML

POST /xml/S0AP_server/ndfcdXMLserver.php HTTP/L.1

Accept: image/jpeq, application/x-ms-application, image/gif, application/xaml+xml, image/pipeg, application/x-ms-xbap, applicationfvnd.ms-sxcel, application/vnd.ms-powerpoint,
application/msword, */*

Accept-Lanquage: zh-cn

User-Ageni .4y, Spider

.NET4.0C)
Accept-End Do an active scan
SO0APActior
Content-Ty
Host: gray
Content-Lg

07 Windows NT £.1; Trident/4.0; SLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30728; Media Center PC €.0; InfoPath.Z;

Do a passive scan L/DWMLgen/wsdl/ndE ML, wsdl#latlonListlityllanes

Send to Infruder
d to Re|

Cirl+l
Cirl+R

<soapeny:§
smins:ndf

<soaper]

<soapel
<nd|

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Reguestin browser >

Parse WSDL

£g/2001 /¥l Schena-instance” xmlns:xsd="http: //www.w3.org/2001/XiLSchena” xulns: soapenv="http: //schemas.xulsoap. org/soap/envelops/"”
DWMLyen/wsdl /mdf XML . wsdl™>

ingStyle="http: //schemas.xnlsoap.org/soap/encoding/ ">
"> 100</displayLevel>
</n

</s0ap
</soapenv.
Engagement tools >
Copy URL
Copy as curl command
Copy to file
Save item

T &=

Pade o KA LB F a9 &R
MR e

% 3| Intruder » 1% 1 5453 (Character blocks) &t % #3# 47

J ndfdXhLserver % }

QOperation | Binding | Endpoint

MNDFDgen
MDFDgenLatLonList
LatLonListSubgrid

ndfdXMLBinding
ndfdXMLBinding
ndfdXMLBinding

hitp:/igraphical weather govixmI/SOAP_serverindfdXMLserver php
hitp:/igraphical.weather.govixml/SOAP_serverindfdXMLserver.php
hitp:/igraphical.weather.govixmliSOAP_serverindfdXMLserver.php

LatLonListLine ndfdXMLBinding hitp:/igraphical.weather.govixmliSOAP_serverindfdXMLserver.php
LatLonListZipCode ndfdXMLBinding hitp:/igraphical weather.govixml/SOAP_serverindfdXMLserver. php
LatLonListSquare ndfdXMLBinding hitp:/igraphical weather govixml/SOAP_serverindfdXMLserver php

CornerPoints
GmiLatLonList
GmiTimeSeries
MDFDgenByDay
MNDFDgenByDayl atl onList

ndfdXMLBinding
ndfdXMLBinding
ndfdXMLBinding
ndfdXMLBinding
ndfdXMLBinding

hitp:/igraphical.weather.govixml/SOAP_serverindfdXMLserver.php
hitp:/igraphical.weather.govixml/SOAP_serverindfdXMLserver.php
hitp:/igraphical.weather.govixmliSOAP_serverindfdXMLserver.php
hitp:/igraphical.weather.govixml/SOAP_serverindfdXMLserver.php
http:/graphical.weather. govkxml/SOAP_serverindfdXMLserver php

Reguest

Raw F’aramsTHeaders Hex [ XML

POST /xml/S0AP_server/ndfdMLserver.php HTTF/1.1

Accept: image/iped, application/x-ms-application, image/gif, application/wxaml+xml, image/piped, application/x-ms-xbap, application/vnd.ms-sxcel, application/vnd.ms-powerpoint,
application/msword, */*
Accept-Language: zh-cn

User-Agent: Mozilla/4.0 (compatible;
.NETA4.0C)
Accept-Encoding:

M5IE 8.0; Windows NT 6.1; Trident/4.0; SLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30728; .NET CLR 3.0.30729; Media Center PC &.0; InfoPath.Z;

gzip, deflate

S0APAction: htep://graphical.weather.gov/xnl/DWNLgen/wsdl/ndf0ML. wedl#latlonlistCitylNames

Content-Type: text/xml;chacset=UTF-{

Host: graphical.weather.gow
Content-Length: 527

<soapenv:Envelope xmlns:xsi="http:/
xmlns:ndf="http: //graphical.weather
<soapenv:Header/>
<soapenv:Body>
<ndf:LatLonlistCitylanss soaps
<displaylevel xsi:type="xs(
</ndf:LatlonlistCityllanes>
</soapenv:Body>
</soapenv:Envelope>

% i#Intruder/z 9 4

N2

%

Send to Spider
Do an aclive scan
Do a passive scan
Send to Intruder

Cirl+l
Ctrl+R

Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder

Chnu rasmAnen in R e

4T

=" xmlns:xsd="htep: //www.w3.org/20012ML5chena” xmlns: soapenv="http: //schenas. xnlsoap. org/soap/envelope /"

sy

kmlsoap. org/soap/encoding/">




Target | Positions TPay\uads XUD{IUHS }

@ Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request The attack type determines the way in which payloads are assigned to payload positions - see help for full details

Altack type lSmper ,vJ

POST /xml/SOAP_server/ndfdXMLserver.php HTTP/1.1

A
Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/piped, application/x-ms-xbap, application/vnd.ms-excel, r Add §
application/vnd. ms-powerpoint, application/msword, */*

Accept-Language: zh-cn Clear §
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT &.1: Trident/4.0:; SLCCZ: .NET CLR 2.0.50727: .NET CLR 3.5.30728:; .NET CLR 3.0.30729: Media
Center PC €.0; InfoPath.2; .NET4.0C)

Accept-Encoding: gzip, deflate Auto §

S0APAction: http://graphical.weather.gov/xml/DWMLyen/wsdl/ndf ML, wsdlélatlonListCityNames _
Content-Type: text/xml;charset=UTF-8 Refresh
Host: graphical.weather. gov

Content-Length: 527

<soapenv:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchena-instance” xmlns:xsd="http://www.w3.org/001/XML5chena”™
xmlns:soapenv="http: //schemas. xmlsoap. org/soap/envelope/” xmlns:ndf="http://graphical.weather. gov/xml/DWHLgen/wsdl /nAfdxHL. wsdl™s
<goapenv:Header/>
<soapenv:Body>
<ndf:LatlenlistCityNames soapenv:encodingStyle="http://schenas.xnlsoap. org/soap/encoding/™s
<displayLevel xsi:type="xsd:integer">§I008</displaylevel>
</ndf:LatLonListCitylNames>
</soapenv:Body>
</soapenv:Envelope>

1% B 8gpayload 1 F 4 #1 > 12150 » BP1,11,111,1111.... . BEF 501 » kXA Z b9 %

Kot
Target | Positions | Payloads T Options ]

2| Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for e:
type can be customized in different ways.

Payload set: l‘I ,vJ Payload count. 50

Payload type: lCharaderbIocks ,vJ Request count: 50

w Payload Options [Character blocks]

This payload type generates payloads based on blocks of a specified character or string. It can be useful for detecting buffer overflows and exploiting some logic flaws.
Base string: | 1

Min length: 1

Max length: |50

Step: 1

4 mpayload #F HATE 8 4 R4 THAT T :



[ b
Ilntruderattackl - e A — - . —— - = Elg

Attack Save Columns

J Results ITarget I Pasitions I Payloads I Options ]

‘ Filter: Showing all items ‘ ?
Request 4 | Payload Status | Error |Timeout| Length Comment

A0 A0 T 200 = | 1286 &l
41 411 200 O] OJ 1286 r
42 421 200 ™ OJ 1286

43 431 200 O] OJ 1286

44 441 200 O] OJ 1286

45 451 200 O OJ 1286

46 461 200 O OJ 1286

47 47 x1 200 O OJ 1286

48 481 200 O OJ 1286

49 491 200 O O 1286

50 50x1 200 ] J 1286 |'

J Request T Response ]

J Raw I Params I Headers I Hex TXML ]

Content-Type: text/xml;charset=UTF-8

s
Host: graphical.weather. gov .
Content-Length: 574
Connection: close
<gsoapenv:Envelope xmlns:xsi="http://www.w3.org/Z001/XML5chena-instance™
xulns:xsd="http: //wvww.w3.org/2001/XML5chena™ xnlns:soapenv="http://schenas.xmlsoap.org/soap/envelope/"
xulnz:indf="http: //graphical.weather. gov/<nl /DWHLgen/wsdl,/ndfCML . wsdl ">
<goapenv:Header/>
<goapenv:Body>
<ndf:LatlonlistCityNames soapenv:encodingityle="http: //schenas. xulsoap. org/soap/encoding >
<displaylevel xsi:type:”xsd:integer")llllllllllllllllllllllllllllllllllllllllllllllllllk}displayLevel)
</ndf: LatLonlistCitylaness>
</zoapenv:Body>
</soapenv:Envelope>
A
? < & > Type a search term 0 matches

Finished |

h

L @A AR ] Ho gl T Wsdlertg 4 A > 2 IR 652 2 MR P 0 4R 7T 4% Bl Fuzzdb 9 3¢ » %
TR G5 FEMN XIS RIS IE o B IRAE AT 2HG TR > REGRARLE—Z 7698 s
KR A F TR > m)?xWebSerwce/’)ﬂfzc 0y AR IR E o IR ARG 12

BTRRARFGZLERL » BRKB BN SEMNRGBHT -



1% FIBurp, Sqlmapit 17 B #1LSQLIE A %35 M 1K,

F£OWSAP Top 10%F » AR RFE AL H—126) > MAEABRAFT » SQLEA LT LG
SATEA ~ XpathiEA ~ LdapEAZF I o R AAZTZ R AN I EAL  webs AT
HFE MR 4o T4 F BurpAeSqimap 9 484k # 4TSQLE N RIF 69 WX o R AT A EZ

A IR EA R

AFOSHANEA :

SQL# R A2SqlMapty & A4z A » 4o RA T G 8 Fl % 5 F 0 %
(SQLEAL HG L #) —HFSqlMap Tt (RGFEMEEF L) o

1. 1% Fl gason#& #+SqlMap M iXSQL iE A # iFl
2. 1% F /w3 iR sqlmap4burpds #+SqlMap#t & M X SQLZE A R iR

{# Fl gasonid #+SqlMap X SQLE X\ IR

EEXFBAREHOAZZIAN » ENABLTAREYE :

o RELZZ

o R

2

>

AN

k3
N

®
P

fic. B 4F T python T 247335
sqlmap# kA4 417 8948 FF E AR 20 %

T RIRCEHMET L@y mE o AL > RATEXFABBJARTHAR o

Burp Suite5 SqlMap % 449364 4 T BApp Store F #SQLIiPy?sF (=B ) >

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.

Name

| Installed

| Rating

| Detail

Logger++

Manual Scan Issues
MindMap Exporter

MNMAP Parser

Notes

Paramalyzer

ParrothG

Payload Parser

Pcap Importer

PDF Metadata

PDF Viewer

Protobuf Decoder
Python Scripter

Random IP Address Header
Reflected Parameters
Reissue Request Scripter
Report To Elastic Search
Request Randomizer
Retire js

SAML Editor

SAML Encoder / Decoder
SAML Raider

Sentinel

Bession Auth

Session Timeout Test
Site Map Fetcher

Software Version Re B
SQLiPy

ThreadFix

WCF Deserializer
Weblnspect Connector
‘WebSphere Portlet State D
What-The-WAF

WSDL Wizard

Wsdler

X33 Validator

O00000C00OUOCODLODO0OD0O0O00000000O0O0O0O0OODoOoOO

Pro extension

Pro extension

Pro extension
Pro extension

Pro extension

Pro extension

Pro extension

Pro extension

Pro extension
Pro extension
Pro extension

Pro extension

A
.

<X

This extension integrates Burp Suite with SQLMap.

Requirements:

& Jython 27 beta, due to the use of json
& Java 17 or 1.8 (the beta version of Jython 2.7 requires this).

# Arunning instance of the SQLMap AP server.

S0LMap comes with 3 RESTful based server that will execute SQLMap scans. You can manually start the server with:
python sglmspspi.py —s -H Gp» —p <port>

Alternatively, you can use the SQLMap APl tab to select the IP/Port on which to run, as well as the path to python and sqimapapi.py on
your system.

Once the SQLMap API is running, you just need to right-click in the ‘Request sub tab of either the Target or Proxy main tabs and
choose "SQLIPy Scan' from the context menu. This will populate the SQLMap Scanner tab with information about that request
Clicking the "Start Scan’ button will execute a scan. Ifthe page is vulnerable to SQL injection, then these will be added to the Scanner
Results tab.

Author: Josh Berry @ Code\Watch
Version: 0.5.2

Rating:

Install


https://www.baidu.com/s?wd=SQL%E6%B3%A8%E5%85%A5%E6%94%BB%E5%87%BB%E4%B8%8E%E9%98%B2%E5%BE%A1.pdf
https://www.secpulse.com/archives/4213.html

& A gasonfesqlmap4burp o Rl 89 3& 4 28 69 2 dE K Bl N7 0 KB 8GR TAE R A 4T A
SqlMap#jAPI#: 2 # /TSQLEA B MK » X E > KA1 E & vhgason A ] » ik Bikfe B R E Ao
I heAE A o

gasonds 2 F Ak A KK AT AT 8 ¢

1. B %A T Hgasonddth o RTVUAZ AR # AT TH (L EHTHR) » T RONE 7 T 2R
A ThHRAF o R E R ILE] 36 4 89 %2 X LA gason-version.jar

2. 477 Burp Extensionsi# /7% % » & & [Add)] 44 B E T RBERNT o 2 x I 42
& R TG 8E > T 5% (Burp Suite 2 A FEIGFGEA) TFHAR o

J Extensions T BApp Store IAF”S T Options ]

Burp Extensions

ensions letyou ; e = -
E  Load Burp Extension [ = g

Add

Remove
Extension Details

p
Extension type: Java |w
Down
Extensi ar) | Risafetool\Burpsuite_pro\gason-0.9.6 jar Selectfile ..

Standard Output

Please enterthe details of the extension, and how you would like to handle standard output and error.

T
Z

i

1

Details | Outpl

() Output to system console

() Save tofile: Selectfile .

[/] Extension lo3

=

Name: | gason-0

(®) Showin Ul
Item
Extension type Standard Error
Filename
PR () Qutput to system console
Legacy method () Save tofile: Selectfile ...
Legacy method @ Showin Ul
Legacy method
Legacy method
Legacy method

Extension state| |
HTTP listeners
Proxy listeners
Scanner listeng||

Context menu p Cancel Next
S ————————————————————————————————————



https://code.google.com/p/gason/
https://github.com/difcareer/sqlmap4burp
https://code.google.com/p/gason/

R HAT TAFARER > B [Output] ## [Errors] A /Mab T @ F & A 4558942 =
128 A BT ZERT -
Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

s

Add J Loaded | Type MName

(/] Java gason-0.9.6 jar

Remove
Up
Down

J Details T Cutput I Errors ]

[f] Extension loaded

Mame: gason-0.9.6jar

Item Detail

Extension type Java

Filename DisoftisafetoolBurpsuite_pro\gason-0.9.6 jar
Method registerExtenderCallbacks
Legacy method setCommandLineArgs
Legacy method processHitpMessage
Legacy method processProxyMessage
Legacy method applicationClosing
Legacy method newscanlssue

Extension state listeners 1

HTTF listeners 1

Proxy listeners 1

Scanner listeners 1

Context menu providers 1




3. RERME > BBurptProxy P M2 &g k0 > T B K &% Flsqlmap © 4= T B AT & :

Intercept | HTTP history TWEDSUCKETS history T Options 1

‘ Filter: Showing all items

# A | Host | Method | URL | Params | Edited | Status | Length | MIME typ
8 http:ivconf.f.360.cn POST  /safe_update W O 200 57182 app
g http:4/s £ 360.cn POST  Iscan W J 200 251 app
10 hitp:ifres . ghmsg.com GET fhipsipopwnd/data-20140222 json.. [ﬂ [:| 200 254 app
11 http:ifs f.360.cn POST  Jscan & O 200 251 app
12 hitp:/fres.ghmsg.com GET fhipsipopwnd/data-20140222 json.. [ﬂ [:| 200 254 app
13 hitp:/10.152.21.215:8080 GET {EntClient.cab?t=335&mid=e836ch... &7 (= 200 2536 HTML
14 hitp:#fmd.openapi.360.cn GET Nist/get?product=360trayfversion=1 [E] [:| 200 189 text
15 hitp:ivconff.360.cn POST Isafe_update [z] [:| 200 81649 app
16 hitp:/10.152.21.215:8080 GET {EntClient.cab?t=835&mid=7065d... W] [ 200 2537 HTML
17 hitp:ilg.soft.360.cn GET /get_update_info.php?type=update... [z] [:| 200 25365 XML
18 http:/fg.soft.360.cn POST  /get_polls.php?mid=7065d72c142... W] [ 200 2926 XML
19 http:/flupdatem.360safe.com  GET A3safeup_miniup.cab?autoupdat... W O 302 540 HTML
20 hitp:ilsrc.dl. 360safe.com GET /dl. 360safe . comiv3lsafeup_miniu... [2] [:| 200 4185 app
21 hitp:flupdatem 360safe.com GET N3lsafeup_miniup.cab?autoupdat... [ﬂ [:| 302 540 HTML
22 hitp:ilsrc.dl.360safe.com GET Idl. 360safe comiv3lsafeup_miniu.. [ﬂ [:| 200 4185 app
EAS
J Request T Response }
J Ra¥ sendto Spider
gg:th Do an active scan roduct=360traysversion=1 HTTPF/1.1
Accepi Do apassive scan
Send to Intruder Ctrl+l
Send to Repeater Ctri+R
Send to Sequencer
Send to Comparer
Send to Decoder
Show response in browser
Requestin browser >

send to sglmap

o R XA BN LB PT 6 [sendto sqimap)] X% » MAREHREALERY > F&

B H O E—TREAKNRR -



5.
B A 1EAE o

% ZAVEBurpdE #6915 Rl & it

# [send to sqimap) /& » Ml & # 3 Hsqlmapit A%

Intercept | HTTP history IWebSockets history I Options ]

‘ Filter: Showing all items

| |£] SQLMap wrapper v0.8.6 - by CrOhn @ggdaniel - Win port by Praetorian @nathansportsman

#

5

4| Host [ Metnad
SQLMap options
8 http:ivconf.f.360.cn POST
9 hbipdisf380.cn posT || Target i - i . —
10 http:fires.ghmsg.com GET U.. | http:imd.openapi.360.cn:80/ist/get? product=360tray8version=1__ v| [_ Del | [(GET | ¥|
11 hitpil/s£380.cn POST Cookie
12 http:fires.ghmsg.com GET
13 hitp:/10.152.21.215:3080 GET Binpath | Cisalmap\salmap.py NOT FOUND. Select executable! =
J4 S hip A openapt360.n CEl Command i 00 exe Clsalmapisalmap.py NOT FOUND. Select executable! -u hitp:/md.openapi :
15 http:ivconf.f360.cn POST
Custom options Tampers
16 hitp:i10.152.21.215:8080 GET DBMS "
e Auto || apostrophemask [_| halfversionedmorekeywords

o b o ee S appendnullbyte modsecurityversioned
18 hitpolig.soft360.cn POST || Action  [Auto w | | & 2P U b

|| baseB4encode || modsecurityzeroversioned
19 http:updatem 360safe.com  GET Enries for table(s) -

|| between || versionedmorekeywords
20 http:ifsrc.dl.360safe.com GET [ space2dash [] space2mssglblank
21 hiip/lupdatem.360safe.com  GET Level ] Risk (i P P d

] charencode (] space2mssqlhash
22 http:ifsre.dl.360safe.com GET Verbose? | Fingerprint? |_| oA o bk
[« Random User-Agent? [] U ep ! IR i

|| equaltolike ] space2mysgldash

Request | Response Database [ ifnull2ifisnull (] spaceZrandomblank
DB to enum

[] multiplespaces
[ percentage

|_| unmagicguotes
[] securesphere
] space2plus

Raw | Params | Headers | Hex

Table to enum

GET http://md.openapi.360.cn/list/get?
Host: md.openapi.3e0.cn

Accept: */% Colto enum
Userto enum

Parameters to test
| product=360tray
version=1

Optimization

[_] Turn on all optimization switches

|| Predict commen gueries output

[_] Use persistent HTTP(s) connections
|| Getpage length without actual body

Threads [4 [] Debug

Help

(] versionedkeywords
[ randomcomments
|| space2morehash

|| charunicodeencode
] chardoubleencode

You can edit parsemters with double mouss clicking

Exit | [Runs

B P RATTAE B a‘éﬁi/\ B #INELH &N B H AR IE
* o Bldo @ KA 5 dE > H KA X (GET/POST)

s url3eik % o Rl -

BABNMXSFREGLREL
aH S 5

Sqlmap A& MX4k A g RIEm FEERMNA THE » AFREIBGAANL :

bin B % : & & {&sqlmap.pysy#-42

Command : sqlmapi& 47 i $h 4T 89 & 47

6.7% Ebin B & 697 AR H £ >
pathfc B iE # &

b= O

sqlmap*

> Bp o] vhgm i 3 A1 B £0) o

2t &2 T sqlmap 4 £ iy A — A~ &

» T8 Command& A# £3 > MMA X E LY TR »
ot (R TEMRDBEEAZEN S L > TARIKREE

] 448 > #%# 5| sqlmap.py ) & 542 BP 7T o %bin

A &R F AT
A& Commandfa 8 %



6.1 EbinB Foy 7 XM E » & [....] &4 > %4EFsqimap.py®) H i BZ BT o Lbin
pathfc & E# )5 » T 7 89Command & 8 30 £37 > MARE S KT R » B s AEFZHATH
sqimap 447 (4= R 7L AT @ IAE &AL E 894 3L > 7T A iRk & 376 Command i 89 &
b o Bp o A Fe 38 3 AR E 2 2 T sqlmap & 28— Ak ) o

e

oy Praetorian @nathansportsman | = Bl =%

Target
u.. | http:/md.openapi.360.cn:80/ist'get?product=360tray&version=1 |v] | Del | |GET |vJ

Cookie

Bin path Chsglmapisglmap.py MOT FOUMND. Select executable! O/

Command

python.exe Clsalmap\salmap.py MOT FOUND. Select executable! -u hitp:imd.openapi..
Custom options Tampers

DBMS [ Auto x ﬂﬂ: . E—— _—— = == : ﬂ

3

Action Auto [

SCLMap options

Entries for table(s) (0 lﬁ Slman |'J l ﬁ J [ @ J l ﬁ J I E] H 8| J
Level [ ]=] Risk [ shel [E5 waf [ ISSUE_TEMPLATE.md
Verbose? [ Fingerprif (&5 tamper (& xml [ README.md

Random User-Agent? [ ] (&5 thirdparty [ .gitattributes [ sqimap.conf

o @ 0 gtgnor

DBto enum 1 (&5 uar [ travis.ymi [ sqimapapi.py

Table to enum 1 _ = ___

Colto enum | ks sqlmap.py

Usertoenum [ | wpon): (g v
'_thimization

[[] Turn on all optimization sy HIig

[ ] Predict common queries ||
[] Use persistent HTTP(s)
E] Get page length without actual body

Threads [4 [] Debug

“ou can edit paraemters with double mouse clicking

Help | Enit J Run

7TH R EREEHZE » [run) B4l isiE > A& [run)] > A% A % # Asqimapia # 5



+| SQLMap wrapper v0.9.6 - by CrOhn @g gnlel - m in port by Praetorian @nathansportsman | G —&I
| [ SQLMap options TW-_—

UR...

http:/md.openapi.360.cn:80Mistoet?product=360trav&version=1

TR | RS

I )
S B i [ O Y
| || httpffsgimap.org

Search:

| Savetofile.. | [ Closetab |

A

% # Asqimapfa # &R > EH LI —Mab T @ 0 RoRATRE o Brde LB &G A7 K ATIE o

8. & AT LA T # F Rz eg @ Lo [save to file] #= [close tab) k&AM R XA
b2 g

1% Flgasond&E t » 5 447 7 XATsqlmaphe A48 1t > RAVF T/ E e 7 1% o tode il » £G4
FIRFF 0 B E & RIBcookiels & » ARG AITENAT ; RAEL - BNFEFLE
AN— A B BAT AT RAE > MligasondE IR T > BB RE R - S H£M A F [send
to sqimap) & » #&H A S H KA1V TR T Z LR o B GsqlmapMERE 693 » KA T L
BRF BB AFHTAR o W AATTEANL - £ FHak o

1% A /m 7% Rk sqlmap4burpiE #F+SqlMap#t £ M X SQLE X\ iR



4o AR R ABIAT — Ksqlmap# 3 4E o BP &k TR £ ANk 4 HuhE 69 SQLIE N R R M X, 0 A% ]
gasondB i 8 7 KR A K 2R - AL » G HABEANGME A 7 AR ? B Ak
4 0y oW shfreebuf A A B £ MM L F » BREH|MOFE T THEEFE o

1. [#RILSQLMAP# L& MR 48] hitp://www.freebuf.com/sectool/75296.html
2. [&RATITE—2% A #HILSQLIEA L L] hitp://www.freebuf.com/sectool/74445 . html

W L@ ARLE > RINTRAEE > B RFAEZTEAFIEFHE L o RAEH I TN
Ao MR KIRZ T ROV T2 E > TERIN—ARFFR— T o fTA R A FA -
£ Sqlmap#) B 7 XA ¥ A XA N4

sqlmap user’s manual &5 History

5.13.3 Parse targets from Burp or WebScarab proxy logs
Option: -1

Rather than providing a single target URL, it is possible to test and inject
against HT'TP requests proxied through Burp proxy or WebScarab proxy. This
option requires an argument which is the proxy’s HT'TP requests log file.

INIXFLiE P BATTAE E > sqimap™T A -l 4L 0 — KA % Aurlby iz AR » IS
&9 45 £ Burp proxy 3 # WebScarab proxy#) B &L o A8 4 » KATA G T vl & 469 77 X »
A& A RENE B EH » RAEEMAsqimap » MR ELRMEG M ? X LS RELEFEH -

frgithub E » K A difcareer~ 7 7 — MBurpi& #sqlmap4burp » 7 ST ik

A ¢ https://github.com/difcareer/sqimap4burp ° &AM A TG RK - kTR A
b2 SQLM X 69 7y 78 o

B BATRAR] =T XA A7 F

%38 I Burp K AHTTPA £ 4 &AR1E K AHTTP History 7] & F » &A1T A Z 3t
% Asurl > w36 A & &R Burp proxy ) B & U 0 ARG B A sqimap# T4 o


http://www.freebuf.com/sectool/75296.html
http://www.freebuf.com/sectool/74445.html
https://github.com/difcareer/sqlmap4burp

%\ 1 Burp, Sqlmapi# 17 8 #h{LSQLE X %% M X,

’Ig‘?ﬁ" /M'i)ﬂ ﬁié’]muﬁi@&fﬁ‘ _

HTTP History
LlES

H H PR

I A R g i i R g i
[T PO T U TUAy Ul I U, JF SN UG N e LU e U RO U S O S A st PO B i R O P YA RO O o S
: L= B PR o e B PR o

| “EliproxyifEH |
. Ly !

i f]SqIMap -
14t 2 b

FAPREEH ZFAATORD > AAEHAPATOFHE o L ZRBTLLFR

1. FIWRPHRIERTH T > LA Z M HERHistory?| 2 ik P48 » Lib— 5T % %12
;‘3’{ o

2. 5 RIEGHTTPH &d Bproxy B &894 X » A& B & o

3. A sqimap.pylr A& > 4 £ R 69 B ESTHAE A S RE R AT D o

PE T K A RN kA proxydy B & A X o
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[Target I Proxy ]' Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender IOpﬁons TAIens I Sglmap ]

[ Connections I HTTP | S5L | Sessions I Display TMjsc ]

@ Hotkeys

G These settings let you configure hotkeys for common actions. These include item-specific actions such as "Send to Repeater”, global actions such as "Switch to Proxy”

Action | Hotiey |

Send to Repeater Cirl+R A

Send to Intruder Cirl+l

Forward intercepted Proxy message Cirl+F »>

Toggle Proxy interception Ctrl+T

Switch to Target Ctrl+Shift+T

Switch to Proxy ri sl R '- h

I
Edit hotkeys s raaer--al — [
i B0 ([ Desktop H @ (&) &) (E)E
(&5 160-1~CrackMe g

@ Logging (& autoMsg
G These settings control logging of HTTP requests and resy; [ﬁ- bp
bp_d
All tools! [] Requests [ | Responses (& bp_doc
(& c324sm
Proxy: [¥] Requests [ | Responses e .
- ( / >
Spider: [] Requests [ | Responses |
Scanner: [] Requests | Responses it (N): | |
Intruder: [] Requests [ | Responses

Repeater: [] Requests [ | Responses R [ﬁﬁﬁ}t{# "J

Sequencer. [ | Requests [ ] Responses

Extender: [] Requests [ | Responses [HR_'é’J

Temporary Files Location

These settings et you configure where Burp stores its temporary files. Changes will take effect the next time Burp starts up.

6] (=)

@ Lse default system temp directory

() Use custom location: Choose folder ...

4o LB AT R - &A1 2 [Options] >> [Misc] >> [Logging] & ¥ Proxy#Requestsit °
A& ERGBELHOREF KL A& [(RE] 425 > W U4 R FH4512 EProxy
895 KK & o RN 2y B EHARFRTABAN > B ELKXLT :



%\ 1% M Burp, Sqlmap 17 & #1LSQLE X % 3% M| 1%

R @\ | 1480054195%03req | % &2 logtxt x
mlIII|IIIIlll:llIII|IIII2II:IJJJJ]J!!!3II]IIIllllllllil[lttl.l.ll.l.l.IEII:llIII|IIII6IDI

T
=
&
hJ
e
N
hJ
-
~
~

i
o
[y
-
ot
LN
i
b
£
b
[y
=
ey
=
s
=

GET http://10.152.21.215:8080/push/EntClientPush.cab?t=303 HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: 10.152.21.215:8080
Accept: */*

Connection: Keep-Alive
Cache Control: no-cache

L=

T A=

2

3

L 2 3 8 4 4 3 43 43 4 3 3 4 43 4 3 3 3 4 3 3 32 3 3 2 3 5 & B 0 3 5 0 0 3 3 3 0 B0 B B3 0 0 0 B 0 0 0 0 J } 0 J J |

Lh W oo s

o POST http://vconf.f.360.cn/safe_update?id=1 HTTP/1.1
0 Host: veonf.f.360.cn

1 Accept: */*

2 Connection: Keep-Alive

5 Cache-Control: no-cache

4 Content-Length: 774

5 Content-Type: application/x-www-form-urlencoded

(SR N B R o R R R e S e e R el

TH—EREFHLE B—FHEAEXESAF16K3F s BF260H LA E A T3 EIRY
R T B P269IR B R BF KRG F AR o MR R BE XN F TR R E S AES
#sqlmap4burp® /825 (WindowsI R T ) Mk T ARZ AN 4E o
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4t - #5 SnifferContextMenuFactory.java®) & A14% %] 7 B & KRB A 2 createMenultems &% 2 A
¥ 9 actionPerformed & % » # A5 BB ARAG A -
@override
public List<IMenuItem> createMenultems(final IContextMenuInvocation invocation) {
List<IMenuItem> list = new Arraylist<IMenuItem>();
IMenuItem jMenuItem = new IMenuItem("send to Sqlmap™);
list.add(jMenultem);
jMenuItem.addActionListener(new ActionlListener() {
@Override
public void actionPerformed(ActionEvent e) {
IHttpRequestResponse[] messages = invocation.getSelectedMessages();
File file = new File(Context.getTempRegName (true));
[/ EFRMERALES . LappendAiiEmE HE A
for(int i=0;i<messages.length;i++){
byte[] req = messages[i].getRequest();
try {
[ IEMBERAEEXSES
FileUtils.writeByteArrayToFile(file,createlLogHeader(messages[i]),true);
[IEMBERMhtIpEE
FileUtils.writeByteArrayToFile(file,req,true);
[FEMEEREEREEES
FileUtils.writeByteArrayToFile(file,createlogFooter(),true);
} catch (IOException el) {
el.printStackTrace();
¥

¥
System.out.println("sent to sqlMap");
new Thread(new SqlmapStarter()).start();

¥
3)s
return list;
¥
Ml B &K A BIRGNRE LZTHE FRXGFHE > FadeT !
/xx

* 12 logHELEME R i

* 10:24:42 http://10.152.21.215:8080

/]
private byte[] createlogHeader(IHttpRequestResponse messages){
StringBuffer sb = new StringBuffer();
IRequestInfo analyzeRequest = helpers.analyzeRequest(messages); // #iEB (TR
URL url = analyzeRequest.getUrl();

sh.append(™ == == i
sb.append(getNowDate()+" "+url.getProtocol()+"://"+url.getHost()+":"+url.getPort()+"\n");
sh.append(" == == X
return sb.toString().getBytes();

-y

/xx

* figlogHERESESR, #IMT :
/s
private byte[] createlogFooter(){
StringBuffer sb = new StringBuffer();
sh.append(™ = — \n\n\n\n");
return sb.toString().getBytes();




Bl Bt » 45 2sqlmap4 426998 F 7 & » 15 2 SqlmapStarter.java®y #2147 4 :
public class SqlmapStarter implements Runnable {

@override
public void run() {
try {
StringBuilder sb = new StringBuilder();
| sb.append("sqlmap.py -1 " + Context.getTempReqName(false)+" --batch -smart”); |
if (isNotBlank(Context.userConfig)) {
sb.append(™ " + Context.userConfig);

¥
File batFile = new File(Context.getTempBatName(true));

if (!batFile.exists()) {
batFile.createNewFile();
A

BH - BNTAEABERMEOART o
3o Ae R AG T VAR e T HAE R AT T AR ¢ 4B T A el T A

THRIEE 5 Fsqimapdburpiyreadme 7R A& K 69 B B 2T vA4E A - & Msqlmap i A 4%
SR P BIERRIEARD o

BHZERZEBE L TRRRGEFHL S KREH » o TEELKLES Furl®SqMapty B A :

115  hitpiise.360.cn GET Icloudipicinfo.ini ] [] 200
116 hitpdiveonff360.cn POST  /safe_update [+ [] =200
117 httpiis £.360.cn POST  /scan [+ [] 200
118  hitpdires.ghmsag.com GET fhips/popwnd/data-20140222 json... [+/] ] 200
119 hittpdM0152.21.29 hitp:fires.ghmsg.com/hips/po... 195948557891 1=1&USN=261915039 200
120 hitp:ig.soft.360.cn Add to scope 100
121 hitp:/ig.soft.360.cn Remave from scope 100
122 hitpalig.soft.360.cn 100
S Spider from here
2 hHr-lln ~aft FENA R Ann
- "\h Do an active scan
J’ P— M Do a passive scan
Send to Comparer (requests)
J Raw | Params | Head Sendto Comparer (responses)

GET send to Sglmap

L P I I T T TS IR I

AR A9 B &R A

A1 -mmar .


https://github.com/difcareer/sqlmap4burp/blob/master/README.md

% -+ 1& A Burp, Sqlmapit 47 & #{LSQLE X #i% M X

N 81 1480054195903req x [ @2 | logna |

I';I||||I||||:I'|I:I|||||||||2|D|||||||||3|D|||||||||4|EI|||||||||5|I:I|||||||||6|I:I||||I|||
e e e
2 14:09:55 http://res.ghmsg.com:80
- S Y B O O L S S L 0 SO S O SO O OO SO SO SN

4 GET http:ffres.qhmsg.comfhipsfpopwnd./data—l?0140222.json?mid=cb58ac3
5 Host: res.qghmsg.com
6 Accept: */*
7 Pragma: no-cache
8
U .
10
11
12

15 =====================ss===s===ss===sssso===ss=========

16 GET http://10.152.21.215:8080/push/EntClientPush.cab?t=274&mid-e836cb7{73f030:
17 User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

18 Host: 10.152.21.215:8080

19 Accept: */*

20 Connection: Keep-Alive

21 Cache-Control: no-cache

22

sqlmap & 2 — kT AN % ASurd A -
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Em C\Windows\system32\cmd.exe |£|E|_g—hj
I = i beglmap.py —1 C:“lUsers™~ fipphatasLocal Temp 1488654195903

.reqf —hatch —-snart

m

{1.8.11.14Hdev>

http:/»sglmap.ory

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutuwal consent
iz dllegal. It is the end user’s responsibility to obey all applicable local. state and
federal laws. Developers assume no liability and are not responzible for any misuse op

damage caused by this program

[#] starting at 14:14:46

URL 1:

GET http:-/~sres.ghnsg.comshipsspopund-sdata—20140222 | json?mid=chScmebldiimiinmml7ech24da
h92akstatus=118u=28000000 " 47188r=19%000000211=18USN=260 T

do you want to test this URL? [Y./n- gl

>y

[14:15:67]1 [CRITICAL] unable to connect to the target URL. sglmap is going to retry the
requestis)

URL 2:
GET http:-/~/10.152.21.215:8888push/EntClientPush.cab?t=274&mid = 8300hT0R0000000TeRE54b91
dle22d58&mac =c8Baa?cddi8b&ip=18""" 0 V8hos t =AMCC-OP-3NA528=1=2016 .11 . 2520800 :24:55 .1 §&

ver=3.0.08.15%468&dn= =




1£ FiBurp ~ PhantomJS# 17XSS# M|

XSS (#53b kA SUd) iR ZWebk HAZF F Rw L RN — » g4ai) = EF A H 4 1E
Web T @ 46 A & ZhtmIRA » 5 P &) 5% 00 - A S+ Web Z @ 67 html K45 244 3
110 Ak 3% Z 4R R P 69452k B 69 e JRIUA P 89cookie » S G EM L > HHF KRG
F oo RBEARE G XN TF > BES A R4 XSS ~ £ 1% XSS/ DOM-base 2 XSS ©

R AR IR O TR AR ARTTIES © K 5 H5T RIS T THEEH
HAE A5 R R THTTPE 7 43k £9URL % 3 ~ form& % ~ Headers 74 & Cookies ¥ » 12 »
HHTTPE 7 stk RAaxt i 89 » kR T 448 & ~ WebServices ~ H- 489 2 A 4 0 038 4 F 4f %
T8 o ARIBH R A gAooh 23 o) R F) » XSS P (A & 5 632 2 A AR :
PRALE T R > SATRE AR > BT @ &4 > RArR 5 DOM & ~ CSS 4 & ¥4

fF > RIBIUERT H AEXSSHKIF o

FEOENAEA

1. XSSRIR & & KJF 32
2. PhantomJS/EXSS# M b 691% A 7 32
3. 1£ A XSS Validatord® #F 2 7 XSS /R iR 44 M

XSS R iR 8 3 KR 32

—f& R EAVT AR IXSSHRIF G R X kR 2 RAERHRE ~ 44#A - DOM-base = #
AR — A KA o
1. RATAXSS A5 9| AR £ HH L &b AR %K AGURL » 3 URLMAE AT FF oS »
AL ERA A FAEHTMLAEN ~ AT - B R T ERIIL AR P AEFARTH
eI Rl o BB BEHAAFT T ¢

http://localhost/vulnerabilities/xss_r/?name=<script>alert(1);</script>

HnameA 289187 <script>alert(1);</script> * XAF 69 A $ a3 \A2 5 KAD B R AL
FTRL I > N ARPAT o L RMEGRARB 4 TH :



-
@ Damn Vulnerable Web Application (DVWA) v1.950urce = Darnn Vulnerable Web Applicatio... @M

U localhost/vulnerabilities/view_source.php?id=xss_r8security=low 9 O &

XSS (Reflected) Source

<?php

m

// Is there any input?
if{ array_key_exists( "name”, $_GET ) && $_GET[ 'name’ ] != NULL ) { N
{{ Feedback for end user
echo "<pre>Hello " . $_GET[ 'name’] . '</pre>";

}

-

-

2. XSS AL L &M A RAD M A 04 B E > B LA P EF RS R T B 0 35 A EK
R T HRIT R P A RIS 3R EW AR EIUT o AFE R LA T
B :
Vulnerability: Stored Cross Site Scripting (XSS)

Mame * test_name

<script=alert(l);</script=

Message *

Sign Guestbook

@ Damn Vulnerable Web Application (DVWA) v1.950urce = Damn Vulnerable Web Applica... &lﬂlﬂ

|-“3 localhost/vulnerabilities/view_source.php?id=xss_s8security=lo @| - @

fF el Tpat
$message = trim{ $_POST[ ‘'mtxMessage’ ] ):
$name = trim({ $_POST[ 'txtName' ] );

// Sanitize message input
$message = stripslashes( $message ): =
$message = mysql_real_escape_string( $message );

/f Sanitize name input
$name = mysql_real_escape_string( $name );

m

// Update database
$query = "INSERT INTO guestbook [ comment, name ) VALUES ( "$message’, "$name’ );";
$result = mysql_query( $query ) or die( "<pra>" . mysql_error() . "</pre>"):

J/mysgl_close();

L ZAXSSHR AR B AR S S %3t B AR E F 89 A 5K Mjavascripthy AL & o
3. DOM-base® XSS & 45 72 #7s# T @ # {TDOMIRAE B » 4 A & FRAG 89 | BAXHTML A7
M~ AT 0 T FEXSSHRR ©



PhantomJS 2 XSS#: M| & &91% A J& 32

PhantomJS &9 ‘& F 3&3k © hitp://phantomjs.org » B ATk #R A 2.1 ° €A — M AT WebKitsg R
% % sxJavaScript APl » Bl e £ & &) W B 89 XF LT T £ MWeb| i 5 2 4869 X F > Bl
DOM 4 #2 ~ JavaScript ~ CSSi#4% % ~ JSON ~ Canvasf T %K &k € BHSVGF Fhft o AT
CRAAGAE BFHATATHFE ¢

1. RFERE B WebM K : XIHFR % MRKIER » YU Test ~ Jasmine ~ WebDriver
Capybara ~ QUnit ~ Mocha

2. W@ 8 2R AREHDOM APIR —2JavaScriptilE & (4=jQuery) 5 Pl =42 4F
Web 7 & °

3. BRERMR  ABE T XIACSS ~ SVGHCanvasF N @ A % » BP T LILM & = 2 Al o
MERE 5% WebBH L » e BBRE ~ KEAME LA

4, MWz AAHHJATF LM N IE ~ RIZ T @ B VARG AR X W4z 6945,

KA1 ZAE A 89 £F & A A PhantomJS# 4 89 JavaScript APl A i fefe & 0 » 71834
BAEhtmI T @ DOM ¥ & B0 P 3R4E o

#£Burp Extender®BApp Store A — XSS # 4 M| #9464+ XSS Validator » 3t £ 4] F
phantomJS#eslimerdS &7 3% 245 » k T RFI I EL) o TERI—ALREF CORE -

F G R E B R f9xss-detector ¥ B & T A — /i xss.js# L » st AEphantomJS# M &9 B4k 52
Hoo AR T EANAER > RINHAT » £RENNYE093H O BH T —MUTTRSE > FAY
P B AXE 69 T R o

var DEBUG = true

var system = require( system’);
var fs = require(fs');

/{ Create xss object that will be used to track XSS information
var xss = new Object();
xss.value = 0

xe8.mag ="

/{ Create webserver object
var webserver = require('webserver');
server = webserver.create();

// Server config details
ar host = '127.0.0.1";



http://phantomjs.org/

% 1+ L% 1% FlBurp ~ PhantomJS#t 47XSS# |
%ET B Mweb® 24N ~ XSSF It ~ jsiRAEF o

var wp = relnitializeWebPage();

% phantomJS/R %2 # » £ 8.3 K G il T APIE 0% K | @ i1l o Eansbibdf2d »
/{ Initialize webpage to ensure that all variables are
/{ initialized.

// Start web server and listen for requests
J var service = server.listen(host +

Fl &t » B Lalert ~ confirm ~ prompt4k ¥ » 12 XSS M1z & o

'+ port, function(request, response) {
/{ Custom handler for alert functionality
wp.onAlert = function(msg) {

console.log("On alert: " + msg);
xss.value = 1;

7

xss.msg += XSS found: alert(' + msg + ')’;

wp.onConsoleMessage = function(msg) {

console.log("On console.log: " + msg);
xss.value = 1;

xss.msg += XSS found: console.log(’' + msg + ')’;
wp.onConfirm = function(msg) {

xss.value=1;

7

console.log("On confirm: " + msg);

xss.msg += XSS found: confirm(' + msg + )
wp.onPrompt = function(msg) {

console.log("On prompt: " + msg);
xss.value = 1;

7

xss.msg += XSS found: prompt(' + msg+');

mxf TisFHEM AL £ 2 BIFHYLZEEH -
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/{/ Evaluate page, rendering javascript

| xssInfo - wp.evaluate(function (wp) {

var tags = ["a

E]

abbr", "acronym”, "address", "applet”, "area", "article’, "aside”, "audio”,

i H

var eventHandler = ["mousemove”, 'mouseout”,"mouseover"]

// Search document for interactive HTML elements, and hover over each
/{ In attempt to trigger event handlers.
tags.forEach(function(tag) {

37

currentTags = documen t.querySelector{tag:l:

if (currentTags == null}i

eventHandler.forEach{function(currentEvent)!

var ev = document.createEvent("MouseEvents");
ev.initBvent{currentEvent, true, true);
currentTags.dispatchEvent(ev),

// Return information from page, if necessary

return ('1(_'.‘-:_' ument;

}, wp)j

g T Xk A2 - KK EXSS Validatorf® il phantomJS*t XSS#AM e R L2 %R T - % T
BAR LA RADH » F R X @ CINBFAX-Friday 9 L FHFRFHE - 51130
sk @ http://www.tuicool.com/articles/3emU7n

AP kMEE T L4 o TH :

i

CEEEM

intruder start

xssWalidator payload- 4 /i 28

—

ReE AR

ErE I 2 1E

¥

04,

intruder£l {4

LG LI P A XA R F B4 H] X280

12 #intruderi s 19
4 S#E % Ephantonis
/R k0E#0
0o /_— phantomjzs
fil:k=3
K55
=5

” . 1)
i) S et - |

webBRH22

1. Intrudert% 1 T XSS Validator#ypayload & & & » 4 4G # 5 Intruder A # 3k 0 & 42 & ©
2. &t tIntruder X £ 697 B ATE AL E > 2 X phantomjsR % Ko7 58 o 4L 3E o


http://www.tuicool.com/articles/3emU7n

3. xss.jsih KE F#ywebk % & » F 3l & # 4T > HwGrep Phrasets &
4. Intruder#1% 42 Grep Phrasets & R 4% & 4 1& iR

z\ﬁﬁiﬁ%TphantomJSE#"zﬁ“ XSS /)R I » ZANA T AL TAEF » RIBEZFREFR » 2t E 4o
XSS.js LA # AT » KX B HRAKMNATLEFFRKGB G AR TIBEHERA GRS
3‘]’]% °

1% FIXSS Validatori& 14 17XSS ikl 44 i

E—% KA1 A T phantomJS#e Mxss 9 & AR » I A KA1 —A kA A XSS Validatords # 69
£ H o

XSS Validatordd# #5 % % 4k & £ T il I BApp Storew Efr F L K Af 7 X » FLRE
BT SR #4548 » X Z4E0 B thgithubil

3k » hitps://github.com/nVisium/xssValidator e X E IR B EHF AT TR * R TN ELE >
H M RBurplE i e X E T c KRR T RE O EL TR T

Target | Proxy | Spider | Scanner Ilmruder IRepeater I Sequencer T Decoder I Comparer T Extender T Options | Alerts | xssValidator }

xssValidator Payloads

Created By John Poulin (@forced-request) Custom Payloads can be defined here, seperated by linebreaks.

Version: 1.3.0 & {JAVASCRIPT} placeholders define the location of the Javascript function
@« {EVENTHANDLER} placeholders define location of Javascript events,
xssValidator is an intruder extender with a customizable list of payloads, that couples such as onmouseover, that are tested via scriptable browsers.
with the Phantom.js and Slimer js scriptable browsers to provide validation
of cross-site scripting vuinerabilities =script-{JAVASCRIPT}=iscript> r;
=scr ipt={JAVASCRIPT}=/scr ipt=
Getting started: ><seript-{JAVASCRIPT}</script>

“=<script-{JAVASCRIPT}=/script=<"
==script={JAVASCRIPT}=/script=
“=sCript-lJAVASCRIPT)</script-<'
=SCRIPT={JAVASCRIPT} =/SCRIPT=
<scri<script-pt=-{JAVASCRIPT},</scr</script=-ipt=
=SCRI=script=PT={JAVASCRIPT} </SCR=iscript=IPT=
<SS LIS CNpt=Ipt=pt-{JAVASCRIPT} /s Cr=/SC</S Cript=Tipt=ipt=
“LIAVASCRIPTY"

2hantomJS Server Settings http:i1127.0.0.1:8093 “{JAVASCRIPTY

[ JAVASCRIPTY,
=SCR%00IPT={JAVASCRIPT}=/SCR%00IPT=
V{JAVASCRIPTRH

=STYLE TYPE="textjavascript™={JAVASCRIPT} </STYLE>
<<SCRIPT={JAVASCRIPT}ii<</SCRIPT=
“{EVENTHANDLER}={JAVASCRIPT}

3rep Phrase fy7sdufsuidfhuisdf =<SCRIPT>{JAVASCRIPT}ii=</SCRIPT>

<img sre="1" onerror="{JAVASCRIPT}">

<img src="1" onerror="{JAVASCRIPT}"

onerror="{JAVASCRIPT}"
lavascript functions alert,console.log confirm,prompt onerror="{JAVASCRIPTY

@ Download latestversion of xss-detectors from the git repository

@ Startthe phantom server: phantomjs xss.js

= Create a new intruder tab, select Extension-generated payload

# Under the intruder options tab, add the Grep Phrase to the Grep-Match panel
® Successful attacks will be denoted by presence of the Grep Phrase

3limer Server Settings http:/1127.0.0.1:3094

lavascript event handlers oNMoUSemove, onMouSeoUt oNMouseover <ING ~==SCRIPT=LJAVASCRIPT}=/SCRIPT=">
<IMG "><SCRIPT={JAVASCRIPT}</SCRIPT>">
“““ S RIPT/ BUASCRIETY

LR g £ i EATE F R E 09 A4 t4ﬂﬂ7ﬁ?’l¢£XSS/ﬁﬂé’Jpayload o fEA% A 4E

Al 0 A — % % Tphantomjsty LIREL B & 2R X iE - RO Z XN AR 2 A B ERAITIEHR
ROt > R fd ERGET 694 F LA 2 o



https://github.com/nVisium/xssValidator

[ Extensions IBApp Store IET Options ]

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.
Name Installed Rating Detail
Random IP Address Header ;
Reflected Parameters Pro extension This eneWsponses to a locally-running XSS-Detector server, powered by either Phantom.js andior Slimer.js
Reissue Request Scripter

A
Report To Elastic Search

Reguest Randomizer

Pra extension
Before starting an attack it is necessary to start the XSS-Detector servers. Navigate to the xss-detector directory and execute the following:

Retire js Pro extension $ phantomis xss. js &
SAML Editor $ slimerjs slimerjs &
SAML Encoder / Decoder
SAML Raider The server will listen by default on port 8093. The server is expecting base64 encoded page responses passed via the hitp-response, which will
b
be passedvia the Burp extender.
Sentinel

Mavigate to the xssValidator tab, and copy the value for Grep Phrase. Enter this value within the Burp Intruder grep-match function. Payloads that
match this Grep Phrase indicate successful execution of XS5 payload.

Session Auth

Session Timeout Test
Site Map Fetcher
Software Version Reporter
SQLiPy

ThreadFix

WCF Deserializer
Weblnspect Connector
WebSphere Portlet State D...
What-The-WAF

WSDL Wizard

Wsdler

XSS5 Validator

Pro extension
Within the xss-detector directory there is a folder of examples which can be used to test the extenders functionality.

Pro extension

Basic-xss.php: This is the most basic example of a web application that is vulnerable to XSS. It demonstrates how legitimate javascript
functionality, such as alerts and console logs, do not trigger false-positives.
Pro extension

Bypass-regex.php: This demonstrates a XSS vulnerability that occurs when users attempt to filter input by running it through a single-pass
regex

& Dom-xss.php: A basic script that demonstrates the tools ability to inject payloads into javascript functionality, and detect their success.

HOOO0O00OO00O00O0O00COO00OO0OooC

Requires Java version 7

£ AT Intruder A7 » s/ 38 i 44 fTphantomjs xss.js & #ixss MR % » 4L & phantomjs &9
MR % 357 s v o X RLARAT &ﬂ]ﬁﬁhﬁ‘ﬁv\é\ T Al » & B phantomjs R £ 4F » Hm AR IR R
%E » T ML FHEIAT o ETphantomjst ZEIFFH L > WwREREET & > ZREZE LT
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te_pro“happs ~28275a253%4a41 Yc?480Ff 58 748c1d?81 Sacss—detectordphant

ML BAAE R ik A8 AR RN RIRK N E » R 15K Grep Phrase#=
JavaScript functions P 4~ % 4% : Grep Phrasef§ & 1 xxs_result, ¥ 7 #& iz & F= 7] & % o
JavaScript functions F & 1112 1% M alert » L AREGH 4 Bt 247 o @ T RINIMIER G LR LE R - &
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xssValidator Payloads

Created By: John Poulin (@forced-request) Custom Payloads can be defined here, seperated by linebreaks.

Version: 1.3.0 @ {JAVASCRIPT} placehalders define the location of the Javascript function
@ {EVENTHANDLER} placeholders define location of Javascript events,
xssValidator is an intruder extender with a customizable list of payloads, that couples such as onmouseaover, that are tested via scriptable browsers.
with the Phantem js and Slimer js scriptable browsers (o provide validation
of cross-site scripting vulnerabilities. =script-{JAVASCRIPT}=/script= ‘{
<ser ipt-{JAVASCRIPT}<=/scr ipt=
Getting started: "=<script=-{JAVASCRIPT}=</s cript=

“>=script{JAVASCRIPT}=/script=="
==script={JAVASCRIPT}=iscript=
=<script-{JAVASCRIPT}<iscript-<'
<8CRIPT={JAVASCRIPT} </SCRIPT=>
=scriscript=pt={JAVASCRIPT}, </scr</script=ipt=
<SCRI=script-PT={JAVASCRIPT} </SCR=/sCript=IPT>
<scri=scr<script=ipt=pt-{JAVASCRIPT};=/scrisc=/script=ript-ipt=
“{JAVASCRIPT}"

PhantomJS Server Settings http://127.0.0.1:8093 AJAVASCRIPTY,

JHAVASCRIPTY,
<SCR%00IPT={JAVASCRIPT}</SCR%00IPT>
{JAVASCRIPTH

=STYLE TYPE="text/javascript={JAVASCRIPT} </STYLE=
<<8CRIPT={JAVASCRIPTHI=</SCRIPT>
"{(EVENTHANDLER}={JAVASCRIPT}

3rep Phrase xes_result ==SCR\PT={JWASCRIF‘T}#==I’SCR\F‘T>

# Download latest version of xss-detectors from the git repository

@ Start the phantom server. phantomjs xss.js

= Create a new intruder tab, select Extension-generated payload

@ Under the intruder options tab, add the Grep Phrase to the Grep-Match panel
@ Successful attacks will be denoted by presence of the Grep Phrase

Slimer Server Settings http://127.0.0.1:8094

<img src="1" onerror="{JAVASCRIPT}'

onerror="{JAVASCRIPT}"

Javascript functions alert oneror={JAVASCRIPTY

JAVASCRIPT)"

AVASCRIPTY
“==5CRIPT={JAVASCRIPT}=/SCRIPT=">
=IMG “==<5CRIPT={JAVASCRIPT}=/SCRIPT=">

------ @ ADIDT IMASADIDT

Javascript event handlers 0nmousemove onmouseout onmouseover
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Attack Save Columns

[Resun:s ITarget I Pasitions I Payloads TQpﬁ«pns 1
m Attack Results

>

J' These settings control what information is captured in attack results.

[+/] Store requests
A [+/] Store responses
[/] Make unmodified baseline request

Use denial-of-service mode (no results)

[_] store full payloads T

2] Grep-Match
6' These settings can be used to flag result items containing specified expressions.

g Flag result items with responses matching these expressions;
F o

Paste xss_result

Load ...
Remaove . ¥

Clear
Add Enter a new iterm

Match type: (&) Simple string
() Regex ¥

233
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Attack Save Columns

Results | Target | Positions T Payloads IDptions ]

2

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which

payloads are assigned to payload positions - see help for full details.

Attack type:  Sniper

GET http:fle.152.21.315fvulnerabilitiesfxss_rf?namd=§xss§ HFIPfl.l A
Apcept: image/Jpeg, application/e-ms-application, image/gif, application/xaml+xml, -
image/pipeyg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, */*
Referer: http://10.152.21.215/vulnerabilities /xss_r/
Accept-Lancuage: zh-CIH
User-Agent: Mozilla/4.0 (compatible; M3IIE 8.0; Windows NT &.1; Trident/4.0; SLCCI; .NET CLE
2.0.50727; .NET CLE 3.5.30729; .NET CLE 3.0.30725; Media Center PC &.0; InfoPath.Z; .NET4.0C)
Accept-Encoding: gzip, deflate
Host: 10.15Z2.21.Z215
Cookie: PHPSESSID=dY9%rgsmem3n0fkgkie9jicftilE; security=low
=
¥

rd = == = Type a search term 0 matches Clear

1 payload position Length: 650

[ Resulis ITarget TPositions TPa]doads T Options 1

@ Payload Sets

You can define ane or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set l1 |v] Payload count. unknown

Payload type:  Extension-generated r mown

Selected generator. XSS Validator

EJ Payload Processing

You can define rules to perform van | l

l

2 & r B
2| Payload Options [Extensionf E¥ Scloct payload generator [
This payload type invokes a Burp el

Select the extension-provided payload generator that you
want to use. Burp extensions can be loaded using the
Extender tool.

()

Extension payload generatar: [XSSVaIidatorF*ayloads |vJ

OK J [ Cancel J

Add ] Enabled | Rule

Edit

Remaove >

up |
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E Ch\Windows\system32\emd.exe - phantomjs xss.js |££Ii-]

SuntaxError: Unexpected token '

undef ined:67 in setContent
phantomjs:/scodesxss.js: 68 in parsePage
phantomjs:/“codesxss.js:183

Received request with method type: POST
Processing Post Request
Beginning to parse page
URL: http:-/-18.15%2.21.215%http:/-18.152.21 .215/vulnerabilities xss_pr-7name=""'">{8
CRIPT >alert (29927924582’
Cookies: PHPSESSID=d?rgsmgmInBbkgkie?jiobtilb; security=low
SuntaxError: Unexpected EOF

undefined:6% in setContent
phantomjs: “codesxss. jz:68 in parsePage
phantomjs:/ codersxss.js:183

Received request with method type: POST
Processing Post Reguest
Beginning to parse page
URL: http:r -18.15%2_21 _215http:-/-18.152_.21 215 vulnerabilities xss_r-?nane=<IFRAN
E SRC="f' onerror="alert{299792458>">{/IFRAME>
Cookies: PHPSESSID=d%rgsmgmInBbkgkie?jiobtilb; security=low

Received regquest with method type: POST
Froces=zing Post Hegquest
Beginning to parse page
URL: http:» -10.15%2_21 215http:-/-18.152_.21 215 /vulnerabilities xss_r ?namne=<IFRAH
E SRC="f' onerror="'alert{(299792458>° >{/IFRAME>
Cookies: PHPSESSID=d%rgsmgmInBbkgkie?jiobtilb; security=low

Received request with method type: POST
Processing Post Request
Beginning to parse page
URL: http:- »18.152_.21 215http:/-18.152.21 215 /vulnerabilities xss_pr Tname=<{IMG |
U ECRIPT >alert (299792458 2</SCRIFT>">
Cookies: PHPSESSID=d9rgsmgmInBbkgkie?jiobtilb; security=low
On alept: 299792458

. J
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Attack Save Columns
J Results TTarget I Pasitions I Payloads I Options ]
‘ Filter. Showing all items ‘ _;
Request 4 | Payload | Status | Errar |Timeout| Length |xss_result | Comment |
0 200 O [] 5701 O baseline request [4]
| 1 =script=alert(299792458)=/s... 200 D D 5741 @ N
2 =scr ipt=alert(299792458)=/.. 200 D D 5733
3 "==gcript=alert(299792458)... 200 D D 5743 F"'__ v
4 “=<script=aleri(299792458).. 200 O [] 5745 7]
5 ><scriptalert(209792458)=.. 200 O [] 5743 &
B “s=seript-alert(200792458)<.. 200 O [] 5745 #
7 <SCRIPT=alert(209792458).... 200 O [] 5742 #
8 =seri=script-pt=alert(29979.. 200 ] [] 5748 ]
9 <SCRI=script-PT=alert(299.. 200 ] [J 5748 ™= L
10 “scrissor<scrint=ipt=pt=alert.. 200 1 [1 5766 1 3
Request | Response ]
J RawT Headers T Hex I HTHL T Render ]
A
<fdive .
< fdive
</hody>
o o —
v
? = + = | | Type a search term 0 matches |
Finished | |

ML A LR EZF 3 > &A1 PhantomJS FoxssValidator £ XSS R &M 7 @94 A A T £ iR
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https://www.trustwave.com/Resources/SpiderLabs-Blog/Server-Side-XSS-Attack-Detection-with-ModSecurity-and-PhantomJS/
https://t0data.gitbooks.io/mysecuritybook/content/chapter1.html
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